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ABSTRACT 

of the qualifying work 

for obtaining the educational and qualification level “bachelor” 

Svitlychna Alona 

MODELLING THE POTENTIAL CONVERGENCE OF THE 

CYBERSECURITY SYSTEM AND COMBATING MONEY LAUNDERING 

The urgency of this work is due to the serious threat to humanity from 

cyberterrorism. The current experience of the world community is insufficient to 

fully counter this threat and speaks of a guaranteed vulnerability of any state. This 

is directly related to the fact that cyberterrorism is a transnational phenomenon, the 

participants of which have the opportunity to threaten information systems from 

anywhere in the world. After all, using the global Internet, terrorists can gather 

detailed information about the targets of attacks, their location and the collection of 

money to support terrorist acts. 

 Financial crimes and the growing complexity of cyberattacks have become a 

widespread problem for financial institutions. A leading provider of corporate 

cybersecurity solutions, whose products and services are recognized worldwide, will 

help strengthen your bank's cybersecurity. The introduction of information security 

tools in the banking infrastructure allows to protect data and resources and create a 

solid foundation for compliance with regulatory requirements. The data security 

strategy should be comprehensive, covering people, processes and technologies. The 

process of convergence of the cybersecurity system and financial crimes will ensure 

reliability and security in the financial sphere for the country. 

The object of the study is the relationship between the cybersecurity system 

and combating financial fraud.  

The subject of the research is a scientific approach to the selection, evaluation 

and formation of indicators that characterize the cybersecurity system and 

combating financial fraud. 

Methods of research – analysis of data related to the cybersecurity and 

financial monitoring system for 76 countries. 



 
 

The information and factual base consisted of: a set of empirical economic 

indicators of the world (76 observations, 12 variables), based on which the analysis 

and modeling; documentation in the Python programming language used to perform 

calculations. 

The work contains an introduction, three sections, conclusions, a list of 

references. The first section describes the theoretical basis for the convergence of 

the cybersecurity system and combating money laundering. The second section 

provides a statistical analysis of the potential convergence of the cybersecurity 

system and the fight against financial crime. In the third section, a neural network 

model of potential convergence of the cybersecurity system and combating money 

laundering is built. 

The total volume of the work is 40 pages, 30 of them are the main text, 3 are 

the list of links, 7 are the appendices. 28 illustrations were used to illustrate the study. 

28 literary sources are processed in the work. 

The results of the study were tested by publishing 1 article in a professional 

journal of category B and implementation in the discipline of the educational process 

"Introduction to Business Analytics" and "Forecasting of socio-economic 

processes". 

Key words: convergence, cybersecurity, legalization, financial fraud, criminal 

proceeds, principal components method, neural network. 
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INTRODUCTION 
 

The urgency of this work is due to the serious threat to humanity from 

cyberterrorism. The current experience of the world community is insufficient to 

fully counter this threat and speaks of a guaranteed vulnerability of any state [1]. 

This is directly related to the fact that cyberterrorism is a transnational phenomenon, 

the participants of which have the opportunity to threaten information systems from 

anywhere in the world. After all, using the global Internet, terrorists can gather 

detailed information about the targets of attacks, their location and the collection of 

money to support terrorist acts. 

It should be noted that one of the main factors in the development of socio-

political system is the production and use of information. In modern conditions, it 

plays a key role in the functioning of not only public and state institutions, but the 

life of every person [2]. 

In the conditions of digitalization and development of technologies, the 

number of cybercrimes is increasing, as well as the number of financial frauds is 

growing. The level and quality of cybercrime is constantly improving, criminals do 

not stop there, and therefore financial crime is also a type of cyber fraud. Achieving 

a certain level of security can be fully achieved through the interaction of such areas 

as the analysis of the fight against financial fraud and cybersecurity [3]. This process 

is important and necessary in the context of digitalization and technical 

development, and is important for finance, as it concerns the personal accounts of 

citizens who are at risk of being victims of cybercrime, and public resources are 

under threat. The process of convergence of the cybersecurity system and financial 

crimes will ensure reliability and security in the financial sphere for the country [4]. 

The object of the study is the relationship between the cybersecurity system 

and combating financial fraud. The subject of the research is a scientific approach to 

the selection, evaluation and formation of indicators that characterize the 

cybersecurity system and combating financial fraud. 
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The aim of the study is to identify the level of significance of the potential 

convergence of the cybersecurity system and to combat financial fraud. 

Objectives: to choose the factors for the analysis; to conduct statistical and 

visual analysis of data; using canonical analysis to identify the impact of 

cybersecurity factors on the fight against financial crime; choose the most influential 

factors; to analyze the selected factors using the neural network and regression 

analysis. 

The study uses methods such as statistical analysis; principal components 

method - to eliminate multicollinearity, neural network method and regression 

analysis. 
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1. CONVERGENCE OF THE CYBERSECURITY SYSTEM AND 

COMBATING FINANCIAL CRIME 

 

 

1.1 The essence of the convergence of the cybersecurity system and 

combating financial crime 

 

Financial crimes and the growing complexity of cyberattacks have become a 

widespread problem for financial institutions [5]. A leading provider of corporate 

cybersecurity solutions, whose products and services are recognized worldwide, will 

help strengthen your bank's cybersecurity. The introduction of information security 

tools in the banking infrastructure allows to protect data and resources and create a 

solid foundation for compliance with regulatory requirements. The data security 

strategy should be comprehensive, covering people, processes and technologies [6]. 

Developing and approving appropriate control measures and policies to 

reduce cybersecurity risks is no less important than organizational culture than 

selecting and deploying good tools. In other words, information security should be 

at the forefront in all departments of the enterprise. The development of a reliable 

cybersecurity system not only allows you to clearly see the threats, but also helps to 

ensure regulatory compliance [7]. To meet regulatory requirements and counter the 

growing number of cyber threats and frauds, the financial industry needs tools 

equipped with artificial intelligence, as well as a multi-level system of protection 

against cyber threats that supports rapid and scalable detection and resolution of 

problems. 

The sphere of finance - the area of circulation of monetary and currency 

values, as well as securities - the most important element of the domestic economy, 

which is actively developing [1]. Given the freedom of economic relations and the 

imperfections of their legal regulation, the financial sector has become one of the 

most attractive for criminal action. A significant number of different criminal 

financial transactions continue to take place here [5]. The criminal activity of the 
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financial sphere is characterized by the commission of a set of illegal actions 

invested in interfering with the movement of mainly funds or their substitutes, not 

related to or detached from the movement of other commodity values [1]. 

The concept of "financial crimes", being forensic, includes a very large group 

of crimes, have similarities in forensic characteristics. This concept is mostly 

associated with criminal acts as fraud [4]. 

The subject of criminal activity of this type are monetary resources that 

provide settlement operations [3]. There is an introduction in this area of methods of 

settlement operations using technologies based on the use of communication 

technology [1]. Large amounts of financial information are stored in the form of 

"electronic" documents. Criminal acts with such documents are often associated 

with unauthorized access to computer information [1]. It is important to keep in mind 

that criminal techniques can be distinguished from the real ones only with the use of 

special knowledge and techniques [7]. 

Ways of committing financial crimes are very diverse. Criminal financial 

transactions can be conditionally grouped as follows [9]: 

• operations in the field of settlement mechanisms for money (including 

currency) circulation, which use the imperfection of the legal regulation of the 

settlement mechanism between counterparties or the lack of official control over its 

operation [1]; 

• operations in the field of circulation of payment documents or securities 

based on the imperfection of organizational legal and technical methods of 

protection of these financial instruments, banking products, etc. [1]; 

• operations in the field of borrowed resources, bank lending, based on the 

illegal receipt of funds in the form of borrowed resources, their misuse or 

misappropriation [8]; 

• fictitious lending operations accompanied by bribery of responsible bank 

employees and distribution of borrowed funds among criminals [1]; 

• operations in the field of information financial computer technologies, based 

on the imperfection of the means and mechanisms to protect such information 
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systems of financial institutions from unauthorized access to and management of 

such information from the outside [9]. 

It is characteristic of financial crimes that their actual commission is carried 

out in a very short time, the organizers of the crime, setting a specific goal, stop 

criminal acts immediately after their achievement [9]. 

Criminals' knowledge of banking technology allows them to avoid the rapid 

detection of illegal transactions and gain access to funds as quickly as possible [10]. 

In this case, banking instruments are actively used both to commit theft, and the 

introduction of criminal capital legal turnover [11]. 

After the crime is committed, active actions are taken to conceal it, often 

involving the liquidation of enterprises and financial institutions, their fictitious or 

intentional bankruptcy, destruction of documents, distortion of accounting, 

statistical and other reporting, transfer to other positions or dismissal of persons who 

knew something on the progress of the financial transaction [4]. 

The situation created or created by criminals for the possibility of committing 

these crimes, first of all, is formed under the influence of various inconsistencies, 

contradictory, undeveloped provisions of the legislation governing the financial 

sphere; ill-considered individual decisions and the mechanism of their 

implementation in the actions of relevant officials, etc. [3]. 

Selfish crimes are often facilitated by a situation of weak control over the 

order of operation of systems, weak protection of systems from unauthorized access. 

For example, insufficient protection against fraudulent actions of bank payment 

documents, insufficient quality of their production and security [1]. 

It is under such conditions that an effective solution would be to converge the 

cybersecurity system and combat financial crime. 

After all, in such conditions, when the financial system of the state is 

vulnerable in the field of financial security and has an underdeveloped system of 

cyber defense - peace and reliability are not guaranteed. 
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The importance of cybersecurity is growing. In fact, our society is more 

technologically dependent than ever, and there is no indication that this trend will 

slow. 

One of the benefits of converging cybersecurity and preventing financial 

crime is protecting networks and data from unauthorized access. 

Financial data needs reliable protection against criminal use, which is a 

serious threat to the operation and existence of financial systems. Therefore, it is 

important to protect data from unauthorized access. 

 

 

1.2 Characteristics of factors that characterize cybersecurity systems and 

combating financial crime.  

 

When discussing data and information, a triad of factors must be considered. 

The CCA triad refers to the information security model, which consists of three main 

components: confidentiality, integrity and accessibility. Each component represents 

the main task of information security. 

Therefore, how can the three components of the CDC be described: 

• Confidentiality: This component is often associated with confidentiality and 

the use of encryption. Confidentiality in this context means that data is only available 

to authorized persons. If the information was confidential, it means that it was not 

compromised by other parties; Confidential data is not disclosed to people who do 

not need it or who should not have access to it. Ensuring confidentiality means that 

information is organized in terms of who should have access, as well as the 

confidentiality of data. Violations of privacy can occur in various ways, such as 

hacking or social engineering. 

• Integrity. Data integrity refers to the assurance that data is not falsified or 

degraded during or after submission. This is the belief that the data has not been 

tampered with, intentionally or unintentionally. During the transfer process, there 
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are two points during which integrity may be compromised: when downloading or 

transferring data, or when storing a document in a database or collection. 

• Accessibility: this means that information is available to authorized users 

when needed. For a system to demonstrate accessibility, it must have well-

functioning computing systems, security controls, and communication channels. 

Systems that are identified as critical (power generation, medical equipment, 

security systems) often have extraordinary accessibility requirements. These 

systems must be resistant to cyber threats and have protection against power outages, 

equipment failures and other events that may affect the availability of the system. 

Stability, accessibility and security are also three important factors to consider 

when creating a cyberspace, and this is especially important in finance and financial 

transactions. 

Accessibility is a serious problem in a collaborative environment, as such an 

environment must be stable and constantly maintained. Such systems should also 

provide users with access to the necessary information with little waiting time. There 

may be backup systems that provide a high failure rate. The concept of availability 

can also refer to the ease of use of the system. 

Information security of the financial sphere means maintaining integrity and 

secrecy during the storage or transmission of information. Information security 

breaches occur when information is accessed by unauthorized persons or parties. 

Violations may be the result of hackers, intelligence services, criminals, competitors, 

employees or others. In addition, individuals who value and want to maintain their 

confidentiality are interested in information security. 

The CCA Triad describes three important components of data and information 

protection that can be used as a guide to establish a security policy in an organization. 

Establishing and maintaining an organization's security policy can be a challenge, 

but using a three-pillar strategic approach to cybersecurity can help you identify and 

manage cybersecurity risks methodically and comprehensively. 

The financial services sector is a particularly important target for cyberattacks 

and is strictly regulated by jurisdictions around the world. Faced with constant 
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attempts at intrusion and other attacks, financial service providers often face 

difficulties in moving from a reactive position on cybersecurity to a precautionary 

one. Achieving this goal is hampered by the constant increase in the number of areas 

of attack resulting from the use of new technologies introduced through digital 

innovation initiatives. In addition to this complexity, there is a need to comply with 

the growing number of regulations on the use of financial and personal data [6]. 

Some factors that can counter cybercrime in the field of finance have been 

identified, such as: 

• Cost reduction, 

• Tracking 

• Operational efficiency 

• Flexibility 

• Reporting on compliance with the requirements [1]. 

Regarding cost reduction, we can say that financial institutions are constantly 

under pressure to limit and reduce the cost of maintaining their IT environment [13]. 

Due to the limitation of budgets for cybersecurity, it is necessary to use a strategic 

approach to the allocation of financial resources as well as human resources. Due to 

the limited money and time of staff, a strategy is needed to limit the risk limit, as 

well as compromise. These problems are obviously exacerbated by a shortage of 

cybersecurity staff, which in turn complicates and increases the cost of finding 

specialists, and calls into question their ability to find them [12]. 

If we talk about such a factor as tracking, it is obvious that the sphere of 

attacks is constantly growing and increasing, thus complicating the process and the 

ability to protect against threats. The introduction of multi-cloud solutions for 

business services and the use of mobile customers leads to a rapid and widespread 

increase in the number of areas of attack. Given this factor, companies providing 

financial services need to implement more and more specialized remedies to address 

the problems that may arise due to the growing number of such attacks [14]. The 

resulting repositories have a negative impact on tracking, increasing inefficiencies 

and increasing risk. 
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The factor of operational efficiency is just as important, he understands that 

without the same efficiency, there is a lack of integration between different elements 

of security and fragmentation of the architecture, thereby increasing operational 

inefficiency [15]. In the absence of integration, many workflows have to be managed 

manually. In addition to delaying the detection, prevention and response to threats, 

architectural repositories create redundancy, increase operating costs and lead to 

potential gaps in the organization's cybersecurity system [4]. 

In the area of finance, the security architecture must be flexible enough to 

ensure high speed, security and interoperability of public, private and hybrid cloud 

services while protecting local services, all of which are integral to successfully 

countering the increase in cybercrime. financial services are increasingly using cloud 

programs and infrastructure, and this area is therefore more vulnerable and needs 

good, reliable cybersecurity. 

Compliance reporting is an important factor that monitors how well the 

system is working and whether there are any urges to believe that there is an element 

of instability or error that could cause serious problems such as information leakage, 

resource theft and similar problems. in this area [16]. Financial services are one of 

the most rigorous industries in the world, and all financial data, personal and 

corporate, is stored online, from campus to data center, peripherals and the cloud. 

Organizations must demonstrate compliance with several norms and standards. 

Employees performing strategic tasks should not be involved in preparing safety 

reports manually. 

There are also some factors that characterize the convergence of the 

cybersecurity system and the fight against financial crime. These factors include 

• The Global Cybersecurity Index (GCI), a reliable benchmark that measures 

countries' commitment to cybersecurity globally - to raise awareness of the 

importance and different dimensions of the problem. Because cybersecurity has a 

wide scope, covering many industries and different sectors, each country's level of 

development or involvement is assessed in five pillars: legal, technical, 
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organizational, capacity building and cooperation - and then summarized in an 

overall assessment [17]. . 

• The Network Readiness Index is an index published annually by the World 

Economic Forum in collaboration with INSEAD as part of their annual report on 

global information technology. It aims to measure the degree of readiness of 

countries to use the opportunities offered by information and information. 

communication technologies [12]. 

• The National Cyber Security Index measures a country's level of 

cybersecurity, its readiness to prevent cyber threats, and its readiness to manage 

cyber incidents, crime, and large-scale crises. NCSI's vision is to develop a 

comprehensive cybersecurity measurement tool that provides accurate and up-to-

date public information on national cybersecurity [18]. The NCSI focuses on 

measurable aspects of cybersecurity implemented by the central government and 

aims to identify which policy and strategy gaps need to be filled to improve a 

country's cybersecurity [13]. 

• The level of digital transformation is the process of completely replacing 

manual, traditional and outdated ways of doing business with the latest digital 

alternatives. This innovation affects all aspects of business, not just technology. This 

feature opens up much more than just improving individual processes. It allows you 

to transform any industry on a large scale [14]. 

• Political Stability Index - an institutional indicator that shows stability in 

political and governmental issues in countries. This also includes political violence 

[15]. 

• The Government Performance Index is an index developed by the World 

Bank Group that measures the quality of public services, civil service, policy 

making, policy implementation and confidence in the government's commitment to 

improving or maintaining these qualities at a high level [15]. 

• Ease of Doing Business Index is an index published by the World Bank. This 

is an aggregate indicator that includes various parameters that determine the ease of 

doing business in the country [19]. 
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• The crime index is a powerful but easy to understand crime rating on a scale 

from 0 to 100, where 100 is the safest. The index is based on the crime rate per 1,000 

population for all crimes in a given district or city [16]. 

• The Global Terrorism Index (GTI) is a comprehensive study that analyzes 

the impact of terrorism for 163 countries, covering 99.7% of the world's population, 

and is used to measure the impact of terrorism [17]. 

• The Financial Secrets Index (FSI) is a report published by the human rights 

organization Tax Justice Network, which ranks countries by financial secrecy 

indicators weighted by each country's economic flows [17]. 

• The consumer price index is an indicator of the average change over time in 

the prices paid by urban consumers for the market basket of consumer goods and 

services [17]. 

 

1.3 Conceptual research model 

 

The conceptual model is a representation and description of the system [20]. 

A model consists of concepts that are used to help people learn, understand, or model 

an object that represents a model. 

The analysis of the urgency of the problem of convergence of the 

cybersecurity system and counteraction to financial crimes aims to identify the need 

for the use of innovations, changes that are possible in the course of identifying the 

relationships between these systems. 

Statistical analysis is performed to study and present certain amounts of data, 

as well as to identify key patterns and trends. In this case, statistical analysis is 

conducted to study the behavior of factors related to the cybersecurity system and 

the system of combating financial problems and fraud in different countries. 

The conceptual model of the study is shown in Figure 1.1 
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Figure 1.1 - conceptual model of the study 

Data visualization is a graphical representation of information and data. Using 

visual elements such as charts, graphs, and maps, data visualization tools provide an 

accessible way to see and understand trends, deviations, and patterns in data. Data 

visualization is also performed to better understand the distribution of indicators, 

how often, how and where certain factors predominate. 

Canonical analysis is a multifactor technique that aims to determine the 

relationships between groups of variables in a data set. This type of analysis is used 

to understand the dependence of cybersecurity factors and counter financial fraud. 

With the help of canonical analysis, the most influential factors can be identified. 

This method works by finding a linear combination of variables X, ie X1, X2, etc., 

and a linear combination of variables Y, ie Y1, Y2, etc., which are most correlated 

[21]. 

Neural networks are prediction methods based on simple mathematical 

models. In the study, the neural model can be used to analyze and classify data 

according to specified parameters, to form analytical predictions based on input 

information, as well as to compare and recognize identical data. 

Regression analysis is a reliable method of determining which variables are 

most influential. The regression process allows you to confidently determine which 

1

•Analysis of the relevance of the problem of convergence of the cybersecurity 
system and combating financial crime

2
•Statistical analysis and data visualization

3
•Analysis of interdependencies of factors based on canonical analysis

4

•Building a neural network model of potential convergence of the cybersecurity 
system and combating financial crime

5
•Checking the adequacy and accuracy of the model

6
•Conducting regression analysis
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factors are most important, which factors can be ignored and how these factors affect 

each other. 
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2. STATISTICAL ANALYSIS OF THE POTENTIAL CONVERGENCE OF 

THE CYBERSECURITY SYSTEM AND COMBATING FINANCIAL CRIME 

 

 

2.1 Calculation and analysis of basic statistics 

 

The analysis of basic statistics was carried out using statistical methods of 

data processing, their systematization, visual representation of both tables and 

graphs, as well as quantitative description of data using a system of statistical 

indicators. 

Statistical analysis was performed using the Python programming language. 

Python is a high-level general-purpose programming language with dynamic 

rigorous typing and automatic memory management, focused on improving 

developer performance, code reading and quality, as well as ensuring the portability 

of programs written on it [7]. In this paper, the Python programming language was 

used to calculate basic statistics and visualize data on the convergence of 

cybersecurity and countering financial crime [22]. 

The first step was to import the necessary libraries, such as: pandas, numpy, 

preprocessing, matplotlib.pyplot and some others (Appendix A). The pandas library 

is used to support Python not only for data collection and purification, but also for 

data analysis and modeling tasks, without switching to more statistical-specific 

language processing [10]. 

The NumPy library provides implementations of computational algorithms (in 

the form of functions and operators), optimized for working with multidimensional 

arrays [11]. 

Matplotlib is a Python programming language library for data visualization 

with two-dimensional graphics [12]. 

The .head () function was used to display the data (Fig. 2.1). 
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Figure 2.1 - Display of input data. 

Figure 2.1 presents data that characterize the potential process of convergence 

of the cybersecurity system and combating financial crime. 

There are 14 columns, the first column indicates the serial number, the column 

called "Country" contains a list of countries, from 3 to 14 columns presents statistics 

such as GCI, ICTDI, NRI, NCSI, DDL, PSI, GEI, EDB, CI, CPI, GTI, FCI, 

respectively. 

GCI - Global Cyber Security Index 

ICTDI - Index of Information and Communication Technology Development 

NRI - Network Readiness Index 

NCSI - National Cyber Security Index 

DDL - Level of digital transformation 

PSI - Index of Political Stability 

GEI - Government Performance Index 

EDB - Ease of Doing Business Index 

CI - Crime Index 

GTI - Global Terrorism Index 

CPI - Consumer Price Index 

FCI - Index of Financial Secrecy 

The next step was to calculate the basic statistics for each of these indicators. 

The main statistics include: the total number of observations, mean, standard 

deviation, minimum value, and maximum value. (Fig.2.2) 
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The .describe () function calculates and displays summary statistics. (Fig.2.2). 

The average value of the sample characterizes the location of the values of the 

random variable and indicates the center of data scattering. 

Standard deviation is the most common indicator of the scattering of values 

of a random variable relative to its mathematical expectation. 

Minimum value - indicates the smallest value of the sample in the specified 

data interval. 

The maximum value, respectively, indicates the largest value of the sample. 

 

Figure 2.2 - Basic statistics. 

The figure shows that the total number of observations for each indicator is 

76. The mean, standard deviation, maximum and minimum values are different. 

For GCI: 

• average value - 66.078947 

• standard deviation - 24.289786 

• the minimum value is 2.000000 

• maximum value - 93.000000 

For ICTDI: 

• average value - 65.078947 

• standard deviation - 18.071534 

• the minimum value is 0.000000 

• maximum value - 90.000000 

For NRI: 

• average value - 61.894737 
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• standard deviation - 19.904826 

• the minimum value is 0.000000 

• maximum value - 86.000000 

For NCSI: 

• average value - 54.255000 

• standard deviation - 23.195725 

• minimum value - 3.9 million 

• maximum value - 96,100,000 

For DDL: 

• average value - 65.576184 

• standard deviation - 13.973113 

• the minimum value is 28,100,000 

• the maximum value is 85.130000 

For PSI: 

• average value - 0.322763 

• standard deviation - 0.779067 

• the minimum value is -1.860000 

• maximum value - 1.540000 

For GEI: 

• average value - 0.633684 

• standard deviation - 0.848850 

• the minimum value is 1.580000 

• the maximum value is 2.230000 

For EDB: 

• average value - 70.199342 

• standard deviation - 10.234283 

• the minimum value is 30.850000 

• maximum value - 86.590000 

For CI: 

• average value - 42.055000 
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• standard deviation - 14.360367 

• the minimum value is 13,100,000 

• maximum value - 83.6 million 

 

For CPI: 

• average value - 55.342105 

• standard deviation - 18.745704 

• the minimum value is 18.000000 

• maximum value - 88.000000 

For GTI: 

• average value - 2.143276 

• standard deviation - 2.317043 

• the minimum value is 0.000000 

• the maximum value is 7,568,000 

For FCI: 

• average value - 284.696287 

• standard deviation - 279.032311 

• the minimum value is 27.860721 

• maximum value - 1589.573888 

 

2.2  Visualization of the main factors 

 

Data visualization is the presentation of data in a form that provides the most 

efficient work of the person who studies them. Data visualization is widely used in 

many areas, such as: scientific and statistical research, in pedagogical design for 

teaching and testing, in news reports and analytical reviews [17]. 

Data visualization helps to achieve results, assess the value of information or 

data. Data visualization refers to the presentation of information in graphical form, 

for example, in the form of a pie chart, graph or visual representation of another type 

[12]. 
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Graphs are convenient to use if you want to depict the nature or general trend 

of the phenomenon or phenomena. The lines are convenient for the image of several 

time series of their comparison, when you need to compare the growth rate [16]. 

Histogram is one of the few ways to graphically represent data, the availability 

and ease of perception of which is beyond doubt. It is excellent for describing large 

data sets, as well as for characterizing a small numerical series [16]. 

Without exaggeration, histograms are one of the most important tools for data 

analysis. Presenting the results of observations with the help allows you to evaluate 

a number of statistical indicators, draw conclusions about the distribution functions 

and identify possible deviations, as well as compare data sets [16]. 

The matplotlib library was used to visualize pandas data. With its help you 

can easily build charts [14]. Using the already imported matplotlib module. pyplot 

and the plot () method were plotted. 

 

Figure 2.3 - Graph of data distribution. 

Figure 2.3 shows the distribution of all data. As you can see, the indicators, 

except for the FCI, are approximately within the same range. The FCI is different, 

the value of this characteristic is much higher than the values of others. The 

maximum and minimum values of this indicator are 1589.573888, 27.860721, 
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respectively. In order to better understand the distribution of other indicators, 

another graph was made, it describes all the input data, except FCI. (Fig.2.4). 

 

Figure 2.4 - Graph of data distribution. 

Figure 2.4 describes the data distribution. The total number of observations 

described in the figure is 76, the values of indicators vary from 0 to 100. 

The next step is to build a histogram for each indicator separately. 
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Figure 2.5 - GCI distribution histogram 

As can be seen from Figure 2.5, most values are in the range of 60-93. The 

number of observations from 0 to 60 is much less repeated. 

 

Figure 2.6 - Histogram of the distribution of the indicator "ICTDI" 

Figure 2.6 shows that the largest number of observations is concentrated in 

the range from 70 to 80. That is, these values are most often repeated in the sample. 

 

Figure 2.7 - Histogram of the distribution of the indicator "NRI" 
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Figure 2.7 describes the characteristics of "NRI". The largest values are in the 

range from 50 to 90, and are repeated more times than the values from 0 to 50. 

 

Figure 2.8 - Histogram of the distribution of the indicator "NCSI" 

In Figure 2.8, compared to the previous ones, the data are distributed more 

evenly, the values from 40 to 90 are most often repeated. Other values are less 

common. 

Figures 2.9, 2.10, 2.11, 2.12, 2.13 show the peculiarities of the distribution of 

factors "PSI", "EDB", "CI", "CPI", "GTI", respectively. 
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Figure 2.9 - Histogram of the distribution of the indicator "PSI"

 

Figure 2.10 - Histogram of the distribution of the indicator "EDB" 
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Figure 2.11 - Histogram of the distribution of the indicator "CI"

 

Figure 2.12 - Histogram of the distribution of the indicator "CPI" 
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Figure 2.13 - Histogram of the distribution of the indicator "GTI" 

 

2.3 Analysis of interdependencies of factors based on canonical analysis 

 

Canonical analysis is a multidimensional method of analysis that involves 

determining the relationships between groups of variables in a data set. The main 

purpose of canonical analysis is to find the maximum correlations between groups 

of source variables [18]. 

Canonical data analysis was performed using the STATISTICA program. 
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Figure 2.14 - the results of canonical analysis 

The obtained value of the canonical R is large enough and equal to 0.96635. 

The canonical value of R, shown in Figure 2.14, suggests that there is a strong 

correlation between the factors that characterize cybersecurity and financial crime 

prevention systems. Pearson's test, which in this case is equal to 297.75, confirms 

the statistical significance of the correlation coefficient, and the level of significance 

of this coefficient does not exceed 0.05 (p = 0.0000). The value of the left set, which 

was formed from the indices of the cybersecurity system, is 58.7705%. This value 

suggests that the factors described in the right set, which characterize the level of 

resistance to financial crime, explain by 58.7705% the variability of factors in the 

cybersecurity system [27]. The system of counteraction to financial crimes to some 

extent depends on the system of cybersecurity in the country, apparently, the factors 

of the cybersecurity system by 58.7748% explain the variability of factors that 

characterize the level of counteraction to financial fraud. The analysis of indicators 

shows that the factors of the cybersecurity system have an impact on the process of 

combating financial crime [27]. 

The next step was to analyze the impact of each factor of the cybersecurity 

system on combating financial fraud. 
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Figure 2.15 - Results of canonical analysis. 

Figure 2.15 shows the results of the canonical analysis of the GCI 

cybersecurity factor and anti-fraud factors. 

As can be seen, the obtained value of the canonical R is not large enough (R 

= 0.62413). This suggests a low correlation between the Global Cybersecurity Index 

and the Prevention of Financial Crime. Pearson's test, which is 34,794, also confirms 

the statistical insignificance of the correlation coefficient. The value of the left set is 

38.9537% and suggests that the factors that describe the fight against financial crime, 

38.9537% explain the variability of the global cybersecurity index [27]. 

As can be seen from Figure 2.15, a very small percentage of countering 

financial crime factors depend on the chosen factor of the cybersecurity system. The 

factor of the global cybersecurity index of only 7.11577% explains the variability of 

factors in combating financial crime [27]. The value obtained suggests that the 

impact of the global cybersecurity index on combating financial fraud is low and has 

no significant impact on the system of combating financial fraud [27]. 
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Figure 2.16 - Results of canonical analysis. 

Figure 2.16 shows the results of the analysis of the impact of the index of 

development of information and communication technologies on combating 

financial fraud [27]. As can be seen from Figure 2.16, the obtained value of R is low, 

which indicates a low correlation between the selected factors. Pearson's coefficient, 

in this case, is 60,519, which confirms the statistical insignificance of the correlation 

coefficient. The value of the factors of the left set is 57.6170%. This shows that the 

factors of counteraction to financial fraud by 57.6170% describe the variability of 

the factor of the cybersecurity system [27]. The value of the factors of the right set 

is equal to 12.6134%. This describes that the index of development of information 

and communication technologies by 12.6134% describes the variability of factors in 

combating financial crime. The obtained values indicate that the impact of the index 

of development of information and communication technologies on combating 

financial crimes is, but it is not so great. 
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Figure 2.17 - Results of canonical analysis. 

Figure 2.17 describes the impact of the Network Readiness Index on financial 

crime response factors. The value of the obtained R is low, and this indicates a low 

correlation between factors [27]. Pearson's coefficient confirms the assumption of 

statistical insignificance of the correlation coefficient. The value of the factors of the 

left set is 50.5428%. This suggests that the factors of counteraction to financial fraud 

by 50.5428% describe the variability of the network readiness index. The value of 

the factors of the right set is equal to 7.99112%. This suggests that the network 

readiness index of 7.99112% describes the variability of factors in combating 

financial crime [28]. 

The obtained results indicate a low influence of the network readiness factor 

on the factors of counteraction to financial crimes. 
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Figure 2.18 - Results of canonical analysis. 

The correlation between the factors of counteraction to financial crimes and 

the national cybersecurity index is weak, as evidenced by the correlation coefficient 

equal to 0.74559 (Fig.2.18). Pearson's criterion is 57,225 and confirms that the 

correlation coefficient is not statistically significant. 

The value of redundancy for the left set, which consists of a factor of the 

cybersecurity system, namely the factor "National Cybersecurity Index" is 

55.5897%. This means that the factors of the right set, which consist of indices for 

combating financial crimes, by 55.5897% explain the variability of the cybersecurity 

system [27]. The fight against financial fraud depends in part on the national 

cybersecurity index, as the factor of the cybersecurity system by 23.4440% describes 

the variability of the system of combating financial crimes. Although the values 

obtained are moderate, this is enough to prove the small impact of the National 

Cyber Security Index on combating financial fraud in countries [28]. 
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Figure 2.19 - Results of canonical analysis. 

Figure 2.19 shows the results of the analysis of the impact of the factor "Level 

of digital transformation" on combating financial crime in countries. 

As can be seen, the obtained value of the canonical R = 0.95472. This suggests 

that there is a strong correlation between the factors that characterize the level of 

digital transformation and the fight against financial crime. 

Pearson's test, which is equal to 170.94, and the level of significance of which 

does not exceed 0.05 (p = 0.0000), confirms the statistical significance of the 

correlation coefficient. The redundancy value for the left set, which consists of a 

factor of the cybersecurity system, namely the "Level of Digital Transformation", is 

91.1491%. This indicates that the factors of the right set, which describe the fight 

against financial crimes, 91.1491% explain the variability of the index of the level 

of digital transformation, which indicates a high value of influence. The process of 

combating financial fraud in the country depends on the cyber protection of financial 

systems, as the index of digital transformation at 39.7615% describes the variability 

of factors that characterize the fight against financial fraud in countries [28]. The 

value obtained is high and this indicates that the cybersecurity system (digital 

transformation level index) has a strong influence on combating financial fraud. 

Thus, in the process of analyzing the impact of cybersecurity factors, one index was 
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identified that has a strong influence on the factors that characterize the fight against 

financial crime, this factor is the "level of digital transformation". 
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3. BUILDING A NEURAL NETWORK MODEL OF POTENTIAL 

CONVERGENCE OF THE CYBERSECURITY SYSTEM AND COMBATING 

FINANCIAL CRIME 

 

 

3.1  Elimination of multicollinearity of factors using the method of 

principal components 

 

The principal components method is a technique for reducing the 

dimensionality of data sets, increasing interpretation, but at the same time 

minimizing information loss [26]. This is done by creating new uncorrelated 

variables that consistently maximize variance [18]. 

The principal components method and further analysis are performed in the 

Python programming language. The necessary step was to assign values of X and Y. 

 

Figure 3.1 - Input data 

The value of X was assigned the index "DDL", which is responsible for the 

level of digital transformation, and characterizes the cybersecurity system. This 

index was chosen in the process of canonical analysis as the most influential factor 

in combating financial fraud (Fig. 2.21). 

The value of B was assigned indices that characterize the fight against 

financial fraud in countries, namely: "PSI", "GEI", "EDB", "CI", "CPI", "GTI", 

"FCI". 

The indicators that were selected have a high level of multicollinearity. Since 

multicollinear indicators cannot be further processed with this data, a neural network 
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cannot be constructed with multicollinear factors. The method of the main 

components was used for further analysis. The essence of this method is to reduce 

the data set and create new components that do not have multicollinearity. After 

plotting and performing calculations, it is seen that only 4 of the 7 components were 

obtained. As can be seen from the table (Fig. 3.3), 4 components accumulate a 

variation of 93% and the level of significance of each should not be less than 0.05. 

This method was used to build a neural model based on new factors. 

 

Figure 3.2 – The graph of new components. 

 

Figure 3.3 - Results of the calculation. 

 

3.2 Construction of a neural network model 

 

A neural network is a series of algorithms designed to recognize the basic 

connections in a data set. 

Neural networks can adapt to changing input data; thus the network generates 

the best possible result without the need to redesign the output criteria. 
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The relu activation function was used to construct the neural network. 

ReLU is a nonlinear activation function. This feature is the most commonly 

used feature. It is used for convolutional neural networks and deep learning for all 

layers except the original [24]. 

Figure 3.4 shows a neural network that shows actual and predicted values, as 

well as an estimate. It turns out that the criterion of determination is equal to 0.799 

according to the test results and the assessment of the training coefficient of 

determination is equal to 0.821 (Fig. 3.5). The model contains three layers, each 

layer contains 45 nodes. This model is made manually by selection (Appendix B). 

Estimates such as, mean absolute error (equal to 3,47495173501873) and 

mean square error (equal to 26,07682730734608) describe a comparison of the 

quality of the predicted data and the actual. As can be seen from Figure 3.5, the 

errors are insignificant and this indicates a high quality forecast. 

 

Figure 3.4 - Neural network 

 

Figure 3.5 - The result of the calculation 



38 
 

The next stage is to build a loss curve. One of the most commonly used graphs 

for neural network debugging is the learning loss curve. Figure 3.6 characterizes the 

behavior of indicators. This curve measures the error of the model and shows "how 

badly the model works." All these indicators record the performance of the model, 

so the higher they are, the better the model becomes. In this case, the number of 

losses decreases, the curve decreases over time and equalizes to a certain level. 

 

Figure 3.6 - graph of losses 

The coefficients obtained for the neural network are shown in Figure 3.7, 3.8. 

 

 

Figure 3.7 - neural network coefficients 
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Figure 3.8 - neural network coefficients 

Figure 3.4 shows the graph of the neural network, the parameters of the model 

were selected manually, as you can see, the network turned out quite good, and the 

estimated values are very close to real values. There is also a method of finding the 

parameters of the model on the lattice. This method assumes that the selection of 

hyperparameters is set manually, then a complete search is performed. A popular 

implementation of this method is Sclearn Grid Search. In this work, the method of 

parameter selection was performed, three variations of the neural network were 

tested and the best version of the network was selected (Fig. 3.9). The results of the 

calculation of the criterion of determination, the mean absolute error, the root mean 

square error are presented in Figure 3.10. 
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Figure 3.9 - neural network 

 

Figure 3.10 - the results of the calculation 

As can be seen from Figure 3.9, the predicted values have quite high 

deviations from the actual values. The obtained coefficient of determination is low, 

the mean absolute error (4.766978809140717) and the root mean square error 

(51.81089511376816). Therefore, the first neural network model is better for further 

use and prediction. 

 

3.3 Regression analysis 

 

Regression analysis is a set of statistical processes for estimating the 

relationships between a dependent variable and one or more independent variables 

[25]. 

Regression analysis is mainly used for two conceptually different purposes. 

First, regression analysis is widely used for prediction and prediction, where its use 

significantly overlaps with the field of machine learning [24]. Second, in some 

situations, regression analysis can be used to conclude causal relationships between 

independent and dependent variables [23]. 
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Regression analysis was performed to analyze and predict the impact of 

cybersecurity factors on the fight against financial fraud. 

 

Figure 3.11 - Results of regression analysis 

The regression analysis showed that most of the parameters have a value of P 

that exceeds 0.05. Accordingly, these parameters do not affect the fight against 

financial fraud. The next stage is the selection of parameters whose P value is below 

0.05. 

Selected parameters for regression are: "EDB", "CPI", "FCI". 

FCI-this parameter was left because the index of financial secrecy is still 

important for the system of combating financial crime. The deviation of 0.06 from 

0.05 is insignificant, based on this, it was decided to leave this indicator and conduct 

a regression analysis based on three factors. 
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Figure 3.12 - Results of regression analysis 

As a result of regression analysis, we have predicted values for the test and 

training data set (Fig. 3.13, Fig. 3.15). 

 

Figure 3.13 - predicted values for the test data set 

 

Figure 3.14 - calculation results 

The average absolute error for the test data set is 2.7086619105116534, which 

is acceptable. The root mean square error of the forecast is 11.779761215591133, 

the mean square error is 3.432165674263282. 
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Figure 3.15 - predicted values for the training data set 

 

Figure 3.16 - calculation results 

The average absolute error for the training data set is 4.424836546812158. 

The root mean square error of the forecast is 43.873275551329534, the mean square 

error is 6.623690478225076. 

The regression analysis helped to identify factors that, together with the index 

of the level of digital transformation, are important in the process of combating 

financial fraud in countries. These factors are the index of ease of doing business, 

the index of consumer prices, the index of financial secrecy. 
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CONCLUSION 

 

Today, the problem of the impact of technology development and 

digitalization of the economy on the growth of the number of cyber frauds in the 

field of finance around the world is facing humanity. The pace of technology 

development and the quality of cyber systems is increasing, and, of course, the 

number of frauds is growing in various fields, especially in the field of finance. At 

present, financial systems do not have sufficient cybersecurity and are vulnerable to 

information technology. Information, money in different currencies, securities can 

be stolen by hackers from around the world. In order to improve the quality of the 

financial sector, as well as to reduce the number of cybercrimes and combat financial 

fraud, an analysis of the potential blood energy of the cybersecurity system and the 

fight against financial fraud was conducted. In the course of the work, statistical and 

visual analysis described the factors that may affect the level of security of the 

financial sector. Canonical analysis identified the DDL factor, which characterizes 

the level of digital transformation in cybersecurity. The process of combating 

financial fraud in the country depends on the cybersecurity of financial systems, 

namely the index of the level of digital transformation. This conclusion was made 

on the basis of calculations made by canonical analysis (Fig. 2.19). Two methods of 

analysis were used in the work - neural network and regression analysis. This was 

done in order to compare the two types of analysis and identify which one best 

describes the potential process of cybersecurity convergence and counter-fanatic 

fraud. Based on these types of analysis, it was found that important indicators in the 

field of cybersecurity and combating financial fraud are the factors of digital 

transformation and three indicators that characterize the index of ease of doing 

business, consumer price index, index of financial secrecy, respectively. 

Thus, the process of convergence of the cybersecurity system and combating 

financial fraud is a topical issue today and requires detailed study and development. 

Through the implementation of technology in finance, it is possible to improve the 
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security of financial institutions and reduce the impact of hackers on financial 

systems, and. as a result, increase financial security in different countries. 
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APPENDIX 
 

Appendix А 

 

Figure A-1 - Import libraries 

 

Figure A-2 - import input

 

Figure A-3 - construction of the principal components method. 
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Appendix B 

 

Figure B-1 - plotting the graph in Figure 3.4. 

 

Figure B-2 - plotting the graph in Figure 3.6. 

 

 

Figure B-3 - construction of neural network coefficients in Figure 3.7. 

 

Figure B-4 - characteristics of neural network parameters. 
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Appendix C 

 

 

 

 

 

 

 

 

Figure C-1 – The code for model calculations. 
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Figure C-2 – The code for model calculations. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


