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Ðîçãëÿäàþòüñÿ ê³ëüê³ñí³ ïîêàçíèêè îö³íêè ³íôîðìàö³éíî¿ ïðèõîâàíîñò³ 
(êðèïòîãðàô³÷íî¿ ñò³éêîñò³), ÷àñîâ³ ³ ºìí³ñí³ òðóäíîù³ êàñêàäíèõ òåîðåòèêî-
êîäîâèõ ñõåì ³ç çàìàñêîâàíèì àëãåáðîãåîìåòðè÷íèì êîäîì çîâí³øíüîãî ñòóïåíÿ. 

 
 

ÏÎÑÒÀÂËÅÍÍß ÏÐÎÁËÅÌÈ Â ÇÀÃÀËÜÍÎÌÓ ÂÈÃËßÄ² ²  
ÀÍÀË²Ç Ë²ÒÅÐÀÒÓÐÈ 

Ïðîâåäåíèé àíàë³ç ñòàíó ³ ïåðñïåêòèâè ðîçâèòêó ñèñòåìè óïðàâë³ííÿ 
â³éñüêàìè (ñèëàìè) ³ çáðîºþ ïîêàçàâ, ùî â óìîâàõ ï³äâèùåííÿ 
øâèäêîïëèííîñò³ îïåðàö³é (áîéîâèõ ä³é), íåîáõ³äíîñò³ íåãàéíîãî 
ðåàãóâàííÿ íà äèíàì³÷í³ çì³íè â îáñòàíîâö³, çðîñòàííÿ îáñÿã³â ³ 
ð³çíîïëàíîâîñò³ çàâäàíü, âèð³øàëüíîãî çíà÷åííÿ ÷èííèêà ÷àñó â 
óïðàâë³íí³ â³éñüêàìè ³ñíóþ÷à ñèñòåìà óïðàâë³ííÿ íå ïîâíîþ ì³ðîþ 
â³äïîâ³äàº ³ìîâ³ðí³ñíî-÷àñîâèì âèìîãàì, ùî ñòàâëÿòüñÿ. Êîìïëåêñè 
àâòîìàòèçàö³¿ òà çâ'ÿçêó, ùî ñòîÿòü íà îçáðîºíí³, ìîðàëüíî ³ ô³çè÷íî 
çàñòàð³ëè òà íå äîçâîëÿþòü çàáåçïå÷èòè ñó÷àñí³ âèìîãè ùîäî 
³íôîðìàö³éíî¿ ñêðèòíîñò³ òà äîñòîâ³ðíîñò³ ïåðåäà÷³ äàíèõ â 
ïåðñïåêòèâí³é ÀÑÓÂ. 

Ïåðñïåêòèâíèì íàïðÿìîì â ðîçâèòêó êîìïëåêñíèõ ìåõàí³çì³â 
çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ ñêðèòíîñò³ òà äîñòîâ³ðíîñò³ ïåðåäà÷³ äàíèõ º 
êàñêàäí³ òåîðåòèêî-êîäîâ³ ñõåìè, ùî ôóíêö³îíóþòü â ðåæèì³ ìàñêóâàííÿ 
êîäîâèõ ñë³â ï³ä âèïàäêîâó ïîñë³äîâí³ñòü [1]. Â ðîáîò³ ïðåäñòàâëåí³ 
ðåçóëüòàòè ïðîâåäåíèõ äîñë³äæåíü âëàñòèâîñòåé ðîçðîáëåíèõ êàñêàäíèõ 
òåîðåòèêî-êîäîâèõ ñõåì ³ çàïðîïîíîâàí³ ïðàêòè÷í³ ðåêîìåíäàö³¿ ùîäî 
çàñòîñóâàííÿ ðîçðîáëåíèõ òåõí³÷íèõ ð³øåíü äëÿ ³íòåãðîâàíîãî 
çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ ïðèõîâàíîñò³ òà äîñòîâ³ðíîñò³ ïåðåäà÷³ 
äàíèõ.  

Ìåòîþ ñòàòò³ º äîñë³äæåííÿ ñò³éêîñò³, ÷àñîâî¿ òà ºìí³ñíî¿ ñêëàäíîñò³ 
êàñêàäíèõ òåîðåòèêî-êîäîâèõ ñõåì ³ç çàìàñêîâàíèìè 
àëãåáðîãåîìåòðè÷íèìè êîäàìè íà çîâí³øíüîìó ñòóïåí³ óçàãàëüíåíîãî 
êàñêàäíîãî êîäó ïîðÿäêó m = 5-10. Ïðè öüîìó ÿê êîä çîâí³øíüîãî 
ñòóïåíÿ ðîçãëÿäàºòüñÿ àëãåáðîãåîìåòðè÷íèé êîä, ïîáóäîâàíèé ïî 
åë³ïòè÷íèõ êðèâèõ (åë³ïòè÷íèé êîä).  

Îñíîâíà ÷àñòèíà. Îäíèì ç îñíîâíèõ ïîêàçíèê³â îö³íêè åôåêòèâíîñò³ 
òàºìíèõ ñèñòåì º êðèïòîãðàô³÷íà ñò³éê³ñòü [2-4]. Âîíà ðîçö³íþºòüñÿ ÿê 
íàéâàæëèâ³øèé ÷èííèê ïðè îö³íö³ áåçïåêè êðèïòîàëãîðèòìó òà 
âèçíà÷àºòüñÿ òàêèìè ³ìîâ³ðí³ñíî-÷àñîâèìè ïîêàçíèêàìè êðèïòîãðàô³÷íî¿ 
ñò³éêîñò³: 

− áåçïå÷íèé ÷àñ TÁ, ùî õàðàêòåðèçóº ÷àñ áåçïå÷íî¿ ðîáîòè äàíîãî 
êðèïòîàëãîðèòìó çà óìîâè çàñòîñóâàííÿ ïðîòèâíèêîì ð³çíèõ ìåòîä³â 
êðèïòîàíàë³çó; 

− â³ðîã³äí³ñòü ïðàâèëüíîãî â³äíîâëåííÿ êëþ÷à øèôðóâàííÿ PK, 
êëþ÷à ðîçøèôðóâàííÿ PK* ³ â³äêðèòîãî òåêñòó PM çà óìîâè çàñòîñóâàííÿ 
ïðîòèâíèêîì ð³çíèõ ìåòîä³â êðèïòîàíàë³çó. 

Çà âèçíà÷åííÿì [5] àëãåáðà¿÷íî çàäàíèé óçàãàëüíåíèé êàñêàäíèé êîä 
ïîðÿäêó m îäíîçíà÷íî âèçíà÷àºòüñÿ 2n  êâàäðàòíèìè äâ³éêîâèìè 
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ìàòðèöÿìè 0
jH , 21,j n=  ïîðÿäêó 1n  (ÿê³ çàäàþòü 1 1( , , )i in k d  êîäè 

ïåðøîãî ñòóïåíÿ) ³ 1m +  ãðóïîâèìè íàä (2 )iaGF , 1, 1i m= +  êîäàìè 

äðóãîãî ñòóïåíÿ ç ïàðàìåòðàìè 2 2( , , )i in b d . 

Ôîðìóâàííÿ êàñêàäíî¿ òåîðåòèêî-êîäîâî¿ ñõåìè çä³éñíþºòüñÿ øëÿõîì 
ìàñêóâàííÿ êîä³â çîâí³øíüîãî ñòóïåíÿ óçàãàëüíåíîãî êàñêàäíîãî êîäó, à 
ïðîöåñ ôîðìóâàííÿ êîäîãðàì â³äïîâ³äàº ôîðìóâàííþ êîäîâîãî ñëîâà 
çàìàñêîâàíîãî êàñêàäíîãî êîäó ³ç äîäàâàííÿì äî íüîãî âèïàäêîâîãî 
âåêòîðà ïîìèëêè. 

Ïàðàìåòðè åë³ïòè÷íèõ êîä³â, ÿê³ âèêîðèñòîâóþòüñÿ ÿê êîäè 
çîâí³øíüîãî ñòóïåíÿ óçàãàëüíåíîãî êàñêàäíîãî êîäó òà õàðàêòåðèñòèêè 
â³äïîâ³äíèõ êàñêàäíèõ òåîðåòèêî-êîäîâèõ ñõåì, ùî ðåêîìåíäóþòüñÿ äî 
ïðàêòè÷íîãî âèêîðèñòàííÿ äëÿ ³íòåãðîâàíîãî ï³äâèùåííÿ ³íôîðìàö³éíî¿ 
ïðèõîâàíîñò³ ïåðåäà÷³ äàíèõ äëÿ R = 1/2, ïîäàí³ â òàáë. 1. 

Ïðîâåäåìî äîñë³äæåííÿ ñò³éêîñò³ ðîçðîáëåíèõ òåîðåòèêî-êîäîâèõ ñõåì 
äî êðèïòîàíàë³òè÷íèõ àòàê ïðîòèâíèêà.  

Ó çàãàëüí³é êëàñèô³êàö³¿ âñ³ àòàêè ïðîòèâíèêà ìîæíà êëàñèô³êóâàòè 
òàê:  

1) àòàêà ç â³äîìîþ êîäîãðàìîþ;  
2) àòàêà ç ï³ä³áðàíîþ êîäîãðàìîþ;  
3) àòàêà ç â³äîìèì â³äêðèòèì òåêñòîì;  
4) àòàêà ç ï³ä³áðàíèì â³äêðèòèì òåêñòîì.  
ßê ïîêàçàíî â [6], âäàëà ðåàë³çàö³ÿ ïðîòèâíèêîì áóäü-ÿêî¿ ç 

ïåðåë³÷åíèõ àòàê ïðèâåäå äî çíàõîäæåííÿ îäí³º¿ ç äîïóñòèìèõ ìàòðèöü - 
ë³í³éíî åêâ³âàëåíòíî¿ ìàòðèö³ G. Öå ïðèâåäå äî òîãî, ùî ïðîòèâíèê 
çìîæå ôîðìóâàòè êîäîãðàìè (çíèçèòü ³ì³òîñò³éê³ñòü ñèñòåìè), ïðîòå äëÿ 
¿õ äåêîäóâàííÿ ³ äåêîäóâàííÿ êîäîãðàì, ñôîðìîâàíèõ óïîâíîâàæåíèì 
êîðèñòóâà÷åì ñèñòåìè, éîìó íåîáõ³äíà ìàòðèöÿ H - êëþ÷ çâîðîòíîãî 
ïåðåòâîðåííÿ. Äëÿ ïîøóêó ìàòðèö³ H éîìó ïîòð³áíî áóäå çíàéòè îäíå 
(êîíêðåòíå) ðîçâ’ÿçàííÿ ñèñòåìè ð³âíÿíü: 
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äå v - ÷èñëî âàð³àíò³â ïîáóäîâè óçàãàëüíåíîãî êàñêàäíîãî êîäó. Ïðè 
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Ó ðàç³ âèêîðèñòàííÿ ÿê êëþ÷à ïàðàìåòð³â åë³ïòè÷íî¿ êðèâî¿ - 
êîåô³ö³ºíò³â áàãàòî÷ëåíà, ÿêèé çàäàº âèä êðèâî¿, äëÿ ïðèõîâóâàííÿ êîäó 
äîñèòü ïðèõîâàòè âèä áàãàòî÷ëåíà êðèâî¿. Äëÿ äàíîãî âèïàäêó 
åë³ïòè÷íèé êîä îäíîçíà÷íî çàäàºòüñÿ áàãàòî÷ëåíîì 

y2z + a1xyz + a2yz2 = x3 + a3x2z + a4xz2 + a5z.   (3) 
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Òàáëèöÿ 1 – Ïàðàìåòðè êàñêàäíèõ òåîðåòèêî-êîäîâèõ ñõåì, ùî ðåêîìåíäóþòüñÿ äî ïðàêòè÷íîãî âèêîðèñòàííÿ äëÿ 
ï³äâèùåííÿ ³íôîðìàö³éíî¿ ïðèõîâàíîñò³ òà äîñòîâ³ðíîñò³ ïåðåäà÷³ äàíèõ 

 

GF(2a) (n, k, d) m = 5 m = 6 m = 7 m = 8 m = 9 m = 10 

GF(23) 14, 8, 6 

lM = 120 
lE = 252 
lK = 1680 
lK* = 3900/75 

lM = 144 
lE = 294 
lK = 2016 
lK* = 4680/90 

lM = 168 
lE = 336 
lK = 2352 
lK* = 5460/105 

lM = 192 
lE = 378 
lK = 2688 
lK* = 6240/120 

lM = 216 
lE = 420 
lK = 3024 
lK* = 7020/135 

lM = 240 
lE = 462 
lK = 3360 
lK* =7800/150 

GF(24) 25, 13, 12 

lM = 260 
lE = 600 
lK = 6500 
lK* = 15880/100 

lM = 312 
lE = 700 
lK = 7800 
lK* = 19056/120 

lM = 364 
lE = 800 
lK = 9100 
lK* = 22232/140 

lM = 416 
lE = 900 
lK = 10400 
lK* = 25408/160 

lM = 468 
lE = 1000 
lK = 11700 
lK* = 28584/180 

lM = 520 
lE = 1100 
lK = 13000 
lK* = 31760/200 

GF(25) 44, 23, 21 

lM =575 
lE = 1320 
lK = 25300 
lK* = 61625/125 

lM = 690 
lE = 1540 
lK = 30360 
lK* = 73950/150 

lM = 805 
lE = 1760 
lK = 35420 
lK* = 86275/175 

lM = 920 
lE = 1980 
lK = 40480 
lK* = 98600/200 

lM = 1035 
lE = 2200 
lK = 45540 
lK* = 110925/225 

lM = 1150 
lE = 2420 
lK = 50600 
lK* = 123250/250 

GF(26) 81, 42, 39 

lM = 1260 
lE = 2916 
lK = 102060 
lK* = 249750/150 

lM = 1516 
lE = 3402 
lK = 122472 
lK* = 299700/180 

lM = 1764 
lE = 3888 
lK = 142884 
lK* = 349650/210 

lM = 2016 
lE = 4374 
lK = 163296 
lK* = 399600/240 

lM = 2268 
lE = 4860 
lK = 183708 
lK* = 449500/270 

lM = 2520 
lE = 5346 
lK = 204120 
lK* = 499500/300 



“Â³ñíèê ÑóìÄÓ. Òåõí³÷í³ íàóêè”,  ¹1’ 2007 156 

Öå îäíîð³äíèé áàãàòî÷ëåí ç ï'ÿòüìà íåâ³äîìèìè, îòæå, äëÿ 
ïðèõîâóâàííÿ åë³ïòè÷íîãî êîäó äîñèòü ïðèõîâàòè â³ä ïðîòèâíèêà ï'ÿòü 
êîåô³ö³ºíò³â ó âèðàç³ (3). Ó öüîìó âèïàäêó îá'ºì êëþ÷à (ó á³òàõ) 
çâîðîòíîãî â³äîáðàæåííÿ çàäàºòüñÿ âèðàçîì  

*

1

1

5
m

iK
i

l a
+

=

= ⋅ ∑  . 

×èñëî ïåðåáîð³â, ÿêå íåîáõ³äíå ïðîòèâíèêó äëÿ çëîìó êëþ÷à 
çâîðîòíîãî â³äîáðàæåííÿ êàñêàäíî¿ òåîðåòèêî-êîäîâî¿ ñõåìè, 
âèçíà÷àºòüñÿ âèðàçîì 
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Ó òàáëèö³ 2 íàâåäåí³ ðåçóëüòàòè äîñë³äæåííÿ ñò³éêîñò³ ðîçðîáëåíèõ 
êàñêàäíèõ òåîðåòèêî-êîäîâèõ ñõåì ³ç çàìàñêîâàíèìè 
àëãåáðîãåîìåòðè÷íèìè êîäàìè íà çîâí³øíüîìó ñòóïåí³ óçàãàëüíåíîãî 
êàñêàäíîãî êîäó ïîðÿäêó m = 5-10. Äàí³ õàðàêòåðèçóþòü áåçïå÷íèé ÷àñ 
ðîáîòè äàíîãî êðèïòîàëãîðèòìó TÁÊ ³ â³ðîã³äí³ñòü ïðàâèëüíîãî 
â³äíîâëåííÿ êëþ÷à øèôðóâàííÿ PK ïðè ñïðîá³ ïðîòèâíèêà ðîçêðèòè 
ìàòðèöþ H, à òàêîæ áåçïå÷íèé ÷àñ TÁÊ*, ùî õàðàêòåðèçóº ÷àñ áåçïå÷íî¿ 
ðîáîòè çà óìîâè ñïðîáè ïðîòèâíèêà çëîìó êëþ÷à çâîðîòíîãî 
â³äîáðàæåííÿ (ï'ÿòü êîåô³ö³ºíò³â) ³ â³ðîã³äí³ñòü éîãî â³äíîâëåííÿ PK* äëÿ 
êàñêàäíèõ òåîðåòèêî-êîäîâèõ ñõåì, ùî ðåêîìåíäóþòüñÿ.  

Òàêèì ÷èíîì, ÿê ïîêàçàëè ïðîâåäåí³ äîñë³äæåííÿ, çàñòîñóâàííÿ 
òåîðåòèêî-êîäîâèõ ñõåì äîçâîëÿº åôåêòèâíî çàáåçïå÷èòè ³íôîðìàö³éíó 
ïðèõîâàí³ñòü ïåðåäàâàíèõ ïîâ³äîìëåíü ³ ïðîòèñòîÿòè ìîæëèâèì àòàêàì 
ïðîòèâíèêà.  

Ïðîâåäåìî îö³íêó ÷àñîâî¿ òà ºìí³ñíî¿ ñêëàäíîñò³ ðîçðîáëåíèõ 
àëãîðèòì³â ôîðìóâàííÿ òà äåêîäóâàííÿ êîäîãðàì â êàñêàäíèõ òåîðåòèêî-
êîäîâèõ ñõåìàõ çàõèñòó ³íôîðìàö³¿ [7].  

Äëÿ ôîðìóâàííÿ êîäîãðàìè â êàñêàäí³é òåîðåòèêî-êîäîâ³é ñõåì³ 
íåîáõ³äíî âèêîíàòè êîäóâàííÿ m + 1 êîäàìè çîâí³øíüîãî òà 
âíóòð³øíüîãî ñòóïåí³â. Äëÿ êîäóâàííÿ âñ³ìà êîäàìè çîâí³øíüîãî ñòóïåíÿ 

ìåòîäîì ìíîæåííÿ ìàòðèöü íåîáõ³äíî âèêîíàòè 
1

2 2
1

m
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i

n b n k
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=

⋅ = ⋅∑  îïåðàö³é 

ìíîæåííÿ òà ñêëàäàííÿ åëåìåíò³â íàä ïîëÿìè (2 )iaGF . 
Äëÿ êîäóâàííÿ âñ³ìà êîäàìè âíóòð³øíüîãî ñòóïåíÿ ìåòîäîì ìíîæåííÿ 

ìàòðèöü íåîáõ³äíî âèêîíàòè 2 1
1

m

i
i

n n a
=

⋅ ⋅ ∑ îïåðàö³é ìíîæåííÿ òà 

ñêëàäàííÿ äâ³éêîâèõ åëåìåíò³â. 
ßêùî ïðèïóñòèòè, ùî îäíà îïåðàö³ÿ ñêëàäàííÿ/ìíîæåííÿ äâîõ 

åëåìåíò³â ç (2 )iaGF  åêâ³âàëåíòíà ai îïåðàö³ÿì ñêëàäàííÿ/ìíîæåííÿ 
äâ³éêîâèõ åëåìåíò³â, òîä³ ðåçóëüòóþ÷à ÷àñîâà ñêëàäí³ñòü àëãîðèòìó 
ôîðìóâàííÿ êîäîãðàìè âèçíà÷àòèìåòüñÿ âèðàçîì 

1

2 2 1 2 2 1
1 1 1

m m m

Â i i i i
i i i

S n a b n n a n k n n a
+

= = =

= ⋅ ⋅ + ⋅ ⋅ = ⋅ + ⋅ ⋅∑ ∑ ∑ .  (4)  
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Òàáëèöÿ 2 – Ðåçóëüòàòè äîñë³äæåííÿ ñò³éêîñò³ ðîçðîáëåíèõ êàñêàäíèõ òåîðåòèêî-êîäîâèõ ñõåì 

GF(2a) m = 5 m = 6 m = 7 m = 8 m = 9 m = 10 

ÐÊ 2,5 ∙ 10-38 2,4 ∙ 10-39 2,2 ∙ 10-40 2 ∙ 10-41 1,7 ∙ 10-42 1,5 ∙ 10-43 

ÒÁÊ 7,8 ∙ 1015 ðîê³â 7,5 ∙ 1016 ðîê³â 6,8 ∙ 1017 ðîê³â 6,2 ∙ 1018 ðîê³â 5,3 ∙ 1019 ðîê³â 4,7 ∙ 1020 ðîê³â 

ÐÊ*
 3,8 ∙ 10-22 1,2 ∙ 10-27 4 ∙ 10-31 1,3 ∙ 10-36 4,3 ∙ 10-40 1,4 ∙ 10-45 

 
GF(23) 

 

ÒÁÊ* 1,2 ðîê³â 37500 ðîê³â 1,3 ∙ 109 ðîê³â 4,1 ∙ 1013 ðîê³â 1,3 ∙ 1018 ðîê³â 4,4 ∙ 1022 ðîê³â 

ÐÊ 1,2 ∙ 10-181 2,3 ∙ 10-182 4,2 ∙ 10-183 7,6 ∙ 10-184 1,4 ∙ 10-186 2,4 ∙ 10-187 

ÒÁÊ 3,7 ∙ 10158 ðîê³â 7,2 ∙ 10159 ðîê³â 1,3 ∙ 10161 ðîê³â 2,4 ∙ 10162 ðîê³â 4,4 ∙ 10163 ðîê³â 7,5 ∙ 10164 ðîê³â 

ÐÊ*
 1,3 ∙ 10-30 1,3 ∙ 10-36 1,4 ∙ 10-42 1,5 ∙ 10-48 1,5 ∙ 10-54 1,6 ∙ 10-60 

GF(24) 

ÒÁÊ* 4 ∙ 107 ðîê³â 4,1 ∙ 1013 ðîê³â 4,3 ∙ 1019 ðîê³â 4,5 ∙ 1025 ðîê³â 4,8 ∙ 1031 ðîê³â 5 ∙ 1037 ðîê³â 

ÐÊ ≈ 10-673 ≈ 10-675 ≈ 10-677 ≈ 10-679 ≈10-681 ≈10-683 

ÒÁÊ ≈ 10651 ðîê³â ≈ 10653 ðîê³â ≈ 10655 ðîê³â ≈ 10657 ðîê³â ≈10659 ðîê³â ≈10661 ðîê³â 

ÐÊ*
 4,2 ∙ 10-37 1,4 ∙ 10-45 4,8 ∙ 10-52 1,6 ∙ 10-60 5,4 ∙ 10-67 1,8 ∙ 10-75 

GF(25) 
 

ÒÁÊ* 1,3 ∙ 1015 ðîê³â 4,5 ∙ 1022 ðîê³â 1,5 ∙ 1030 ðîê³â 5 ∙ 1037 ðîê³â 1,7 ∙ 1045 ðîê³â 5,6 ∙ 1052 ðîê³â 

ÐÊ ≈ 10-2748 

ÒÁÊ ≈ 102726 ðîê³â 

ÐÊ*
 1,4 ∙ 10-45 1,5 ∙ 10-54 1,6 ∙ 10-63 1,8 ∙ 10-72 1,9 ∙ 10-81 2 ∙ 10-90 

GF(26) 

ÒÁÊ* 4,5 ∙ 1022 ðîê³â 4,8 ∙ 1031 ðîê³â 5,1 ∙ 1040 ðîê³â 5,5 ∙ 1049 ðîê³â 5,9 ∙ 1058 ðîê³â 6,4 ∙ 1067 ðîê³â 
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Ñïðîñòèìî îòðèìàíèé âèðàç. Ââàæàºìî, ùî 1

1i
n

a
m

∀ =
+

, 2 1n n n= = , 

2

n
k =  . Òîä³, ï³ñëÿ ï³äñòàíîâêè â (4) îòðèìàºìî: 

2 2 1
1

1

2 1 2 1

m

Â i
i

n n m n n m
S n k n n a n n

m m=

⋅ ⋅ ⋅  = ⋅ + ⋅ ⋅ = + = + ⋅ ⋅ + + 
∑ . 

Îö³íèìî ºìí³ñíó ñêëàäí³ñòü àëãîðèòì³â ôîðìóâàííÿ êîäîãðàìè. Äëÿ 
êîäóâàííÿ âñ³ìà êîäàìè çîâí³øíüîãî ñòóïåíÿ ìåòîäîì ìíîæåííÿ ìàòðèöü 
íåîáõ³äíî çáåð³ãàòè ïîðîäæóâàëüí³ ìàòðèö³ âñ³õ êîä³â äðóãîãî ñòóïåíÿ. 
Äëÿ öüîãî íåîáõ³äíî 

1

2 1
1

m

i i
i

n b a n k
+

=

⋅ ⋅ = ⋅∑  

äâ³éêîâèõ åëåìåíò³â ïàì'ÿò³. Äëÿ êîäóâàííÿ âñ³ìà êîäàìè âíóòð³øíüîãî 
ñòóïåíÿ ìåòîäîì ìíîæåííÿ ìàòðèöü íåîáõ³äíî çáåð³ãàòè òðèêóòíó 

ìàòðèöþ 0H  ïîðÿäêó 1n , òîáòî íåîáõ³äíî 
2
1

2

n
 äâ³éêîâèõ åëåìåíò³â 

ïàì'ÿò³. ªìí³ñíà ñêëàäí³ñòü  

2
1

2 2Å
n

S n k= ⋅ +      (5) 

äâ³éêîâèõ åëåìåíò³â ïàì'ÿò³. Ñïðîñòèìî, ÿê ³ ðàí³øå, îòðèìàíèé âèðàç. 
Ââàæàºìî, ùî 

2 1n n n= = , 
2

n
k = . 

Òîä³ ï³ñëÿ ï³äñòàíîâêè â (5) ìàºìî  

( )1
1

2 2 2Å
n n n

S n n
⋅

= + = + ⋅  . 

Çà óìîâè ïîïåðåäíüîãî ââåäåííÿ òà ï³äãîòîâêè êëþ÷îâèõ äàíèõ, 
äåêîäóâàííÿ êîäîãðàìè ïîëÿãàº â çíÿòò³ ä³¿ ìàòðèöü ìàñêóâàííÿ òà 
äåêîäóâàíí³ êîäîâîãî ñëîâà óçàãàëüíåíîãî êàñêàäíîãî êîäó.  

Âñüîãî äëÿ çíÿòòÿ ä³¿ âñ³õ ìàòðèöü i i iP DΛ = ⋅  ³ Xi áóäå ïîòð³áíî 
1

2 2
2

1

( 1)
m

i i
i

n m b a
+

=

+ + ⋅∑  ÷àñîâèõ ³íòåðâàë³â. ªìí³ñíà ñêëàäí³ñòü ñêëàäå 

1
2 2

2
1

m

i i
i

n b a
+

=

+ ⋅∑  äâ³éêîâèõ åëåìåíò³â ïàì'ÿò³. Àíàë³ç àëãîðèòìó 

äåêîäóâàííÿ êîäîâîãî ñëîâà óçàãàëüíåíîãî êàñêàäíîãî êîäó ïîêàçóº, ùî 
ñêëàäí³ñòü éîãî ðåàë³çàö³¿ ÿê ôóíêö³ÿ ðîçì³ðó çàâäàííÿ âèçíà÷àºòüñÿ 
ñóìîþ òðóäíîù³â ðåàë³çàö³¿ àëãîðèòì³â äåêîäóâàííÿ êîäàìè çîâí³øíüîãî 
³ âíóòð³øíüîãî ñòóïåí³â óçàãàëüíåíîãî êàñêàäíîãî êîäó. Ç óðàõóâàííÿì 

ñêëàäíîñò³ ðåàë³çàö³¿ îïåðàö³é íàä åëåìåíòàìè ç (2 )iaGF  òèì÷àñîâà 
ñêëàäí³ñòü äåêîäóâàííÿ êîäîâîãî ñëîâà óçàãàëüíåíîãî êàñêàäíîãî êîäó 
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ñêëàäå 
1

2 2
1 2

1

( )
m

i i i
i

t a t
+

=

+ ⋅∑ òèì÷àñîâèõ ³íòåðâàë³â, äå t1i ³ t2i – âèïðàâíà 

çäàòí³ñòü êîä³â ïåðøîãî òà äðóãîãî ñòóïåí³â, â³äïîâ³äíî. ªìí³ñíà 

ñêëàäí³ñòü ñêëàäå 
1

2 2
2

1

m

i i
i

n b a
+

=

+ ⋅∑  äâ³éêîâèõ åëåìåíò³â ïàì'ÿò³.  

Ç óðàõóâàííÿì ñêëàäíîñò³ çíÿòòÿ ä³¿ ìàòðèöü ìàñêóâàííÿ îñòàòî÷í³ 
âèðàçè îö³íêè ÷àñîâî¿ òà ºìí³ñíî¿ ñêëàäíîñò³ àëãîðèòì³â äåêîäóâàííÿ 
çàïèøóòüñÿ ó òàêîìó âèãëÿä³: 

( )
1

2 2 2 2
2 1 2

1

( 1)
m

B i i i i i
i

S n m b a t a t
+

=

= + + ⋅ + + ⋅∑ ,  (6) 

( )
1

2 2 2 2
2 1 2

1

m

Å i i i i i
i

S n b a t a t
+

=

= + ⋅ + + ⋅∑ .   (7) 

Ââàæàºìî, ùî 1

1i
n

a
m

∀ =
+

 , 2
2t 4i

n
∀ = , 2 1n n n= = . Òîä³ ï³ñëÿ 

ï³äñòàíîâêè â (6) ³ (7) îòðèìàºìî: 

17 ( 1) 5

16 16B
n m n n

S
⋅ ⋅ + ⋅ ⋅

= + , 

( 1) 5

16 16Å
n m n n

S n
⋅ + ⋅ ⋅

= + + . 

Â òàáëèö³ 3 ïðåäñòàâëåí³ ðåçóëüòàòè äîñë³äæåííÿ ñêëàäíîñò³ ðåàë³çàö³¿ 
àëãîðèòì³â ôîðìóâàííÿ SB, SÅ ³ äåêîäóâàííÿ êîäîãðàì SB*, SÅ* â 
ïðîïîíîâàíèõ êàñêàäíèõ òåîðåòèêî-êîäîâèõ ñõåìàõ. Äëÿ ïîð³âíÿííÿ â 
òàáëèö³ íàâåäåí³ äàí³ òðóäíîù³ ðåàë³çàö³¿ àëãîðèòì³â ôîðìóâàííÿ SBª, 
SÅª ³ äåêîäóâàííÿ êîäîãðàì SBª, SÅª åêâ³âàëåíòíèì äâ³éêîâèì ë³í³éíèì 
áëîêîâèì (n, k, d) êîäîì.  

Àíàë³ç äàíèõ, íàâåäåíèõ â òàáëèö³, ïîêàçóº, ùî äëÿ êîðîòêèõ 
êîäîãðàì (äîâæèíîþ â ñîòí³ ñèìâîë³â) âèãðàø ó ñêëàäíîñò³ ðåàë³çàö³¿ 
àëãîðèòì³â êîäóâàííÿ ³ äåêîäóâàííÿ ñêëàäàº îäèí - äâà ïîðÿäêè. 

Ïðè çì³í³ ïîðÿäêó óçàãàëüíåíîãî êàñêàäíîãî êîäó ñêëàäí³ñòü 
ðåàë³çàö³¿ àëãîðèòì³â äåêîäóâàííÿ çì³íþºòüñÿ ñëàáî, ùî ïðàêòè÷íî íå 
ðîáèòü ³ñòîòíîãî âïëèâó íà îñòàòî÷íèé âèá³ð ïàðàìåòð³â êàñêàäíî¿ 
òåîðåòèêî-êîäîâî¿ ñõåìè.  

 
ÂÈÑÍÎÂÊÈ 

Òàêèì ÷èíîì, ÿê ïîêàçàëè ïðîâåäåí³ äîñë³äæåííÿ, ïðàêòè÷íå 
çàñòîñóâàííÿ êàñêàäíèõ òåîðåòèêî-êîäîâèõ ñõåì äîçâîëÿº åôåêòèâíî 
çàáåçïå÷èòè ³ìîâ³ðí³ñíî-÷àñîâ³ ïîêàçíèêè ³íôîðìàö³éíî¿ ïðèõîâàíîñò³ 
ïîâ³äîìëåíü, ÿê³ ïåðåäàþòüñÿ (áåçïå÷íèé ÷àñ ÒÁ > 200 ðîê³â, â³ðîã³äí³ñòü 
ðîçêðèòòÿ êëþ÷îâèõ äàíèõ ÐK < 10-25 - 10-35), ³ ïðîòèñòîÿòè ìîæëèâèì 
àòàêàì ïðîòèâíèêà.  

Äîñë³äæåííÿ ÷àñîâî¿ ³ ºìí³ñíî¿ ñêëàäíîñò³ çàïðîïîíîâàíèõ ñõåì 
ïîêàçàëî, ùî ¿õ ðåàë³çàö³ÿ äëÿ êîðîòêèõ êîäîãðàì (äåê³ëüêà ñîòåíü á³ò³â) 
çíà÷íî (íà îäèí - äâà ïîðÿäêè) ïðîñò³øà ïîð³âíÿíî ç òðàäèö³éíèìè 
êîäîâèìè êîíñòðóêö³ÿìè òà ¿¿ ìîæíà ïîð³âíÿòè ç øèðîêîâ³äîìèìè 
áëîêîâî-ñèìåòðè÷íèìè êðèïòîàëãîðèòìàìè. 
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Òàáëèöÿ 3 – Çàëåæíîñò³ ñêëàäíîñò³ ðåàë³çàö³¿ àëãîðèòì³â ôîðìóâàííÿ ³ äåêîäóâàííÿ êîäîãðàì â  
çàïðîïîíîâàíèõ êàñêàäíèõ òåîðåòèêî-êîäîâèõ ñõåìàõ 

GF(2a) m = 5 m = 6 m = 7 m = 8 m = 9 m = 10 

SB/ SBª 5334/31752 6841/43218 8469/56448 10207/71442 12050/88200 13993/106722 

SB*/ SBª* 2857/79380 3762/108045 4781/141120 5911/178605 7152/220500 8503/266805 

SÅ/ SÅª 2126/31752 2667/43218 3247/56448 3864/71442 4514/88200 5196/106722 

 
 

SÅ*/ SÅª* 1597/79380 1998/108045 2429/141120 2887/178605 3372/220500 3883/266805 

GF(23) 
 

SB/ SBª 19596/180000 25135/245000 31113/320000 37500/405000 44272/500000 51408/605000 

SB*/ SBª* 8418/450000 10994/612500 13871/800000 17044/1012500 20507/1250000 24257/1512500 

SÅ/ SÅª 7648/180000 9610/245000 11714/320000 13950/405000 16311/500000 18791/605000 

SÅ*/ SÅª* 5418/450000 6794/612500 8271/800000 9844/1012500 11507/1250000 13257/1512500 
GF(24) 

SB/ SBª 63944/871200 82017/1185800 101525/1548800 122367/1960200 144465/2420000 167750/2928200 

SB*/ SBª* 23402/2178000 30339/2964500 38034/3872000 46466/4900500 55622/6050000 65486/7320500 

SÅ/ SÅª 24639/871200 30987/1185800 37798/1548800 45042/1960200  52695/2420000 60734/2928200 

SÅ*/ SÅª* 16802/2178000 21099/2964500 25714/3872000 30626/4900500 35822/6050000 41286/7320500 
GF(25) 

 

SB/ SBª 209952/4251528 269294/5786802 333344/7558272 401777/9565938 4743320/11809800 550785/14289858 

SB*/ SBª* 67797/10628820 87311/14467005 108808/18895680 132226/23914845 157515/29524500 184631/35724645 

SÅ/ SÅª 80190/4251528 100915/5786802 123160/7558272 146827/9565938 171834/11809800 198113/14289858 GF(26) 

SÅ*/ SÅª* 53217/10628820 66899/14467005 81592/18895680 97234/23914845 113775/29524500 131171/35724645 
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SUMMARY 

There are under consideration the quantitative indices of information secrecy estimate 
(cryptographical durability), time and volumetrical complete of the cascade theoretic – code 
schemes with the application of algebra – geometrical code of external degree. 
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