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SUMMARY

Today, the phenomenon of social engineering becomes an integral part of cybercrime. It is a certain manipulative method of
influencing the emotional and natural behavior of a person who helps to force the victim to give the scammers all the necessary
information. There are many different methods of using social engineering, but the main ones are the manipulation of human fears,
interest or abuse of trust. The victim of social engineering can be, as during personal communication or use of digital gadgets and on
the Internet. One of the most popular tools of social engineering is phishing — a kind of internet fraud that aims to capture information
of a private nature fraudulently.

Key words: social engineering, fraud, cybercrime, phishing, whisking, internet fraud.

YI'OJIOBHO-IIPABOBASI XAPAKTEPUCTHKA COIIMAJIBHOM WHXKEHEPUU
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Ouasra BOHJAPEHKO,
KaHAUAAT IOPUIMIECKUX HayK, CTapIInii IpenogaBareslb
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AHHOTALUSA

CeronHsi ()eHOMEH COLMAJIbHON HWH)KCHEPHU CTAHOBUTCS HEOTHEMIIEMOH 4YacThi0 KMOEpMOLICHHUKOB. Peub uzaer o0 ompene-
JIEHHOW METOIMKE MAHUIYJSLMU, IPU KOTOPOW MIAET BO3AEUCTBUSE HA SMOLMOHAIBHYIO CTOPOHY NOBEICHUS 4eJIOBEKa, KOTOpas
ITOMOTaeT 3aCTaBUTh ITOTEPIIEBINEe JIUIIO0 OTAATh MOIIEHHHKAM BCe HEOOXOAuMbIe faHHble. CyIIecTByeT HEMaJlo Pa3InIHBIX METO-
JIOB HCIIOJb30BaHUS COIMATbHON HMHXKEHEPUH, HO OCHOBHBIMH U3 HHUX CJIEAyeT CUMTaTh MAHUMYJSIMIO YEIOBEUECKUMH CTpaxaMi,
3aUHTEPECOBAHHOCTBIO MJIM 3JI0yNOTpeOiIeHus JoBepueM. JKepTBoi connanbHOH HHKEHEPUH MOXKHO CTaTh, KAK BO BPEMS JIMYHOTO
OOIIIEHHSI MITH MCTIONB30BaHMS IU(PPOBEIX ra/HKETOB, TaK U B ceTH MHTepHeT. OMHUM U3 CaMbIX MTOMYIISIPHBIX HHCTPYMEHTOB COLIHAITb-
HOM MH)KCHEPHH CIIEYeT CYNTaTh (QUIIMHT — BUJ HHTEPHET-MOIICHHHYECTBA, LIEJIbI0 KOTOPOTO SIBIISIETCS 3aBlajieHne HHpopMaluei
YaCTHOT'O Xapakrepa 0OMaHHBIM ITyTEM.

KiroueBble ci10Ba: conpaibHast HEXKEHEPHsI, MOIIIEHHHYIECTBO, KHOSPIPECTYITHOCT, (PUILIFHT, BUIIMHT, HTHTEPHET MOIIEHHUIECTRO.

Problem setting. Accelerated sci-
entific and technological progress
and the global computerization of society
have led to significant changes that mani-

fest themselves in both positive and nega-
tive consequences for any sphere of public
life. The negative effects of computeriza-
tion are expressed in the emergence of not

only new types of cybercrime, but also
new methods of committing fraudulent
actions characterized by high social dan-
ger. This is due to the value of the sub-
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ject of a criminal offense and, of course,
the vulnerability of both computer infor-
mation and person’s consciousness.

With the popularization of the scale
of the use of various types of cashless
settlements, all the latest ways of com-
mitting fraud, first of all, social engineer-
ing, constitute a threat to the economic
life of the country and its population.
We believe that today this issue is very
important in the solution and relevant for
discussion.

In modern science, this issue was
also addressed by such scholars as
Karchevskaya, Bulgar, Dzundzyuk, Shu-
lyakovskaya, Shcherbakov, Trofimchuk.

The purpose of the work is to study
the phenomenon of social engineering,
its significance, analysis and justifica-
tion as one of the methods of committing
fraud, which is dangerous for everyone,
and to prove the necessity to implement
urgent measures for the prevention
and counteraction of such a criminal
phenomenon.

Research methods.

* Methodological basis for writing
of this work was used different methods
of scientific knowledge.

* In particular, the method of obser-
vation for direct familiarization with
the essence of the phenomenon of social
engineering and the challenges that he
calls.

e The method of generalization
was used to define the general concept
of social engineering and its importance
for the economic security of the state
and society.

» The statistical method made it pos-
sible to investigate and assess the extent
of the development of a social engineer-
ing fenomon.

Basic material. Today, in the era
of information technology development,
more and more people are suffering from
various manifestations of fraud. Intruders
try to capture the property of a person in
various ways, and in this case, as a rule,
in a contactless manner using psycholog-
ical influence and using the trusting state
of the victim.

One way of doing this kind of fraud
is the phenomenon of social engineering,
that is, the art of manipulating people
through action, or the disclosure of con-
fidential information in a way other than
through the means of technical destruc-
tion of databases.

It should be noted that the phenom-
enon of social engineering developed
not only in Ukraine and CIS countries,
but also in Europe, each third person
in one way or another faced with this.
The most common and at the same time
the simplest types of social engineer-
ing are telephone calls and sms mes-
sages of a diverse nature. The nature
of such messages is also different,
and I can be as joyful, such as winning
a lottery or winning a car, and the sad
nature where the problem of loved ones
is with the law. Unfortunately, there
are people who believe in these mes-
sages and transfer money to accounts
of intruders, we are talking about certain
age qualifications, namely about people
who have not reached the age of major-
ity and the elderly.

According to world statistics,
the number of hacker attacks using
social engineering methods has steadily
increased, in 2015, such attacks hit 37%
of financial institutions in the world. In
order to increase the effectiveness of pro-
tection from typical attacks, it is necessary
to constantly investigate the most com-
mon types of fraud, analyze the actions
of intruders, as well as to build the appro-
priate security system [6].

It is with the help of such simple
and easy actions that affect the psycho-
logical characteristics of the human per-
son. The fraudsters are trying to seize our
personal data (other confidential informa-
tion) with a clearly more negative purpose
than filling out a questionnaire for getting
a bonus card in a popular store.

Social engineering is based on the psy-
chological features of a person, such as:

— the principle of reciprocity;

— the principle of social verification
(you evaluate your behavior in the context
of the behavior of the majority);

— Respect for authorities (you will be
more confident with a doctor and a police-
man than an average person). All these
principles apply to “offline” fraud, but
they have their own specifics when com-
mitted online [1].

The most popular scheme of influence
on a person used in social engineering is
the Schein’s scheme, which consists in
the following steps:

1) the formation of the purpose
of impact on the object;

2) search for information
the object;

about

~ LEGEA SI VIATA

|

3) identification of the most conven-
ient targets of influence;

4) creation of the most favorable con-
ditions for influence on the object;

5) coercion for the desired action;

6) the result.

To analyze the effectiveness of
combating social engineering as one
of the manifestations of cybercrime, you
need to get acquainted with the main
methods of its application in practice.
Yes, they include the following.

Phishing an Internet fraud view whose
main purpose is to access the victim’s
confidential information, built on send-
ing letters from financial institutions or
Internet portals, followed by the intro-
duction of a password or downloading
a virus program. This method of Internet
fraud is achieved through the distribution
of emails on behalf of popular dreams,
financial institutions [7].

Whisking the name of this type
of Internet fraud went from the previ-
ous one and consists in imitating calls to
the mobile phone, as if from a banking
institution (with a pre-recorded voice)
and receiving a request for communica-
tion with the bank to confirm this or that
information. In this case, the victim is
required to say his password or other con-
fidential information required for access
to bank accounts [5].

Spear Phishing. If regular phishing
involves sending millions of generated
e-mail messages mail to different users,
then the purpose of spam phishing is
only specific users. Emails used for spam
phishing are configured for specific recip-
ients, with their names and personal infor-
mation in order to make the messages
more legitimate and plausible.

Since the number of emails used in
spam phishing is much lower than that
of regular phishing scams, this method
of fraud is harder to detect.

Whaling is one of the types of phish-
ing phishing. Instead of seeking “small
fish”, “whale hunting” focuses on “big
fish”, that is, on rich people, on bank
accounts that an attacker wants to
access. By concentrating on this small
group, the attacker can take more time
to attack and provide a clear message
formation, to be more successful with
greater probability.

Farming The procedure is to redirect
the victim to a false IP address. The scam-
mer installs a malicious program on com-



puters, which, once launched on the com-
puter, provides redirection of the victim
instead of the sites they seek to fake sites
that are then “robbed” of people.

Virus warning on your computer. In
this case, the malware developer warns
the victim about infecting her comput-
er with a virus and reports that to clear
the operating system, you need to go
through the link and install the required
program. This program is harmful and pro-
vides access to the necessary information.

Quid pro quo The specified type
of online fraud is based on the ability
of a person to telephone a conversation or
e-mail to trust the victim (usually an office
worker) and, having presented himself as
a co-worker of the technical support ser-
vice, to offer him a solution to the prob-
lem, in which he will receive all the nec-
essary confidential information.

Reverse social engineering. Reali-
zation of this method can be carried out
only in the case when the swindler pre-ac-
quaintes with the victim and deserves
its trust. In this case, the victim himself
turns to the rogue (for example, the sys-
tem administrator), asking to help restore
the lost file (which has been hidden by
the crook). At the same time she is notified
that such an action can be done as soon
as possible only by going to her account.
Thus, the victim at his own discretion tells
all the information a scammer.

Fraud related to purchases via
the Internet. The low price of a product,
much lower than its competitors, requires
a full or partial prepayment, must immedi-
ately alert the buyer. Such a fraud scheme
is the most widespread one. The seller
places a low price, but always requires
a prepayment, full or partial, to refuse to
pay to the department of delivery. In such
cases, the buyer pays the goods, its part
or the cost of delivery quite often remains
with nothing. The main rule of shopping
on the Internet — make a prepayment only
to proven vendors, with others pay for
goods after receipt.

Fraud related to sales through
the Internet. Selling goods online, with
the help of stock exchanges, may also be
a victim of a fraudsters. Under the pretext
of paying for your goods, the crook will
try to find out all the data of your payment
card, which will allow you to withdraw
money from your account. In order to pro-
tect yourself from losses, it is necessary
to remember the following simple rules:

1) To pay for your card is sufficient to
know the number of 16 digits; in no case
do you disclose the validity of the card
and the CVV code on the back of the card;

2) to pay for your card, you do not
need to receive any SMS messages or
to approach an ATM, do not inform
the fraudsters on SMS messages that
arrive on your card and do not carry out
any operations at the ATM at their request.

The specified types of online fraud are
the most popular manifestations of the use
of Internet engineering. At the moment,
it’s worth considering the Internet crime

prevention measures that are being
applied in Ukraine.
Classifying tips for preventing

the manifestations of social engineering
can be according to the source of infor-
mation requests.

So, in case of an attack by using
the phone, the following advice would
be advisable: verification of the person
calling; use the service of determining
the number; ignore unknown phone
messages.

In case of encroachment by using
e-mail: do not open incomprehensi-
ble attachments in documents; do not
click on untested hyperlinks in the body
of the message; check requests for person-
al information sent in such messages.

In order to prevent an attack by using
instant messaging services, you need to
choose one platform for such exchanges,
define the principles for setting up new
contacts, and use high-quality passwords
to access your account.

However, in the field of legal sci-
ence, more interesting for the study is not
advice how to protect themselves from
negative manifestations of social engi-
neering, and legal problems of protection
against this phenomenon [1].

In order to understand the essence
and meaning of the concept of “social
engineering”, it is necessary to consid-
er the concept of “fraud”. The Criminal
Code of our state gives a clear notion to
this word — it is a punishable act involv-
ing the possession of someone else’s
property or the acquisition of the right to
property by deceit or abuse of trust (Arti-
cle 190 of the Criminal Code of Ukraine).
Social engineering in this case serves as
a way of committing fraud, which usual-
ly combines two methods of committing
a crime, namely deception and abuse
of trust. The peculiarity of this article
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is that the victim is a volunteer, at his
own will, and does not transfer property
to the detriment of his own interests, or
the right to it to another deceitful person.
This fraud differs from other criminal
acts, such as: abduction (when a person
takes possession of the property or rights
to it without the consent of the person) or
extortion (when the property or rights are
transferred to him compulsorily). But vol-
untariness with mischance is imaginary,
because there is still a lot of mischief here.
The law sees two methods of fraud: fraud-
ulent abuse of trust. The first is a message
to the person of inaccurate data, through
which she is deceived, the second one —
more cynical, because a potential fraud-
ster for his actions uses a confidential
relationship with the victim. Also the con-
stituent parts of this crime are: direct intent
of the performer; selfish motive. That is,
the person who carries out this punishable
act deliberately goes to this crime, with
the aim of seizing the property or the vic-
tim’s right to it.

In particular, the Criminal Code
of Ukraine defines the term "“fraud with
the use of electronic computers” (Part 3,
Article 190), “Illegal collection for
the purpose of using or using informa-
tion constituting commercial or banking
secrets” (Article 231) and a whole list in
the section of the XVI-like crimes [2].

In 2016, significant progress was
made in the fight against cybercrime as
a whole. The President of Ukraine signed
the Decree, which entered into force
the decision of the National Security
and Defense Council of Ukraine of Janu-
ary 27 “On the Strategy of Cybersecurity
of Ukraine”.

This document states that, together
with the benefits of the modern digital
world and the development of informa-
tion technology, cases of illicit collec-
tion, storage, use, destruction, distri-
bution, personal data, illegal financial
transactions, theft and fraud in the Inter-
net are now actively spreading. Mod-
ern information and communication
technologies can be used to carry out
terrorist acts, in particular by breaking
the standard modes of work of auto-
mated control systems of technological
processes at infrastructure objects. Polit-
ically motivated activity in cyberspace is
becoming more widespread in the form
of attacks on government and private
websites on the Internet.
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Analysis of this document allows us
to identify the following key provisions:

1. The main threats to the cyber secu-
rity of Ukraine are identified and the Rus-
sian Federation is mentioned as a poten-
tial source of such threats, as well as their
factors are described,

2. The main tasks of the national sys-
tem of cyber security are fixed and the rel-
evant bodies and their sphere of responsi-
bility are specified,

3. The main priorities and directions
of ensuring the cyber security of Ukraine
(one of which is carrying out exercises on
emergencies and incidents in cyberspace)
is determined;

As a matter of fact, this document
is filled with really relevant provisions
and programs that require the develop-
ment of appropriate regulations, which
will include a system of measures for
their implementation. At this stage, it will
be interesting to observe that the National
Coordination Center for Cyber Security,
which is the working body of the National
Security and Defense Council of Ukraine,
was created by the Decree of the Presi-
dent of Ukraine No. 242/2016 of June 7,
2016. However, information on the site
of the National Security and Defense
Council on the activities of this body
and among other available resources has
not been revealed [6].

In addition, by the Decree of the Pres-
ident of Ukraine Ne. 32/2017 On Deci-
sion of the National Security and Defense
Council of Ukraine dated December 29,
2016, “On threats to cybersecurity
of the state and urgent measures for their
neutralization”, the mentioned decision
of the National Security and Defense
Council was put into effect. This deci-
sion draws attention to the most impor-
tant steps to protect critical infrastruc-
ture objects from cyber-attacks, as well
as requirements to the Cabinet of Min-
isters of Ukraine to develop legisla-
tive proposals for the implementation
of the provisions of the Convention on
Cybercrime [4].

These acts are mainly aimed
at establishing the foundations for
building a powerful cybersecurity sys-
tem in Ukraine, but only a small num-
ber of their provisions can very closely
relate to the cybersecurity of individ-
uals. On the one hand, this is due to

the political situation in the country,
however, in my opinion, it is impossible
to forget about the interests of citizens
of Ukraine and other persons, even due
to the unstable situation in Ukraine.

Thus, despite the prevailing pub-
lic opinion about phishing and social
engineering as methods of criminal
activity, they can and should be used,
first of all, for the prevention and fight
against crime on the Internet. Undoubt-
edly, their application, as well as the use
of any operational-search activities,
requires the prior agreement of all legal
aspects. It should be noted that today
the main way of protecting from social
engineering methods is to carry out pre-
ventive measures consisting in training
of citizens and employees of enter-
prises, institutions and organizations.
Custom credentials are the property
of the company (enterprises, institu-
tions, organizations). All employees
on the day of recruitment need to
explain that the logos and passwords
they received cannot be used for other
purposes (on third-party web sites, for
personal mail, etc.), to be transferred to
third parties or other employees of com-
panies who do not have on their rights.
For example, very often, the employee,
on leave, passes his authorization data
to his colleague in order to be able to
do some work or look at certain data in
his absence.

Based on the foregoing, one can
conclude that countering cybercrime is
an important component of protecting
the national interests of the state. Cyber-
crime has already become a big issue for
the world, which needs immediate res-
olution. Law enforcement agencies are
trying to be at the forefront of combat-
ing these crimes: special units are creat-
ed to fight cybercrime, legislators adopt
new laws, banking and financial institu-
tions, within their competence, carry out
preventive work with the population,
providing appropriate recommendations
for the safe use of the Internet. Howev-
er, the loss of citizens and the damage
to the state and the private sector from
the illegal actions of Internet fraud-
sters is constantly increasing. Cyber-
crime, like any other crime, is not only
a legal and a social issue. It is neces-
sary to create a unified classification
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and a formal model of cybercrime that
will facilitate and counteract cyber-
crime, and investigate cybercrime.
The organization of the information
security system should be comprehen-
sive and based on a thorough analysis
of possible negative consequences.
The main way of protecting from social
engineering methods is to train employ-
ees. All company employees should
be warned about the risk of disclosure
of personal information and compa-
ny confidential information, as well as
ways to prevent data leakage.
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PASBBUTHE AIMUHUCTPATHUBHO-
IIPABOBOI'O PET'YJIMPOBAHUA
TPAHCIIJIAHTAIIMMU B ITIEPUO/J CCCP

Baaum ITHAIITA,
acIUpaHT Kadeapbl aIMHHUCTPATUBHOTO,
(huHaHCOBOTO M HH(POPMALIMOHHOTO MpaBa
YKropoJICKOTO HallMOHAIBHOTO YHUBEPCHTETA

AHHOTANUA

Crarbst HOCBSIIEHA UCCIISIOBAHUIO Pa3BUTHUSI aIMHHUCTPATUBHO-TIPABOBOTO PETYIIH-
pOBaHUs OKa3aHWs MEIUIMHCKON MOMOIIY ¢ MPUMEHEHNEM TPAHCIUIAHTALUU B MEPHOT
CCCP. Onpenenensl HOpMaTHBHBIE IEPBOUCTOYHHUKY TPAHCIIAHTAIIMHI. AHATU3UPYETCS
CTAHOBJIEHHE TAKUX MPABOBBIX KaTeropuii, Kak JOHOP, PEUUIHEHT, JOHOP-TPYI, Bpaun
U 00CIIY)KUBAIOIMK NepPCOHAJ, KOTOpbIe ObLIM 3a/IeHCTBOBaHbI BO BPEMsI IIPOBEICHUS
COOTBETCTBYIOLIETO BMEIIATENBCTBA, COIACHE JOHOPA Ha N3BIICYCHUE OPTaHOB, IIPE/Ba-
PHUTENBFHOE COIIacue POACTBEHHUKOB YMEPIIIEro Ha U3bATHE OPTraHOB, 3arOTOBKA aHATO-
MHYECKHX MaTepuaioB, KOHCTATaIUs OMOIOTHYECKOH CMEPTH, MEK/IyHApOIHOE COTPYI-
HHUYECTBO B cpepe TpaHCIUIaHTauuH. J{eTaabHO OCBEIIEHO TOCTENEHHOE Pa3BUTHE YCIIO-
BUii, KOTOpbIE OBUT HEOOXOAMMBI JUIsl M3BJICYCHHSI OPTaHOB Yy JIOHOpA U JIOHOpA-TpyTIa.

KnrodeBbie cioBa: TpaHCIUIAaHTaLUsl, aAMHHUCTPATHBHO-IIPABOBOE DPETyIHPOBa-
HHE, JIOHOP, PELIUIUEHT, COITIaCHe Ha U3BJICYEHHE OPTaHOB.

DEVELOPMENT OF ADMINISTRATIVE AND LEGAL
REGULATION ON TRANSPLANTATION IN THE USSR PERIOD

Vadym PISHTA,
Postgraduate Student at the Department of Administrative,
Financial and Information Law
of Uzhhorod National University

SUMMARY

The article highlights the question about the development of administrative and
legal regulation of medical care with the use of transplantation in the USSR period.
Defined normative primary sources of transplantation. Analyzed the formation of such
legal categories as: donor, recipient, deceased donor, doctors and attendants, who were
involved during the relevant intervention, consent for organ donation, prior consent
for organ donation of the deceased’s relatives, preparation of anatomical materials,
statement of biological death, international cooperation in the field of transplantation.
Details covered the gradual development of the conditions that were necessary for the
extraction of organs from the donor and the deceased donor.

Key words: transplantation, administrative and legal regulation, donor, recipient,
consent for organ donation.

AKTya.]'IbHOCTL TeMbl HCCJICA0BA- pOM U PEUHUITMEHTOM, CHeL[I/I(i)I/IKa KOTO-

Husl. TpaHCIUTaHTaIMs — 3TO METO[ Jedue-
HUS TSDKETbIX 3a00NeBaHUi dYelnoBeKa,
KOTOPBII MPUMEHSIETCS B TEX CIIyJasix, KOoT-
Jla yCTpaHCHNE OMTACHOCTH JUTS JKH3HH WITH
BOCCTaHOBIICHUS 3710POBbsI OOJIBHOTO JIpY-
THIMH METOZIaMH JICYEHHSI HEBO3MOXKHO.

C camoro Hagaja CBOEIO CyILIECTBO-
BaHUS TPAHCIUIAHTAIINS TIOCTAaBHIIA MHOTO
BOIIPOCOB IIPABOBOT'0 XapaKTepa, KOTOpbIe
elle He MPUXOJUIOCHh pellaTh B MpoLec-
ce pas3BHTHA 4YeJoBeuecTBa. HeoOxomu-
MOCTh B COBEpILEHHOW MpaBoOBOW 0Oa3e
TPaHCIUIAHTAINX CBsI3aHa, IPEXKAE BCETO,
C 0COOBIMH OTHOILICHHUSIMH MEXAY JIOHO-

PBIX 3aKJIIOYaeTcs B PAaBHOM IS Kax-
JIOTO M3 HUX IIpaBe Ha XH3Hb. VIMeHHO
nostomy ¢ npusstueMm 17 mas 2018 roga
3akoHa Ykpaussl «O MprUMeHEHHH TPaHC-
IUIAHTAlMM aHATOMHUYECKHX MaTepHasoB
yenoBeKy» [1] Bo3pomuiachk BoiHA Hayd-
HOTO HMHTEepeca K BOIPOCaM IIPaBOBOTO
PEeTyIMpOBaHus TPAHCIITIAHTAIIHN.
BmMmecre ¢ TeM Henb3s OCTaBIATH O€3
BHUMAaHUSI TEHE3UC aJMUHHCTPATHBHO-
MPaBOBBIX HOPM, PENIaMEHTHUPYIOLINX
BOIIPOCHI OKa3aHHs MEIUIMHCKOH MOMO-
K C NPUMEHEHHEM TPaHCIUIAHTALHH.
VccnenoBanust B HCTOPUYECKOM paspese



