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AHAJII3 TEHIEHIIA TPOBEJEHHSA IIAXPANCHKHAX OMEPAIII 3
TPAH3AKIISIMA HA BAHKIBCbKOMY PUHKY YKPATHUI

Ha choroanimHii JeHb MaxpaichbKi onepaiii 3/{1IHCHIOI0Th HEraTUBHUN BIUIUB
Ha JISUTBHICTH OaHKIB, a IMaXpaliChbKMX CXEM Ha CbOTOJHI 0e3lld, 1 BOHH
YP13HOMAHITHIOIOTECS, MO MIPl PO3BUTKY OaHKIBCHKMX TEXHOJOTIA. 30UIbLIYETHCS
KUIBKICTh 0aHKIBCKMX 1HCTPYMEHTIB, po3BuBaethcsi Fin Tech — omHOuyacHo
BUHUKAIOTh  BHUCOKOTEXHOJIOTIUHI  IIaXpalcbki  CXeMH, [J€  3JIOBMHCHUKH
BUKOPUCTOBYIOTh BUHAMJIEHI HUMU METO/IH.

Takum 4YMHOM, caMme TIaxpaichki omepaiii 3 TpaH3aKIIIMH MOXXHA
OXapakTepu3yBaTU SK HAWOUIbII TEXHOJOTIUHI, OCKUIbKH, SIKII0, HAIpHUKIa,
KpEAWTHE IIaxpaiicTBO MOB’si3aHe 3 (anbcudikamisiMy, M0 MalOTh KIHLEBY JAHKY
(BUKOHABIIS), TO TpaH3aKIil 3/1€01IbIIOr0 JI03BOJSAIOTH 30€perTd aHOHIMHICTb
BUKOHABIlSA, [0 3HAYHO YCKIAIHIOE TIOBEPHEHHS BUKPAJCHUX KOIITIB Ta
MPUTSATHEHHS] BUHHUX JI0 BIMOBIATHHOCTI.

JocnipkeHHsT TMOKaszalid, M0 HaledeKTUBHIIINM CIIOCOO0M OOpOoTHOU 3
axpaicTBOM € HENOMYyIIeHHs a00 MiHIMI3aIls MOMXJIMBOCTEH 3/IHCHEHHS
maxpaiCchKuX omepamii 3 TpaH3akiisMmu. IS 1bOro TOTPIOEH MOCTINHUN
MOHITOPUHT Ta BUBYEHHS OCOOJIMBOCTEH 1X 3A1MCHEHHS, abu 3amo0IirTH MOIMTUPEHHIO
TOTO YW IHIIOTO MIaXpanchKoro Merony. Lle Bumarae mocTiiHOI yBaru JOCIHITHUKIB

710 JTaHO1 MpoOJIeMHU.
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3a manumu Acoriamis WieHIB IUIaTDKHUX cucteM €MA, Ha ykpaiHCbKOMY
0aHKIBCBKOMY PHUHKY TOMIHYIOTb METOJAM, IMOB’S3aHI 3 TaK 3BAaHOIO COIAJIbHOIO
IH)KEHepi€lo, a TaKoX IIaxpaicbki omepaiii B Mepexi I[aTepHer. PosrisHemo

HaANO1IIBII PO3MOBCIOMKEHY TEXHOJIOTIIO IIaxpaiicTBa B Mepexi [HTepHer.

@imunrosi (Phishing) caiitu

Meta — HeCaHKLIOHOBAHUI 301p HACTYIIHUX PEKBI3HTIB

[laxpai cTBOpIOKOTE B IUIATIKHUX KapTOK
Inrepuer QikTHBHI caiiTu . .
: . - - Pesynbrar ¢immury
IMJ{ BAMIIAIOM HAJlaHHA * HOMEP 13 JIMLIBLOBO1
HOCITYT [IEPEKa3IB Ha CTOPOHH KapTku (16
KapTKOBI PaXyHKH Ta CHUMBOJIB) 3 BUKOPUCTAHHAM

310paHUX KapTKOBUX
PEKBI3HTIB 1Iaxpal

OILTATH MOCIYT OI le’d'l'OpiB

- * TEPMIH Aii 13 JTHLBOBOT
MOOUIBHOTO 3B’ A3KY PMIH 1 >

CTOPOHH KapTKH (4

leOBO,ﬂ}l'l'b
CHMBOJIH) _ HECAHKI[IOHOBAHI oneparii
* Koj Oe3IeKH 13 B [nTepuer

3BOPOTHBOT CTOPOHH
KapTKH (3 cCMMBOJIH)

Puc. 1. Texnounoris pimuHTY, HalpaBlieHa Ha IEPKATEIIB MIATHKHUX OaHKIBCHKUX

KapT B Mepexi [aTepuer [1]

Jist mpotudii GimuHry 0aHKM 3aCTOCOBYIOTH CUCTEMY TOJIBIHHOTO 3aXHCTY 3
MIITBEPXKEHHSIM TPaH3aKIIii 3a JOMIOMOTOI0 OJJHOPA30BOT0 MAPOJIt0, SKUN HAJAXOAUTh
Ha TeieoH KOopucTyBaua KapTku. Tomy edeKTUBHHMI (DIIIMHT 1100 OaHKIBCHKUX
TpaH3aKI[li MOXJIMBUN JIUIIE TPU YMOBI «IEPEXOIUICHHS» (PIHAHCOBOTO HOMEPY
Tenedony.

TexHomor1i conianbHOI 1HXKEHEepli 3HAaYHO OUIbII YUCENbHI (puc. 2).

r ) +ITaxpai TenedoHyOTh BIIaCHUKAM KAPTOK 3 METOK OTPHMAaHH iX )
Bimuar (Vishing) KapTKOBHX PEKBI3UTIB Ta 1eHTU(IKALIHHUX JaHUX JUIS IPOBEACHHS
g maxpaicbkux onepauiil B Inrepaer abo 3 METOK CTHMYIIIOBAHHS
/ JKEPTBU 31ACHHTH NIEpeKa3 KOLITIB Ha KAPTKOBUH paxyHOK I1axpas )
4
Cwminmunr (Smishing) «ITaxpai HagcunaroTs SMS, 10100 1HILTIOBATH TOJANBILY KOMYHIKALIIO
& 3 BIIACHUKOM KapTKU 3a JI0IIOMOT010 TelieoHy (BILLIMHT)
p. > "
{ ™
DiKTUBHI POABLL «ITin BUIIA10M CpaBykKHIX POAABLIB axpal OTPUMYIOTh IIepeaIiarTy
po/ 34 HEICHYIOY1 TOBAPH HA ILUIATIKHI KAPTKU Ta MOOLIbHI TeneoHu
p. > "
{ T : ) : T
+Ilig BUIOM HOKYILIB IaXpal BUBIAYIOTE Y IPOJABLIB (IIEpEeBakHO, 3a )
DIKTHBHI OKYIIILI HPUBATHUMH OT'OJIOIIECHHIMU PO MPOJANK) PEKBIZUTH II1aTIHKHUX
L J KapToK )
{ . = = : -
Hecaunkuionoeane «ITaxpaiicbkuii nepeBunyck SIM-kapTu BllacHHKA IIATIKHOT KAPTKH 3 )
BHKOPHCTAHHHA METOK) OTPUMAaHH KOJIB Ta napoiis esneky, siki OaHk Hanpasise
(_ dinancoBoro Homepy | KIIEHTY JUIs NIATBEP/KEHHs (PIHAHCOBUX olepaLii y

Puc. 2. OCHOBHI BUIY TEXHOJIOT1H COLIANBHOI 1HXKEHEPIi, HANpaBIJIeH1 Ha IepP>KaTeiB
TUTATHKHUX OAHKIBCHKUX KapT B Mepeki [HrepreT[2]
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Jlana TtexHoJOTiE HE OOMEXKYEThCS JHIIE TEpPEepaxOBaHUMHU BUIAMH, a
MOCTIHHO TIOTIOBHIOETHCS HOBHMHM CXeMaMH. B 1uioMy, yce pi3HOMaHITTS
[IaXpaiCbKUX CXeM, MOB’SI3aHUX 3 TPaH3aKLisIMU OAHKIBCHKUX OMEpaIlisiMd, MOXKHA
3BECTH /IO JBOX THIIIB:

1. Komynikamii 3 MeTOW BHUBIAYBaHHA KOHGIACHIINHHOI 1HGOpMaIi
JepxaTeliB 0aHKIBCHbKUX KapT.

2. KomyHikarlii 3 METOI0 BUKOHAHHS TPAH3aKIId Ha KOPUCTH 3JIOBMHUCHHUKA
CaMoI0 JKEePTBOIO.

JlocuTh KpacHOMOBHOIO € JUHaMIKa 00’€MIB TaKOro pojay IaxpaChbKUX
omepariiii (puc. 3).

Cnin BiI3HAYUTH PI3KUU «CTpUOOK» 10XoaiB maxpaiB y 2016-2017 pp.
BignosigHo, 1l cyMH CKJIaJar0Th 30UTKH OIIYKAHUX JIepKATeiB IIATIKHUX KapT. Y
2018 p. TenAeHIIis PI3KOTO POCTY 3HUKAE, 1 CyMH, BUIIYYEHI IIaxXpasiMU y CBOIX XKEPTB
3a AOMOMOTOI0 (DIIIMHTY 3HUKYIOThCA 3 159,91 MiH. rpH. 10 4,89 MIIH. IpH., a cCyMuU
maxpaicekux ormnepaiid 3araioMm 3a 2018 p. cxmamarots 270,92 MiH. TpH. TIpOTU
509,72 muH. tpH. y 2017 p. Lle moB’s13aH0 3/1€0UIBIIOTO 3 MPEBEHTUBHUMHU 3aX0JIaMU
TEXHOJIOT1i OaHKIBCHKOTO 3axucTy. [IpoTe € i pe3ynbTar 3axo/iB PECTPUKTUBHOTO
xapaktepy. Tak, y 2016 p. no «4opHux» crnuckiB BHeceni 1337 IIIH Ta 595
tenedoHHnx HoMepiB, a B 2017 p. Bxke 2423 IITH Ta 3430 TenedoHHUX HOMEPIB;

2018 p. — 2338 ITIH ta 5139 TenepoHHNX HOMEPIB.
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S InTepuet 3262 63.68 15991  4.89

= CoulaneHa iHkeHepis  51.74 27545 509.72  270.92

Puc. 3. CykynHuii po3paxyHKOBHI JOX1 IIaxpaiB, MiIH. TpH. [3]
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[lepexonsauu A0 aHami3y CyM HIaXpailChbKUX OMeEpalliif, TO coliaibHa 1HXeHepis

XapaKTEPU3y€EThCS OLTBIN 3HAYHOIO CYMOIO Pa30BOi TpaH3akIlii (puc. 4).
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Puc. 4 - Cepenns cyma maxpaiicbkoi onepartii, TpH. [3]

TenaeHmiss A0 30UIBIIEHHA CYMH OJMHHMYHOI IIAXpaiChKOi TpaH3akuli B
pe3yabTaTi 3aCTOCYBaHHS METOJIB COIlaIbHOI 1H)KEHEpIi € TPUBOXKHOIO, X04Ya TaKa
cyma it gemo 3au3unacs y 2018 p. (3 2543 rpu. no 2478 rpH.). [Ipore criiikuit 06’em
maxpaichKUX oOfepallii JaHOTO THUIy, a TaKOXK TOPIBHSHO 3HAYHA CyMa OKpPEeMOi
omepariii 0OyMOBJIIO€ BHHECEHHS COLIANBHOT 1HXKEHEpli Ha MepIIMi IJaH sK
HaWOLIbII HeOE3MEUHOI TEHACHIII.

TakuM YuHOM, KOJIM (DIHAHCOBI YCTAHOBM PO3IIUPIOIOTH CBOI LHU(POBI
MOCIIYTH, TO Maxpai TaKoX MPUCTOCOBYIOTHCA 10 WX 3MiH. B Ykpaini Ha manwmii yac
HaOUTBIIIOI HEOE3MEeKOI BUCTYMAIOTh IIaXpalChKi [ii, MOB’sS3aHi 3 COIIAJILHOIO
imKeHepiero. He MeHm HeOe3medHoOro, Xoda W Ha JAaHWUM MOMEHT HE HACTIIbKH
PO3MOBCIOKEHOIO € Tpo0iieMa 1HTPEHEeT-IaXpaicTBa, OCKUTLKH PO3BUTOK (DIIITMHTY

CTPUMYIOTb JIMIIE TOCTIHHUI KOHTPOJb 1 MOHITOPHHT.

Cnucoxk BUKOPMCTAHUX JKepeJt

1. Bixinenis [ Enextponnnii pecypc] — Pexxum moctymy 10 pecypcy:
https://uk.wikipedia.org/wiki/%D0%A4%D1%96%D1%88%D0%B8%D0%BD%D0
%B3

2. Medium Corporation [Enexkrponnuii pecypc] — Pesxum goctymy 10
pecypcy: https://medium.com/@Emisare/socialnaya-ingeneria-9f16e0ba7fab
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3. Odiuivinuit caiit Acouiauii €EMA [Enexktponnuit pecypc] — Pexum

nocTyiry jo pecypey: https://ema.com.ua/
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GDP GROWTH IN UKRAINE: MYTH OR REALITY

Achieving economic growth is the main condition of increasing living
standards. The article is devoted to the analysis of the dynamics of the Gross
Domestic Product of Ukraine

For comparison, the indicator of nominal GDP was used. It is shown that there
Is a positive trend in Ukraine.

However, in Ukraine, this growth is small, which is caused by a number of
external and internal reasons, among which are the high level of corruption, the war
in the East, and the rise in inflation.

However, the main reason for the slow growth is the lack of a country's
development strategy.

Everybody doubted, almost no one believed it, but Ukraine's GDP growth
began to break records. Ukrainian business analysts explain that quarterly growth is
not stable enough, real records will have to be reformed. Let’s analyze.

Gross Domestic Product (GDP) growth in Ukraine in July-September 2019 was
4.2% compared to the same period in 2018, while in the second quarter the growth
rate was higher and was 4.6%, in the first quarter — 2.5%, according to assessment,
that was released by the State Statistics Service, November 14th, 2019 [1].
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