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Abstract

The consequences of the fourth industrial revolution caused an increase in the level of computerization and
digitalization of society, which led to problems related to the protection of information of individual users,
companies and the state as a whole. The aim of this paper is to analyze the effectiveness of the information
security system of countries in terms of its ability to counter information threats. Two groups of input
indicators were used for this purpose. The first group was formed by 12 indicators of the country’s world
development, which were selected from the World Bank database and based on the results of correlation
analysis. The second group includes 5 information technology indicators that characterize certain areas of
information security: information technology development, digitalization of the country, countries’
commitment to cybersecurity, readiness to counter cyber threats and use the latest information and
communication technologies. The country’s information security threat index is used as a starting point. Data
from 159 countries of the world for 2018 were taken for the analysis, as for this number of countries and
period there is a complete set of data on selected indicators. Country data were considered based on clusters,
which allowed the use of 7 groups. The analysis was performed using the analytical tool Frontier Analyst.
The study built CRR and BCC models, among which CRR was preferred, which allowed a more critical
assessment of the potential of countries. The paper analyzes the structural effectiveness of socio-economic
development indicators and information security indicators of countries, considering the current level of the
information security threat index. As a result, the following were identified: an increase in government
security spending for zero-cluster countries; the need to transform the information technology component for
the countries of the first and second clusters; increasing personal protection, strengthening corruption control
and legal regulation for third cluster countries; the need for economic growth and higher social standards for
the fourth, fifth and sixth clusters. The obtained models allowed us to estimate the maximum level of growth
of the information security threat index with the available resource potential of the country. As a result, it was
found that the largest increase in the information security threat index is possible due to the existing potential
of the countries of the zero and fifth clusters, which will increase the effectiveness of their response to
information threats.
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1. Introduction

The consequences of the fourth industrial revolution “Industry 4.0” led to the emergence of the latest
cyberphysical systems and digital technologies, which have influenced the development of many areas of the
economy. As a result, “smart” businesses have emerged, most trading operations have been transferred online
to web platforms, and the use of mobile and Internet banking has supplanted cash transactions. The population
also prefers to use the Internet, software, and mobile applications in everyday life, which facilitates many
transactions, from fares on public transport to banking transactions. On the other hand, the rapid
computerization, digitization, and informatization of many processes have contributed to the rise of
cybercrime in society. This manifests itself in hacking attacks, cyber-fraud to steal personal and confidential
information of a person or company, creating and spreading viruses to damage user data, conducting
information wars aimed at shaking society, which can lead to economic and social crisis, and so on. That is,
there is a need to create a set of measures to combat such threats, which is manifested in the formation of
information security, which aims to ensure the integrity, confidentiality and protection of information to
prevent its unauthorized use, theft, distortion, alteration, damage and destruction.

This problem is relevant for the state, as the impact of information threats at the level of individual businesses
on the economy can be enormous. Thus, the leakage of information leads to an average loss of the company
in the amount of 3.86 million dollars annually (Ponemon Institute, 2019). Companies that do not have
appropriate response teams spend up to $ 5.29 million to overcome the consequences associated with the loss
of information, and the losses of economic entities that carry out appropriate regular measures to identify
information losses amount to $ 2 million lower. It is also projected to increase the losses of companies as a
result of violation of their information security from 3 trillion dollars in 2018 to 5 trillion dollars in 2024
(Morrow and Crabtree, 2019), which speaks only of the increasing problem of data protection in the future.
That is why there is a need for a comprehensive analysis of the effectiveness of the system of measures of the
state to identify opportunities to overcome the consequences of information threats. Its implementation should
also include an analysis of the country’s existing potential, which is characterized by the level of economic,
social, and political development of the country. It is also necessary to have an idea of the prospects for the
existence of resources reserve of that will provide ways to increase opportunities to combat information threats
and ensure a stable level of information security.

2. Literature Review

A wide range of scientists deals with current issues related to the information security of the state and business
entities. There are studies that try to address the issue of improving the efficiency of the country’s information
security system through its further reform (Loshytskyi et al., 2020). Frolova et al. (2018) propose in the applied
and legal aspect to develop measures to ensure better management of the information security system at the
micro and macro levels. Deane et al. (2019) explore the areas of creation and development of information
security management program, which provide for an increase in investment in this area. Kosevich (2020)
proposes options for developing existing cybersecurity strategies, which also include the creation of special
services and organizations that will be responsible for the implementation of protection in the country.

A number of scientists analyze the effectiveness of the information security system to counter information
threats. This aspect is the subject of a study by Sorokivska (2015), which examines the impact of information
wars on information and economic security of companies. Other scientists suggest the use of specialized
indices that will analyze the current state of information security. Thus, Jazri et al. (2018) propose to develop
an index of recovery of the cybersecurity system, which would allow the analysis of its possible components
that require additional funding and implementation of software and hardware and organizational measures.
Yunis and Koong (2015) developed a conceptual model for creating a comprehensive national cybersecurity
index that considers various factors that affect the level of cybersecurity. We can also highlight the work of
Tolubko et al. (2018), which was devoted to the development of an integrated criterion for the effectiveness
of information protection formation in the presence of risks of information threats.

Economic and mathematical methods are quite popular, which allow the analysis of various aspects of activity.
Fedotova et al. (2019) applied statistical and systematic analysis to identify the impact of threats on the level
of economic and information security of enterprises. Hu et al. (2017) used methods to optimize the security
of data accounting to improve the efficiency of existing information security systems. The method of
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discriminatory scales for the analysis of information security risks is proposed by Chen et al. (2014).
Dudykevych et al. (2019) applied multicriteria analysis to assess the effectiveness of conservative information
protection systems.

Thus, the issue of information security research is quite broad, but the direction of analysis of the effectiveness
of the information security system in countries in terms of its ability to counter information threats is poorly
represented by scientific papers.

3. Data and Methodology
3.1. Data

Two groups of indicators were taken for the study, which characterize the level of information security of the
country and the level of its development. The first group includes indicators: Global Cybersecurity Index; National
Cyber Security Index; ICT Development Index; Networked Readiness Index; Digital Development Level, each of
which defines only a separate area of information security of the country. Yes, the Global Cybersecurity Index is
used to measure countries’ commitment to cybersecurity globally. The National Cyber Security Index is used to
determine a country’s readiness to counter cyber threats; level of information technology development in the
country — ICT Development Index; the degree of technological readiness of the country for the application of the
latest information and communication technologies in various fields — Networked Readiness Index; level of
digitalization of the country — Digital Development Level (e-Governance Academy Foundation, 2020). The second
group included indicators of economic, social and political development of the country, which were analyzed
for the presence of a correlation with the indicators that characterize the level of information security of the
country. As a result, 12 indicators with a correlation level greater than 0.5 or -0.5 were selected. That is, the
second group was formed by: GDP per capita (current US$); Life expectancy; Wage and salaried workers,
total (% of total employment); Control of Corruption: Estimate; Government Effectiveness: Estimate;
Regulatory Quality: Estimate; Rule of Law: Estimate; GNI per capita, PPP (current international $); Mobile
cellular subscriptions (per 100 people); Revenue, excluding grants (% of GDP); Individuals using the Internet
(% of population); General government expenditure (% of GDP) (The World Bank, 2020). The input data
were taken for calculations for 2018 for 159 countries, as this time period contains the most complete
information on the selected indices. As the level of development and security of countries is very different,
which can lead to conflicting results, clustering was carried out using self-organized Kohonen maps, which
allowed to form 7 groups of countries: Oth and 1st cluster includes countries with the highest development
and security, 2nd — above-average countries, 3rd — with average level of development and security, 4th —
below average, 5th — low, 6th — very low (Yarovenko, 2020a). The obtained groups will allow to evaluate the
effectiveness of the information security system in terms of opportunities to counter information threats in
countries that have approximately the same conditions for development. These indicators formed a set of input
changes for further analysis. According to the quality of the initial change, the index of the level of information
security threats of countries was chosen, which can assess the level of countries in terms of opportunities to
overcome the consequences of information threats to information security (Yarovenko, 2020Db).

3.2. Metodology

The study was performed using the DEA method — Data Envelopment Analysis, which was proposed by A.
Charnes, W. Cooper and E. Rhodes in 1978 (Charnes et al., 1978). This tool is used in many industries to
evaluate the effectiveness of complex systems, which occurs by solving the optimization problem of linear
programming. Its purpose is to determine the efficiency of the system based on the ratio of its outputs and
inputs, it is necessary to consider the maximum output of resources at a given level of inputs, or the minimum
level of resources at a given level of outputs. The use of the DEA-method will determine the effectiveness of
the level of the country’s information security system to counter threats, considering the country’s potential,
namely socio-economic and information technology. Effectiveness will be achieved when the level of threat
response for an individual country cannot be increased, while the level of development and security of the
country will be at the same level. Also it is possible in the case when the reduction of the level of development
and security of the country leads to changes in the level of counteraction to information threats. Based on the
above, it is possible to form an initial DEA-model (Charnes et al., 1978), which will be used to assess the
effectiveness of the level of information security of the country (equation 1):

Zzzyzl UpsYps
=1 psTps 1)

max 0 =
i=1 Vis¥Xis
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Up, V; = 0,
Yp.Xi = 0.

where @ is the level of efficiency of the information security system for a particular country, defined as the
ratio between the weighted sum of outputs and inputs; u, are weights of outputs that maximize the efficiency
of the evaluated unit 6; v, are weights of outputs that maximize the efficiency of the evaluated unit &;ny, is
the p-th characteristic of conditional outputs, i.e. the values of the index of the level of information security
threat for each country; x; is the i-th characteristic of conditional inputs, i.e. values of indicators of information
security and indicators of development of the country.

Restrictions (equation 1) say that the ratio of output to input can not exceed 1 for each 4. Therefore, the
presented fractional problem should be turned into a linear one, which greatly simplifies its further use.
Accordingly, there are two types of DEA models — CCR, which was proposed by Charnes A., Cooper W. and
Rhodes E. (Charnes et al., 1978) in 1978, and BCC, which was developed based on the CCR model in 1984,
Banker R., Charnes A. and Cooper W. (Banker et al., 1984). Each of these models is focused on input
(resources) and output (result indicators) (equations 2 — 5).

zZ Z

max wg = u max wg = u +k
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ks — unconstrained

where y is is a small positive real number that eliminates the possibility of variables becoming zero.

Models CCR (equation 2) and BCC (equation 3) are Input-oriented models, i.e. aimed at assessing the
effectiveness of the distribution of development indicators in the country and their information security, which
helps to identify structural inefficiencies of given indices. The CCR (equation 4) and BCC (equation 5) models
are Output-oriented, i.e. they allow to assess the effectiveness of the country’s information security system by
determining the maximum values of the information security threat level index, given the set values of
development and information security indicators.
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4. Results and Discussions

Data Envelopment Analysis was performed in the analytical package “Frontier Analyst”, which allows
calculations based on CCR and BCC models (Banxia Software, 2020). As a demo version was used, 12
representatives were selected in each country cluster for the Data Envelopment Analysis. The minimum value
of scales in the program was set based on the calculation of Total redundancy, as a share of its value in the
total (Yarovenko, 2020b). When determining the minimum weights, it was taken into account that security
indicators have an equivalent effect on the index of information security threats. The maximum value of the
scales was set at 100%.

The zero cluster is represented by countries with the highest indicators of socio-economic development, the
level of informatization and computerization. The results of evaluations of their effectiveness are presented in
Figures 1-4.

Units Comparison 1 Units Comparison 1

Unit name | Score ~ |Efficient Condition Unit name Score ~ |Efficient Condition
,,,,,, - 9 00,0% 0)
Israel 100,0% " O Estania 95,5% O
Mew Zealand 100,0% o @ Belgium 91,4% @
Metherlands 100,0% v O Mew Zealand a1,4% O
Austria 99,9% O France 90, 7% O
Luxembourg 99,5% O Australia 89,8% 0
United Kingdom 99,7% @ United States 59,4% @
Australia 99,5% O Austria 89,0% 0
Marway 99,2%, @ United Kingdom 87,4% @
France 99,2% @ Luxembourg 52,5% @
United States 98,8% @ Methetlands 82,1% @
Belgiurm 95,4% @ Maray 81,3% @

Figure 1. Output-oriented BCC model Figure 2. Output-oriented CCR model
Source: independent development by authors. Source: independent development by authors.
Units Comparison 1 Units Comparison 1

Unit name Score ~ |Efficient Condition Unit name Score ~ |Efficient Condition
| . P T S
New Zealand ' 100,0% v @ Estonia 95,3% @
Estonia 100,0% o @ Belgium 91,1% @
Metherlands 100,0% o @ Mew Zealand 91,1% @
Austria 93,7% @ France 90,5% @
Belgium 92,4% O Australia 59,6% @
France 90,5% O United States 59,1% @
United States 89,9 @ Austria 88,7% @
Australia 89,8% 0 United Kingdom 87,1% 0
United Kingdam 87,1% @ Luxembaourg 82,0% @
Luxembaourg a6,0% @ Metherlands 81,5% @
Morwary 81,1% @ Morwary 80, 8% @
Figure 3. Input-oriented BCC model Figure 4. Input-oriented CCR model

Source: independent development by authors. Source: independent development by authors.

If we compare the results of obtained models (Figures 1-4), we can see that the CCR model is more restrictive than
the BCC, i.e. it allowed to identify only 1 country (Israel), which has an efficiency for inputs and outputs of 100%.
Accordingly, 4 countries with 100% input and output efficiency were obtained according to the BCC model —
Israel, New Zealand, Estonia, Netherlands. That is, the countries Austria, Belgium, France, United States, Australia,
the United Kingdom, Luxembourg and Norway, which belong to the cluster of countries with high development
and security, are not able to achieve 100% efficiency of information security system according to BCC models and
CCR. As for the countries of other clusters, the results of the analysis of the effectiveness of their information
security system are presented in Table 1. Since the BCC model overestimates the efficiency results, Table 1
contains calculations Output-oriented and Input-oriented CCR-model.
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Table 1. The effectiveness of the information security system of countries in the Output-oriented and Input-
oriented CCR-model

Country Maximize M_inimize Country Maximize M_inimize
outputs inputs outputs inputs
Cluster 1 Cluster 4
Japan 91,3% 91,0% Kazakhstan 88,4% 88,1%
Qatar 100,0% 100,0% Mexico 85,5% 85,0%
Spain 100,0% 100,0% Russian Federation 73,5% 72,7%
United Arab Emirates 100,0% 100,0% South Africa 100,0% 100,0%
Cluster 2 Turkey 90,0% 89,7%
Bulgaria 100,0% 100,0% Ukraine 79,3% 78,7%
Chile 100,0% 100,0% Cluster 5
Czech Republic 93,6% 93,4% Algeria 65,7% 64,8%
Greece 95,9% 95,8% Bhutan 83,8% 83,3%
Italy 93,3% 93,1% China 100,0% 100,0%
Latvia 92,7% 92,5% Egypt 71,3% 70,4%
Lithuania 90,2% 89,9% India 65,2% 64,2%
Poland 96,8% 96,7% Indonesia 96,6% 96,5%
Romania 97,8% 97,7% Kenya 69,5% 68,6%
Saudi Arabia 92,6% 92,4% Panama 100,0% 100,0%
Slovakia 95,2% 95,1% Peru 100,0% 10,0%
Slovenia 95,0% 94,9% Tunisia 100,0% 100,0%
Cluster 3 Uzbekistan 100,0% 100,0%
Bahamas 100,0% 100,0% Vietnam 87,7% 87,4%
Bahrain 90,9% 90,6% Cluster 6
Barbados 100,0% 100,0% Benin 100,0% 100,0%
Brunei Darussalam 100,0% 100,0% Cameroon 100,0% 100,0%
Korea (Republic of) 100,0% 100,0% Ethiopia 100,0% 100,0%
Montenegro 100,0% 100,0% Lao PDR 87,4% 87,0%
Oman 96,1% 95,9% Malawi 100,0% 100,0%
Serbia 100,0% 100,0% Mali 100,0% 100,0%
Cluster 4 Mauritania 100,0% 100,0%
Albania 89,2% 88,9% Mozambique 100,0% 100,0%
Argentina 94,9% 94,8% Myanmar 100,0% 100,0%
Armenia 100,0% 100,0% Nigeria 93,1% 92,9%
Brazil 89,6% 89,3% Vanuatu 100,0% 100,0%
Colombia 95,4% 95,3% Zimbabwe 94,1% 93,9%
Georgia 100,0% 100,0%

Source: independent development by authors.

Analyzing the results presented in Table 1, authors can say that a number of countries have achieved the
effectiveness of the information security system in terms of combating information threats. These include
countries of the 1st cluster — Qatar, Spain, United Arab Emirates; countries of the 2nd cluster — Bulgaria,
Chile; countries of the 3rd cluster — Bahamas, Barbados, Brunei Darussalam, the Republic of Korea,
Montenegro, Serbia; countries of the 4th cluster — Armenia, Georgia, South Africa; countries of the 5th cluster
— China, Panama, Peru, Tunisia, Uzbekistan; countries of the 6th cluster — Benin, Cameroon, Ethiopia,
Malawi, Mali, Mauritania, Mozambique, Myanmar, VVanuatu. The results for other countries suggest that they
should pay attention to those areas that contribute to efficiency to achieve 100% value within the cluster. This
may be due to the fact that a number of input resources need to improve or increase the efficiency of the level
of information security, possibly due to the formation of reserves of individual indicators. Thus, authors
analyze the structural efficiency of the input indicators for the countries of the zero cluster, obtained as a result
of the analysis of the Input-oriented CCR-model (Figure 5). Figure 5 shows the structural effectiveness of
indicators of socio-economic development in countries and the level of aspects of their security. Thus, Life
expectancy (0.63%), Mobile cellular subscriptions (2.5%) and General government expenditure (7.47%) need to
be improved to ensure the effectiveness of the information security system at the actual level. Since Life expectancy
is an uncontrolled input index, only the other two indicators should be a country priority for development. That is,
the country’s development strategy should consider such areas as security and protection expenditures provided by
public administration. Accordingly, their increase will improve the efficiency of government agencies to ensure
the protection of information and security of operations. It should also be borne in mind that the growth of Mobile
cellular subscriptions will help to increase personal protection and the development of mobile security systems
based on the use of modern cellular technologies. As for other input parameters, their values indicate that countries
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have a certain reserve, the use of which can increase the level of protection in the country. Authors will analyze the
potential for improving the efficiency of the information security system of zero cluster countries, provided that the
index of the level of information security threat is maximized. The results of the Output-oriented CCR-model are
presented in Figure 6.
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Figure 5. The potential for improving the efficiency of the information security system of the zero
cluster countries (Input-oriented CCR-model)

Source: independent development by authors.
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Figure 6. Potential to improve the efficiency of the information security system of zero cluster
countries (Output-oriented CCR-model)

Source: independent development by authors.

The results of the Output-oriented CCR-model (see Figure 6) show that the maximum growth of the
information security threat level index is possible by 5.31%, which can be ensured due to the existence of
potential reserves in terms of GDP per capita (-1,4%); Control of Corruption: Estimate (-18.61%);
Government Effectiveness: Estimate (-3.8%); Regulatory Quality: Estimate (-5.01%); Rule of Law: Estimate
(-12.01%); GNI per capita (-4.83%). That is, zero cluster countries have significant economic potential,
effective government, high-quality legislative and regulatory bodies, which can increase the level of
information security of the country. On the other hand, to ensure the maximum level of opportunities for the
country to overcome the consequences of information threats, a number of measures should be developed to
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increase such indicators as Wage and salaried workers (5.28%); Mobile cellular subscriptions (8.04%);
Revenue, excluding grants (2.52%); Individuals using the Internet (1.95%); General government expenditure
(13.31%); Global Cybersecurity Index (0.29%); National Cyber Security Index (1.22%); ICT Development
Index (3.22%); Networked Readiness Index (3.75%); Digital Development Level (3.46%).

As for the potential of other clusters, Figure 7 presents its results based on the Input-oriented CCR-model.

National Cyber Security Index e
Digital Development Level —
——
Networked Readiness Index :
ICT Development Index
Global Cybersecurity Index —
General government expenditure e
Individuals using the Internet Cluster 6
Revenue, excluding grants | — = Cluster 5
m Cluster 4
Mobile cellular subscriptions [
P — Cluster 3
GNI per capita m Cluster 2
m Cluster 1
Rule of Law -
m Cluster 0

Regulatory Quality
Government Effectiveness

Control of Corruption

Wage and salaried workers
Life expectancy

GDP per capita

-25 -20  -15 -10 -5 0 5 10 15, %

Figure 7. Comparison of the potential for improving the efficiency of the information security system
of different clusters (Input-oriented CCR-model)

Source: independent development by authors.

Thus, to ensure the actual level of the index of counteraction to information threats, a number of indicators
have a significant reserve, which is typical for countries in all clusters. These include GDP per capita, GNI
per capita, Networked Readiness Index (see Figure 7), i.e. the level of economic potential specific to the
cluster countries and the level of their technological readiness for the application of the latest information and
communication technologies in the information security environment are sufficient for ensuring the current
level of counteraction to information threats. As for other indicators, the improvement of the Global
Cybersecurity Index (1.17%), the National Cyber Security Index (13.75%) and the Revenue, excluding grants
(8.21%) is important for the countries of the first cluster). In other words, the main problem for this group is
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the insufficient level of countries’ commitment to cybersecurity at the global level and their readiness to
counter cyber threats, as well as the insufficient level of cash receipts from taxes, social security contributions
and other income.

The countries of the second cluster, which include developed and intensively developing countries, are
characterized by an insufficient level of Wage and salaried workers (8.33%), Regulatory Quality: Estimate
(2.4%), Mobile cellular subscriptions (1.24%), Revenue, excluding grants (1.95%), Global Cybersecurity
Index (4.84%), ICT Development Index (2.89%), Digital Development Level (0.84%) (see Figure 7). To
ensure the existing level of information security, the countries of this group should pay attention to those areas
that relate to the development of information technology and digitalization of the country. This will help create
additional jobs in the IT industry, which will lead to increased cash flow from this area.

The countries with an average economic development, which are included in the third cluster, should focus
on increasing the level of Control of Corruption (1.22%), Regulatory Quality (1.19%), Mobile cellular
subscriptions (16.21%), Revenue, excluding grants (1.43%), National Cyber Security Index (7.58%) (see Figure
7). The results indicate the need to introduce measures to strengthen control over corruption and improve the quality
of standards in the field of information security. The most critical is the need to create conditions for personal
protection of mobile users through the introduction of modern technologies. Fourth cluster countries should pay
attention to improving indicators such as Wage and salaried workers (2.73%), Control of Corruption (4.31%),
Government Effectiveness (2.31%), Rule of Law (2.07%) , Mobile cellular subscriptions (5.12%), Revenue,
excluding grants (5.41%), General government expenditure (8.71%) (see Figure 7). This group of countries is
characterized by an insufficient level of socio-economic development, which would ensure the required level of
information security, which is offset by reserves of security indicators. The priorities for these countries should be
measures that will help to raise the level of economy and social standards.

The countries of the 5th and 6th clusters are the least developed or have a critical level of information security
system development. To ensure the current level of information security, the countries of the 5th cluster need to
increase Wage and salaried workers (2.59%), Individuals using the Internet (0.66%), General government
expenditure (6.65%); 6th cluster countries - Control of Corruption (6.29%), Government Effectiveness (1.6%),
Regulatory Quality (9.5%), Mobile cellular subscriptions (5.76%), General government expenditure (3, 15%),
Global Cybersecurity Index (3.7%) (see Figure 7). That is, there are many problems associated with the socio-
economic development of these countries that need to be addressed as a matter of priority. Due to the fact that they
have rather low information security indicators, which provide only the minimum basic requirements for security
systems, existing IT development reserves, digitalization of the country, technological readiness and readiness to
counter cyber threats is enough to maintain the actual level of information security. But the modern development
of software, hardware and information tools will require other approaches, the provision of which is possible only
by strengthening the socio-economic potential of the country. The results of the analysis of the effectiveness of
the information security system of different clusters, considering the determination of the maximum level of
the index of counteraction to information threats, obtained by building an Output-oriented CCR-model, are
presented in Figure 8.

Digital Development Level Cluster 6
Global Cybersecurity Index Cluster 5
Revenue, excluding grants m Cluster 4
Rule of L_aw Cluster 3

Control of Corruption ————————
GDP per capita —————————=— = Cluster 2
-20 -10 0 10 20 mCluster 1
m Cluster 0

, %

Figure 8. Comparison of the potential for improving the efficiency of the information security system
of different clusters (Output-oriented CCR-model)

Source: independent development by authors.
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The maximum growth of the index of information security threat for the first cluster countries is possible by
3.03%, which is likely to be provided by the existing reserves of GDP per capita (-4.52%), Control of
Corruption (-16.54%), Government Effectiveness (-10.64%), Regulatory Quality (-6.65%), Rule of Law (-
9.46%), Mobile cellular subscriptions (-2.81%), Networked Readiness Index (-1.32%), Digital Development
Level (-0.3%) (see Figure 8). For the countries of the second cluster it is possible to increase the index of the
level of information security threat by 2.62%, which is possible due to the reserves of GDP per capita (-
19.99%), Control of Corruption (-3.95%), Rule of Law (-4,75%), GNI per capita (-10.55%), Individuals using
the Internet (-2.59%), National Cyber Security Index (-8.38%) (see Figure 8). That is, a strong level of
development of the 1st and 2nd clusters can increase the efficiency of the information security system in the
country due to the conditions of effective employment of security specialists, absence of corruption, legal
regulation of information security and legal responsibility for its violation, creation and use of modern
software and hardware for information protection, etc.

The index of the level of information security threat for the countries of the third cluster may increase by
2.66% under the existing reserves of GDP per capita (-18.81%), Wage and salaried workers (-3.95%),
Government Effectiveness (-7.78 %), Rule of Law (-1.81%), GNI per capita (-11.31%), Individuals using the
Internet (-3.96%) (see Figure 8). That is, the countries of this group have a sufficient economic reserve and
an effective government that will help create favorable financial conditions for the development of IT industry.
For the countries of the fourth cluster the index may grow by 3.68% due to GDP per capita (-3.1%), GNI per
capita (-7.95%), Individuals using the Internet (-5.35%), ICT Development Index (-4.18%), Networked
Readiness Index (-0.14%), Digital Development Level (-2.29%), National Cyber Security Index (-10.9%) (see
Figure 8). This group is characterized by the creation of a reserve of information technology, as this cluster
includes developing countries and increasing investment in IT sector, which they consider as the most priority
industry.

The fifth cluster countries may have the largest increase in the information security threat index compared to
others — by 9.82%. This may be due to Control of Corruption (-0.71%), Government Effectiveness (-5.14%),
Regulatory Quality (-3.31%), Rule of Law (-1.33%), Mobile cellular subscriptions (-0.4%), Revenue,
excluding grants (-16.16%), Global Cybersecurity Index (-0.89%), Networked Readiness Index (-4.52%),
Digital Development Level (-2, 86%) (see Fig. 8). We can say that the countries of this group have sufficient
socio-economic and information-technological potential, which will not only increase the level of
counteraction to information threats, but also contribute to the development of IT, digitalization of the
economy and society, which will further ensure economic growth.

The existing potential of the sixth cluster countries allows the growth of the index of the level of information
security threat by 2.98% due to the existing reserves of GDP per capita (-12.76%), GNI per capita (-6.37%),
Revenue, excluding grants (-3,66%), Individuals using the Internet (-5.69%), ICT Development Index (-
4.91%), Networked Readiness Index (-4.07%), Digital Development Level (-4.32%), National Cyber Security
Index (-2.56%) (see Figure 8). That is, the countries of this group have a sufficient reserve of economic and
information technology resources, which will increase the effectiveness of countering information threats.

5. Conclusion

The issue of improving the effectiveness of the information security system in terms of combating information
threats is quite relevant, due to the growing level of informatization, digitalization and computerization of
society. The application of Data Envelopment Analysis in this work allowed to determine the effectiveness of
the information security system of the countries grouped in clusters, considering the level of their socio-
economic development and the development of various areas of information security. The CCR and BBC
models provided an opportunity to analyze the structural effectiveness of socio-economic development
indicators and aspects of their security, taking into account the current level of the information security threat
index. Also, these models allowed us to estimate the maximum level of growth of the index of information
security threat with the available resource potential of the country. The CCR model proved to be more
restrictive than the HRC in determining effectiveness, which helped to form a more critical assessment of the
existing reserves of countries needed to counter information threats. That is why it was used to analyze all
clusters of countries.

As a result, it was found that an increase in the information security threat index is possible in the range from
2.62% t0 9.82%. The largest growth is characteristic of the cluster, which includes countries with low levels
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of economic development. But they have significant potential for socio-economic and IT development,
sufficient for strong growth and the level of counteraction to information threats. For countries that occupy
leading positions in the world in terms of their high level of development, it is possible to increase the index
of information security threat by 5.31%, which indicates the existence of favorable conditions for creating an
effective information security system.

The analysis of structural efficiency allowed to identify those weaknesses that need change. This concerns the
need to transform the information technology component for the countries of the first and second clusters,
which have the prerequisites for creating comfortable conditions for attracting IT professionals, building
modern enterprises for the production of computer technology, development of IT startups, etc. Countries in
the zero cluster should increase public spending on security and personal protection. For countries with an
average level of economic development of the third cluster, it is advisable to increase the conditions of
personal protection, strengthen control over corruption, improve the quality of legislation. Insufficient level
of socio-economic development of the fourth cluster countries revealed the need for economic growth and
raising the level of social standards, which will stimulate the growth of information security. The least
developed countries in the 5th and 6th clusters also need to pay attention to solving economic problems, which
will further affect the security sphere.

It would be useful to study the effectiveness of the information security system for each individual country,
which will identify specific problems for this country. In the future, it is planned to supplement the analysis
of such studies, as well as to expand the number of development indicators, which will take into account those
aspects that have any degree of impact on the level of information security of the country.
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