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ABSTRACT

Ar extremely impontard and relevared iosne foday s the study aff the implementofios of fenosveiie
Backchmin sechnalogy v ihe feld of fingoce, e-commerce, the bonbiey socior e e mos)
gffective foal of providing securing, smving confidendiel tnfermedon a5 wall o anommity of
perticipanrs im fransaciians. The paper describes the e afblockcheie techmalogy by finen oiel
rsrifefons. The maie feeares of the me o biockoheir fechmalogy ane idenriffed. Te diis sy,
the advantager and disodvamager of Mockehmin are described. The article investigates the
netire af e dhreats thar enve during the fraesfer, stonoge and use of digital’ corencies for
amif-maney undering. The e of blockchen fechmalogy v rke haok ax oo indegrased symiem
Jor arii=money lanadering o5 jusiiTed o surimize the negottve impact af dis phenomenoe. For
gffective comnteraciion af dhe ilegal incame fegalioenan v dhe bank, It Iy recommended by
artfors fo e @ Sreesstep approach fo buld the cat-money faiwdering sysiewe. fit comsinis off
clfews idemtiffoarion besed an the dlockehain corsenmes algoritkm, bilocking trawsactions wink
the rint of eoff=money famdering, witich are determined by imicrmarioral omd notfional
regrlaiors i gamif-maney owodering spiere as well @5 mandforieg  renseciions Leieg
irdelfecinel franvaction sk eoversmen? algoritkms with the e of rarsocion melodara aed
mintainimg complere information abour wmers. The block déagram of dhe alporithm o
canducting irarsactions n g ek drongh dhe spntem based on Alockohain technodogy with a
possihle comnection to dhe merwork of the efernad regelmtar in the sphere of andi-maney
Keypweords: anti=-money leunderieg, dockchar technology, cnptoamrrency, mser identification,
irdefigerd dota enalyriy

1. INTHRODFCTHRN

An extremely important amd relevant issue today is the shedy of the implementation of
innowvative blockchain techmology m the field of finance and e-commerce. The most popular
area of biockchain technodogies application in the banking sector. This is due o the creation of
new models of fmancial relabioeships, the pursuit of transparency and the ability to make band
transfiers cheaper and faster, increase the doouments circulation and reduce the share of cash m
circulation arpund the world, amd, most importantly, reliable protection of confidentzl
infiormation of both the chient and the bank. However, more and mone regulstors are worrsed
ahourt crimmals who are increasingly using cryplocurrencies for illegal activities hike momey
launderimg, temorist financing and lax evasion
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2. ANALYSIS OF RECENT RESEARCH AND PUBLICATIONS

In woeks [1, 36, 25, 10] & sathors propose o consider modern imnpovative technologies sed
appeoaches W0 atracting people’s savings in odey s cconoany, %0 defiae the impact of gender
policy mdicators, which will incsease the level of basks compesntivensss, create a wality
system of cousteracuon w the legalization of cnsmal ncomes and ncsease the of

banking development 25 a whole [45, 26, 38, 37) lnvesting in the stock markes is subject 10 2
Bigh degree of risk. The reason is ®e insufficient level of finascial ineracy of the population,
e considerable nead for iy estment resources (42, 20, 8, so there is an urgent nead Lo use the
Lt isformation technologies and secunty sysiems based on dggsal data blockchain exchasge
technologies [9, 33) 1s the context of e de-shadowing of e natiosal oconoary the anti-moecy

wiss considerad m [32). From an ettucal point of view, S issue has been considesad
o @e works [1, 19,23 The veealization of bubliossetrse data of scieatsts” publications oo the
use of blockehain techmologics is vanons flelkds mad coantries are representad in Figures 1-2. 1t
& besed o the peblications analyss of Scopus database for the period 2014-2020
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Figwre 1! The menvork vimafizarion of the Mockedaie schnologles by the subfecr aveas
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Figure 2 shows 11 clusters, formed from 57 countries, authors from which highlight blockchain
technology in their articles.

3. PRESENTATION OF THE MATERIAL

Money laundering 15 the transfer of property if it is known that this property was obtained as a
result of criminal activity. The main purpose of money laundering is to conceal the illegal origin
of income. Also, this crime includes the concealment of a genuine nature, source, location,
transfer of rnghts to property that was obtained as a result of illegal activity, or participation in
this activity [14, 6]. FATF notes: “Money laundering 1s the processing of these criminal
proceeds to disguise their illegal origin. This process 15 of critical importance, as it enables the
criminal to enjoy these profits without jeopardising their source™ [47]. The world community
mobilizes forces to combat money laundering and terrorism financing. The mam burden in
countering the legalization of income lies with the banking sector since almost all schemes of
legalizing income at one stage or another use banks a5 intermedianies in the transfer of funds
[18, 17]. Therefore, the study aims to determine the role of new technologies, such as
blockchain, in the banking sector, the possibility of their use to improve the system of
counteraction to the legalization of enminal income. Blockchain 1s a set of interconnected units
(modes) that interact sccording to certain rules. At its core, it 15 a way of storng data that
combines storage decentralizabion, constant registry duplication and transaction anomymity, To
visualize the essence of blockchain technology, one can compare it with an open, decentralized,
publicly distributed digital book, where transactions between people are recorded on many
computers 50 that the record cannot be changed retrosctively without changing all subsequent
blocks and the network consensus. The basis of this technology is the use of cryptographic
protocols and their combination, allows you to transfer digital information from sending node
to the receiving node through the network. The transfer 15 carmied out in blocks; each 15 assigned
a digiial signature in the form of a hash sum and serves as a umgue iWdentifier [24]. Blocks are
transferred in the order specified by the hash function. For attempts to change the transfer order
of the blocks, the system will generate a mismatch error between the structure and the identifier.
In addition, one of the features of blockchain technology s the organization of information
storage with sharing and synchronization of digital data by consensus algorithm [30, 41]. The
geographical distnbution of equivalent copies 15 carmied out in different parts of the world, and
there 15 no central admimistrator {(Distnbuted ledger technology). The advantages of DLT
technology in comparison with classical databases wsing a hierarchical or relational structure
are shown in Table 1.

Diistribubed bedger technadogy (LT} Classic databhases

Decentralization - there is mo single centre of st and the | Centralization is the responsibility for data relenbon rests
ahility to venfy any operation by any person, which makes the | with a limited namber of participants - clearly defined
sysiem fransparent and reduces tramsaction tmme. adminsstrsiors, which limils transparency over DLT,
increases reliahility and increases iramsaction time.
Stahility / security - daia cannod be changed, and therefiore there | Yulnerahility is the need for a mfrastrocture and firewalls
i= mo need 1o protect the system using particular infrastructure | to peotect personal data and sysiem resilience

and firewalls. All dam in the circuit is already proleced by
crypliography and canmot be manipulsted. That =, the data
stored in ihe block 1s stable and rehighle, which, m tum, makes
the payment tramaction awiomated (validation becomes

UnmeCeEssary .

Error the longer information is stored in regisiers (chains), | Riskiness < the longer the information & stared, the
the more secure il becomes, as # is confirmed by more | grester the risks of its presenation

panicanis. All siored data is subject to amomatic verificaison.

Table I: Comparative characteristics of Distributed Registry Technology and classic
databases
{Source: compiled by authars based on works (2, 40, 43])
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Today, blockchain has several drawbacks and limitations. The main drawback of blockchain is
its slowness. The speed of processing information on the network depends on both the number
of blocks on the network and the specifications of the computers themselves. It is also affected
by a large amount of information in the ever-growing block. Another major drawback is the
unregulated legal use of technology in many countries. The use of blockchain raises issues of
information confidentiality and trade secrets in particular. Blockchain should be viewed from
two perspectives, characterized by the following concepts. According to the first concept,
blockchain is considered as the necessary technology of the leading computing tools of the
future cryptocurrency [14, 7, 3]. In recent years, there has been a rapid development of the
digital currency industry, the issue and circulation of which is performed on different models,
using various technologies and in various legal boundaries [2, 22]. Today, cryptocurrencies
have high risks in the area of money laundering. In the framework of the second concept, the
blockchain is characterized as technology, allowing you to create a unified system to combat
the laundering of income illegally obtained to minimize the negative impact of this phenomenon
[13]. At present, regulators identify the features of cryptocurrencies built on blockchain that
impede counteraction to the laundering of proceeds from crime. First, it is anonymity. In its
purest form, all transactions through the blockchain are anonymous, which is a significant
problem in the fight against money laundering. Anonymity prevents adequate monitoring of
cryptocurrency transactions, allowing for shadow transactions outside the sphere of influence
of responsible authority in a country. The solution to this situation lies in the introduction of
appropriate rules for establishing pseudonymity. In his case, system users must be identified
and, where necessary, and regulators should have access to personal users data. This issue

not settled enough to be considered uscful in counteracting the legalization of income obtained
illegally. Second, it is the global nature of cryptocurrency. The main threat of this feature is due
to the placement of cryptocurrency markets and holders outside the jurisdiction of the regulator.
This means that regulations must be adopted internationally. Third, it is the absence of a central
mediator. The cryptocurrency has no regulatory focal point and no issuer. This is the role that
the banking system has to assume in part. The complexity of distinguishing between
cybersecurity, data protection and privacy also should be emphasized. It is generally accepted
that the encryption used for the cryptocurrency functioning is an effective means of protecting
citizens and enterprises from hacking, identity theft, fraud and the disclosure of confidential
information | 14]. Despite these threats and weaknesses, it is recommended that banks use a
private blockchain to effectively combat the legalization of funds obtained illegally. First
Interbank Information Network (ININ) payments made by Wall Street banking giant JPMorgan
Chase two years ago to Quorum with Royal Bank of Canada and ANZ (Australia and New
Zealand Banking Group) [47]. The main objectives of the IIN are to conduct interbank
monetary operations, cross-border financial operations, transaction support during the contracts
conclusion, collection and storage of data on signed agreements. It should be noted the
undoubted advantages of using blockchain technology when conducting interbank transactions
are the following: high speed of transfer (1:00, instead of three days), cheapness (2-3% of the
transaction fee, instead of 5-30%), reliability. Money stored electronically is divided by [2, 46]:
payment technology (a type of verification) classic (centralized) and distributed ledger
technology (decentralized); accessibility ( full or limited availability of use); identity (identified
or anonymous). The very use of blockchain technology allows taking into account the
peculiarities of the use of electronic money in transactions with a high degree of protection.
According to studies by Accenture consulting company [43, 29], the use of blockchain in
payment transactions will allow banks to save up to $ 12 billion a year. In particular, they can
implement Lightning Network technology, use cryptocurrency with low fees, or develop a
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payment system with free transactions. Banks can use different digital currencies (Bitcoin,
Ripple, Ethereim, IOTA, Stellar) and create their blockchains when making transactions. The
form of fiat money is publicly available, has the status of legal tender, is issued by the state |2,
15, 11]. The use of blockchain to counter the legalization of criminal proceeds obtained illegally
can be applied in three main stages [16]: preventing the legalization of criminal proceeds
through the system. It is implemented by changing the approach to client identification using
blockchain; block transactions that have the risk of legalizing income illegally obtained;
transaction monitoring uses intelligent transaction risk assessment algorithms. At the first stage,
it 1s crucial to have a customer sign up and confirm the system. The user enters their
identification information into the system on their own. For an individual, this could be the last
name, first name, patronymic, date of birth, ID number, phone number, ID photo, fingerprint,
and more. For the legal entity, this could be a registration number, location, data of the founders
and responsible persons. Next, the verification and confirmation process should go through to
make sure that this user is real. At this stage, both algorithms for checking this information on
registries within the country and checks for the presence of a person in international blacklists
such as the United Nations Security Council Consolidated List [44] work. At the second stage,
transactions are blocked, subject to the rules defined by international and national regulators in
the field of counteracting the legalization of funds obtained illegally. These rules relate
primarily to the compliance of the operation with the declared scale of the user. Also, the
countries of the transaction parties and recent transactions of the participants’ data with the risk
assessment that the funds simply transfer from one holder to another are important | 34]. If these
rules have been violated, the transaction is forbidden, and there is a record in the blockchain to
reject the transaction, which will be valuable in the next step. The third stage is the most
important in terms of efficiency in combating the legalization of income obtained illegally [25,
31]. It is based on the intellectual analysis of transactions made by the user. So, we propose an
economic and mathematical model of a neural network for assessing the risk of using a bank in
the legalization of illegal income [27]:

f)=F Z Wiy jwn Z Wiy jp2 F z Wiyjo1Xijy1 = Ojya | = Bz = Gjun | (1)
iy iz iy

where F(Zi, Wi,j,1%i,j,1 — 6j,1) — sphere 13 Ey, wy,j,0 F(Ei, Wi, j,1%1, 5,1 — 6j,1) — 61,2 —
SphEI'E 2., F[EEN Wi iy e 2;2 Wi, j,2 F(Eil Wi X j1 — Ej'-li] — 5122 e EJ'NN} - SphEI'E N: i
— the entry number; j — the number of the neuron in the layer; x; ; ; — the i-th input signal of
the j-th neuron in the layer 1; wy, ;, v — the weighting factor of the i-th input signal of the j-th
neuron in the layer N; 8;, y — the threshold level of the j-th neuron in the layer N.

A detailed description of the model is given in work [27]. The Broyden — Fletcher — Goldfarb
— Shanno (BFGS) algorithm is used to construct the MLP multilayer perceptron neural network.
The methods of deep learning [21, 39] and machine learning for anti-money laundering [12]
are recommended as alternative methods of intellectual analysis. As one of the features of
blockchain is the prohibition of changing transaction metadata and retaining complete user
information even if there is a change in the personal information about the system users, the
data is not overwritten, but a new current record is added. That is, mainly the information on
the system is eternal, and even if the attackers take possession of part of the blocks, the
information will be stored on other blocks. This feature is handy because it forms the complete
basis for intellectual analysis.
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This analysis can be aimed both at analyzing the transactions frequency and the conformity of
activities and at determining the adequacy of calculations between legal entities by their areas
of business. Monitoring algorithms may include the analysis of the amounts of fransactions
performed for compliance with the financial condition, the purpose of the transaction, the
frequency of previous transactions failure, the frequency of personal data change, changes in
the transactions geography (e.g. based on IP). This list cannot be considered exhaustive. The
analyzed data set is anonymous, meaning only user 1Ds are available, which is a manifestation
of user pseudonymity. The result of the analysis will be evaluated by the degree of user risk,
the data of which should be transmitted to the appropriate authority for investigation [31]. The
approximate algorithm of the system operation is shown in Figure 3. The algorithm in Figure 1
begins with the identification of the user who wants the transaction. Additional information on
Blacklists is used for identification. Then, if the user in the Blacklist, he is recorded in the Alert
message block and the transaction is blocked, if not, then the transaction is checked for
compliance with the rules defined by the regulators and the bank. If the transaction complies
with the rules, the algorithm begins an intellectual assessment of the operation riskiness, if the
transaction is against the rules, then it is written into the Alert message block and the transaction
blocks. If the transaction is risky in terms of money laundering, an Alert message appears and
transaction blocks. Otherwise, confirmation and operation are needed. Information about the
transaction is record ed in the block as Previous transactions.

@ Block 1
Previous transactions
Lci mni!s
A l=rts
\ser Black Another restrictions
dentification Lists
User information
Hash
Block 2
NO Previous transactions
YES "
Chedking Log changes
transaction
conoeming Alerts
rulles Another restrictions
User information
( :] Agminst
| Hash
Alert ¥E rubes?
WO Block m
intellectual r——————— PrEvious transactions
analysis of - o
hiding patterns ' Log changes =
¥YES L Blerts £
1 8
1 anather restrictions o
W
: User information
i Hash
|
1
1

NO

Figure 3. Algorithm of anti-money laundering system in bank on the blockehain basis
(Source: developed by authors)
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The blockchain includes information about the transaction history, the history of user state
changes, previous alarm messages and transaction locks and other restrictions. Based on this
data, transactional analysis is carried out and is shown in the diagram. All blocks in the system
are connected by a hash function that replicates transaction information to all blocks, Also,
regulators have limited access to the blockchain, where necessary and in the presence of alarms,
where they can obtain and verify transactions and users,

4. CONCLUSIONS

The issue of money laundering is significant as it is closely linked to the shadow economy. In
the process of money laundering, banks have an essential role to play, as it is these financial
institutions that carry out more than 95% of all asset operations. It was defined that the use of
blockchain technology in the bank can significantly increase the system effectiveness to
counteract the legalization of income illegally obtained. The bank blockchain in the bank
section is private, there will be no glut of information on the network, and the system will be
able to maintain sufficient speed. But to regulate the legal field of blockchain use, it is necessary
to make considerable efforts in the whole world community. In the article, the approach of
system-based blockchain technology for anti-money laundering is not exhaustive. Technology
is evolving day by day, and economic agents need to take advantage of it to increase their
efficiency.
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