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3anucka: 51 cropinka, 10 pucyHkis, 22 mxepena.

Meta po0oTH — AOCHIIKEHHS TEOPETUUYHHX OCHOB, HAYKOBE OOTPYHTYBAHHS
METOJIB 1 3ac00iB aHali3y HaJallITyBaHb MEPEKEBOr0 OOJIAIHAHHS B KOHTEKCTI
iHpopMaIliitHOi Oe3nexu.

00'exToM a0caiazKeHHs € MepexxeBe o0agHaHHs Ha 6a31 TexHouorii Cisco.

IIpenmeTom gociigkeHHss € OCOOJMBOCTI HANAINTYBaHHA MEPEKEBOTO
oOnagHaHHS.

Metoau nocaimkeHns. J[ns BUPIIICHAS] TOCTABICHUX 3a7a4 Oy 3aCTOCOBaHI
METOJM CUCTEMHOT0 aHali3y 1 MeToau (popmartizairii.

Pe3ynbTaTu — 32 pe3yabTaTaMy JTOCHTIKCHHS CPOPMYITHOBAHO TIEPETTiK MPaBUII
1 moniTUK 1HGOpMaIliiiHOT Oe3nekH, sIKi MaloTh OyTH aKTHUBOBaHI B KOMIT FOTEPHUX
Mepexax 3 BUKOPUCTAHHSAM (BIPOBAKEHHSIM) IIPOrpaMHOro 3abe3neueHHs (3acoly)
aBTOMAaTU30BaHOI NEpPEBIPKU BIJNIOBITHUX HAJAIITYBaHb JJis 3a0€3MeUeHHs

iHpopMarliitHo1 6e3meku. Takox mpoBeeHO HOTO TeCTyBaHHS.

MEPEXEBE OBJIA/ITHAHHZI, IHOOPMAILIIMHA BE3IIEKA,
ITPOI'PAMHMUI 3ACIB, MOJIEJIb OSI, CISCO.
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IIK — nepcoHanbHUI KOMIT IOTEP
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st Oyb-SKOro CUCTEMHOrO aaMIHICTpAaTOpa OJHUM 3 HalBaXJIMBIIIUX
3aBlaHb € 3a0e3neyeHHs Oe3neku KoM torepHoi Mmepexi. LI 3aBmaHHs
MpU3HAYEH1 A1 BUpIIIEHHS mpoOsiem OpaHamayepa, OJJHaK KOMYTaTOpH, SIK
NPaBUJIO, AaTaKylOThCAd TEPIIMMH, TOMY TENep BOHH MAalOTh PO3MIMPEHi
MOXJIMBOCTI 1H(opmaniiiHoi 6e3neku (Ib). Lle mepenbavae He TUIBKM 3aXHCT
Mepexi BiJl 30BHILNIHIX aTak, aje ¥ pi3HI aTaku BCEpPEAMHI MEpexi, Takl sK
3amina cepsepa DHCP, DoS-ataku, nminpoOka ARP, HecaHKIIiOHOBaHU 1OCTYM
tomio. Jlitepatypa [1-22].

VY neskux BUMAAKAX KOMYTaTOp HE MOXKE TOBHICTIO 3aXHCTUTH MEPEKY
BiJl TAKUX aTak, TOMYy HaraJbHHUM HAyKOBO-TEXHIYHHM 3aBIaHHIM € TOO0yI0Ba
Cy4acHOi CHCTEMH aHaNi3y HaJalTyBaHb MEPEKEBOro OOJaJHAHHS B
cepenoBuili  iH(MopMamiiiHoi  Oe3meku  HA  OCHOBI  iH(opMaIliiiHo-
komyHikamiiaux Texunosorii (IKT) Cisco . Jlirepatypa [10].

JlaBaiiTe 3poOMMO BHUCHOBKHM, IO BipHa KOH(}ITrypalis MepeKeBOoro
obaTHaHHS Oe3nocepeIHbO TOKparrye 1HbopMaIiitHy Oe3rexy
JOCITIJDKYBAaHUX CHCTEM.

Metoo po0dOTHM € JOCHIIPKEHHS TEOPETUYHHX OCHOB, HAYKOBE
OOTpyHTYBaHHS METOMIB 1 3aco0iB aHali3y HalallTyBaHb MEPEKEBOTO
oOJiaHaHHS B KOHTEKCTI 1HPOpMaIliiiHOT Oe3MeKH.

006’exkTOM A0CITiIKEHHSI € MEpekeBe OONaJHaHHA Ha 0a3l TeXHOJIOTIH
Cisco.

IIpenmMeTom aociailzKeHHsI € OCOOIMBOCTI HANAIITYBAHHS MEPEKEBOTO
oOnaHaHHS.

Amnpodaunis  pe3yabratiB. OCHOBHI  pe3yiabTaTH  JTOCHIJKEHHS
JomoBimamucss Ha HaykoBo-TexHiuHHX KoH(pepeHmisix AICT, CyberConf
(impexcyerbes BJ1 scopus/wos), IMA (2016-2020 p.p.) Ta iHIIUX.

3a pe3yJabTaTaMu JOCHIIKEeHb OMyO0JiKOBaHO MOHOTpadito 1 cTaTTl y

(haxoBUX 1 MIKHAPOJIHUX BUAAHHSAX.



Ctpykrypa podotu. Kpanidikaiiiina podota Marictpa CKJiagaeThes 3i
BCTYMY, 3-X PO3A1IIB, 3araJIbHUX BUCHOBKIB, MIEPENIIKY BUKOPUCTAHUX JKEPE 1

IMOCUJIaHb, 1OJATKY.



1 0IJIAA ICHYIOUUX PILIEHB. IOCTAHOBKA 3AJIAY
JOCJIIKEHHSA
1.1 Buau mepex
Y upomy pozauni OynyTh BU3HAYEHI Ta MpOaHali30BaHI OCHOBHI
MTOHATTSI KOMIT IOTEPHUX MEPEXK: MEPEKa, TOTIOJIOTISI MEPEeXi, TUIT MEPEKEBOTO
obnmamHanHs. bynyTe omucaHi  OCOOJMBOCTI Ta MPAKTUYHI  ACMEKTH
(YHKIIOHYBaHHSI MEPEXKEBOr0 00IaHAHHS.

1.2 Mepe:ki Ta iX BUIu

Komm’torepna Mepexka - 1e rpymna KOMIT FOTEPIB, OB’ SI3aHUX JHIIMU
3B’SI3KY, Ha SIKHMX IPAIIO€ CTCIiaTbHE MPOTrpaMHe 3a0€3MeUCHHS.

1.1.1 Tun mepexi

[lepconanbna mepexa (PAN) - 103BOJIsi€ MPUCTPOSM CHUIKYBaTUCS Ha
KopoTki BifacraHi. PAN moeanye B co0i wMully, KiIaBiatypy, HpUHTED,
cMapTdoH, TUIAHIIETHUHA KOMI'IOTep Ta IHIN mpucTpoi. Halmommupenimoro
TEeXHOJIOTi€r0 mMiAKIoueHHsT € Bluetooth (TexHosoris Ha3BaHa Ha 4YecThb
Xapanpna I, xopons Bluetooth-BikiHriB, sikuii 00’€qHaB >KUTENIB Cy4acHOI
Hanii Ta Ckone).

[HII1 TEXHOJOT1I, IO O3BOJISIOTH OOMIH JTAaHMMHU Ha KOPOTKI BIICTaHI,
TaKOXX MOXYTb OyTu BukopucTtadi jis crBopeHHs I[TAH (mampukian, RFID-
ineHTudikaiis pagioyacToT - METOJI aBTOMATHYHOI imeHTHdiKarii 00'eKTiB, B
SAKUX PpaAJIOCUTHAINM BUKOPUCTOBYIOTHCA [IJII 3YMTYBaHHS JaHUX, IO
30epiraroThcs B TpaHcmoHaepax abo RFID-mitkax) . Jlitepatypa [10, 14, 19].
JlokanpHa Mepexka (JIOKaJIbHA Mepexa) - I KOMIT IOTEepHAa Mepexa, sKa
3a3BUYail OXOILTIOE HEBEIIUKY TEPUTOPIIO.

Y 1pOMy KOHTEKCTI TEpMiH '"MICIEBHHA" CTOCYETHCS 3arajlbHOTO
MICIIEBOTO KOHTPOJIO (1 HE mepeadadae 000B'I3K0BOT Pi3UIHOT OIMIBKOCTI MK
KoMrioHeHTamu). JlokambHa Mepexa MoOke OyTH TO€THAHHSM JOMAITHBOI
MEpeXi, HEBEJIUKOTro OQICy YU BEJIMKOro KOPIMOPATUBHOTO KOMIT IOTEpa Ta

iHmoro o6iaxuanus . Jliteparypa [10, 14, 19].
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JpoToB1 3’€qHAHHS LIMPOKO BUKOPUCTOBYIOTHCS B JOKAJIBHUX MEPEkKaX,

OUTBILIICTD 3 AKUX BUTOTOBJIEHI 3 MIIHUX MPOBOJIIB, a JAESAK1 3 HUX € ONTUYHUMU

Telephone -
BOJIOKHAMM.

Pucynok 1.1 — Ilpuknaz TokanbHOT MEpexi

3BUYaitHO, APOTOBI MEPEK1 MPAIIOIOTH Ha MBUAKOCTI Bix 100 M6it / ¢ 10

1 T6it / c. binpme cydacHa JIOKaJibHA Mepeka MoOxke (YHKIIOHyBaTH Ha
mBuaKocTax 10 10 I'6ir / c. Jlireparypa [10, 14, 19].

* OxpeMi KOMI'IOTEPH MOXKYTh MIKITIOYATHCS 10 JOKAJIBHUX MEPEK

a0o IITMX MEepeX 3a TIOTIOMOTOI0 KaHamiB 3B's3Ky . Jlitepartypa [10, 14, 19].
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Pucynok 1.2 — Ilpukinan rnodanbHOi Mepexi

1.1.2 Mepe:xeBi Tonosorii
;

* OmnepaTuBHUN 3B'I30K MDK KOMII'IOTEpaMH Yy JIOKaJbHIA Mepexi
BUKOHYETBCSl 10 KaHamax 3B'a3ky. Bcs cucrema, 3anexHO Biag (I3MYHOTO
3'€THAHHS BY3JIB, a TaK0X HAWOUIBII T€OMETPUYHOI'O PO3TAIyBaHHS BY3JiB
MEpeXKi, HA3UBAETHCS TOMOJIOTIEI0 MEPEXKI.

« IcHyroTh j0riuHa Ta ¢izMUHA TOMOJIOTI, SIKi HE 3aJie’KaTh OJIHA BiJ OJHOI.
®di3uYHa TOIOJIOTIS BUKOHYE TEOMETpir0 IMOOYTOBM B MEpEXi, a JoriyHa
BCTAHOBJIFOE B MEPEXKi JIJIs BCIX IMOTOKIB JAaHUX 1X HAIIPSAMOK 1 crioci6 mepemadi.

« VY JOKaTbHUX Mepekax HaumomysspHii (i3uyH1 TOTOJOTI, TaKi SK:

* * «ABTOOYC» (aBTOOYC);

o« G3ipkay;

« «"Kabmyuxka",

 *a Takox Joriyauit "punr" (a6o Token Ring).

« Mepexxa 3 Tomomyoriero muHW. Tyr s mepegadi  JaHUX
BUKOPUCTOBYETHCSI KOAKCiabHUI Kabelb (MOHOKaHaIbHWI), Ha HOTO KIHIIX
BCTAHOBJICHI TepMiHatopu abo omip TepMmiHany. KoxkeHn komm'roTep

MK TI0UeHU 10 kademto yepe3 T-pos'em (T-pos'em).
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e Ale € 1 HEIOIIKH:
* ¢ 0OMEXEHHS KUIBKOCTI pOOOUMX CTaHIIIN 1 JOBXUHU Kalelto;
* * BCs poOOTa MEPEkKI MOKE 3yMUHUTUCS, IKIIO Kabellb 001pBETHCS;

¢ ¢ BAXXKO BUABUTH I[C(I)CKTI/I.

Pucynok 1.3 - Tononorisa “Iluna”

VY 1iit Mepexi KokHa okpeMa kabenbHa poOoua cTaHIlisg (KpydeHa mapa)
MIAKITI0YEHA 10 KOHIIEHTpaTopa ab0o KOHIIEHTpAaTopa, sIKUi 3a0e3MeuyeThes s
Bcix IIK mapanensHuM 3'egHaHHSAM (YC1 KOMIT'IOTEPHI MEPEXi MOXYTh OyTH
OJIHA BiJl OJTHOT).

[lepeBaru 1iei 3ipKOBOT TOMOJIOTI:

* IeTKe MiaKIoYeHHs HoBoro I1K;

* [ICHTPaTI30BaHe YIPABIIiHHS,

* CTIHKICTH Mepex 10 Biamos [1K;

. CTINKICTD hi (s po3pi3aHHs OKpEMUX 3'€eIHaHb
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Pucynok 1.4 - Tonomnoris “3ipka”

€IIMHUM HEJ0JIIKOM KUTBIIEBOT TOTIONIOTTYHOT MEPEXKI € Te, 110 SAKIIO X0ua
0 oaHa JIHIA 3B'A3KY MOIIKO/KEHa a00 BUXOIUTH 3 Jady, €(EeKTUBHICTh BCI€i
Mepexi mopymryetscest . Jliteparypa [10, 14, 19].

UYepe3 nesky HEHAAIMHICTh Yy YUCTOMY BHUIUISAAI 1€ THIT TOMOJOTI]

BHKOPHUCTOBYETBHCA pi,Z[KO. Ha l'[paI(TI/II_Ii B OCHOBHOMY BHKOPHCTOBYIOTBHCA

MoaudiKaIlii pi3HUX TOTOJIOT1H KUTBIIA.

Pucynoxk 1.5 - Tonomnoris “Kinbre”

1.3. ITocTaHOBKA 32124 JOCJIIKeHHHA

[IpoananizyBaBmm mpoOJIeMH MOCTIDKEHHS Ta JDKEpela JITepaTyph, MH
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bopMyIH0EMO METY Ta 3aBJIaHHS OJANIBIINUX JOCIII>)KEHb.

Metoro poOOTH € BUBUEHHS TEOPETUYHUX OCHOB, JOCIIIKEHHS 300py
METOJIIB Ta IHCTPYMEHTIB JIJIsl aHATI3y PO3TAlllyBaHHS MEPEKEBOTO 00IaHAHHS
B KOHTEKCTI1 1H(pOopMaIliitHOT Oe3nexu.

[ToctanoBKa 1IEH:

1. AHani3 Ta po3poOka mpaBUJl Ta MOJITUK OE3MEKH, K1 CIiJ] aKTUBYBaTH Ha
PiBHI perioHajIbHOT MEPEXKI.

2. BuzHaute 0cO0IMBOCTI pOOOTH MEPEKEBOTO O0JIaIHAHHS Ta TEXHOJIOTIT JJIsI
BUKOPHUCTAHHS 3 HUM ..

3. Po3poOka mporpam Juisi aHali3y HajalTyBaHb MEPEXKEBOTO OOJagHAHHS Ha
BIJIMOBIIHICTh 3a3HaYCHUM TIPABUJIAM.

BucnoBku 10 posainy 1

[lepmmit po3ail JeTaabHO OMNKMCYE MPEaAMET JOCTIDKEHHS, a caMme
0COOJIMBOCTI TOOYIOBU MEPEKEBOro OONaHAHHSA Ta WUl JTOCTIIKEHHS.
MosknuBi 3arpo3u Ib MoO)KHAa BHKOPHCTOBYBAaTH B HACTYITHOMY PO3ILTI IS

oOy10BHY TOMITUKH 1HGOPMAITIHOT Oe31eKH.
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2 AHAJII3 1 ®OPMAJIIBALIA ITPABUJI I ITIOJIITUK
IH®OPMAIIUHOI BE3IIEKN
VY uboMy po3AiTi aHaTI3yIOThCS 1 ONMKUCYIOTHCA BCl IMIpaBUJia Ta MOJITUKH,
AK1 TIOBUHHI OyTH BCTAHOBJIEHI Ha PIBHI PEriOHANBHOT MEPEX1 sl TOCATHEHHS
PIBHS 3aXHUCTY.

2.1 Iepeaik npaBuj ingopmauniiiHoi 0e3nmexn

Dynamic ARP verification

* Port security

* SSH settings

* EXEC wait time

* TACACS + authentication

* Disable unused services

* Logging of best practices

* Improved collection of Crashinfo files
* Network time protocol

* Re-lock the login password

» Exclusive access to configuration changes

* Flexible configuration of Cisco 10S software . Jlirepartypa [2, 3, 6, 7]

2.2 AHaJi3 moJaHUX NMPaBUJI

* CncKHu A0CTYIy

e OcHoBHUY HCTpYMEHT KOHTpous. [IpaBunbnHmii noctym. “IlpaBuio -
KOXEH aKTUBHHM CIHUCOK JOCTYyNmy TOBHHEH OyTu "OimuM" 1 HE MOBHUHEH
MICTHTH OilbIlIe TBOX "OYyIb-IKUX'" B OTHOMY PSIKY. ~

o Crpykrypa: (mo3Bis / 3a60poHa) - (IPOTOKOIN) - (KEepeno ip) - (mopt
mxepena) - (agpeca npusHaueHHs [P) - (mopT npu3HaueHHs ).

* “Pamok noctymy [03Bosisie a00 3a00pOHsiE TOXOMKEHHS Tpadiky
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JTAHOTO MPOTOKOJY 3 TEBHOIO MOPTY XOCTy (200 BCi€i Mepexki) 10 BKa3aHOTO
xocTa (abo Bciel Mepexi)” Ha JaHoMmy nopTy. llpaBuio oOGepekHOCTI - mucaTu
pAOKM TaM, J€ SIBHO BHKOPUCTOBYIOTBHCS JBa pa3u. Ha mamtoHKax HuxK4Ye
HABEJICHO MPUKJIAJ CIUCKY AOCTYMY, KU BIANOBIAAE LILOMY IPABUILY YH Hi.

« “Dynamic ARP inspection”

HNuuamiuna idcnekmis “ARP (DAI) moxe OyTd BHKOpPUCTaHA IS
nom’sikiieHHst atak ARP-otpyens Ha micuesi cerment. DAI nmepexoruiioe ta
nepeBipsie 3B'130k Mixk [P Ta MAC-anpecoto Bcix naketiB ARP Ha HeHaniiHux
noptax. Y cepenoumiax DHCP DAI BukopucroBye paHi, CTBOpEH1 3a
nonomororo pynkiii Biactexenus DHCP. [laketu ARP, otpumani Ha HaagiitHUX
iHTepdeiicax, He MepeBIPAIOTHCS, a HEIWCHI TAKeTH Ha HaJIHHUX 1HTepdericax
BiIkuAaOThes. B iHmmMX cepenoBumax, okpiMm DHCP, BukopuctoByeThCs
ACL.” Jlireparypa [2, 3, 6, 7]. “IlpaBmio - MarooTh OyTH aKTHBOBaHi JBi

KoMaHau:

ip dhcp snooping

ip dhcp snooping vlan <vlan-range>

Ta

ip arp inspection vlan <vlan-range>

» Port security
besneka mopTy BUKOPUCTOBYEThCS Misi ympaBiiHHI MAC-agpecoro B
iHTepdeiici moctymy. I[lopt Oe3meku Moke BHKOPHCTOBYBAaTH JUHAMIYHO
BuBueHI MAC-anpecu JuIsl TOJNETIIEHHST MOYaTKOBOI KOH(Iryparii. Ak Tiabku
Oe3mneka mopTy BUsSBUTH nopymieHHss MAC, BoHa MOXe BUKOPUCTOBYBATH OJIUH
13 4OTHPHOX pEKHUMIB TopymieHHs. L[i pexumu Tpu3HaydeHi IS 3aXHUCTY,
oOMeXeHHs, BIAKIIOYeHHsS Ta BiakmroueHHs VLAN. VYV Bumagkax, Kojdud MOpT

3abe3reuye OOCTyN JHIIE A0 OJHIET poO0YOoi cTaHIIi 13 BUKOPHUCTAHHSM
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CTaHJAPTHUX MPOTOKOJIB, MAaKCUMaJIbHOI KUIBKOCTI MOX€ OYyTH JOCTaTHBO.
[IpoTokonu, K1 BUKOPUCTOBYIOTH BipTyanbHi MAC-anpecu, taki ik HSRP, ne
MpaIiol0Th, AKII0 MAaKCHUMallbHAa KUIbKICTh BCTAHOBJIEHA B oAuH . Jliteparypa
[2, 3,6, 7]

“IIpaBHJI0 - HA KOXXHOMY aKTUBHOMY 1HTep(eiici Mae OyTH yBIMKHEHA

diurpTparis ado 3a oguiero MAC-aapecoro, abo MaKCUMyM 3a TepIiumMu 3-ma:

<interface>

switchport

switchport mode access
switchport port-security
r R S
! .
switchpor port—-security mac-—-address sticky

switchport port-security maximum <number>
switchport port-security wviolation <violation-mode>
* HanamryBanns SSH

SSH npauioe Ha 3aXHIIEHOMY TPAHCIIOPTHOMY PiBHIi.

“IIpaBuiio - TaiiMayT Mae OyTH MEHIITUM a00 piIBHUM 9 XBUJIWHAM. ~

ip ssh time-out 60

ip ssh authentication-retries 3
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“IIpaBHJ10 - HAa IPUCTPOI Ma€e OYTH HAJIAIITOBaHA aBTEHTU(DIKaLIA

TACACS+:”

aaa new-model

aaa authentication login default group tacacst

.
108 ip-address-of-tacacs—-server
key <key

¢ “Disable Unused Services”

“IIpaBuJjio - HACTYIHI KOMaHIU MAlOTh OYTH YBIMKHEHI: ’
!

no service tcp-small-servers
no service udp-small-servers
no ip finger

no ip bootp server 22?7 |

ip dhcp bootp ignore

no mop enabled 2?77

no ip domain-lookup

no service pad

no ip http server

no ip http secure-server

no service config

!
e “Logging best practices”
“IIpaBui10 - Mae OyTH yBIMKHEHA KOMaH/1a 3 KUTbKICTIO (halIiB JJIst

30epiranss 3. 7
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Client:
ntp authenticate

ntp authentication-key 5 md5 ciscotime

ntp authenticate

ime

(—1
| -]
)
0
O
t

ntp authentication-key 5 md5
ntp trusted-key 5
!

* “Login Password Retry Lockout”

“IlpaBuiio -  KUIBKICTh ~ HEBIANUX CHpo0 Mae  JOpIBHIOBATU

aaa new-model
aaa local authentication attempts max-fail <max-attempts>

aaa authentication login default local

username <name> secret <password>

« “Exclusive Configuration Change Access”

Jlirepatypa [2, 3, 6, 7] “IIpaBuJio - BK/IfoueHa 3a 3aMOBYYBAHHAM 1[5

dbyHKIIA.

new-model

Q
()
Q

aaa local authentication attempts max-fail <max-attempts>

3 authentication login default local

Q
)
Q

username <name> secret <password>

« “Cisco 10S Software Resilient Configuration”

Jlirepatypa [2, 3, 6, 7]
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“IIpaBHJI0 - HACTYIIHI KOMaHAN MalOTh OyTH BBIMKHYTO.

|
/’
secure boct-image

secure boot-config

BucHoBkHu 10 po3ainy 2

B apyroMmy po3auii  aHami3yeThCs TEpeNliK MpaBujl, SKUX BapTo
JOTPUMYBATHUCS JJi 3a0€3MeUeHHs] HalKpauoro piBHA iH(opMalliiiHoi 6e3nexu
1 3aXKUCTy B LIUTOMY. B KOXHOMY TiIpO3/1/11 JOKIATHO aHAII3YIOThCS MTPOOIeMHU
13ac0o0u iX BUpPIIICHHS.

Po3pobneni mnpaBuna mopo 3abe3neueHHs 1H(OpMaIiiiHOT Oe3neku

OyIyTh BUKOPHCTaH1 IPU HAIIUCAHHI TPOTPAMHOT0 3ac00y.
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3 IHOOPMALIHE TA IPOTPAMHE 3ABE3NEYEHHS
HAJIALITYBAHHSI MEPE)KEBOT'O OBJIAJTHAHHSI B KOHTEKCTI
IH®OPMALIIHOI BE3NEKHA

VY 1poMy po3/ili BAKOHYETHCS 1 aHATI3YETHCA TMPOIEC PO3POOKU a TaKOK
TECTYBaHHS MPOTPAMHOTO 3a0€3MeUeHHSI.

VY pozaini 2 3anponoHOBAHO MEPENiK MpaBui, aKTUBAIS SKUX MOBUHHA
CYTTEBO TMOKpAUIUTH O€3MeKy Mepexi BiJl MOXIMBUX 3arpo3 3 OOKy
3JIOBMHCHUKIB.

Cnin 3a3Ha4MTH, IO OCHOBA 3aIllPOMIOHOBAHOTO HAMHU CHOCOOY 3aXHCTY
MEpPEX Bl HECAHKI[IOHOBAHHUX IMEPEIIKO/, MIJISXOM MPaBUIbHOT KOHQIryparii
ob6naguannas CISCO, 6a3yerhcsi Ha HaWKpAIIUX TEHACHIIAX Ta PEKOMEHIAIIAX,
sK1 Oynu cpopmoBaHni Ta nepeBipeni camoro CISCO.

[IpoananizoBaHo JekiuTbKa JKEpesd Ta BUOpaHO HAWOLIBIIT 3HAYYIII
pexomeHanii. 3BuuaiHo, el CIUCOK MOYKHA PO3UIUPIOBATH HECKIHUEHHO, aje
aesiki GyHKIT He MOXKYTh OyTH mepeBipeHi nporpamuo. Jlitepatypa [2, 3, 6, 7].

Po3pobneno miaxia, sKui T03BOJISIE BUKOPUCTOBYBATH JIMIIE Oi0IIOTEKY
Paramiko.

VY HacTymHuUX TiApo3niiax OyAyTh OMHCaHl HABa)XIHMBIIII MOMEHTH Ta
MPOJCMOHCTPOBAHO JIesKI BHCHOBKH Iporpamu . Jlireparypa [2, 3, 6, 7].

3.1 ®yHKIioHYBaHHS MPOrPAMHOIO0 32C00y

BCTAHOBHTH 3’ €IHAHHS

Ci\BsersiUaer) PycharmProject s nati tlsd) yenr), oy e Cz/th
Baexiee IP ampecy

182.188.5.240

BexiTe UsSermams

o

BeexiTs password

cisco

/laer/ Proismairalects/untitled/ venv/ project/ scrypt. py

Pucynok 3.1 — Ilpuxnag dopmu 11l TIAKITIOUESHHS
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1. BcranoBmaroemo SSH 3’ ennanus

Pucynox 3.2 — [lpukian yactunu “running-config™
2. Tlporpama orpumye koH(iryparii: "running-config" 1 po3smupeny

"running-config all”
3. IlepeBipsic CIUCKH aKTUBHOTO JOCTYITY

3.2 AHaui3 AOCTYIIB

File Edit View Mevigste Code Refactor Run Took VCS Window Help

untitied veny project » (@ scrypt.py scypt ~ b & Q

* scrypt.py i

der mode_exclusive(cons):

Checking active acce:
» | {'list 100': [1: "Ok’, 2: 'ok", 3: 'Ok', 4: '0k'}, 'list 101": {i: "ok’, 2: 'Ok, 3: 'Warming!', 4: 'Ok, 5: 'ok'], 'list 102": [L: "ok', 2: 'ok”, 3: Tok’, 4: 'ok’, S: "0K'}}

% 2Favorites 3« 1-Strudure

B 4R FET0D0 B8 Termnol @ Python Comsole Q Event Log

271 CRLF: UTF-8: W O

Pucynok 3.3 - PesynpTaTil aHamizy CIUCKiB JOCTYIY
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VY MeHIIoMy BIKHI BU MOKETE MOOAUYUTH ICHYIOU1 CIIUCKHU JAOCTYNY B KUIBKOCTI 3
HITYKH.

V¥ Buxoni koncouni Python pe3ynbTaT nepeBipku KO>XKHOTO 3 TEPMIHIB
BIJIMOBIIHO /10 BKa3aHOTO MpaBujia. 3a CIIUCKaMH JOCTYIY:

1. Bce nobpe

2. Kputnuyna nomuika psjaka C

3. Bce nobpe

3.3. TecryBaHHs po3p00JI€HOT0 MPOrPAMHOI0 3200y

Jlnst rectyBanHs Oyno oOpaHo cumyssitop GNS3, 1110 703BOJIUIO CTBOPUTH

BIpPTyaJibHI TECTOBI MapIIpyTHU3aToOpH i KomyTaropu . Jliteparypa [3, 6, 7].

Ha puc. 3.5 npeacrasneno ¢ynkuionyBanns [13.

Pucynok 3.5 — TecTyBaHHs nporpamu
BucHoBkH 10 po3aiiay 3

VY 3-My po3znini 6yno po3pobaeHo QyHKIIII, K1 peani3yloTh MepeBipKy
3aJIaHuX TMPABWII 1 mporpamHuuii 3acib. 3actocoBano cumyisatop GNS3.

[Iporpama KOpeKTHO pearye Ha yci 3MiHHU.
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3AT'AJIbHI BUCHOBKH

3a pesynbTaTaMu JOCIIKEHb y KBadidikamiiiHid poOoTi Marictpa Oyso
JIOCATHYTOIO METY, SIKa MOJsraja y BUBUEHHI TEOPETHUYHUX OCHOB, METOIB Ta
3aco0iB aHalli3y HaJalllTyBaHh MEPEKEBOTO OOJaJHAHHS B KOHTEKCTI
iHpopMaIliitHOi Oe3nexu.

Ilin yac xBamidikamiiiHoi poboTH OyaM BU3HAYEHI KOHUEMUIi Ta
ocobnmBocTI poOOTH MepexeBoro obnaaHanHs Tta cynyTHix IKT texnonorii,
Ipe/CTaBieHl 1 MpOoaHali30BaHl aKTyajbHI acleKTH 1HpopMaliiiHOi Oe3neKH.
3anponoHoBaHe 3a0e3MeueHHs, sike (aKTUYHO aHaATI3ye HANAIITYBaHHA (2yIUT)
Ta BUJae 3BIT. BiH Takoxx OyB TMpOTECTOBaHHM Ha BIPTYyaJbHOMY
MapIIpyTU3aTOPI.

Otpumane mnporpamMHe 3a0€3MEYECHHsI JI03BOJISIE TEPEBIPUTH  OAMH
MapuipyTtuszatop 3a 10-12 cexynna. Ile qomomarae 3MEHIIUTH BUTPAYEHUM Yac
Ha KUIbKA TOJWH TOPIBHSHO 3 PYYHOIO TEPEBIPKOIO BCIX HAJAIITyBaHb Ha

ocuosi IKT.
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JOJATOK A — nporpaMmHe 3a0e3neyeHHs (3aci0) aBTOMaTHU30BaHOI
NepeBipKH BiANOBIAHUX HAJAIITYBAaHb /A 3a0e31e4eHHs iH(popMaLiiHOl
Oe3nmexun

print(auth_fails(conf))
print(mode_exclusive(conf))

return

def main():
ip_addr = "192.168.1.240"

=

usern = ""cisco"’

=n

passwd = ""cisco""

ssh_client = paramiko.SSHClient()

remote_connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)

remote connection = refresh shell(ssh client, ip addr, usern, passwd)
conf = running_conf{remote_connection)

print(conf)

test router(ssh client)

ssh_client.close()

main()

I13 (3aci0) y1s1 aBTOMAaTH30BAaHOT MEPEBIPKHU BIAMOBIIHUX HANAIITYBaHb
3a0e3reueHHs iHpopMaliiHOT 0e3neKu



list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0

13 (3acib) myist aBTOMATH30BAaHO1 IEPEBIPKU BIAMOBITHUX HANAIITYBaHb
3a0e3rneueHHs iHpopMaIiifHOT Oe3neKu



time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:

I13 (3acib) m1st aBTOMAaTH30BAHO1 EPEBIPKU BIAMOBITHUX HAJAIITYBaHb
3abe3nedeHHs iHpopMaIiitHOT Oe3mexu



continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1

13 (3acib) myist aBTOMATHU30BAaHOT IEPEBIPKM BIAMOBITHUX HANAIITYBaHb
3abe3nedeHHs iHpopMaIiitHOT Oe3mexu
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))



list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")

I13 (3aci0) 151 aBTOMaTU30BAaHOI MEPEBIPKU BIAMOBIAHUX HANAIITYBaHb
3abe3rneueHHs iHGOopMaIIifHOT Oe3nmeKu



res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:
res = ""dhcp snooping enabled"
if mass[i].find(""ip arp inspection'") !=-1:
res = "'arp inspection enabled"
i+=1

return res

def running_conf all(remote connection):
remote connection.send("ena'n")
remote connection.send(''show running-config all\n'")
i=0
time.sleep(5)
while 1 < 30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf(remote connection):
remote connection.send(''show running-config\n'")
i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

4= 1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += ""ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:
res += "'service pad disabled\n"
count += 1
|
continue

if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
i+=1
continue

if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))



list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:
res = ""dhcp snooping enabled"
if mass[i].find(""ip arp inspection'") !=-1:
res = "'arp inspection enabled"
i+=1

return res

def running_conf all(remote connection):
remote connection.send("ena'n")
remote connection.send(''show running-config all\n'")
i=0
time.sleep(5)
while 1 < 30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf(remote connection):
remote connection.send(''show running-config\n'")
i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

4= 1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += ""ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:
res += "'service pad disabled\n"
count += 1
|
continue

if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
i+=1
continue

if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))

13 (3acib) myist aBTOMATHU30BAaHO1 IEPEBIPKU BIAMOBITHUX HANAIITYBAHb
3a0e3rneueHHs iHpopMaIiifHOT Oe3neKu



print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))



list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:
res = ""dhcp snooping enabled"
if mass[i].find(""ip arp inspection'") !=-1:
res = "'arp inspection enabled"
i+=1

return res

def running_conf all(remote connection):
remote connection.send("ena'n")
remote connection.send(''show running-config all\n'")
i=0
time.sleep(5)
while 1 < 30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf(remote connection):
remote connection.send(''show running-config\n'")
i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

4= 1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += ""ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:
res += "'service pad disabled\n"
count += 1
|
continue

if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
i+=1
continue

if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))



list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")

I13 (3aci0) 151 aBTOMaTU30BAaHOI MEPEBIPKU BIAMOBIAHUX HANAIITYBaHb
3abe3rneueHHs 1HpopMaliitHO1 Oe3neKu



res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:
res = ""dhcp snooping enabled"
if mass[i].find(""ip arp inspection'") !=-1:
res = "'arp inspection enabled"
i+=1

return res

def running_conf all(remote connection):
remote connection.send("ena'n")
remote connection.send(''show running-config all\n'")
i=0
time.sleep(5)
while 1 < 30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf(remote connection):
remote connection.send(''show running-config\n'")
i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

4= 1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += ""ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:
res += "'service pad disabled\n"
count += 1
|
continue

if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
i+=1
continue

if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0

13 (3acib) myist aBTOMATH30BAaHO1 IEPEBIPKU BIAMOBITHUX HANAIITYBaHb
3a0e3rneueHHs iHpopMaIiifHOT Oe3neKu



time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))



list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:
res = ""dhcp snooping enabled"
if mass[i].find(""ip arp inspection'") !=-1:
res = "'arp inspection enabled"
i+=1

return res

def running_conf all(remote connection):
remote connection.send("ena'n")
remote connection.send(''show running-config all\n'")
i=0
time.sleep(5)
while 1 < 30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf(remote connection):
remote connection.send(''show running-config\n'")
i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

4= 1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += ""ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:
res += "'service pad disabled\n"
count += 1
|
continue

if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
i+=1
continue

if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))



list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += ""ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:
res += "'service pad disabled\n"
count += 1
|
continue

if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
i+=1
continue

if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += ""ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:
res += "'service pad disabled\n"
count += 1
|
continue

if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
i+=1
continue

if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1

13 (3acib) myist aBTOMAaTU30BaHOT IEPEBIPKM BIAMOBITHUX HANAIITYBaHb
3a0e3nedeHHs iHpopMaIiitHOT Oe3mexu

129



continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):

13 (3aci6) 1151 aBTOMATH30BAHOI MEPEBIPKU  BIAMOBITHUX HANAIITYBAHb
3a0e3nedeHHs iHpopMaIiitHOT Oe3meKu

157



158

ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0

13 (3acib) myist aBTOMATH30BAaHO1 IEPEBIPKU BIAMOBITHUX HANAIITYBaHb
3abe3rneueHHs iHpopMalliitHOT Oe3meKu

160



161

time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1

13 (3acib) myist aBTOMATHU30BAaHOT IEPEBIPKM BIAMOBITHUX HANAIITYBaHb
3abe3nedeHHs iHpopMaIiitHOT Oe3mexu

188



189

ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1

I13 (3aci0) 151 aBTOMATU30BaHOI MEPEBIPKU BIAMOBIAHUX HANAIITYBaHb
3a0e3reueHHs iHpopMaliitHOT Oe3neKu

191



list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1

13 (3acib) myist aBTOMAaTU30BaHOT IEPEBIPKM BIAMOBITHUX HANAIITYBaHb
3a0e3nedeHHs iHpOopMaIiiftHOT Oe3meKn

194



continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):

13 (3aci6) 1151 aBTOMATH30BAHOI MEPEBIPKU  BIAMOBITHUX HANAIITYBAHb
3a0e3nedeHHs iHpopMaIiitHOT Oe3meKu

209



210

ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += ""ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:
res += "'service pad disabled\n"
count += 1
|
continue

if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
i+=1
continue

if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += ""ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:
res += "'service pad disabled\n"
count += 1
|
continue

if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
i+=1
continue

if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")

I13 (3aci0) 151 aBTOMaTU30BAaHOI MEPEBIPKU BIAMOBIAHUX HANAIITYBaHb
3a0e3rneueHHs iHpopMaIiifHOT Oe3neKu



res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0

I13 (3aci0) 151 aBTOMAaTU30BaHOI MEPEBIPKU BIAMOBIAHUX HANAIITYBaHb
3a0e3reueHHs iHpopMaliitHOT Oe3neKu

270



271

time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += ""ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:
res += "'service pad disabled\n"
count += 1
|
continue

if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
i+=1
continue

if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()

13 (3acib) myist aBTOMATHU30BAaHOT IEPEBIPKM BIAMOBITHUX HANAIITYBaHb
3abe3nedeHHs iHpopMaIiitHOT Oe3mexu



list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1

13 (3acib) myist aBTOMATHU30BAaHOT IEPEBIPKM BIAMOBITHUX HANAIITYBaHb
3abe3nedeHHs iHpopMaIiitHOi Oe3mexn

292



293

ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += ""ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:
res += "'service pad disabled\n"
count += 1
|
continue

if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
i+=1
continue

if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1

I13 (3aci0) 151 aBTOMATU30BaHOI MEPEBIPKU BIAMOBIAHUX HANAIITYBaHb
3abe3rneueHHs iHpopMalliitHO1 Oe3neKu

347



list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += ""ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:
res += "'service pad disabled\n"
count += 1
|
continue

if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
i+=1
continue

if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0

13 (3acib) myist aBTOMATH30BAaHO1 IEPEBIPKU BIAMOBITHUX HANAIITYBaHb
3a0e3rneueHHs iHpopMaIiifHOT Oe3neKu

368



369

time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += ""ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:
res += "'service pad disabled\n"
count += 1
|
continue

if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
i+=1
continue

if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1

13 (3acib) myist aBTOMAaTU30BaHOT IEPEBIPKM BIAMOBITHUX HANAIITYBaHb
3a0e3nedeHHs iHpopMaIiitHOT Oe3mexu

389



continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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print(auth_fails(conf))
print(mode exclusive(conf))

return

def main():
ip_addr = ""192.168.1.240"

=

usern = ""cisco"’
passwd = ""cisco"'
ssh_client = paramiko.SSHClient()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
conf all = running conf all(remote connection)
remote connection /‘(_’f/'c’\'/l .\‘/lc//(\.\‘/l c'//(’}}/, /'/7 (((/(//', usern, /7(/.\.\\1'(//
conf = running_conf{remote_connection)
print(conf)
test router(ssh client)

ssh_client.close()

main()
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list = string.splitlines()
list.pop(len(list)-1)
list.pop(0)
list.pop(0)
list.pop(0)
i=0
ling:=*"%"
res =[]
while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):

if mass[i].find(""ip ssh version 1'") !=-1:

res = "'ssh v1 you must enable ssh v2(informational)"

break

if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break

i+=1

return res

def arp_inspection(mass):
i=0

13 (3acib) myist aBTOMATH30BAaHO1 IEPEBIPKU BIAMOBITHUX HANAIITYBaHb
3a0e3rneueHHs iHpopMaIiifHOT Oe3neKu

420



421

time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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continue

if check.find("'no service config') !=-1:
res += "'service config disabled\n"
count += 1
i+=1
continue

i+=1

res += str(9 - count) + " services are not disabled"

return res

def logging(conf):
res = ""logging disabled"
i=0
while i <len(conf):
if conf]i].find(""logging host'") !=-1:
pos = confli].rfind("" ')
ip = conf[i][pos+1:len(confli])]
res = "'logging enabled to host: " + ip
break
it=1

return res

def crashinfo(conf):
res = ""number of crashinfo files not 3(informational)"'
i=0
while i <len(conf):
if confli].find("'exception crashinfo maximum files 3'"") !=-1:
res = ""number of crashinfo files 3 (ok)"
break

= 1
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ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke shell()

remote connection.send(''ena\n'")

return remote connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print(''BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first_shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:"")
print(start_test_lists(remote_connection))
remote connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote_connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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list.pop(len(list) - 1)

while i <len(list):
dict[i+1] = check _access_string(list[i])
it=1

return dict

def check access_string(string):
res = "ok"
a=10
if ""permit" in string:
if "'ip"" in string:
if string.count("'any'"') ==
res = "informational"
if string.count("'any'") == 2:
res = "Warning!"
else:
if string.count("any'") >= 2:
res = ""Warning!"'
if string.count(".") <= 6 and res != ""Warning!"":
try: last_index = string.rindex("".")
except ValueError: a = 20
if len(string) - last index < 7:
res = ""Warning!"

return res

def active list(remote connection):
remote_connection.send(''show running-config | section ip access-group\n')
time.sleep(3)
output = remote_connection.recv(52828)

string = output.decode(''utf-8'")
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res = "'arp inspection disabled"
while i < len(mass):
if mass[i].find(""ip dhep snooping'') !=-1:

res = ""dhcp snooping enabled"

if mass[i].find(""ip arp inspection'") !=-1:

res = "'arp inspection enabled"
1#=1

return res

def running_conf all(remote connection):

remote connection.send("ena'n")

remote connection.send(''show running-config all\n'")

i=0
time.sleep(5)
while 1 <30:
remote_connection.send(" ')
i+=1
time.sleep(0.05)
output = remote_connection.recv(100000)
string = output.decode("'utf-8'")
mass = string.splitlines()

return mass

def running_conf{remote connection):

remote connection.send(''show running-config\n'")

i=0
time.sleep(5)
while i <5:
remote _connection.send(" ')

i+=1
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list = string.splitlines()

list.pop(len(list)-1)

list.pop(0)

list.pop(0)

list.pop(0)

i=0

ling:=*"%"

res =[]

while 1 <len(list):
line = list[i]
last index = line.rindex(" ')
res.append(line[17:1ast_index])
i+=1

return res

def ssh_version(mass):
i=0
res = "'ssh disabled(informational)"
while i <len(mass):
if mass[i].find(""ip ssh version 1'") !=-1:
res = ""ssh vl you must enable ssh v2(informational)"
break
if mass[i].find(""ip ssh version 2'") !=-1:
res = "'ssh v2 enabled(ok)"
break
14= 1

return res

def arp_inspection(mass):
i=0
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time.sleep(0.05)
output = remote connection.recv(52828)
string = output.decode("' utf-8'")
mass = string.splitlines()

return mass

def ip_route(remote_connection):
remote connection.send(''show ip route\n'")
time.sleep(1)
output = remote_connection.recv(52828)
string = output.decode("" utf-8'")

return string

def ssh_timeout(remote connection):
remote connection.send(''show ip ssh | include Authentication timeout\n'")
time.sleep(2)
i=0
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
check =""
while 1 <len(mass):
if mass[i].find("'Authentication timeout:'") !=-1:
check = mass|[i]
break
1+=1
last_index = check.rfind("" secs'")
res = ""ssh_timeout ="' + str(check[24:last_index]) + "secs"
timel = check[24:1last_index]

if int(time1) <= 120:
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res = "line con > 9 min"
output = remote connection.recv(52828)
string = output.decode("'utf-8'")
mass = string.splitlines()
while i < len(mass):
if mass[i].find("'exec-timeout') != -1:
str = massJi]
str = str[ 14:len(str)]
pos = str.find("" ')
str = str[0:pos]
if int(str) <= 9:
res = "'line con ok"'
i+=1

return res

def small_services(conf all):
res = "SMALL SERVICES:\n"
i=0
count =0
while i <len(conf all):
check = conf all[i]
if check.find(''no service tcp-small-servers') !=-1:
res += "tep-small-servers disabled\n"'
count += 1
4=
continue
if check.find("'no service udp-small-servers'") !=-1:
res += ""udp-small-servers disabled\n"
count += 1

i+=1
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continue

if check.find(''no ip finger'") !=-1:
res += "ip finger disabled\n"
count += 1
i+=1
continue

if check.find("'ip dhep bootp ignore') !=-1:
res += ""dhcp bootp ignore disabled\n"
count += 1
i+=1
continue

if check.find("'no ip domain-lookup") !=-1:
res += "ip domain-lookup disabled\n"
count += 1
1=
continue

if check.find(''no service pad') !=-1 and res.find("'service pad') =—=-1:

Al

res += "'service pad disabled\n"
count += 1
i+=1
continue
if check.find("'no ip http server") !=-1:
res += ""ip http server disabled\n"
count += 1
it=1
continue
if check.find("'no ip http secure-server') != -1:
res += ""ip http secure-server disabled\n"
count += 1

1=
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return res

def auth_fails(conf):
res = ""number of fail attempts not 3(warning)"
i=0
while i <len(conf):
if conf[i].find("'aaa local authentication attempts max-fail 3'") !=-1:
res = ""number of fail attempts 3(ok)"
break
i+=1

return res

def mode exclusive(conf):
res = ""configuration mode exclusive disabled(informational)"
i=0
while i <len(conf):
if conf]i].find("'configuration mode exclusive') != -1:
res = ""configuration mode exclusive enabled(ok)"
break
i+=1

return res

def refresh_shell(ssh_client, ip_addr, usern, passwd):
ssh_client.close()
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote _connection = ssh_client.invoke shell()
remote_connection.send(''ena\n'")

return remote_connection

def first shell(ssh _client, ip addr, usern, passwd):

13 (3aci6) o151 aBTOMATU30BaHOI MEPEBIPKU BIATIOBITHUX HANTAIITYBAaHb
3a0e3nedeHHs iHpopMaIiitHOT Oe3meKu

430



431

ssh_client.set_missing_host_key policy(paramiko. AutoAddPolicy())
ssh_client.connect(hostname=ip addr, username=usern, password=passwd)
remote_connection = ssh_client.invoke _shell()

remote _connection.send(''ena\n'")

return remote_connection

def test_router(ssh_client):
print("'Beenits IP agpecy')
ip_addr = input()
print("'BBexiTh username'')
usern = input()
print("'BBexits password'")
passwd = input()
remote connection = first shell(ssh_client, ip_addr, usern, passwd)
print("'Checking active access-lists:'")
print(start_test_lists(remote_connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf = running_conf(remote connection)
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
conf all = running_conf all(remote_connection)
remote connection = refresh _shell(ssh_client, ip_addr, usern, passwd)
print(ssh_version(conf))
print(ssh_timeout(remote connection))
remote connection = refresh shell(ssh_client, ip _addr, usern, passwd)
print(line_con(remote connection))
remote _connection = refresh_shell(ssh_client, ip_addr, usern, passwd)
print(line vty(remote connection))
print(small_services(conf all))
print(logging(conf))
print(crashinfo(conf))
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