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Interconnected power system is a promising source of electric power that fulfils the excess demand of
electricity throughout the world whose safe and reliable operation is necessary for decreasing load-
shedding and increasing resiliency. The development of information and communication technology (ICT)
not only blessing for us but also hampers our technology by promoting cyber-crime. Cyber-attack (CA) on
power system is now becoming a common problem that produces unauthorized access to the control unit of
power system and hampers the whole system partially or completely by changing the sensitive data of
power system and control unit. The performance of the power system is regulated by employing a fraction-
al-order-proportional-integral-derivative (FPID) controller and is compared with conventional PID control-
ler in this paper. The reliable performance of the power system completely depends on the efficient design
of controller, but the parameters of the controller are largely affected by the CA and damage the whole sys-
tem. Any change of the control unit or the system parameters may decrease the resiliency and the stability
of the power system. An automatic cyber-attack mitigation technique (ACAMU) has been proposed in this
article to completely mitigate the CA and its impact on the system and controller to enhance the security

and resiliency of power system by maintaining a fixed data for both system and controller.

Keywords: Interconnected power system, FPID controller, Cyber-attack, Security unit.

DOL: 10.21272/nep.13(3).03030

1. INTRODUCTION

The growing rate of electricity demand due to mod-
ernization of the world is becoming a big challenge
throughout the world. Interconnected power system
(INPS) is a promising solution that produces power by
using fossil fuel as well as renewable energies to meet
this excess demand of electricity. Several subsystems
are connected through transmission line, called tie line
to construct the INPS. Each area has its own produc-
tion capacity to meet its load demand and also deliver
power to another area while power shortage [1-4].

The proper and efficient control of frequency of each
area and tie line delivered power is the main concern of
power system to enhance the reliability and resiliency.
Any change in supply to demand ratio or in the equip-
ment parameters, the nominal frequency and tie line
power of INPS may be deviated from its nominal value
that are responsible to load-shedding, damage the con-
nected load, unstable the operation of power system.
Load frequency control (LFC) technique with proper
controller is employed in the power system to mitigate
the load and parameter changing problem and return
the frequency and power deviation to the zero level [5].

Cyber-security is the major concern of power system
that need to be controlled properly. The CA on U.S. gas
pipeline and smart grid as well as the attack on
Ukraine power system indicate the frequent and regu-
lar attack on the power system to breakdown the over-
all system [6-8]. Unauthorized access to the control
unit, collecting and changing the sensitive data on
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which the overall system depends are the main interest
of the cyber attacker to decrease the production level
and resiliency and increase the overall cost. As well as,
the uncontrolled changing of the system parameters
increases the frequency and power deviation [9].

To mitigate the problems of CA in single area power
system, a controlled switching unit has been proposed
in [10] that investigates the impact of positive and
negative biased CA on LFC. Ref. [11] investigated a
review of the performance against CA for smart grid
and identifies the areas where CA may occur. False
data injection in the power system during CA has been
investigated in [12]. By understanding the behavior of
the circuit breaker, protection devices and logics, the
CA on the parameters and settings of the system can be
mitigated [13]. A transformation-based algorithm has
been proposed based on Kull back Leibler distance
measurement to find the modification or injection of
false data into the smart grid [14].

All of these aforementioned papers have investigat-
ed the CA impacts on single area power system. This
paper analyses the performance of INPS by changing
the system parameters in case of CA. The objective of
this article is to investigate the system’s performance
with the aid of fractional-order proportional integral
derivative (FPID) controller and compare its results
with PID controller initially. Since, the system and the
controller parameters are the main target of the cyber
attacker to change their data and damage the system,
the proposing of an automatic cyber-attack mitigation
unit (ACAMU) is the main contribution of this paper to
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Fig. 1 - Control structure of interconnected power system

The parameters value is listed in Table 1. The open-
loop system performance has been investigated in
Fig. 2 that exhibits unstable operation of power system.
To stabilize and make the frequency and power devia-
tion to zero, FPID controller has been employed whose
transfer function can be given as,

C(s)=K,+K,S™+K,S™, (2.8)
where, Kp, Ki and Kq are proportional, integral and
derivative gain as well as u and v are integrator and
differentiator order that improves the system perfor-
mance as compared to conventional PID controller. In
this modeling, the speed regulator R and the variables
of FPID controller are the sensitive parameters on
which whole system performance depends. Any change
of these parameters increases the performance devia-
tion and unstable the system operation. Thus, these
parameters attract the attention of cyber attacker.

3. CYBER-ATTACK MITIGATION TECHNIQUE

To eliminate the unauthorized change of the sensi-
tive parameters of R and controller, an automatic
cyber-attack mitigation unit has been proposed here.
This control approach consists of hardware and net-

work unit where all sensitive data are fixed in a hard-
ware. The ACAMU only can read the data from this
hardware but cannot write or update any hardware
information. This hardware is not connected to the
power system through on-line. The ACAMU always
monitors the present value of the sensitive network
data and finds the difference between present and fixed
value. If it finds no change between them, then the
control action of ACAMU is turned off and permits
normal operation of the system. If there is any differ-
ence between the present monitored data and hardware
fixed data, the control action of ACAMU is turned on
and produced an error signal that is minimized to zero
by control action of ACAMU and fed data to the system
equal to the hardware fixed data. Thus, the changes of
sensitive data can be overcome and ensure a reliable
and stable performance power system.

4. PERFORMANCE EVALUATION

The open-loop system response exhibits unstable op-
eration of power system which is controlled by imple-
menting FPID controller is shown in Fig. 2 whose pa-
rameters value is listed in Table 2. Though, the FPID
controller minimizes the deviations of frequency and

03030-2



A NOVEL SECURITY UNIT WITH MITIGATING FREQUENCY ...

power, but any change of speed regulator R, biasing
factor or control parameters is responsible to increase
these deviations. The change of R or biasing factor is
responsible to change the governor speed. Again, the
cyber attacker may also change the controller parame-
ters which changes the area control error (ACE).

Fig. 3 investigates the performance of system with
varying system parameters. Though the controller min-
imizes the frequency and power deviations, but the
change of R may unstable the system during CA. It indi-
cates the essentiality of ACAMU. A case is investigated
by choosing the affected and fixed data for both R and

J. NANO- ELECTRON. PHYS. 13, 03030 (2021)

controller that is listed in Table 2 which ensures that the
ACAMU eliminates the change of parameters value and
makes the system secure and gives a fixed performance
as before CA, as shown in Fig. 4. The comparison of
FPID with PID controller is investigated in Fig. 4 that
exhibits smallest overshoot, rise time, settling time and
steady-state error for FPID controller. From Fig. 4, it can
be investigated that the FPID controller takes the sys-
tem to the transient response within minimum time and
minimizes the system’s deviation to zero as compared
to conventional PID controller that ensures better and
reliable performance of FPID controller.

Table 1 - Fixed parameter value of interconnected power system for nominal operation

Area R m d X Xi Sy Al
Area-1 0.05 10 0.6 0.2 0.5 0 0.2
Area-2 0.0625 8 0.9 0.3 0.6 2 0
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Fig. 2 — Frequency deviation: area-1 (a), area-2 (b), and tie line power deviation (c)
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Fig. 3 — Frequency deviation: area-1 (a), area-2 (b), and tie line power deviation (c) due to the change of R during cyber-attack

with FPID controller

Table 2 — Fixed and choosing affected data of the sensitive parameters

Data Type R Re Kp1 Kpe Ki Kio Ka Kz u1 u2 Vi 2
Affected Data 0.0625 0.083 50 20 70 0.01 50 1 0.7 1 1.5 | 1.9
Fixed FPID 0.05 0.0625 100 15 150 | 0.01 5 5 0.995 2 1.5 | 1.5
Fixed PID 0.05 0.0625 3.5 4 6 2 2 2 — — — —
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Fig. 4 — Frequency deviation: area-1 (a), area-2 (b), and tie line power deviation (c) with ACAMU, FPID and PID controller during
cyber-attack
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5. CONCLUSIONS

The cyber security issue in the power system is an
important factor that needs to be continuously and effi-
ciently controlled. The cyber attacker may damage the
whole power system by changing the system parameters
by using communication network. This paper presents a
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HoBuii 010K cucreMu 0e3neKHu 3i aMeHIIeHHIM BiAXUJIeHHI 9YaCTOTH OJid 00'eqHaHOI
eHeprocucTeMu 3 ypaxyBaHHAM Kideparak
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O0'eqHana eHeprocucreMa € IEePCIeKTHBHUM JIPKEePesIiOM eJIeKTPUYHOI eHeprii, siKke 3al0BOJIbHAE HaJ-
JIMIIKOBI ITOTPEOH B €JIEKTPOeHeprii y BcboMy CBIT1, Oe3medHa Ta HaaifiHa poboTa sIKOro HeoOXiTHa s 3Me-
HINeHHsS] HABAHTA'KEHHs Ta IIJBUINEHHS CTIMKOCTL. Po3BUTOK 1H(OpMAIIIHO-KOMYHIKAIIIHHUX TEXHOJIOTIH
(ICT) ne smrre crumyJtioe, a i TaJIbMy€e TEXHOJIOTI, cripusioun kibepasounaHocti. Kibeparaka (CA) Ha enep-
TOCHCTEMY B TEIIEPIiIlHIi Yac cTae MONIMPEHOI0 MPO0IeMo0, SKa IPU3BOAUTH 10 HECAHKIIIOHOBAHOIO JOCTYILY
10 OJIOKY yIpaBJIIHHS €HEePrOCHCTEMOI0 1 YACTKOBO ab0 IOBHICTIO MEPEIIKOIKae PoboTi BClel cucTreMu, 3Mi-
HIOIYM KOH(IIEHINHHI JaHl eHeprocucTeMu Ta 0JIOKY yipaBiiHHsa. [IpoayKTHBHICTE €HEProCUCTEMHU pery-
moerbess Bukopucranaam FPID (fractional-order-proportional-integral-derivative) kKouTpoJiepa i mopiBHIO-
eThes 3 mpoaykTuBHIcTIO 3BMYaiiHoro PID kourposiepa. Hamiitna poGora eHeprocucTeMu IOBHICTIO 3aJI€KUTH
BiI edeKTHBHOI KOHCTPYKIII KOHTpOJIepa, aje Ha IapaMeTpH KOHTpoJiepa 3HaYHOK Mipown BmmBae CA,
VIIKO/KYIOYN BCIO cHCTeMy. By/b-sika 3MiHa OJIOKY yHpaBJiHHS a00 mapaMeTpiB CHCTEMU MOXKE 3HU3UTHA
CTIMKICTh Ta CTAOLIBHICTh €HEePrOCUCTEMH. Y CTATTI 3aIIPOIIOHOBAHO aBTOMATHYHUN MeTox 3axucTy Bim CA
(ACAMU), 1106 mosHicTo yankHyTH CA Ta 11 BILIUBY HA CHCTEMY Ta KOHTPOJIEp, IJIS IMABUIICHHS 0e3MeKH 1
CTIMKOCTI €HEePTOCUCTEMH, MATPUMYI0UN (PIKCOBAHI JaHI AK IJIA CUCTEMH, TAK 1 JJIs KOHTPOJIEpA.

Kmiouori ciosa: O6'ennana eneprocucrema, FPID kourposep, Kibeparaka, Biiok cucremu Gesmexu.
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