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O0’ekT nocaigkeHHss — nporpamHe 3ade3neyeHHs s kepyBanus [1K gepes

MEpPEeKy IHTEpHET.

Meta po00TH — JOCHIPKEHHS ICHYIOYOTO MPOTPaMHOTO 3a0e3MeUeHHs sl
kepyBanHa [IK depe3 mepexy iHTepHET Ta oro ¢GyHKIIOHATY , a TaKOXK PO3poOKa

ananoriydoro I13 Ta iloro TectyBaHHs.

MeTOI[I/I HOCJIiI[)KEHHﬂ — MCTOJ GMHipI/I‘{HOFO I[OCJIiI[}KGHH}I.

Pe3yabTaTt — pPO3pO0OJIEHO KIIIEHT Ta CEpPBEP SKU BUKOPUCTOBYETHCS IS
KEepyBaHHA 3’€THAHHSAMH MDK KIIEHTaMH, B KII€HTI OyJiu peani3oBaHl Taki (yHKIIII:
TPAHCIIALISA €KpaHy; eMYJISIIlis HAaTUCKaHHS KJaBilll KJaBlaTypu Ta MU, ¢aiaoBuit

MEHEKEP; KOMaHIHUM PAIOK.

PYTHON , IMCTAHIIMHE KEPYBAHHSI KOMIT'IOTEPOM , C#,
WPF.
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BCTYIl

KoxxHoro mHs KiNBKICTh MEPCOHATBHUX KOMIT' FOTEPIB 30UIBIIYETHCS 1 BCE
OlsIbllIe JIIOJIeH TOYMHAE HUMU KOPUCTYBATHUCS , a JIOCTYH 10 MEPEXi IHTEPHET CTae
JIOCTYITHUM Maiike 1Mo BCboMy CBITy. Hepinko BuHHKae moTpeda OTpUMaTH JOCTYI
JI0 KOMIT'FOTEPY KU 3HaXOIUThCA JIajeko BiJ Bac. Hampukiaa moTpiOHO JOMOMOITH
JIOAWHI sIKAa HE Ma€ JOCTaTHbO JOCBIAYy 3 KOMII'IOTEpaMH HaJalllTyBaTH SKYyCb
nporpamy. B Takux cuTyaIrisix MO>KHa CKOPUCTATUCS CIEIiaTi30BaHUM MPOTPAMHUM
3a0€e3MEeYCHHSIM.

3a3BUyail TOJOBHOI (DYHKIIIED TAaKOrO MPOTrpaMHOro 3a0e3NedYeHHsl €
TPaHCJISAIIS BChOTO IO BiOYBA€THCS HAa €KpaHi MiJKOHTPOJIHHOTO KOMIT'IOTEpY Ta
MOXJIMBICTh B3a€MOJISTU 3 MO0 KiapiaTyporo Ta Muiiero. Taka QyHKIsS T03BOJISIE
poOuTH Maiike Bce 10 MOKHa Oysio O mpu (PI3MYHOMY KOHTAKTI 3 KOMIT IOTEPOM.
[IpoTe 3a3BHuaii OJIHIEIO (PYHKIIEI TaKi MPOrpaMHu He 0OMEXYIOThCA. Jl01aTKOBUMH
(GyHKUISIMU MOKYTh OyTH: niepeaada (aiiiiiB , 4aT , Bi1€03B’SI30K.

AKTyanbHICTh BHUIYCKHOI pOOOTH TMOJSTa€ B TOMY IO JOCTYIHICTb
KOPUCTYBaHHS  PO3pOOJIIOBAHUM TPOTPAMHUM  3a0e3leUeHHsIM Oyle TUIbKU
30UTbLIYBATHUCS TAKOXK SIK 1 TOTpeda B HHOMY.

O06’eKTOM JAHOTO JNOCHIKEHHS € TporpaMHe 3a0e3MeueHHs I KepyBaHHS
[1K uepe3 Mepexy IHTepHET.

[IpenmeTom maHOTO MOCHITHKEHHS € MpOorpaMHe 3a0e3MeYeHHs ISl KepyBaHHs
[1K uepe3 Mepexy IHTepHET.

Mertor naHoi poboTH € TOCHIIKEHHS 1CHYIOUOr0 MpOrpaMHOro 3a0e3nedyeHHs
st kepyBanHs [IK depe3 mepexy IHTepHET Ta WOro (DYHKIIOHANy , a TaKOX

po3poOka ananoriuynoro I13 ta ioro TectyBaHHSI.



105JIA ICHYIOUUMX PIHIEHD

[Iporpamue 3a0e3neueHHs IS BIJJIAJIEHOTO KEpyBaHHSA ICHYBajo IIE€ Ha
nouyatky 2000-x. Ha manuii MOMEHT iCHYIOTbH Pi3H1 Bapiauii Takux mporpam. Panimre
OyJa pO3MOBCIO/KEHA apXITEKTypa KOJU KOMIT'IOTEp M0 SKOro IOTpiOHO Oyio
MIIKITIOYATHACA BHUCTyNaB cepBepoM. Jlis Toro mo6 OyTu cepBepoM TMOTPIOHO
3a3/ajeriib HaJalllTyBaTH KOMII'IOTEp TOMY II€é MOXXE BHU3BaTH CKIAIHICTh Y
3BUYAMHUX KOPHUCTYBauiB. Y Halll 4YaCc BEJIMKOI MOMYJISIPHOCTI HAOYIU MporpaMu JJis
BIIJAJIEHOTO KEpyBaHHSA B SKUX ICHY€ TOJIOBHHI CepBEp , BIH BHUCTYIAE
IOCEPETHUKOM MDK KOMIT'IOTEpPOM IO KEepye Ta TUM IO KepyroTb. Lle Biakumae
npoOiemMy 3 HEOOXITHICTIO HaJIAIITYyBaHHS CEpPBEPY MJsi OTPUMAHHS MO>KIIMBOCTI
NIJKIIOYEHHS 10 HbOro. OKpiM OCHOBHOI (DyHKLII KepyBaHHSA KOMIT IOTEPOM YacTO
JOJJAI0Th OJATKOBUHM (DYHKIIOHAN TaKWW fK: MEeperiin Ta nepenada Qaiinis , yar ,
BiJICO Ta ay/io 3B’SI30K Mk KopucTyBadamMu. OCHOBHUM IIPU3HAUEHHSM IIUX MTPOrpaM

€ HaJIaHHS KOMII FOTEPHOI MIATPUMKHU Ha BIJICTaHI.

1.1 Mporpamue 3a6e3meuenHs TeamViewer

OnHa 3 caMuX HOMYJISIPHUX MPOrpam i BigaaieHoro goctymy[7]. MinblioHu
KOPHUCTYyBadiB 0OUparoTh il 4epe3 MpOCTOTY Ta HaiiHICTh. [lepiuii BUIyCK cTaBcs
me B gaiekomy 2005. Ilepmra Bepcis 6a3yBamacs Ha cuctemi VNC. Tlpamiauk IT
CEpBICY XOTIB YHUKHYTH HEMOTPIOHMX MOi3J0K 0 KIIEHTIB JIsl HamamTyBaHHs [13.
Taxk 1 3’aBuacs nepiua Bepcis sika BUSBUJIACS Ay’KE€ YCHIIIHOO.

[licns 3amycky mnporpamMu y cebOe Ha KOMITIOTEpl MOXKHAa HaBITh HeE
pEeECTpyBaTUCSA , AK€ BaM HAJA€ThCS TUMYACOBHH 1IeHTU(]IKATOpP Ta Mapoib 3a
JIOTIOMOTOI0  SIKUX MOXHA MIAKIIOUUTUCS JI0 BaIIoro KOMITIOTepy. 3’€IHaHHS
KOMIT'IOTEpiB MPOBOAUTHCS uepe3 cepBepu leamViewer , ToMy J10JaTKOBE
HaJIAIITYBaHHA HE TOTPiOHE.

JlJiss HEKOMEPIIIHHOTO KOPUCTYBAHHS MPOTPaMOI0 TUIATUTH HE MOTPiOHO , aie
JUIT KOMEPIIMHOTO BUKOPHCTAHHS € pI3HI TUOW JILUEH31M MiJ pi3HI MOTPeOH.

be3komToBHOIO BCpCiEIO nmporpamMu MOKHa KOPHUCTYBATHCA CKIJIBKH 3aBI'OJHO IIPOTE
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JesiKuil (DyHKITIOHAN 3QJIMIIMTBCS HEJOCTYITHUM JUIS Bac , SIK Hampukiag Web Bepcis
JUIsl KepyBaHHs 3 Opay3epy. Hukdye MoxHa mobGadyuTH sIK Mporpama BUTIsIae (puc

1.1).

[=] Teamviewer - O X

Moaknovenwe  [flonosnutensHo  Cnpaeka ‘ O6patHas ceAsb EERGENIEMEEY «* MMoaknountbea v

@ BecnnaTtHan AvLeH3mA (TOAbKO HEKOMMEpPUECKOe Mcnonb3osatue) - Denis

n Bxoa B cuctemy Paspel.uvrrb ynpapneHne yl'lpaBJ'IFlTb KOMMNBHOTEPOM
Y Bac elle HeT y4eTHON 3a...
Baw ID Waentudukatop naptHepa
+*  YaanenHoe ynpaenenve 161 484 1 56 ‘ v
= Naponb
()
Cofy  Emel e JJtth6X o YaanérHoe ynpasneHme
.8, Mepepaua dannos

P} Kondepenuma

—-‘ Yar [Jna HacTpolikk aBTOHOMHOTO AocTyna
HeoBX0AMMO cHauana ycTaHoBHTL

TearmnViewer.
m ,ﬂ'GI'IOJ'IHeHHaH peansk... m

Hauano pabotel

[pyrue pewenuna EIEJ

%
E TeamViewer

Pucynok 1.1 — I'padiunnii intepdeiic TeamViewer

@ [0TOB K NOAKNOUEHWIO (Be3onacHoe coeAMHEHWE)

TeamViewer moxxHa 3amycTuTH Ha Oyb-skii cydacHiin OC. Bin cmiBmparrtoe 3
127 BupoOHUKaMU MOOUIBHHUX MPUCTPOIB , ONEpaIiiHUX cucteM , Ta 0T mpuctpois ,
10 € HANOUTBIIOI KUTBKICTIO cepell KOHKYPEHTIB. TakoxX BiH SBISETHCS JIIIEPOM B
SKOCTI 300paKeHHS Ta IIBUJIKOCTI nepenaui ¢aitmis. Bei 3’e€1HaHHA MIX KIII€EHTaMH

3axuIieHi 256-061THUM mu@pyBaHHAM 1o cTaHaapty AES.

1.2 Tlporpamue 3a6e3neyennss AnyDesk

[Ile omHa mporpama sika 3aiiMae JNIIUPYIOYl TO3UINI ceped mporpam st
BianeHoro npocryny. Komnanis Oyna 3acHoBaHa B 2014 B ['epMmaHii 1 mIBUAKO cTaja
YCIIIIHOIO.

Komanga AnyDesk pospoouna xomek DeskRT croemianbHo mig  ixHi

notpeOu[8]. lle Hamae MOXIMBICTH KOPHUCTYBATHCS IIPOrPaMOI0 HaBiTh IIpH
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mBUKoCTI 1HTepHeTy MeHmie 100 kb/c , a Takok HalOUIbIIY KUIBKICTh KaJpiB 3a
CEKYHJy cepell KOHKYPEHTIB.

Sk 1 B BUnaaky 3 TeamViewer 3’eqHaHHS MK KII€EHTaAMH ITPOBOJSATHCS depe3
cepBepy KomraHii 0e3 J0JaTKOBOIO HAaJlAIITYyBaHHS BAlIOro KOMIT'IOTEPY , a
peectpamiss He 000B’si3k0Ba. HexomepiriiiHe KOPUCTYyBaHHS TaKOX OE3KOIITOBHE.
Xoua B HasBHOCTI € JeKUbKa Tapu(PHUX TUJIAHIB aje BIIPI3HAIOTHCS BOHU B
OCHOBHOMY JIMIII€ KIJIBKICTIO OJHOYACHUX cecii. Hmkue MmokHa mnobGauutu SK

nporpama Buriaae (puc 1.2).

@) AnyDesk [ Hosoe coeamnenme

] = T

=

[ O

370 pabouee mecTo @ YaanénHoe pabouyee mecto ®

Balue paBouee MecTo OCTYMHO MO 3TOMY aapecy. BEeauTe aapec yAan&HHoro pabouero Mecta.

391219412

# Pexomenposars AnyDesk...

YcranoBute AnyDesk

WMameHuTs Naponb
AocTyna...

This enables you to access your

What's new in O6Hapy><eHne

?
Ycranoeuts AnyDesk Ha 310 AnyDesk 6.3 ABTOMATHUECKIA HaXOUTh

YCTPOMCTBO...

Check out the most interesting Jpyrue knveHTsl AnyDesk B

new features in this release. JEREATHER) Earik

desk, no matter where you are.

Learn more — Bintoumts ceifyac...

HEABHVIE CEAHCHI Mokasatoscé 98 (S =3

Pucynok 1.2 — I'padiunaunii inTepdeiic AnyDesk

[Tintpumka Bcix cywacanx OC HasBHa. Po3mip camoi mporpamu AnyDesk
3HAYHO MEHbILIE KOHKYPEHTIB IO € mpueMHUM OoHycoMm. llIudpyBaHHsa naHuX MiX
KIIIEHTaMHd BiIOyBa€ThCSA 3a JOMOMOTOI0 TMpoTokoiy TLS Bepcii 1.2. Takox

NPUCYTHS (PYHKI[IS 3aMKCY €KpaHy KOHTPOJIbLOBAHOTO KOMII IOTEPY.

1.3 [Iporpamue 3ade3neuennst UltraVNC

Opnna 13 G6araThboX Tporpam i BiJIaJIGHOIO KEPYBaHHS KOMIT IOTEPOM sIKa
06asyerscsi Ha VNC. BoHa sBIsS€TBCS MNPOAYKTOM 3 BIIKPUTHUM IPOTPAMHUM
konoM[9]. Koxxen Oaxkarounii MOke CKOMITUIIOBATH MPOrpaMy y ceOe Ha KOMIT FoTepi

, @ Ip1 HEO0OX1THOCTI BiApeaaryBaTi B KOJ MiJ] HOro noTpeou.
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Ilepma Bepcis Oyma Bunymena B 2005 1 3 Toro yacy He IepecraBaja
po3BuBaTucs.  [liAKTIOYEeHHST MK KII€EHTaMH TPOXOJIUTh HampsMy , Tak K
BUJUIEHUX cepBepiB Hemae. CepBepoM 3aBXKAHM BHUCTYMNA€ TOW KOTO KOHTPOIIOIOTH.
JIns yCninHoro MmaKII0UeHHs KIIIEHTY JI0 CEPBEPY Uepe3 MEePEexy 1HTEpHET MOTPIOHO
o0 y cepBepa OyJu BIIKPUTI TOPTHU 1 JOCTYITHI 330BHI.

UltraVNC € noBHicTIO 6€3KOIMTOBHOIO /ISl KOMEPIIIITHOTO Y HEKOMEPIIHHOTO
BUKOPHUCTAaHHS. BeMKHM MIHYCOM € Te IO cepBep AOCTyIHMIA Tutbku s Windows ,
TOOTO KOHTpONIOBaTH MOXxHa Tutbku kowmm 'torepu mix OC Windows. 3HauHORO
MepeBarold BapTO BIAMITUTH THYYKI MOKIIMBOCTI HaJAIITyBaHHS $KI MOXHA
nobaynuT Ha PUCYHKY Hmk4Ye (puc 1.3) Taki sK: KOJip , KOMIIpECis , SKICTh

300paxkeHHs. TakoXX MPUCYTHS MOMJIMBICTH JOJaBaTH CBOi IJIAriHUA  JUIsS

mndpyBaHHs Tpadiky.

UltraVWNC Viewer - 1.3.2a e

UltraVNC Viewer

server:port | localhost:5900 o

(@ Direct () Repeater

Load Delete Save as Save
Misc Security Quick encoder Listen mode

Encoders Mouse and keyboard Display

[ JAuto select best settings (need stable network);

Law CPU high Less colors=less bandwidth
Oraw  (Oultra (@) Hextile @ Full Colors

High CPU middle bandwridth (D256 Colors
Ouzib (O zZlibHex 8:4;0:'00'25

Middle CPU low bandwidth (8 Dark Colore
OTight (O zrRE (O Video ()4 Grey Colors

High CPU lower bandwidth () Black & White
OzwrieOxz  Oxzw Use Zstd instead of zlib
[“]zlib compression: El 322 E:E::e;;r;?:dmg
[“]1peg Quality: [ Preemptive Updateg

Reset defaults

Pucynok 1.3 — I'padiunnii intepdetic UltraVNC
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1.4 TlocTanoBKa 3axay4i
byB mpoBeneHuil aHami3 ICHYIOUMX PIlIEHb ISl BIJAAJIEHOTO KEPYBAaHHS
koM ’rotepoM. Ha ocHoBi oTpumanoi iHdopmarii Oyno chopMOBaHO CIHCOK

HE0OX1THOTO (hYHKITIOHATY MalOYTHBOTO T0JIATKY:

TPaHCIIALISA EKpaHy

- eMYJIAIIs HaTUCKAHHS KJIaBilll KJaBlaTypH Ta MUIII
- (ailnoBuil MEHEeIKEP

- KOMAaHIHUW PSIOK

- cepBep sSKkui Oyjie BUCTYIIATH MMOCEPETHUKOM MK KIIIEHTaMHU
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2 BUBIP 3ACOBIB PEAJII3ALLII

2.1 3acid peanizaii cepBepy

Jliist po3po0Ku cepBepy Oyiio oopaHo MOBY IiporpamyBaHHs Python. IcHyroTs 2
ocHoBHi Bepcii: Python 2 ta Python 3. Python 2 Bxe He miaTpuMyeThes Xo4a 0araTo
porpaM SIKUMH KOPHUCTYIOTBCS 1 TIO M€ JeHb OyJo CTBOPEHO Ha HhOMY. Tak sK
Python 3 Oinbin cydacHHil Ta PEryssipHO OHOBIIOETHCSA TO HOro Oyino oOpaHO st
pO3pOOKH cepBepy.

JUist oOnermeHHs Ta TPUCKOPEHHsS MIBUAKOCTI PO3POOKH OyJ0 BHUPIIIEHO
BUKOpUCTOBYBaTH (perimBopk. Bubip maB Ha Tornado[3]. Bin go3Bosse
po3pobisitoBaT BeO J0JATKM Ppi3HOI ckiaaHocTi. OauH 13 Horo IUIIOCIB 1€

aCI/IHXpOHHiCTB , IO JO3BOJII€ 3HAYHO ITIOKpAIIUTH Horo HpOIIYKTI/IBHiCTL.

2.2 3acid peanizauii kiieHTy

Jliist po3pobku kiieHTy Oyna obpana moBa mporpamyBanHs C# pazom 3 .NET
Framework. Bouu Oynu oOpaHi Yepe3 BHCOKY HIBHAKICTH PO3POOKH MPOTPaMHOTO
3abe3neuenss qa Windows.

Knienr matume rpadiuamii iHTEepdeiic Tomy mia Woro mnoOymoBu Oyne
BUKOpHUCTaHO rpadiuny cucremy WPF[1].

Takox KOJU KJIIEHT OyJi€ BUCTYNATH y POJII KOMIT FOTEPA IKOTO KOHTPOJIOIOTh
BiH TOBMHEH OyJie eMyJIIOBaTH HAaTHCKaHHS KJIaBIII MHINI Ta KiaBlaTypu. 3 UM

3aBJIaHHSAM JOMOMOYXE cripaBUTUCH 0i0ioTeka WindowsInput[5].

2.3 Bubip cepenoBuma po3pooxu |IDE

Y SKOCTI IHTETPOBAHOIO CEPEOBHINA PO3poOKH Oyme BukopuctaHo Visual
Studio 2019. 3 Ti 1OMOMOro MOYHA MIBUAKO i KOM(OPTHO CTBOPIOBATH AM3AMH
rpadiunoro inTtepdeiicy mist WPF | mpuknang mokaa mobauntu Huwxk4de (puc 2.1).
Takox BOHa Ma€ BEJIUKY KUIbKICTh IHCTPYMEHTIB JIJIsi BIJIAJIKH III0O MOKE 3HAYHO

3CKOHOMUTH 4YaC Ha 3HAXOAXCHH ITIOMUIIOK.



P RemoteControl

RemoteControlPagexami & X R

Remote Screen _ File Manager | CMD

Open remote control window

# floSaewTs 8 cucTemy ynpaenerwa sepcusun « &,

Pucynok 2.1 — Koncrpykrop rpadiunoro inrepdeiicy WPF B Visual Studio
2019
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3 IPOI'PAMHA PEAJUII3AILIA

3.1 IIpoexkTyBaHHsl aJropuT™My OOMiHY JaHMMH MK KJIi€HTAMH Ta

cepBepomM

[Ipu BUOOpP1 MpoOTOKONY 3a SKUM OyAyTh OOMIHIOBATHUCS JAHUMH KIIEHTH 3
cepBepoM ctosB BuOip mixk TCP Ta UDP. 3BaxuBmm Bci 3a 1 nmpoTu OyB 0OpaHuii
npotokon TCP depes #ioro HamiiHICTh , amke mpu Buobopi UDP moTpidHO Oyio 6

IMIJIEMEHTYBaTH TEPEBIPKY Ha NPAaBUIBHICTh MOPSAIKY OTPUMAHUX IAaKETIB Ta

BUPIILIYBATH 1110 pOOUTH 3 BTpaueHUMH NakeTamu|[6].

Cepaep Oyje BUCTYIIATH MOCEPETHUKOM MIXK KJIIIEHTaMU , TOOTO Oyie

NepecuwiaT JaHH1 BiJl OJTHOTO KIIIEHTA IHIIOMY , II€ MOKHA MM0OAYNUTH HA PUCYHKY

3.1. JInst Toro mo6 3’€MHATH OAHOTO KITIEHTA 3 1HIIAM , KITIEHT KU i1 € THYEThCS

noBuHeH 3Hatu ID kiienTa f0 sikoro Oyzae migkiatodaTtucs. |D renepyroTses Ha

CTOPOHI KITIEHTY , CepBEP TUIBKH TepeBipse o0 He Oyio oaHakoBux ID.

Kepyiouni KnieHT «€—

Kepyiuui knicHT <

Kepylouwii knicHT  €—

Cepeep

—» [igKOHTPONEHWA KNIEHT

» [MiZEOHTPONEHWA KNIEHT

— % TigKoHTPONLHWA KNIEHT

Pucynok 3.1 — Ilepenada moBigoMJIEHb Mk KJIIEHTAMU

Knient 3 cepBepoM OyAyTh CHUIKYBAaTHCS BUKOPUCTOBYIOUH 3a3aJIET1b

BUTaJIaH1 MOBIJOMJICHHS. 3aroJI0BOK KOKHOT'O MOBIJJOMJICHHS Oy/1€ CKIagaTucs 3 8

Oaiit. [lepuri 4 Gaittu moBiAOMIIEHHS OyIyTh BIANOBIAATH 3a MO0 THM , TOTIM 4

OaiiTH iK1 Oy TyTh BIMOBIIATH 32 PO3MIpP TaHUX TOBiJOMIICHHS. Buris

MOBIJJOMJICHHS B CXEMAaTUYHO 300paX€HO HAa PUCYHKY 3.2.

4 GanTn

4 GanTn

Po3amip 3anexuTh B NoBigoMNeHHA

Tun noeigomneHHA

Foamip nonA gaHux

OaxHi

Pucynox 3.2 — Cxema moBioOMJICHHS



14

[Ticnst oTpuMaHHS 3aroJoBKa MOBIIOMIICHHS SIKIIO B 0alTax sKi BIAMOBIAAIOTh
3a po3Mip 3HaX0AUThCS He 0 TO OTpUMaHa KiIbKIiCTh OAalT TaKOX 3YUTYETHCS TaK 5K
BOHA SIBJISIETHCS YaCTUHOIO ToBigoMIieHHs. [loku He Oy/1e OTpUMaHO 3aroJIOBOK
MOBIJIOMJICHHS Ta KIJIBKICTh JJAHUX 3a3HaYC€HUX B 3ar0JIOBKOBI ITOB1IOMJICHHS HE Oy/1e
BBakaTtucs oTpuMaHuM. OCh BeCh CITUCOK MOBIIOMJICHB , KOHTPOJIEp — TOH XTO
KOHTPOJIIOE , MIOMTYHHUIA — TOH KOTO KOHTPOJIIOIOThH , CEPBEP — MOCEPEIHUK MK
KJIIEHTaMH1 , HOMEp TIepe/I Ha3BOIO MOBIIOMIICHHS 1€ IU(PPOBE 3HAYCHHS SIKE Oy1e
BIJIIIPABJISITUCS B 3arOJIOBKOBI:

KonTposep — Cepaep

1) ConnectByld - 3anut Ha miakiroueHHs o 1D , B Mo JaHHUX TepeaaeThCs

ID B BuI psIKy

Cepsep — Kontponep

2) WrongConnectld - nenpaBmibhuii 1D nipu 3anuTi Ha migkaodeHHs 1o 1D ,
MoJI€ TAaHHUX BIJICYTHBO

3) Connected - ycmiriHe TiaAKIIOYCHHS 0 MiIOMIYHOTO , TAKOX MMOBIIOMIISIE
MIOMTYHOMY IIIO JIO HOTO ITiIKITFOYUBCS KOHTPOJIEP , TIOJIC IAaHHHUX

BIJICYTHBO

[Tinomiunuii — CepBep
4) CheckConnectld - mepeBipka uu ID He 3aliHATHI IHITMM MiAOMIYHAM , B

noJIi aHHUX nepenaetses |D B Buml psaky

Cepsep — Iligomiunuit

5) CheckResult — pesynbraT nepeBipku ID migomnigydauM , B 1MoJIi JaHUX
nepenaeTbesi 1 6alT B IKOMY P 3HAUYEHHI | 03Hayae 110 pe3yabTaT
nepeBipku no3uTUBHUI(ID mocTynHmii 17151 BUKOPUCTAHHS ) 1HAKILIE

pe3yabTaT HeraTuBHUI(00epiTh iHImi D)

CepBep — * (KOHTpOJIEP 1 MITOTIIYHU)
6) DisconnectMsg — iHAMKY€ BiIKIIOUCHHS KOHTpoJepa ado IMiJ0MiYyHOro ,

MoJI€ TaHHUX BIJICYTHE
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Konutponep — Ilimoniunuit
7) StartRemoteDesktop — 3amyckae BigganeHuii poOOUYUH CTiM , ITOJIe JaHUX

BIJICYTHE

8) StopRemoteDesktop — 3ynuHs€e BiaganeHuii poOOUYUt CTIT , ITOJIe JaHUX
BIJICYTHE

10) KeyPress — emynroe HaTUCKaHHS a00 BiAITyCKaHH KJIABIII HA KJIaBiaTypi ,
B I0JI1 JaHUX 2 OalTH MEePIINUi 3 IKUX BIAMOBIIAE 32 T HATUCHYTA YH
BiJIMyIlICHA KjaBima , | — HaTuCHYyTa , 2 - BiAmyIeHa , a Ipyrui 3a keycode
KJIaBIIII1

11) MousePress — eMyJ1t0e HaTUCKaHHS MPpaBoi a0o JIiBOT KJIaBillli MHUIII , B
MOJII JaHUX 2 0aiiTh mepiunii 3 AKUX BIANOBIAAE 3@ T€ HATUCHYTA YU
BIJIITyIlIEHA KJiaBilma , | — HaTuCHyTa , 2 — BIAMyUIEHA , a IPYrUil 3a KJIaBilly ,
1 —mBa, 2 — mpaBa

12) MouseMove — emysroe pyx MUl , B TIOJI JaHUX 8 OalT , iepiri 4 OaiTH B
tuni float BignoBimgaroTh 3a X KoopauHaTy Muii e 0 — JTiBa YacTHHA €KpaHy , a
1 — mpaBa yacTHHA eKpaHny , iHiri 4 Gaitu B Trmi float BiamoBigaroTh 3a Y
KoopauHaTy muii e ) — BepXHs 4acTHHA €KpaHy , a | — HIDKHS YacTHHA
eKpaHy

13) StartCMD — 3anyckae KOMaHIHHIA PSAAOK , TIOJIE TAHUX BiJICYTHE

14) StopCMD — 3ynuHsie KOMaHIHUHN PAIOK , TTOJI€ JAHUX BiJICYTHE

15) CMDInput — 1aHHi SIKi BOKCYIOTHCS B KOMaHJIHUHN PAIOK , B IO JaHUX
MePEIAFOTHCS KOMAaH/IA B BHJII PAIKY

[Timomiunmii — KonTpoiep

9) RemoteDesktopFrame — ckpiHIIIOT eKkpaHy , B TIOJII TaHUX TEPEIAETHCS

CKpiHIIOT ekpany B ¢opmati JPG

16) CMDOutput — BUXiTHHI TEKCT 3 KOMaHIHOTO PSAAKY , B TOJI JaHUX

MepPEeIa€ThCS BUX1THUNA TEKCT B BU1 PSIIKY
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3.2 Po3po0ka cepBepy

Jlo cepBepy OynyTh MiAKIIOYaTHCS 2 THUNM KIIIEHTIB , TI XTO Oyne
KOHTPOJIIOBAaTH 1HIIMM KJIIEHTOM Ta Ti XTO OyJ€ KOHTPOJIOBAaTH IHIIOrO KIIIEHTA.
CepBep noBuHEH Oy/1e BU3HAYUTH MICJIsI HAIAIUTYBAHHS 3 € JHAHHS KWW TUI KIIEHTY
70 HBOTO TIiJ €THABCS. BU3HAUEGHHS MPOBOIUTHMETHCS B 3QJICKHOCTI Bif] MEPIIIOTO
MOBIJIOMJICHHSI BIAMPABJICHOTO BIiJ KJIIEHTY , JaJll B 3QJIEKHOCTI BiJi BU3HAUYECHOTO
Tuny Oyze 2 pi3HUX ajJropuTMHU 3a SIKUMHU Oyne moBoauTu cebe cepBep. Huxue

MOJKHA TTOOAYHTH SIK IIe Peai3oBaHo B Kol (puc 3.3).

packet_header stream.read_bytes(PacketHeaderSize)
message_type , size = PacketHeader.unpack(packet_header)

message_data None
size e:
message_data stream.read_bytes(size)

message_type MessageTypes["ConnectById"]:
self.handle_connect_by_id(stream , message_data)

message_type MessageTypes["CheckConnectId"]:
self.handle_check_connect_id(stream , message_data)

Pucynok 3.3 — BuzHaueHHs TUIY KIIEHTY

Sxmo kimieHToM Oyzae TOM XTO OyJe KOHTPOIIOBATUCS IHIIMM KJIIEHTOM TO B
nepioMy NoBiAOMIIEHHI BiH Haginuie |D Ha mepeBipKy 4u He 3ailHATUI BIH 1HIIUM
KIieHTOM. Y Bumajaky konu takuii |ID Bke 3aHsTHil cepBep MOBIJOMHTH MPO II€
KJIieHTa 1 Oyjie 3HOBY YE€KaTH Ha Te kK came mnopigomieHHs 3 iHmuM ID. Cepsep Oyne
npuitmMaTé noBigomiieHHs 3 ID 0 TOro MOMEHTY TTOKHM BOHU OYIyTh 3aWHSATI , KOJH
11e CTaHeThCcs Oyze HajiciIaHa BIAMOBIAb MO MEpPEBipKa MPOILIA YCIINIHO , HUXKYE
MOJKHA TTOOAYUTH peatizallito OMUCAHOTO aNroputMy B kol (puc. 3.4). O6panwmii 1D
Oyzae 3amam’sITOBaHO 1 cepBep OyJe YeKaTh CUTHaly JOKU IHIIUHM KJIIEHT HE 3aX0ue
NIIKITI0UNTUCA Ui KepyBaHHs. Konu curnan Oyae oTpumaHo BCl JaHi 1m0 OyAyTh

OTpUMaHi BiJ KJII€HTY OyyTh BiANPaBJICHI TOMY XTO HUM KEPYE.
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connect_id ConnectIdDict:
self.send_message(stream , MessageTypes["CheckResult"] , b

packet_header stream.read_bytes(PacketHeadersize)
message_type , size = PacketHeader.unpack(packet_header)

message_type MessageTypes["CheckConnectId"]:
stream.close()

message_data stream.read_bytes(size)

connect_id = message data.decode("utf-8")
self.send_message(stream , MessageTypes["CheckResult"] , b

Pucynok 3.4 — OuikyBanHs gocrynHoro |1D

ko KimeHTOM OyJie TOW XTO KOHTPOJIIOE 1HIIOTO KIIIEHTA TO BiH B MEPLIOMY
noBiioMJieHH1 Hajinwie |D kiieHTa sxoro BiH Oyjae koHTpostoBatu. CepBep crepiry
MEepeBIPpUTh YU ICHYE HA JaHUM MOMEHT MIAKIIOYeHWH KiieHT 3 TakuMm ID. ko
TAKOTO KJII€HTA HE 3HAWJICHO TO BIAMOBIAHE MOBIJOMJICHHS Oy/ie HAIICIaHO 1 CEpBEP
po3ipBe 3’€IHAHHS. Y BUMAJKY KOJU IIYKAaHUM KIIEHT 3HAWJEHO 1 pe3yJbTaT
MEepeBIPKU BIJMPABICHO CEPBEP CHUTHANI3YE KIIIEHTY SKUH 3HAXOJIUTHCA B CTaHI
ouiKyBaHHS 1100 "po3Oyautu" Horo. Jlam BCl OTpUMaHi JaHi BiJ KIIEHTY OyAyTb
BIJINIPABJICHI TOMY KOM BiH KEpPYE.

Komu nBa kii€eHTH HajamTyBadd MIXK COO0OI0 3B’SI30K 4epe3 CepBep BOHU
MOXYTh BIJNPABJISITH OyJb K1 MOBIJIOMJICEHHS MIXK CO00I0 , cepBep Oyae 3pa3y X
MepecuwiaTi iX BiJl OHOTO KiieHTa iHIoMy. Lle Oyae mpoaoBKyBaTucs JOKU OJMH 13
KJIIEHTIB HE PO3IpBE 3 ’€JHAHHS. Y IbOMY BHUIIQJIKy CEpBEpP IMOBIAOMHUTH MPO II€

KJIIEHTA KU OyB 3’€THAaHUI 3 HUM.

3.3 Po3podka kiieHTy

KiieHT MaTtuMe rojioBHE BIKHO B SIKOMY B 3aJIeKHOCTI BiJl Jii KOpPHUCTyBada
Oyzae BimoOpakaTucs Ti uM 1HUI eraeMeHTd. st Toro mo6 Oyio jeriie rpymnyBaTH
€JIEeMEHTH BOHU OYyIyTh po3AileHi Ha cTopiHku. KopucrtyBau Oyzae B3aeMOIIATH 3

eJIEeMEHTaMH 1 TaKMM YMHOM TEPEXOJIUTH 3 OHI€l CTOpiHKM Ha iHmy. Jlami OyayTh
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PO3IIIAHYTI BCi CTOPIHKM 3 1X CKpiHIIoTamMu B KoHCTpykTOopi Visual Studio Ta
JITOPUTMOM POOOTH.

CrapToBa CTOpiHKa — II€ cama IepIlia CTOPIHKA sKa 3’ SBISE€ThCS BiApasy Mmicis
3amycKy. B Hiil kopucTyBad oOupae Oyjae BiH MIJKIIOYATHCA I KEpYBaHHS 1HIIUM
KOMII IOTEPOM UM YeKaTH Ha HiJKIIOUYEHHs iHIIOro KIieHTy. Ii MoxxHA M0GaYuTH Ha

pUCYHKY 3.5.

Connect to Recieve connection

Pucynok 3.5 — CtapToBa cTopiHka

[Ipu mepexosi Ha CTOPIHKY OWIKYyBaHHS MIAKIIOYEHHS KiieHT 3reHepye ID ta
BIJIMPABUTH Ha TMEPEBIPKY cepBepy , skuio |1D 3aitasaTuil kimient 6yne renepysatu ID
JIOKM HE 3Halje npuaaTHui ayis BukopuctaHHs. ['eHepamis ID BigOyBaeThes 3a
nonomoroto ctpykrypu GUID. Bona renepye 128 OiTHe dYuciao SKe TOTIM
NIEPETBOPIOETHCS B TEKCTOBUH psiok(puc. 3.6).

if (UID == null) UID = Guid.NewGuid().ToString();
while (!SubordinateClient.CheckConnectId(UID)) {

UID = Guid.NewGuid().ToString();

Pucynox 3.6 — Ctopinka o4iKyBaHHS T KITIOUYEHHS

Konu migkirodeHHst 10 cepBepy MPOUIILIO YCIINIHO y TEKCTOBOMY Mo Oyne
3Haxoautucs |D sxuit mMokHa Oyne mepeaaTd 1HIIOMY KIIIEHTY 100 BiH 3MIT
nig’eqHatucs. I[Ipore SKI0 MiIKIIOYUTUCS 0 CPBEPY HE BIACTHCS TO BIJMOBIIHE
MOBIJJOMJICHHSI BHBEJCTHCS B TIOJII CTATyCy IIO0 MOKHa OYJI0 3pO3YMITH MO MIOCH

ninuio He Tak. CTOPIHKY MOKHA MOOAYUTH Ha PUCYHKY 3.7.
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Status: connectin

Pucynox 3.7 — CTopiHka o4iKyBaHHS M1IKIIOYEHHS

Ha cropinii migkitodeHHs A0 1HIIOTO KJIie€HTY moTpioHo BBectu ID. Skmio
KIieHTy 3 TakuM |ID He icHye To Oyzie moka3aHo MOBIIOMJICHHS B SIKOMY Tpo 1ie Oyje
TOBOPUTHUCA. Y BUIAJKY YCIIIIHOIO MIJKIIOUYEHHS MOTOYHY CTOPIHKY OyJ€e 3MIHEHO
Ha CTOPIHKY KE€pPYBaHHsI BiJIJJaJIeHUM KOMIT t0TepoM. CTOPIHKY MOKHA MOOAUUTH Ha

pUCyHKY 3.8.

Pucynox 3.8 — Ctopinka odikyBaHHS T IKTIOUEHHS

[Ticnst ycnimHOro migKIIOYEeHHS 10 1HIIOrO KIIEHTY Oyae BIAKPUTO CTOPIHKY
KepyBaHHs BiJJaeHUM KOMIT IOTepoM. TyT po3TamioBaHi TpW BKJIAIKH , KOXKHA 3
SKUX BIJNOBIA€ 3a YaCTUHY (DYHKLIOHATY Al KOHTPOJIIO BiIJAJICHOTO KIIIEHTY.
[lepma Bkmamka BIANOBiNAaE 3a TEPETNS €KpaHy , KEpyBaHHS MHIICIO Ta
KJIaB1aTypOIO KIIEHTY.

300paxkenHs ekpany nepemaerbest y dopmari JPEG. [lyis 3meHIeHHsT po3Mipy

300pakeHHs Tepe/a BIJAMPABKOI HOro SKICTh 3MEHIIYEThCS 10 35 BIJACOTKIB (pHC.

3.9).
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ecInfo jpgEncoder = 2
cInfo[] codecs = ImageCodecInfo.GetImageEncoders();
foreach (ImageCodecInfo codec in codecs) {
if (codec.FormatID == ImageFormat.Jpeg.Guid) {
jpgEncoder = codec;

er.Quality;
rs myEncoderParameters = ncoderParameters(1);
eter myEncoderParameter ncoderParameter(myEncoder , 35L);
myEncoderParameters.Param[@] = myEncoderParameter;

bitmap.Save(ms , jpgEncoder , myEncoderParameters);

Pucynox 3.9 — Kox 3miHu SKOCTI 300pa’keHHS

[Ipn HaTMCKaHHI KIaBill KjiaBlaTypu abo MUl Ta ii pyXy Bcl O1i OyayTh
BIICHUIATHCS JI0 BIJIQJICHOTO KIJIIEHTY Ta BUKOHYBaTHUCS. {75 emyndilli HaTUCKaHHS

KJIABIIII Ta PyXy MHIII BUKOPUCTOBYETHCs Oi0moTeka Windowslnput (puc. 3.10).

KeyDown ( keyCode) {
InputSim.Keyboard.KeyDown{(VirtualkeyCode) keyCode);

Keyup( keyCode) {
InputSim.Keyboard.KeyUp( (virtualKeyCode) keyCode);

MouseMove( X , y) {
InputSim.Mouse.MoveMouseTo(x * 65535 , y * 65535);

MouseButtonDown button) {
if (button == 1) InputSim.Mouse.lLeftButtonDown();
else if (button == 2) InputSim.Mouse.RightButtonDown();

MouseButtonUp( button) {
if (button == 1) InputSim.Mouse.LeftButtonup();
else if (button == 2) InputSim.Mouse.RightButtonup();

Pucynok 3.10 — Kog emynsiii ki1aBiaTypu Ta MULI
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[Ticas HaTHCKAaHHA MO KHOIIII IO PO3TalllOBaHA MOCEPEANHI 3’ SIBUTHCS HOBE
BIKHO B sIKOMY 1 Oyze BigoOpakaTtucsi ekpaH KiieHTy. CKpIiHIIOT Mepiioi BKIAJKU

MO’KHA TOOAYUTH HA pUCYHKY 3.11.

Remote Screen | File Manager | CMD

Open remote control window

Pucynok 3.11 — CtopiHka KepyBaHHS BIAJaJIEHUM KOMIT FOTEPOM 3 MEPIIOI0

BKJIAIKOO

Jlpyra BKJajKa BIJAMOBIJAE€ 3a TEperyis , CKauyBaHHS Ta 3aBaHTAKCHHS
daiinis. Jlns nmepexony Mo mamkaMm NOTPIOHO 3pOOHUTH MOABIMHUN KJIIK MO Tamill B
aky Tpeba mepeitu. 1106 ckavatu ¢aiin moTpiOHO BHOpaTH MOro Ta HATUCHYTH
kHonky «Download filey. Slkmo motpiOHO 3aBaHTaxuTH (alim HA KOMIT IOTEP
BIJTAJICHOTO KITIEHTY TO moTpiOHO HatucHyTh kHOnky «Upload filey» i B daitnmoBomy
Jiano3i Mo BIAKpUBCA oOpatu Qaitn nis 3aBaHTaxeHHs. [ BIAKPUTTS (daidaoBoro

Jiaiory BUKOPHCTYBYEThCs (DYHKIIIT 13 mpocTopy imeH Win32 (puc. 3.12).

Microsoft.win32.0penFileDialog fileDialog = new Microsoft.Win22.0penFileDialog();
< > result = fileDialog.ShowDialog();

if (result == true) {]
UploadstatuslLabel.Content = "Status: uploading...";

Pucynok 3.12 — Kop Binkputta (aitioBoro gianory
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3aBaHTaXCHUN (haiia 3’ IBUTHCSA Ha KOMIT IOTEP1 KIIEHTY B Tid mamii sika Oynia
BiIKpUTa HAa MOMEHT TOYaTKy 3aBaHTaXCHHs. Burmsg apyroi BKIAIKW MOXKHA

no6aunTH Ha pUCYHKY 3.13

Remote Screen  File Manager | CMD

Download file | Status: - Upload file Status: -

Pucynox 3.13 — Bxnaaka ¢haiiioBoro MeHeKepy

Tpers BkIagka BIANOBIMAE 3a KOMaHIHMM psgok. [l 3a0esnedeHHS
MOBHOIIIHHOTO KOMAaHJHOTO PSAKY 3a JOMOMOTrOI Kjacy Process 3amycKaeThbes
HOBHH mporec nmporpamu cmd.exe (puc. 3.14). CrangapTHUN BUBIiJ , BBiJ Ta BHBIJ
NOMWJIOK TEpPEHAIpaBIsAOTbCS Il TOro Mo0 MoXHa OyJ0 34YMTyBaTh IO

BUBOAUTHCA B KOMaHI[HI/Iﬁ PAOOK Ta MOTIM BiI[HpaBJ'ISITI/I , 4 TAKOK BBOJWUTHU KOMaHIH.

= Process();
.StartInfo.FileName =
.StartInfo.CreateNoWindow = B
.StartInfo.UseShellExecute = H
.StartInfo.RedirectStandardoutput =

“cmd.exe™;

.StartInfo.RedirectStandardInput =
.StartInfo.RedirectStandardError =
.OutputDataReceived +=
.ErrorDataReceived +=

s.Start();

Pucynok 3.14 — 3anyck KOMaHIHOTO PAJKY
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B HM>XHBOMY TEKCTOBOMY MOJII MOTPIOHO MUCATH KOMaHAY 1 MO HATUCHEHHIO
kHomKU Enter Bona Oyjie BianpaBiieHa KiaieHTy. [Ipukian BUKOHAaHOT KOMaHId MOKHA

no0auynuTH Ha pUCYHKY 3.15.

Remote Screen | File Manager CMD

Pucynok 3.15 — Bkiajgka KOMaHJIHOTO PSIJIKY

B BepxuboMy siBoMy Kparo Oy/e 3HAXOIWTUCA KHOMKA JIsi TTIOBEPHEHHS Ha
nornepeHio cTopiky (puc. 3.16). BoHa MoXe MOHAAOOMTHCS SKIIO KOPHUCTyBad
3aXOTIB 3MIHUTH PEXKHUM SIKMM OOpaB MEpHIoro pa3zy B MEHIO 0€3 mepe3amycKy

porpamu , ad0 MAKIIYUTHCS 10 1HIIOTO KJIIEHTY SIKIIO BiH YK€ MiAKITIOYSHUH.

<_ Sage waml]

Pucynok 3.16 — KHorka noBepHeHHs 10 MONepeAHbI CTOPIHKH
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Jlng movatky mNOTpiOHO 3amycTuTH cepBep. Ha komm’rotepi sikuit Oyze

iKOHTPOJBLHUM Tpeba 3alyCTUTH KIIIEHT Ta B CTAPTOBOMY MEHIO0 oOupartu «Receive

connectiony. CKpiHIIIOT CTApTOBOTO MEHIO 3HAXOUThCS Ha PUCYHKY 3.17.

" RemoteControl

&«

Connect to Recieve connection

Pucynox 3.17 — CtapToBe MeHIO

[Ticns ycmimHOTo MiAKIIOYEHHS O CEPBEPY Y BIAMOBIIHOMY TEKCTOBOMY MO

3’saBuBcs |D 1o sskomy Oyjie mpOBOIUTHCS ITAKIIOUCHHS , 10 1 MOYKHA IMO0AYUTH Ha

pucynky 3.18. Tenep Bce mo Tpeba 3poduTH 1ie nepeaaTy oTpuMmannii 1D iHIIOMY

KIIIEHTY JIJIS1 T IKITFOUEHHS.
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JRT=ET
Your connecton id: d4a753cf-Sech-4aa5-bes3-fbbafb3csi4b

Pucynox 3.18 — OuikyBaHHS MIAKIIOYEHHS KIEHTY

Jlami Ha 1HIIOMY KOMIT FOTEpl MOTPIOHO 3aMyCTUTH KIIEHT Ta B MEHIO 00patu
«Connect to» , motim BBecTd ID It MigKIIOYEHHS SKHI 3HAXOJIUTHCS Y 1HIIOTO
KITEHTY , 116 MOKHa moOauntu Ha pucyHKy 3.19. Tenep TpebGa HAaTUCHYTH KHOIKY

«Connecty.

| RemoteControl - X

&~

d4a753cf-6ecb-4aa5-b353-fbbafb3c614d

Pucynok 3.19 — Iligkmrouenns no 1D
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[Ticnst ycmimHOTO MIiJKJIFOYEHHS CTAaTyC B BIKHI MiJKOHTPOJIBHOTO KIIEHTY
sMmiHuBCS Ha «controller connected» , mo moxHa mobaunty Ha pucyHky 3.20. Ile
CBIIYMTH IPO T€ IO 1HIIWHA KIIE€HT M7 €THABCS 1 TEEp MOKE KOHTPOJIIOBATH Balll

KOMIT FOTEP.

Pucynok 3.20 — IligkmroueHHS TPOMIILIO YCHIIITHO

[Ticns migkmrodeHHS BIAKPUBCS 1HTEpdENUC i KEepyBaHHS IHIIMM KJI1EHTOM.
HeoOxinHo HatucHyTH Ha KHOMKY «Open remote control windowy i 3’sBUTbCS HOBE
BIKHO B IKOMY B1JOOpaXa€eThbCsl €KpaH IHIIOTO KIIEHTY , PE3yJIbTaT MOXKHA M00a4YUTH
Ha pucyHky 3.21. Ilicas kopucTyBaHHS JaHOIO (DYHKIIIEIO MOYKHA MPOCTO 3aKPUTH

BIKHO 1110 BIJKPHUJIOCS PIHILIE.

&«

B | RemoteDesktopWindow - [} X

Remote Screen | File Manager | CMD

#stan] | (3 (0 @ | 5 windows Tk Maregs [T Remotecontrol D my

Pucynox 3.21 — BikHO BiganeHOro KepyBaHHS
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Tenep MoxHa mpoTecTyBaTu (paitoBuit MeHemxkep. s ciig nepeidtu B Horo
BKJIAJIKy , TYT 3HaXOAUThCS CHHUCOK mamok. Jljis mepe3ody B sIKyCh Mamnky Tpeda

3poOWTH MOJABIHHUHN KITIK MO Hil , CIIUCOK MAMoK MOXKHA MO0AUYUTH Ha PUCYHKY 3.22.

B | RemoteControl - X

&~

Remote Screen | File Manager  CMD
B

I Documents and Settings
M Program Files
IRECYCLER
MWINDOWS
[JAUTOEXEC.BAT
Dboot.mi

[JCONFIG.SYS

Mio.sys

[IMSDOS.5YS
[JNTDETECT.COM

[Mntidr

Download file | Status: - Upload file | Status: -

Pucynox 3.22 — Cnicok nanok ¢aiaoBoro MEHeKepy

Jlns ckauyBaHHs (paiimy moTpiOHO oOpaTu HOro B CHUCKY 1 HATUCHYTH Ha
kuHonky «Download filey. Cratyc Ginst kHomku 3MiHuThes Ha «downloading...» , i
IICJIs 3aBEPIICHHS BiH 3MIHUTBLCS 3HOBY Ha «completedy. dinanpHMI CTaTyC MOXHA

no0aYnTH Ha PUCYHKY 3.23.

‘ Download file | Status: completed

Pucynok 3.23 — Cratyc ckadyaHoro ¢auimy

Jlnia 3aBaHTaXeHHS (ailly Ha KOMIT IOTEp 1HIIOrO KIIEHTY CJIil HATUCHYTH Ha
kHonky «Upload filey. 3’saButbcst BikHO BUOOpPY (aiiiny , mo MoxHA MOOAYHTH HA

pHUCYHKY 3.24.
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OTKpbITHE X
&
“— v P « RemoteControl > RemoteControl > Images ~ D Mowck: Images P
&~
Ynopagouuts ¥ Hoeaa nanka = - in ]| o
Remote Screen | File Manager  CMD A

.. 3 BoicTpuii goctyn

M Documents and Settings [ Paboumii cTon

MProgram Files 3 3arpysen . e
INRECYCLER

NokanbHbli auck (E)

WWINDOWS b file.png folder.png left_arrow.png
CJAUTOEXEC.BAT Programs
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Pucynoxk 3.24 — BuGip daiiny a1 3aBaHTaKeHHS

Jlani tpeba obupaTtu ¢aids 1 Mo 3aBEpPIICHHIO 3aBaHTAXKEHHSI MOKHA MOOAYUTH
o ¢ain 3’saBuBCS B (HailJIoOBOMY MEHEIKEpl , a TaKOXK IO CTAaTyC 3aBaHTaXKCHHS

daitny 3sminuBes Ha «completedy. e mokHa moOaunTH Ha PUCYHKY 3.25.

B | RemoteControl - X

&«

Remote Screen | File Manager | CMD
B
I Documents and Settings
IProgram Files
MMRECYCLER
WINDOWS
[JAUTOEXEC.BAT
[Mboot.ni
["|CONFIGSYS
|§_7Dfile.png
[Miosys
[IMSDOS.5YS
[CJNTDETECT.COM

[ntldr

Download file | Status: completed Upload file Status: completed

Pucynok 3.25 — Pe3ynbrat 3aBanTa)keHHs (ailiny
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[Ilo6 npoTecTyBaTM KOMAHAHUMN PSIOK HEOOXIAHO TNEpPEeHTH Yy BIAMOBIAHY

BKIIAJIKY Ta BBCCTH SKY H€6y,Z[I> KOMaHIIy. Pe3y.]'H>TaT BBCIACHHA KOMaHIM MOXXKHa

no0aYnTH HA PUCYHKY 3.26.

B | RemoteControl

—

Remote Screen | File Manager | CMD

Microsoft Windows XP [Version 5.1.2660]
(C) Copyright 1985-2801 Microsoft Corp.
C:\Documents and Settings\Administrator\Desktop\RD>ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix :
IP Address. . . . . . . . . . . . :108.0.2.15

Subnet Mask : 255.255.255.0
Default Gateway :

Pucynoxk 3.26 — Komanuuii psiok B aii

B pesynbrari TecTyBaHHS PO3POOJICHOTO MPOTPAMHOTO 3abe3rneyeHHs Oyio
MEepPeBIPEHO yBeChb OCHOBHMM (PyHKIIOHAN. MokHa 3pOOWMTH BHUCHOBOK IO BCi

byHKIIIT MporpaMHOTO 3a0e3MeUeHHS MPAIIOI0Th SK 1 0yJI0 3aIJIaHOBAHO.
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BUCHOBOK

Ilin 4yac BUKOHAaHHS BHUIIYCKHOI poOOTH Oyjau TMpoaHadi30BaHI aHAJIOTH
pO3po0IIOBaHOTO MpoTrpaMHOTOo 3abe3nedeHHs. Ha ocHoBi 3m100yToi iHdopMartii Oyio
CTBOPEHO MTOCTAHOBKY 3ajadi.

Tak sgx g1 po3poOku  cepBepy OyJiO BHPIMIEHO BUKOPHUCTOBYBATH
aCMHXPOHHUH (periMBopk Tornado To Oyia mpoBeneHa poOoTa IO IOIIYKY Ta
BHBUYCHHIO JIITEpaTypH 110 aCHHXPOHHOCTI B MOBi Python.

B pesynbTaTi Oyno po3pobiieHo cepBep Ta KiieHT. CepBep BUKOPUCTOBYETHCS
JUTSL KepyBaHHA 3’ €IHAHHAMU MK KirieHTamu. KiieHT mae rpadiunuii iHTepdeiic mis

3pYy4HOI0 KOPUCTYBaHHs. B KkimieHTi Oynu peanizoBaHi Taki PyHKITI:

TPAHCIISLIS EKpaHy

eMYJIALIS HATUCKAaHHA KJIAaBIlI KJIaBlaTypy Ta MUIII

(aiioBuil MEHETKED

KOMaHTHUH PSAIOK
Takox Oyno MpoBEACHO TECTyBaHHS PO3pPOOJEHUX CEpBEPY Ta KIIEHTY IS

NEepeBIPKU MPaLe3J1aTHOCTI BChOT0O (PYHKIIOHATY.
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JTONATOK

JlicTuHr KOy

import tornado
from tornado.tcpserver import TCPServer
import struct , asyncio

PacketHeader

= struct.Struct ("II")

PacketHeaderSize = struct.calcsize("II")

MessageTypes

}

= {

"ConnectById" : 1,
"WrongConnectId" : 2,
"Connected" : 3,

"CheckConnectId" : 4,
"CheckResult" : 5,

"DisconnectMsg": 6

ConnectIdDict = {}

class TestServer (TCPServer) :

async

def handle stream(self , stream , address):

try:
packet header = await stream.read bytes (PacketHeaderSize)
message_type , size = PacketHeader.unpack (packet header)

message data = None

if size != 0:
message data = await stream.read bytes(size)
if message type == MessageTypes["ConnectById"]:

await self.handle connect by id(stream , message data)

elif message type == MessageTypes["CheckConnectId"]:
await self.handle check connect id(stream '

message_ data)

None:

async

async

else:
stream.close ()
return
except Exception as e:
stream.close()
return

def send message(self , stream , message type , data = b""):
packet = PacketHeader.pack (message type , len(data)) + data
await stream.write (packet)

def handle connect by id(self , stream , message data):
connect id = message data.decode ("utf-8")
print ("connect by id" , connect id)

if connect id in ConnectIdDict and ConnectIdDict[connect id][2] ==

ConnectIdDict[connect id] [2] = stream
endpoint stream = ConnectIdDict[connect id][1]
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ConnectIdDict[connect id] [0].set ()
stream.set close callback(self.generate on close(connect id))

await self.send message(stream , MessageTypes["Connected"])

while 1:
data = await stream.read bytes (4096 , True)
endpoint stream.write (data)
else:
await self.send message (stream
MessageTypes ["WrongConnectId"])
raise

async def handle check connect id(self , stream , message data):
connect id = message data.decode ("utf-8")
print ("check connect id" , connect id)

while connect id in ConnectIdDict:
await self.send message(stream , MessageTypes["CheckResult"]

b"\XOO")
packet header = await stream.read bytes (PacketHeaderSize)
message_ type , size = PacketHeader.unpack(packet header)
if message type != MessageTypes|["CheckConnectId"]:
stream.close ()
return
message data = await stream.read bytes(size)
connect id = message data.decode ("utf-8")
await self.send message (stream , MessageTypes ["CheckResult"]
b"\XOl")
connect event = asyncio.Event ()
ConnectIdDict[connect id] = [connect event , stream , None]
done , futures = await asyncio.wait([connect event.wait ()

stream.read bytes (4096 , True)] , return when = asyncio.FIRST COMPLETED)
for completed in done:
if type (completed.exception())
tornado.iostream.StreamClosedError:
del ConnectIdDict[connect id]
raise Exception ("Disconnected")
elif completed.result() == True:
pass
else:
del ConnectIdDict[connect id]
raise Exception ("Unknown behavior")

await self.send message(stream , MessageTypes["Connected"])
endpoint stream = ConnectIdDict[connect id][2]

stream.set close callback(self.generate on close (connect id))

done , futures = await asyncio.wait (futures)
for completed in done:
awalit endpoint stream.write (completed.result())

while 1:
data = await stream.read bytes (4096 , True)
await endpoint stream.write (data)

14

is
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def generate on close(self , connect id):
async def on _close():
if connect id in ConnectIdDict:

try:

await
self.send message (ConnectIdDict[connect id][1] , MessageTypes["DisconnectMsg"])

except:

pass

try:
await
self.send message (ConnectIdDict[connect id][2] , MessageTypes["DisconnectMsg"])
except:
pass

ConnectIdDict[connect id] [1].close()
ConnectIdDict[connect id] [2].close()
del ConnectIdDict[connect id]

print ("dict"™ , len(ConnectIdDict))

return on close

if name == " main ":
tcpserver = TestServer ()
tcpserver.listen (6888)

tornado.ioloop.IOLoop.current () .start ()

Koiienr

daiia App.xaml.cs

using System.Windows;

namespace RemoteControl ({
public partial class App : Application ({
public static string SERVER IP = "192.168.0.105";
public static int SERVER PORT = 6888;

}
daiin ConnectToPage.xaml

<Page x:Class="RemoteControl.ConnectToPage"
xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation"
xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml"
xmlns:mc="http://schemas.openxmlformats.org/markup-compatibility/2006"
xmlns:d="http://schemas.microsoft.com/expression/blend/2008"
xmlns:local="clr-namespace:RemoteControl"
mc:Ignorable="d"
d:DesignHeight="450" d:DesignWidth="800"
Title="ConnectToPage">

<Grid>
<Label HorizontalAlignment="Center" Margin="0,100" Foreground="Red"
x:Name="ErrorMessage"></Label>
<TextBox x:Name="ConnectIdInput" HorizontalAlignment="Center"
Height="23" TextAlignment="Center" Text="Client ID" VerticalAlignment="Center"
Width="284" Background="White" BorderBrush="Black" SelectionBrush="#FF2796FF"
Foreground="Black"/>
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<Button Content="Button" HorizontalAlignment="Center"
Margin="0,300,0,0" VerticalAlignment="Top" Width="75" Name="TestPageButton"
Click="ConnectToButtonClick" />
</Grid>

</Page>
daiin ConnectToPage.xaml.cs

using System.Windows;

using System.Windows.Controls;
using System.Threading.Tasks;
using System.Threading;

namespace RemoteControl {
public partial class ConnectToPage : Page {
MainWindow MainWindowObj = Application.Current.MainWindow as
MainWindow;

public ConnectToPage () {
InitializeComponent () ;

}

private void ConnectToButtonClick (object sender , RoutedEventArgs e) {
MainWindowObj.ShowLoadingAnimation () ;

Task task = new Task(() => {
bool ConnectResult =
Network.ControllerClient.ConnectToServer () ;

Dispatcher.BeginInvoke (System.Windows.Threading.DispatcherPriority.Normal
, new ThreadStart(() => {
ConnectResultHandler (ConnectResult) ;
1)
1)

task.Start () ;

private void ConnectResultHandler (bool ConnectResult) ({
MainWindowObj.HideLoadingAnimation () ;
if (ConnectResult) {
ConnectResult =
Network.ControllerClient.ConnectById (ConnectIdInput.Text) ;
if (ConnectResult) {
MainWindowObj.NavTo (new RemoteControlPage());

} else {
ErrorMessage.Content = "Wrong connect id";

}

} else {
ErrorMessage.Content = "Cannot connect to server";

}
®dDaiin MainWindow.xaml

<Window
xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation"
xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml"
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xmlns:d="http://schemas.microsoft.com/expression/blend/2008"

xmlns:mc="http://schemas.openxmlformats.org/markup-compatibility/2006"

xmlns:local="clr-namespace:RemoteControl"

x:Class="RemoteControl.MainWindow"

mc:Ignorable="d"

Title="MainWindow" Height="550" Width="800" Background="#FFD4D4C8"
Closed="Window Closed">

<Window.ResizeMode>
<ResizeMode>CanMinimize</ResizeMode>
</Window.ResizeMode>

<Grid>
<local:LoadingAnimation X :Name="LoadingPanel" Visibility="Hidden"
Panel.ZIndex="100"/>
<Frame Source="StartPage.xaml" Name="PageFrame"
NavigationUIVisibility="Hidden"></Frame>
<Border Width="30" Height="30" HorizontalAlignment="Left"
VerticalAlignment="Top" Background="#FFAOBAEO"

MouseLeftButtonUp="BackButtonMouseUp">
<Label HorizontalAlignment="Center" VerticalAlignment="Center"
FontSize="16">[</Label>
</Border>
</Grid>
</Window>

®daiiaa MainWindow.xaml.cs

using System;
using System.Windows;
using System.Windows.Input;

namespace RemoteControl ({
public partial class MainWindow : Window {

public MainWindow () {
InitializeComponent () ;

}

public void NavTo (object page) {
PageFrame.NavigationService.Navigate (page) ;

private void PrevPage () {
if (PageFrame.Content is RemoteControlPage) {
Network.ControllerClient.Disconnect () ;
} else if (PageFrame.Content is RecvConnectionPage) {
Network.SubordinateClient.Disconnect () ;
} else if (PageFrame.Content is StartPage) {
return;

try {
PageFrame.NavigationService.GoBack () ;
} catch(InvalidOperationException) { }

private void BackButtonMouseUp (object sender , MouseButtonEventArgs

PrevPage () ;
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public void ShowLoadingAnimation () {
LoadingPanel.Visibility = Visibility.Visible;
}

public void HideLoadingAnimation() {
LoadingPanel.Visibility = Visibility.Hidden;
}

private void Window Closed(object sender , EventArgs e) {
if (PageFrame.Content is RemoteControlPage) {
(PageFrame.Content as
RemoteControlPage) .RDWindow.Close () ;
}
Network.ControllerClient.Disconnect () ;
Network.SubordinateClient.Disconnect () ;

}
daiin RecvConnectionPage.xaml

<Page x:Class="RemoteControl.RecvConnectionPage"
xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation"
xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml"
xmlns:mc="http://schemas.openxmlformats.org/markup-compatibility/2006"
xmlns:d="http://schemas.microsoft.com/expression/blend/2008"
xmlns:local="clr-namespace:RemoteControl”
mc:Ignorable="d"
d:DesignHeight="450" d:DesignWidth="800"
Title="RecvConnectionPage">

<Grid>
<Label Content="Your connection id: " HorizontalAlignment="Center"
Margin="146,221,254,203.6" VerticalAlignment="Center" Width="400"/>
<Label x:Name="StatusLabel" HorizontalAlignment="Center"
VerticalAlignment="Center" Margin="0,0,0,200" Foreground="Black">Status:
connecting to server...</Label>
<TextBox x:Name="ConnectIdTextBox" HorizontalAlignment="Center"

Height="23" Width="400" Margin="266,222,134,204.6" TextWrapping="Wrap" Text=""
VerticalAlignment="Center" TextAlignment="Center" IsReadOnly="True" />

</Grid>
</Page>

®aiin RecvConnectionPage.xaml.cs

using System;

using System.Windows;

using System.Windows.Controls;
using System.Threading.Tasks;
using System.Threading;

using System.Windows.Media;
using RemoteControl.Network;
using RemoteControl.Modules;
using System.IO;

namespace RemoteControl ({

public partial class RecvConnectionPage : Page {
private Task MessageHandlerTask;
MainWindow MainWindowObj = Application.Current.MainWindow as
MainWindow;

public RecvConnectionPage () {
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InitializeComponent () ;

ConnectToServer () ;

private void ConnectToServer () {
Task task = new Task(() => {
bool ConnectResult =

SubordinateClient.ConnectToServer () ;

Dispatcher.BeginInvoke (System.Windows.Threading.DispatcherPriority.Normal
, new ThreadStart(() => {
ConnectResultHandler (ConnectResult) ;
1))
1)

task.Start () ;

private void ConnectResultHandler (bool ConnectResult) ({
if (ConnectResult) {
string uid = Guid.NewGuid () .ToString() ;
while (!SubordinateClient.CheckConnectId (uid)) {
uid = Guid.NewGuid () .ToString() ;

StatusLabel.Content = "Status: Connected to server ,

waiting for controller";
StatusLabel.Foreground = Brushes.LimeGreen;

ConnectIdTextBox.Text = uid;
MessageHandlerTask = new Task (MessageHandler) ;
MessageHandlerTask.Start () ;

} else {
StatusLabel.Content = "Status: Cannot connect to
server";
StatusLabel.Foreground = Brushes.Red;

}

private void MessageHandler () {
MessageType messageType;
byte[] data;
while (true) {
try {
data = SubordinateClient.Receive (out messageType) ;
} catch (IOException) {
SubordinateClient.Disconnect () ;
RemoteDesktop.Stop () ;

Dispatcher.BeginInvoke (System.Windows.Threading.DispatcherPriority.Normal
, new ThreadStart (() => {

if (! (MainWindowObj.PageFrame.Content is
RecvConnectionPage)) {
return;
}
MessageBox.Show ("Controller disconnected",
"Disconnected", MessageBoxButton.OK, MessageBoxImage.Exclamation , 0 ,

MessageBoxOptions.DefaultDesktopOnly) ;
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StatusLabel.Content = "Status: connecting to

server...";
StatusLabel.Foreground = Brushes.Black;

ConnectToServer () ;
1))

return;

switch (messageType) {
case MessageType.Connected:

Dispatcher.BeginInvoke (System.Windows.Threading.DispatcherPriority.Normal

, new ThreadStart (() => {
"Status:

StatusLabel.Content
controller connected";
1))
break;
case MessageType.DisconnectMsqg:
SubordinateClient.Disconnect () ;

Dispatcher.BeginInvoke (System.Windows.Threading.DispatcherPriority.Normal
, new ThreadStart (() => {

MessageBox.Show ("Controller
disconnected", "Disconnected", MessageBoxButton.OK, MessageBoxImage.Exclamation
;, 0 , MessageBoxOptions.DefaultDesktopOnly) :;

StatusLabel.Content = "Status:

connecting to server...";
StatusLabel.Foreground =
Brushes.Black;
ConnectToServer () ;
1))
break;
case MessageType.StartRemoteDesktop:
RemoteDesktop.Start () ;

break;
case MessageType.KeyPress:
if (data[0] == 1) {
RemoteDesktop.KeyDown (datal[l]) ;
} else if (data[0] == 2) {

RemoteDesktop.KeyUp (data[l]) ;
}

break;
case MessageType.MousePress:
if (data[0] == 1) {

RemoteDesktop.MouseButtonDown (datal[l]) ;
} else if (datal[0] == 2) {
RemoteDesktop.MouseButtonUp (datal[l]);

}
break;

case MessageType.MouseMove:
float x BitConverter.ToSingle (data , 0);
float y = BitConverter.ToSingle(data , 4);
RemoteDesktop.MouseMove (x , V) ;
break;

case MessageType.StartCMD:
CMD.Start ()
break;

case MessageType.StopCMD:
CMD.Stop () ;
break;
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case MessageType.CMDInput:
CMD.WriteToCmd (data) ;
break;

}
daiin RemoteControlPage.xaml

<Page x:Class="RemoteControl.RemoteControlPage"
xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation"
xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml"
xmlns:mc="http://schemas.openxmlformats.org/markup-compatibility/2006"
xmlns:d="http://schemas.microsoft.com/expression/blend/2008"
xmlns:local="clr-namespace:RemoteControl"
mc:Ignorable="d"
d:DesignHeight="450" d:DesignWidth="800"
Title="RemoteControlPage">

<Grid>
<TabControl HorizontalAlignment="Center" Height="430"
Margin="0,0,0,0" VerticalAlignment="Center" Width="740"
RenderTransformOrigin="0.575,0.407"
SelectionChanged="TabControl SelectionChanged">
<TabItem Header="Remote Screen">
<Grid Background="#FFBDEOFF">
<Button Width="170" Height="20"
Click="StartRemoteDesktopClick">0Open remote control window</Button>
</Grid>
</TabItem>
<TabItem Header="File Manager">
<Grid Background="#FFDDF49B">
</Grid>
</TabItem>
<TabItem x:Name="CMDTab" Header="CMD">
<Grid Background="#FFFACE9B">
<TextBox x:Name="CMDoutput" AcceptsReturn="True"

Margin="0,0,0,30" Background="Black" Foreground="White"
FontFamily="Consolas"></TextBox>
<TextBox Height="30" VerticalAlignment="Bottom"

Background="White" KeyDown="CMDInputKeyDown" FontFamily="Consolas"
FontSize="20"></TextBox>

</Grid>

</TabItem>
</TabControl>
</Grid>

</Page>

daiin RemoteControlPage.xaml.cs

using System.IO;

using System.Text;

using System.Windows;

using System.Windows.Controls;
using System.Windows.Input;
using RemoteControl.Network;
using System.Threading;
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using System.Threading.Tasks;

namespace RemoteControl {

public partial class RemoteControlPage : Page {
private Task MessageHandlerTask;
private MainWindow MainWindowObj = Application.Current.MainWindow as
MainWindow;

public RemoteDesktopWindow RDWindow = new RemoteDesktopWindow () ;

public RemoteControlPage () {
InitializeComponent () ;
MessageHandlerTask = new Task (MessageHandler) ;
MessageHandlerTask.Start () ;

private void StartRemoteDesktopClick (object sender , RoutedEventArgs

ControllerClient.Send (MessageType.StartRemoteDesktop , null);
RDWindow.Show () ;

}

private void MessageHandler () {
MessageType messageType;
byte[] data;
while (true) {
try {
data = ControllerClient.Receive (out messageType) ;

} catch (IOException) {
ControllerClient.Disconnect () ;

Dispatcher.BeginInvoke (System.Windows.Threading.DispatcherPriority.Normal
, new ThreadStart(() => {
MessageBox.Show ("Disconnected from client",
"Disconnected", MessageBoxButton.OK, MessageBoxImage.Exclamation , 0
MessageBoxOptions.DefaultDesktopOnly) ;
MainWindowObj.NavTo (new StartPage());

4

1))

return;

}

switch (messageType) {
case MessageType.RemoteDesktopFrame:
RDWindow.setImage (data) ;
break;
case MessageType.CMDOutput:
string str = Encoding.UTF8.GetString(data) +
"\n";

Dispatcher.BeginInvoke (System.Windows.Threading.DispatcherPriority.Normal
, new ThreadStart (() => {
CMDoutput.Text += str;
1))
break;
case MessageType.DisconnectMsqg:
ControllerClient.Disconnect () ;

Dispatcher.BeginInvoke (System.Windows.Threading.DispatcherPriority.Normal
, new ThreadStart (() => {
MessageBox.Show ("Disconnected from
client", "Disconnected", MessageBoxButton.OK, MessageBoxImage.Exclamation);



}

private
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MainWindowObj.NavTo (new StartPage());
1)

break;

void TabControl SelectionChanged(object sender ,

SelectionChangedEventArgs e) {

}

if

}

(CMDTab.IsSelected) {

ControllerClient.Send (MessageType.StartCMD , null);

private void CMDInputKeyDown (object sender , KeyEventArgs e) {

if

(e.Key == Key.Enter) {

TextBox input = sender as TextBox;

byte[] data = Encoding.UTF8.GetBytes (input.Text) ;
ControllerClient.Send (MessageType.CMDInput , data);
input.Text = "";

daiin RemoteDesktopWindow.xaml

<Window x:Class="RemoteControl.RemoteDesktopWindow"
xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation"
xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml"
xmlns:d="http://schemas.microsoft.com/expression/blend/2008"
xmlns:mc="http://schemas.openxmlformats.org/markup-compatibility/2006"
xmlns:local="clr-namespace:RemoteControl"

mc:Ignorable="d"

Title="RemoteDesktopWindow" Height="450" Width="800"
KeyDown="Window KeyDown" KeyUp="Window KeyUp" Closed="Window Closed">
<Grid>
<Image x:Name="DesktopImage" Stretch="Fill"
MouseMove="DesktopImage MouseMove" MouseDown="DesktopImage MouseDown"
MouseUp="DesktopImage MouseUp"></Image>
</Grid>
</Window>

daiin RemoteDesktopWindow.xaml.cs

using
using
using
using
using
using
using
using

System;

System.Collections.Generic;

System. IO;

System.Threading;
System.Windows;

System.Windows. Input;
System.Windows.Media.Imaging;
RemoteControl.Network;

namespace RemoteControl ({

public partial class RemoteDesktopWindow : Window {
int DesktopWidth = 0;
int DesktopHeight = 0;

public RemoteDesktopWindow () {
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InitializeComponent () ;

}
public void setImage (byte[] Jjpeg) {

Dispatcher.BeginInvoke (System.Windows.Threading.DispatcherPriority.Normal

, new ThreadStart (() => {
MemoryStream memoryStream = new MemoryStream(jpeg);
BitmapImage bitmapImage = new BitmapImage () ;
bitmapImage.BeginInit () ;
bitmapImage.StreamSource = memoryStream;
bitmapImage.EndInit () ;
DesktopWidth = bitmapImage.PixelWidth;
DesktopHeight = bitmapImage.PixelHeight;

DesktopImage.Source = bitmapImage;

private void Window KeyDown (object sender , KeyEventArgs e) {
e.Handled = true;
byte[] data = new bytel[2];
int keyCode = KeyInterop.VirtualKeyFromKey (e.Key) ;
data[0] = 1;
datal[l] = (byte) keyCode;
ControllerClient.Send (MessageType.KeyPress , data);

}

private void Window KeyUp (object sender , KeyEventArgs e) {
e.Handled = true;
byte[] data = new byte[2];
int keyCode KeyInterop.VirtualKeyFromKey (e.Key) ;
datal0] = 2;
datal[l] = (byte) keyCode;
ControllerClient.Send (MessageType.KeyPress , data);

}

private void DesktopImage MouseMove (object sender , MouseEventArgs
e) |
Point point = e.GetPosition (DesktopImage) ;
float normalizedX = (float) (point.X /
DesktopImage.ActualWidth) ;
float normalizedY = (float) (point.Y /

DesktopImage.ActualHeight) ;
byte[] x = BitConverter.GetBytes (normalizedX);
byte[] y = BitConverter.GetBytes (normalizedY);
byte[] data = new bytel[8];
x.CopyTo (data , 0);
y.CopyTo (data , 4);

ControllerClient.Send (MessageType.MouseMove , data);
}
private void DesktopImage MouseDown (object sender ,
MouseButtonEventArgs e) {
byte[] data = new byte[2];
datal0] = 1;
data[l] = (byte) (e.ChangedButton == MouseButton.Right ? 2

ControllerClient.Send (MessageType.MousePress , data);
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private void DesktopImage MouseUp (object sender ,
MouseButtonEventArgs e) {
byte[] data = new byte[2];
datal0] = 2;
data[l] = (byte) (e.ChangedButton == MouseButton.Right ? 2
1);
ControllerClient.Send (MessageType.MousePress , data);

}

private void Window Closed(object sender , EventArgs e) {
ControllerClient.Send (MessageType.StopRemoteDesktop , null);
}

}
daiin StartPage.xaml

<Page x:Class="RemoteControl.StartPage"
xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation"
xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml"
xmlns:mc="http://schemas.openxmlformats.org/markup-compatibility/2006"
xmlns:d="http://schemas.microsoft.com/expression/blend/2008"
xmlns:local="clr-namespace:RemoteControl”
mc:Ignorable="d"
d:DesignHeight="450" d:DesignWidth="800"
Title="StartPage">

<Grid>
<Border MouseDown="ConnectToMouseDown" BorderBrush="Black"
BorderThickness="1" HorizontalAlignment="Left" VerticalAlignment="Center"
Height="150" Margin="150,0,0,0" Width="150" Background="#FFB7FEF72"
CornerRadius="12">
<Label HorizontalAlignment="Center"
VerticalAlignment="Center">Connect to</Label>
</Border>
<Border MouseDown="RecvConnectionMouseDown" BorderBrush="Black"
BorderThickness="1" HorizontalAlignment="Left" VerticalAlignment="Center"
Height="150" Margin="500,0,0,0" Width="150" Background="#FFB7FEF72"
CornerRadius="12">
<Label HorizontalAlignment="Center"
VerticalAlignment="Center">Recieve connection</Label>
</Border>
</Grid>
</Page>

daiin StartPage.xaml.cs

using System.Windows;
using System.Windows.Controls;
using System.Windows.Input;

namespace RemoteControl ({
public partial class StartPage : Page {

MainWindow MainWindowObj = Application.Current.MainWindow as
MainWindow;
public StartPage () {
InitializeComponent () ;
}
private void ConnectToMouseDown (object sender , MouseButtonEventArgs
e) {

MainWindowObj .NavTo (new ConnectToPage());
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private void
MouseButtonEventArgs e) {
MainWindowObj.NavTo (new RecvConnectionPage()) ;

RecvConnectionMouseDown (object sender ,

}
}

}
®daiia Modules/CMD.cs

using System;

using System.Diagnostics;
using System.Text;

using RemoteControl.Network;

namespace RemoteControl.Modules {
class CMD {
private static Process cmdProcess;
private static bool startFlag = false;

public static void Start () {
startFlag = true;
cmdProcess = new Process();

cmdProcess
cmdProcess
cmdProcess
cmdProcess
cmdProcess

.StartInfo.
.StartInfo.
.StartInfo.
.StartInfo.
.StartInfo.

FileName = "cmd.exe";
CreateNoWindow = true;
UseShellExecute = false;
RedirectStandardOutput =
RedirectStandardInput =

true;

true;

cmdProcess.StartInfo.RedirectStandardError = true;

cmdProcess.OutputDataReceived += new
DataReceivedEventHandler (CmdOutputDataHandler) ;

cmdProcess.Start () ;

cmdProcess.BeginOutputReadLine () ;

}

public static void Stop () {
startFlag = false;
cmdProcess.Kill () ;
}
private static wvoid
DataReceivedEventArgs ev) {
if (!startFlag) return;
if (!String.IsNullOrEmpty(ev.Data)) {
try {

CmdOutputDataHandler (object sendingProcess,

byte[] data = Encoding.UTF8.GetBytes (ev.Data);
SubordinateClient.Send (MessageType.CMDOutput ,
data) ;
} catch (Exception err) { }

public static void WriteToCmd (byte[] data) {
if (!startFlag) return;
string strData = Encoding.UTF8.GetString (data);
cmdProcess.StandardInput.WritelLine (strData) ;

}
daiin Modules/RemoteDesktop.cs
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using System.Threading.Tasks;
using System.Threading;

using System.Windows.Forms;
using System.Drawing;

using System.Drawing.Imaging;
using System.IO;

using RemoteControl.Network;
using WindowsInput;

using WindowsInput.Native;

namespace RemoteControl.Modules {
class RemoteDesktop {
private static Task CaptureDesktopTask;
private static bool CapturingFlag = false;
private static InputSimulator InputSim= new InputSimulator();

public static void Start() {
CapturingFlag = true;
CaptureDesktopTask = new Task(() => {
Rectangle bounds = Screen.GetBounds (Point.Empty) ;
Bitmap bitmap = new Bitmap (bounds.Width, bounds.Height);

while (CapturingFlag) {
Graphics graphics = Graphics.FromImage (bitmap) ;
graphics.CopyFromScreen (Point.Empty, Point.Empty,
bounds.Size) ;

MemoryStream ms = new MemoryStream() ;

ImageCodecInfo jpgEncoder = null;

ImageCodecInfol] codecs =
ImageCodecInfo.GetImageEncoders () ;

foreach (ImageCodecInfo codec in codecs) {

if (codec.FormatID == ImageFormat.Jpeg.Guid)

jpgEncoder = codec;

Encoder myEncoder = Encoder.Quality;

EncoderParameters myEncoderParameters = new
EncoderParameters (1) ;

EncoderParameter myEncoderParameter = new
EncoderParameter (myEncoder , 35L);

myEncoderParameters.Param[0] = myEncoderParameter;

bitmap.Save (ms , jpgEncoder ’

myEncoderParameters) ;
byte[] imgBytes = ms.ToArray():;
SubordinateClient.Send (MessageType.RemoteDesktopFrame , imgBytes);
Thread.Sleep (250);
}
1)

CaptureDesktopTask.Start () ;



}

public static void Stop () {
CapturingFlag = false;

}

public static void KeyDown (byte keyCode) {
InputSim.Keyboard.KeyDown ( (VirtualKeyCode) keyCode);

}

public static void KeyUp (byte keyCode) ({
InputSim.Keyboard.KeyUp ( (VirtualKeyCode) keyCode) ;

}

public static void MouseMove (float x , float y) {
InputSim.Mouse.MoveMouseTo (x * 65535 , y * 65535);

}

public static void MouseButtonDown (byte button) {
if (button == 1) InputSim.Mouse.LeftButtonDown () ;
else if (button == 2) InputSim.Mouse.RightButtonDown () ;

}

public static void MouseButtonUp (byte button) {
if (button == 1) InputSim.Mouse.LeftButtonUp()

else 1if (button == 2) InputSim.Mouse.RightButtonUp() ;

}
daiin Network/ClientTemplate.cs

namespace RemoteControl.Network {
abstract class ClientTemplate {
protected static TcpManager tcpManager = new TcpManager () ;

public static bool ConnectToServer () {
return tcpManager.ConnectToServer (App.SERVER TP

App.SERVER PORT) ;
}
public static byte[] Receive (out MessageType messageType) {
return tcpManager.Receive (out messageType) ;
}
public static bool Send(MessageType messageType , byte[] data) {
return tcpManager.Send(messageType , data);

}

public static void Disconnect () {
tcpManager.Disconnect () ;

}

}
®aita Network/ControllerClient.cs

using System.Text;

namespace RemoteControl.Network ({
class ControllerClient : ClientTemplate {



public static bool ConnectById(string connectId) {
byte[] connectIdBytes = Encoding.ASCII.GetBytes (connectId);
tcpManager.Send (MessageType.ConnectById , connectIdBytes);
MessageType messageType;
tcpManager.Receive (out messageType) ;

if (messageType == MessageType.Connected) {
return true;

}

return false;

}
daiin Network/MessageType.cs

namespace RemoteControl.Network ({

enum MessageType {
ConnectById = 1,
WrongConnectId,
Connected,
CheckConnectId,
CheckResult,
DisconnectMsg,

StartRemoteDesktop,
StopRemoteDesktop,
RemoteDesktopFrame,
KeyPress,
MousePress,
MouseMove,
StartCMD,

StopCMD,

CMDInput,

CMDOutput

}

static class MessageTypeMethods {
public static uint ToUInt32 (this MessageType mType) {
return (uint) mType;

}

}
®daiia Network/SubordinateClient.cs

using System;
using System.Text;

namespace RemoteControl.Network {
class SubordinateClient : ClientTemplate {
public static bool CheckConnectId(string connectId) {
byte[] connectIdBytes = Encoding.ASCII.GetBytes (connectId);
tcpManager. Send (MessageType.CheckConnectId , connectIdBytes)
MessageType messageType;
byte[] data = tcpManager.Receive (out messageType) ;
if (messageType != MessageType.CheckResult) throw new
Exception ("CheckId result wrong message");
return data[0] == 1;

}

48
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}
daiin Network/TcpManager.cs

using System;
using System.Net.Sockets;

namespace RemoteControl.Network {
class TcpManager {
private TcpClient tcpClient = new TcpClient () ;
private NetworkStream ioStream;
private const int HeaderLength = 8;

public bool ConnectToServer (string ip , int port) {
try {
if (tcpClient.Connected) {
tcpClient.Close();
}
tcpClient = new TcpClient();
tcpClient.Connect (ip , port);
ioStream = tcpClient.GetStream() ;
return true;
} catch (System.IO.IOException) {
return false;
}
}

public bool Send(MessageType mType , byte[] data) {
if (ioStream == null) return false;

try {
uint size = (uint) (data != null ? data.Length : 0);
byte[] packetHeader = CreatePacketHeader (mType , size);
ioStream.Write (packetHeader , 0 , packetHeader.Length);
if (size != 0) ioStream.Write(data , 0 , data.Length);

return true;
} catch (System.IO.IOException) {
return false;
}
}

public byte[] Receive (out MessageType mType) {
byte[] packetHeader = ReceiveBytes (HeaderLength) ;
mType = (MessageType) BitConverter.ToUInt32 (packetHeader , 0);
uint size = BitConverter.ToUInt32 (packetHeader , 4);

byte[] data = null;
if (size != 0) data = ReceiveBytes(size);
return data;

}

private byte[] ReceiveBytes (uint byteAmount) {
int readed = 0;
byte[] data = new byte[byteAmount];
do {
readed += ioStream.Read(data , readed , (int)byteAmount
- readed) ;
} while (readed < byteAmount) ;
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return data;

}

private byte[] CreatePacketHeader (MessageType mType , uint size) {
byte[] header = new byte[HeaderLength];
byte[] mTypeBytes = BitConverter.GetBytes (mType.ToUInt32()):;
Buffer.BlockCopy (mTypeBytes , 0 , header , 0 , 4);
byte[] sizeBytes = BitConverter.GetBytes(size);
Buffer.BlockCopy (sizeBytes , 0 , header , 4 , 4);
return header;

}

public void Disconnect () {

tcpClient.Close() ;

}



