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BANKING IN DIGITAL AGE:
EFFICIENCY OF ANTI-MONEY LAUNDERING SYSTEM

Abstract. The article is devoted to the problems of the development of a system for
combating the legalization of income obtained illegally in the context of digitalization of banking
activities. The concept of the effectiveness of the anti-money laundering system was considered.
The expediency of using the utility approach for modeling the effectiveness of the system for
combating money laundering has been determined. The indicator of the effectiveness of the system
of combating money laundering was chosen as the share of indictments sent to the court in the total
number of criminal offenses for which pre-trial investigation was carried out in the corresponding
period. The first alternative of choice — the focus on the development of identifying suspicious
financial transactions is characterized by the indicator Share of criminal offenses for which pre-trial
investigation was carried out per one transaction report submitted to the State Financial Monitoring
Service. The second alternative of choice — the development of innovative technologies, is
characterized by the indicator of the Level of digitalization of the economy. The input data are the
indicators on the crime rate in Ukraine, the work of the pre-trial investigation bodies, obtained from
the State Financial Monitoring Service of Ukraine, the General Prosecutor's Office of Ukraine and
the State Statistics Service of Ukraine, suspicious financial transactions and the number of Internet
subscribers. On the basis of the calculated autocorrelation coefficients of zero differences and
determination of their statistical significance, a nonlinear function of the relationship between
mictoramas was selected. Using the Stone-Geary utility function, which for the selected input data
took the form of a Cobb-Douglas power function, the degree of response of alternative approaches
to improving the effectiveness of the system of combating criminal proceeds was determined. The
degree of digitalization of the economy has a high level of elasticity. Therefore, to increase the
effectiveness of the system of combating money laundering, it is necessary to develop innovative
information technologies in the field of FinTech.

Keywords: bank, countering the legalization of criminal proceeds, the utility function of
Stone-Geary, the Cobb-Douglas function, the effectiveness of combating the legalization of
criminal proceeds, the digitalization of the economy.
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BAHKIHI' B ENOXY JIIJIKUTANIBALIL: EGPEKTUBHICTh CUCTEMMY IMMPOTUIIT
JETAJIBALI KPUMIHAJIBHUX JTOXO/IIB

AHoTtanis. IlpucBsueno mnpoOiemMaM pO3BUTKY CHUCTEMM MPOTHAIl Jieramizamii JOXOZiB,
OTPUMAHUX HE3aKOHHHUM IUISIXOM, B YMOBax IMQpoBizaiii 0aHKIBCHKOI AisUIbHOCTI. Po3risiHyTo
HOHATTS €()EeKTUBHOCTI CUCTEMH MPOTHUIIT Jieranizalii J0X0AiB, OTPUMAHUX HE3aKOHHUM IUIIXOM.
BusnaueHO NOIUIBHICTE 3aCTOCYBaHHS MIAXOJIYy KOPHUCHOCTI JJIsi MOJENIOBaHHS e(peKTUBHOCTI
CUCTeMH MpOTUAIl Jeramizamii KpuMiHaTbHMX J0XOAiB. [loka3sHMKOM e(EeKTHBHOCTI CHCTEMHU
OpOTUAIl Jieramizamii KpUMIHATBHUX JOXOJIiB OyJ0 00paHO YacTKy HaMpaBICHUX OO0 CyAy
OOBMHYBAJIbHUX aKTIB Yy 3arajbHid KUIBKOCTI KPHMIHAJIBHUX TMPABOMOPYIICHb, 3a SKUMH
IPOBOJIWIIOCH JIOCYAOBE PO3CIiyBaHHS y BiAMOBigHMIA nepioa. [lepury ambTepHatuBy BUOOPY —
(dboKycC Ha PO3BUTOK BUSBJICHHS IMiI03p1LIUX (DIHAHCOBHUX OTEpalliii XapaKTepHU3y€e MOKa3HUK YaCTKU
KPUMIiHAJIBHUX MPaBOMOPYIIEHb, 32 SKUMHU HMPOBOJMIOCH JJOCYIOBE PO3CIiAyBaHHS, KA MPUIIATAE
Ha OJIHE TIOBIJOMJICHHS TIPO Ofepalliro, mo Oyno mepenane 1o JlepxkaBHoi ciyxOu (hiHaAHCOBOTO
MOHITOpPHUHTY. [Ipyry anbTepHaTUBY BUOOPY — PO3BUTOK 1HHOBALIMHUX TEXHOJIOTIH, XapaKTepU3ye
noka3sHuK PiBHA mimpxuTamizamnii eKOHOMIKA. BXiIHMMHM HaHWMMH BUCTYNAlOTh OTPUMAaHl Bij
Jlep:xaBHOT city>k0M (PiHAaHCOBOrO MOHITOPHHTY YKpaiHu, ['eHepanbHOi mpokypaTypu YKpaiHu i
JepxkaBHoi ciTy>)kOM CTaTUCTUKU YKpaiHU MOKa3HUKU MPO PiBEHb 3JI0YMHHOCTI B YKpaiHi, poOoTy
OprafiB JOCYJOBOTO pO3CIiJyBaHHS, BHUSBIEHI Mif03piii (iHAHCOBI omepamii Ta KUIbKICTh
aboneHTiB Mepexi «IHTepHeT». Ha ocHOBI po3paxoBaHuX KOe(]ili€HTIB aBTOKOPEISIil HYJIbOBHX
PI3HUIL 1 BHU3HAYEHHI iXHBOI CTATUCTMYHOI 3HAUYYIIOCTI Oylo 0OpaHO HEMiHIMHY (QYHKIO
3aJIeKHOCTI MK MiKTOpamu. 3a ornomMororo ¢yHkmii kopucHocti Ctoyna — [Mipi, sika ams oOpaHux
BXiIHUX AaHux HabOymna (opmu creneneBoi ¢pynkiii Ko66a — Jlyrmaca, 6yi0 BU3HAUCHO CTYMiHb
peaxiiii anbTepHATUBHUX MMiXO/IB 0 MiABUIIEHHS e()eKTUBHOCTI CUCTEMH MPOTUIIT KPUMIHAIBHUX
IoXomiB. Bucokuii piBEHb €IAaCTUYHOCTI Ma€ CTYIiHb ADKUATAII3AIii eKoHOMikH. Tomy s
HiBUICHHA €(QEKTUBHOCTI CHUCTEMH MPOTUAIl Jeramizamii KpUMiHAJIBHUX JOXOJIB IOTPIOHO
pO3BHUBaTH iHHOBAIIIHHI iHpopMaIiitHi TexHoorii y cdepi FinTech.

Knwuoei cnoea: 6ank, poTuis Jeranizaiii KpUMiHAIBHUX J0XO/iB, (YHKIIiS KOPUCHOCTI
Croyna — T'ipi, ¢yskiis Ko66a — Jlyrmaca, epexkTUBHICTh MPOTHIT Jerai3alii KpuMiHATBHUX
IOXOMIB, DIIUKATATI3AIIS €KOHOMIKH.

®dopwmy: 4; puc.: 5; Tabmn.: 0; 616:.: 32.

Introduction. The rapid development of information technology makes adaptive
transformation in all spheres of human activity. Over the past twenty years, fundamental changes
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have taken place in the field of sales, so the proportion of online sales has exceeded real sales
(RetailTech). The sphere of education has also changed significantly. IT technologies have allowed
not only to conduct distance learning, but also to simulate any technical or biological processes
(EdTech). Financial services did not stand aside either. Thus, in the banking sector, IT technologies
have changed the speed of transactions, increased the level of customers’ access to banking
services, expanded the range of banking services, and so on. However, along with positive shifts in
the financial sphere, IT technologies have intensified the processes of legalization of criminal
proceeds, accelerated their implementation and complicated the process of their exposure and
monitoring. For the 4th quarter of 2019, the banking establishments have transferred to the State
Service of Financial Monitoring of 3 million of information about the operations, which are
responsible for the obligatory financial monitoring.

In the 4th quarter of 2019, banking institutions submitted to the State Financial Monitoring
Service more than 3 million notifications of transactions subject to mandatory financial monitoring.

Literature review and the problem statement. A number of national and foreign scientists
have been conducting research on this topic, among them: Lopez B., Garcia D., Alcaide A.,
Zarutska E., Pavlova T., Sinyuk A., Buriak An., Artemenko Al.,, Demkiv Yu., Djalilov Kh.,
Araujo R., Ngoc Lam T., Dmytrov S., Medvid T., Dudchenko V., Lebid O., Chmutova I.,
Zuieva O., Veits O., Karaoulanis A., Bukhtiarova A., Semenog A., Razinkova M., Nebaba N.,
Haber A. J., Kuzmenko O.V., Yarovenko H., Boyko A., Levchenko V., Lyeonov, S., Demkiv Yu.,
Samusevych Ya., Koibichuk V., Judrupa I., Zurakowska-Sawa J., Sulet P., Dotsenko T., Boyko A.,
Savchenko T., Bozhenko V., Humenna Yu., Pilin R., Dobrowolski Z., Sutkowski L., Subeh M.,
Stumpo M., Andros S., Akimova L., Butkevich O., Logan W., Esmanov O., Kibaroglu O. [1—26].

However, the issue of ways to quantify and further improve the efficiency of the system for
combating the legalization of income obtained illegally in the context of the digitalization of
financial activities of banks remains fully disclosed.

Purpose of the study is to characterize the effectiveness of the system for combating the
legalization of criminal income in a bank in the context of digitalization.

Research results. Considering the effectiveness of the system of combating money
laundering in the context of digitalization of banking, we will focus, first of all, on the direct
concept of «efficiency».

Thus, in economics, this category is considered from different points of view: as the excess of
income over expenditure, as absolute savings, as an increase in profits or as a decrease in cost.
The authors of the article propose to consider efficiency as a characteristic of an object that reflects
its ability to bring usefulness, ie a positive change in certain parameters of the object under
study [27].

Based on this statement, the mathematical formalization of the process of assessing the level
of effectiveness of the system of combating money laundering in the bank should be considered in
terms of utility theory.

According to the classical approach, utility is a pleasure, or an effect, a client receives from
the consumption of a set of goods or services. When it comes to utility, it is understood that there
are several alternative options for a set of goods that have different values for the consumer. Their
pairwise comparison is formed in the form of an indifference curve [28].

The use of this approach to analyze the effectiveness of the system of combating money
laundering requires the following concepts.

The consumer in this case is the system of combating money laundering. The system,
striving for maximum efficiency, chooses one of two alternative ways of its development: the
development of mechanisms and typologies for identifying transactions, as such, subject to
mandatory financial monitoring, or the extensive introduction of information technologies both in
banking services and in the entire countermeasures system.

For economic and mathematical formalization of the utility function, it is proposed to
choose the share of indictments sent to the court in the total number of criminal offenses for which a
pre-trial investigation was conducted in the relevant period. This parameter allows you to assess the
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level of preventive measures that should reduce the number of financial frauds in the future. The
dynamics of the performance trait is shown in Fig. /. Based on the data in Figure 1, it should be
noted that only in the 4th quarter of 2019 there was a significant excess of the number of
indictments submitted to the court compared to the number of offenses under investigation. For the
entire study period, this figure did not exceed 0.5 units. On average, the share of indictments was
0.27 units, and the median share of indictments was 0.06 units. The studied data indicate a low level
of investigation of criminal offenses. The reasons for this phenomenon can be different: from the
incompetence of investigators to systemic shortcomings of the pre-trial investigation [30].

5,0000
4,5000 ’
4,0000

3,5000
3,0000
2,5000
2,0000
1,5000
1,0000

0-3000 \/\—\/\
0,0000 —_— — A

Fig. 1. The share of indictments sent to the court in the total number of criminal offenses,

which were conducted pre-trial investigation in the relevant period
Source: Compiled by the authors on the basis [30].

The first alternative is characterized by the share of criminal offenses under pre-trial
investigation, which falls on one notification of the transaction, which was submitted to the State
Financial Monitoring Service (Fig. 2).
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Fig. 2. Proportion of pre-trial criminal offenses per one transaction notification submitted
to the State Financial Monitoring Service
Source: Compiled by the authors on the basis [31; 32].

The value of this indicator during the study period was fluctuating. On average, there were
2.56 transactions per 10,000 transaction reports. confirmed criminal offenses and 1.73 units in the
median dimension. Low values of this indicator indicate either the inability to prove that a
suspicious transaction had signs of a criminal offense, or that most transactions were legal and were
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not aimed at legalizing criminal proceeds. Analyzing this indicator, we can conclude that the
effectiveness of the use of resources of the system of combating money laundering in this case is
not obvious.

The characteristic of the second alternative is the indicator of digitalization of the economy,
which is the ratio of the number of Internet subscribers to the population (Fig. 3). The values of this
indicator indicate that since the end of 2015 the number of active Internet users is growing. At the
end of 2019, the number of Internet subscribers was over 28 million people. We can fully assume
that Internet users pay for the services of the provider to access online services, including banking.
The digital awareness of the population is growing.

0,8
0,7
0,6
0,5
0,4
03
0,2

0,1

0

I o 1 oo r m I m 1 oo 1 o r I
20132013201420142015201520162016201720172018201820192019

Fig. 3. Dynamics of digitalization of the economy
Source: Compiled by the authors on the basis [32].

To specify the function of the dependence of the resultant feature on the factor, we construct
a correlogram of zero differences (Fig. 4) and a table of the autocorrelation function (Fig. 5).
Autocorrelation Function

Shares of indictments filed in court
(Standard errors are white-noise estimates)

Lag Corr. S.E. T T T Q P
1 -,014 ,1793 ¢ ' | ! ,01 ,9362
2 +,033 ,17597¢ | ﬂ | ,04 ,9790
3 -,023 ,1725} E I E ,06 ,9961
4 -,023 ,1690F | ﬂ | ,08 ,9993
5 -,009 ,1655F E | E ,08 ,9999
6 -,006 ,1618F | | | ,08 1,000
7 -,019 ,1581f E [ { ,10 1,000
8 -,021 ,1543F i [ i ,12 1,000
9 -,012 ,1504 | E | f ,12 1,000
10 -,001 ,1464 R ,12 1,000
11 -,036 ,1423 ¢ | ﬂ | ,18 1,000
12 -,029 ,1380F { | } ,23 1,000
13 -,041 ,1336F | ﬂ | ,32 1,000
14 -,045 ,1291F E 0 f ,44 1,000
15 -,049 ,1244 | e ,60 1,000
0 0
-1,0 -0,5 0,0 0,5 10 --- Conf. Limit

Fig. 4. Correlogram of zero differences. Shares of indictments filed in court

Source: Compiled by the authors.
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Autocorrelation Function (Spreadsheetl.sta)
Shares of indictments filed in court
(Standard errors are white-noise estimates
Auto- Std.Err. Box & p
Lag Corr. Ljung Q
1 -0,014342 0,179284 0,006399 0,936242
2 0,033433 0,175933 0,042511 0,978969
|3 | -0,02308€ 0,172516 0,060422 0,996121
4 -0,02257¢ 0,169031 0,078265 0,999254
5 -0,008631 0,165472 0,080986 0,999904
6
7
8
9

-0,006001 0,161835 0,082361 0,999989
-0,019062 0,158114 0,096895 0,999998
-0,020793 0,154303 0,115054 1,000000
-0,01220¢€ 0,150396 0,121641 1,000000
10 | -0,00145¢ 0,146385 0,121741 1,000000
11 | -0,035572 0,142261 0,184266 1,000000
12 | -0,02897C 0,138013 0,228326 1,00000C
13 | -0,04078C 0,133631 0,321452 1,000000
14 | -0,045332 0,129099 0,44475C 1,000000C
15 | -0,049087 0,124403 0,600440 1,000000

Fig. 5. The value of the autocorrelation function and the statistical significance

of the autocorrelation coefficients of zero differences. Shares of indictments filed in court
Source: Compiled by the authors.

As can be seen from Fig. 4 and 5, there is no clear dependence of the values of
autocorrelation coefficients of different orders on the time lag, in addition, the actocorrelation
coefficients are statistically insignificant (p-value close to 1). This indicates a deviation of the
hypothesis of linear dependence of the share of indictments sent to the court in the total number of
criminal offenses under pre-trial investigation from two alternatives: the share of criminal offenses
under pre-trial investigation per one notification of a transaction that was transferred to the State
Financial Monitoring Service; digitalization of the economy. That is why it is advisable to choose as
a function of fit — a nonlinear function of the influence of factor characteristics on the effective. To
assess the effectiveness of the system of combating money laundering, it is proposed to use the
utility function of Stone-Geary, which in general takes the following form:

u(xl,xz,x3, '"ixn) = ;'l=1(x]‘ - (pj)B]’ (1)
where x4, x5, X3, ..., X, — acceptable alternatives to the system of combating money laundering;

n — a number of recognized acceptable alternatives to the system of anti-legalization of
criminal income;

u(xq, x5, X3, ..., X,) — the function of the corporeality of the formalization of the efficiency
of the system and of the anti-legalization of criminal incomes from the admissible alternatives;

¢@; — constant in the development of ; alternative to the system of anti-legalization of
criminal income;

B; — the coefficient of elasticity of the utility function in terms of j alternative to the system
of combating money laundering.

Consider as an effective sign of the formalization of the effectiveness of the system of
combating money laundering in the digitalization of banking through the construction of the utility
function of Stone — Geary indicator of the share of indictments sent to court, and as factors,
respectively, 2 indicators: the share of criminal offenses operation; indicator of digitalization of the
economy. In addition, making assumptions about the zero values of ¢; Stone — Geary utility
function, formula (1) takes the form of a Cobb — Douglas function (formula 2).

2 2
u(xy, x,) = n(xj)ﬁj,z B; =1 )
=

j=1
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Due to the limitations Z?ﬂ B; = 1 formula (2), to formalize the effectiveness of the system

of combating money laundering in the digitalization of banking by constructing a utility function, it
is proposed to consider the problem of finding the values of the coefficients of elasticity of the two
considered alternatives as a nonlinear programming problem:

T 2 2
z Uy — (xjt)sj — min;
1

t=1 j=
2 3)
Z Bj=1,8;=0,
j=1
where u, — The share of indictments sent to the court for the ¢ time interval (quarter of the

corresponding year of the studied time range);

T — the length of the studied time series.

To solve the problem of nonlinear programming of minimizing the sum of squares of
deviations of the actual values, the proportion of indictments sent to the court from their theoretical
levels, determined using the utility function, it is proposed to use the generalized gradient method
using the Data / Search for solution of the software package MS Excel.

Thus, the solution of the nonlinear optimization problem (3) for assessing the effectiveness
of the anti-money laundering system using the utility function makes it possible to obtain the
following results (function 4) with the minimum value of the sum of squares of deviations of the
actual values, the proportion of indictments sent to the court from their theoretical levels at the level
of 18, 28 units.

0,0019 , X, 0,9981. (4)

u(xy, xz) = x4

Coefficient 3; = 0,0019, reflects the degree of elasticity of the effectiveness of the system
of counteraction to legalization of criminal proceeds from the share of criminal offenses under
which the pre-trial investigation was conducted, which falls on one notification of the transaction,
which was submitted to the State Financial Monitoring Service. The proximity of the coefficient to
0 indicates the low effectiveness of the existing approach to combating legalization and the low
usefulness of identifying transactions subject to mandatory financial monitoring.

Coefficient 3, = 0,9981, reflects the degree of elasticity of the effectiveness of the system
of combating money laundering from the indicator of digitalization of the economy, which is the
ratio of the number of Internet subscribers to the population. The proximity of this ratio to 1
indicates the high impact of innovative digital technologies on the system of combating money
laundering. A significant level of utility is expected from the introduction of information technology
in the system of combating money laundering. At the same time, the effect is expected both from
the implementation of innovative technologies both at the stage of monitoring of banking operations
and at the stage of pre-trial investigation of the relevant offense.

Conclusions. In the course of the study, it was empirically proved that the modern form of
the system for combating money laundering is ineffective. Significant efforts are being made to
identify transactions that show signs of legalization, but the law enforcement unit of the anti-money
laundering system is unable to provide a high level of evidence in the investigation of specific
criminal offenses. As a result, millions of suspicious transactions are detected, and the court
receives 1—4 indictments in a quarter.

The digitalization of the economy is of great utility for the system of combating money
laundering. The introduction of innovative systems for carrying out financial transactions, for
example, using a secure blockchain, will not only reduce the risk of using this tool in legalizing
criminal proceeds, but also save the resources needed to identify suspicious transactions through
automation. The development of information systems will allow the pre-trial investigation of
criminal offenses in the financial sphere to work more effectively. At the same time, it is worth
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noting the readiness of the information system of Ukraine to introduce innovative technologies into
the system of combating money laundering.
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