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PED®EPAT

Tema kBamidikamiitHoi po6otn OakaiaBpa «Bipryamizamis KOMIT IOTEpHOI Mepexi
U1 MOJIEpHI3arii Ta ontumizalii po6oru LAN kadempu IT»

[TosicHIOBasIbHA 3aMKCKa CKIIAIA€THCS 31 BCTYITY, TPHOX PO3/LIiB, BACHOBKIB, CIIUCKY
BUKOPHUCTaHUX JoKepen 13 31 HalimMeHyBaHHS, ITATH JOJATKIB. 3arajJibHUH oO0cAr
MOSICHIOBAJIBHOI 3alMCKU CKjagae 97 CTOPIHOK, Y TOMY 4HCIl /2 CTOPIHOK OCHOBHOTO
TEKCTY, 3 CTOPIHKHU CIIMCKY BUKOPUCTAHUX JKEPET, 22 CTOPIHKH JTOIATKIB.

KBamidikariitny po0OoTy OakanaBpa NpPHUCBSYEHO BIpTyasizaiii KOMII IOTEPHOI
Mepexi s ontumizanii poootu LAN kadenpu IT.

VY nepuomy po3auii TOCHIKEHO aKTyalbHICTh JAHOTO MPOEKTy. Takox MpoBeAEHO
aHali3 ICHYIOUMX TEXHOJIOT1A CTBOPEHHsS Mepex. BuiineHo iX mepeBaru Ta HEHOJIKH.
BukoHaHO OomMC HOBITHIX TEXHOJOTIH nMoOynoBu Mepex. [IpoBeneHuil aHai3 HEIOJIKIB
icHytouoi Mepexi. Ilicas yoro Oyso copMynboBaHO METY Ta 3a/iadui MPOEKTY, BU3HEYCHO
3aco0u peastizalii IpoeKTy.

VY npyromy po3aiii BUKOHAHO CTPYKTYpHO-(YHKILIOHAJIbHE MOJENOBaHHS. Byio
BHU3HAYECHO BapiaHTU BUKOPUCTAHHS MEPEXKi. Y pe3ybTaTi CTBOPEHO KOHTEKCTHY Jliarpamy
IDEFO, 1i nekoMmo3uiito Ta aiarpamy BapiaHTiB BUKOPHUCTaHHSI.

Y TperboMmy po3auni OyJO0 CTBOPEHO Ta 3MOAYJIHOBAHO XMapHY MEPEXKEBY
iHppacTpykTypy. Takox peanizoBaHa iHTETpallis 3 OKpeMuM cepBicamiu ratdopmu Azure.,
[IpoaeMoHCTpOBaHO pe3ybTaT JAHOTO MPOEKTY. POOOTY Mepeki MpOTECTOBAHO.

[IpakTuuHe 3HA4YEHHS JAHOTO MPOEKTY MOJSATaE B ONTUMI3AIT pOOOTH JOKAIHHOI
oOuucoBabHOT Mepexki kKadenpu IT 3a paxyHoK ii BipTyanizalii Ta MOJEpHI3aLil LUITXOM

JI0JIaBaHHSI CEPBEPY, PeaTi3yIOuH HOro yepes3 CEpBIC XMAPHUX TEXHOJIOTIH.

Kimouosi cinoBa: BIPTYAJIIBALIA, LAN, CEPBEP, MEPEXA, MICROSOFT
AZURE, WINDOWS SERVER, XMAPHI TEXHOJIOTII.
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BCTYII

Ha cporognimHii JeHb HEMOXIHMBO YSABUTH POOOTYy MiANpHEMCTBA 0e€3
BUKOPUCTaHHA THU(PpoBUX TexHoyori. OnmHi€l0 3 TakuxX IH(QOpPMAIIHHUX CTPYKTYp €
JOKaJdbHA OOYHCIIOBANbHA Mepexa. BoHa gomomarae 3B’s3aTH HasBHI CITy>KOW pas3owm,
IIPUCKOPIOE O0IT JaHuX Ta 00’ eaHYy€E BCl poOoUi cTaHIii Ta nepudepiiiHi IpUCcTpoi.

AKTHBHE MOMIMPEHHS JOKATBHUX MEpeX movanocs npubmuzHo y 1980-ux pokax i
TpuBae i Hajami. [3 Toro yacy BOHM mpoHIUIM OaraTo CTYTNEHIB po3BUTKY. Ha manuii yac
chopmoBaHi €Kl TMPEICTaBICHHS MO0 iX MpOeKTyBaHHsA. Hampukiaa, Oynu BUILICHI
BAXKJIMBI BJIACTUBOCTI MEPEXK, OKpeMi Habopu ip-aapec Ta cpopMoBaHl SK iX OCHOBHI
tonostorii, Tak 1 FDDI, Ethernet Ta Token Ring [1].

JUIss. mIATpUMKA MeEpeXi B ONTUMAlIbHOMY CTaHi, ii BIANOBIIHOCTI Cy4YaCHUM
BUMOTaM, TOTPIOHO CBOEYACHO OHOBJIIOBATH CTPYKTYPY, CEPBICH Ta TEXHIYHY 0azy. SKiio
HE TPUIUIATA I1[OMY YyBary, BOHa IIBUJKO 3acTapie ¥ He 3MoOXke e(pEeKTUBHO
¢ynkuionysatu. [Ipobiema MoaepHi3alli NoJsrae B TOMy, 00 CIIPOEKTYBAaTH MEPEKY, SIKa
0 BIAMOBiJAjla BCIM NIPEACTaBISHUM BUMOTaM. Tako) HEOOX1JTHO BHIUIATH HaNO1IBII
HeoOX1H1 3 HUX. [Tpy 1IbOMY HEOOXIJTHUM € 3BEpHEHHS yBaru Ha OOJKETHI1 Ta TEXHIYHI
MOYJTUBOCTI.

Peanizariist 1aHOTO MPOEKTY JOTIOMOXKE IMiIBUIIIUTH MPOAYKTUBHICTh pOOOTH MEPEXKI.
3okpema 30UIBIIUTHCS 1i MPOMYCKHA 3AaTHICTh. TaKoXX 3MEHIIUTHCS 3aTpUMKa ii poOOTH,
BTpaTH JIaHUX Ta MEPEKeBl MOMUIIKH. B3arami nana mMojaepHizallis MpuHECE psJl IepeBar.
[Ticns Hel 3pocTe MBUAKICTE pOOOTH MEpEXIi, ii Oe3reka Ta 6e3reKka KOPUCTyBaviB, a TAKOK
KOHTPOJIb aIMIHICTPATOPa HaJ CUCTEMOIO.

OTxe, METOI0 JTAaHOTO TIPOEKTY € ONMTHUMI3allisi POOOTH JIOKAIbHOI 00YUCITIOBAIEHOT
mepexi kadeapu IT 3a paxyHok ii Bipryamizaiiii. MoaepHi3aliro MOKHA 3IIMCHUTH MIJISTXOM
JI0JIaBaHHS CEPBEPY, PeaTi3yIOuH HOro yepe3 CEpBIC XMAPHUX TEXHOJIOTIH.

JIyist MOCSTHEHHS TIOCTABJICHOT METH HE0OX1THO BUKOHATH HACTYIIHI 3a/1a4i:

— JOCTIIUTH aKTyaJIbHICTh pOOOTH Ta ii MpeIMeTHY 00J1acTh;



— MPOaHAJII3yBaTH MOJIMBI CITIOCOOH peatizarlii cepBepy;

— BU3HAYCHHS HEMOJIIKM ICHYIOYOi TOIIOJIOTii Ta BCTAHOBHTH HOBI BHMOTH JIO
MEpEexi;

— BU3HAYUTH ONTUMAJILHI METOIH JIJISl MOJIEPHI3aIlil JIOKAJTbHOT MEPEXKi,;

— pPO3pOOUTH CXEMHU Ta MPAKTUYHI MOJIENI HOBOI MEPEXi,

— BUKOHATH BIpTYyasi3alliio Mepexi;

— IPOTECTYBaTH POOOTY MEpeki, MOMJIIMBICTh BIJJIAJIGHOTO TiAKIIOUYCHHS,
(GYHKI[IOHYBaHHS BCIX CEPBICIB.

Pesynbratn pobotu Oynum ampoOoBaHI Ha HAayKOBO-TIPAKTUYHINA KOH(EpeHIil

IMA-2022 y CymcbkoMy aep>KaBHOMY YHiBepcuTeTi [2].



1 AHAJII3 IPEJIMETHOI OBJIACTI

1.1 Orasia ocTaHHIX A0CTiIKeHb | myOaikaniii

JlokanpHa oOuuncmoBanbHa Mepeka (Local Area Network — LAN) — 11e 00’ eaHaHHs
poOouunx cTaHIii Ta nepudepiiiHNX TPUCTPOIB Ha HEBEIHKIHN BifcTaHi. BoHU 3’€1HYIOThCS
MDK CO0OI0 3a JIOTIOMOIOI IIBHUJKICHUX JiHIA 3B’s3Ky. Lle mo3Boiigse iM CHIJIBHO
BUKOPHCTOBYBATH IPOTPaMHi Ta anapartHi pecypcu. 3azBuuail LAN cTBOpIO€ThCs B MEKax
OJIHI€1 opraHizamii. Taki Mepexi TaK0K MOXYTh Ha3UBAaTUCA KOPIOPATUBHUMH CUCTEMAaMHU.
Haiinpocrimmm npukiagom LAN € nBa koM’ roTepH, AK1 3’€IHaHI MK COO0I0 KaOeseM.
IpeICTaBIIsI€ COOOI0 OLTBII MOTY>KHUNM KOMIT IOTEp. Y TaKMX MEpekax 13 poOo4uX CTaHIIil
MO>KHA OTPUMATH JIOCTYII /10 1H(OopMaIlii, ska 3HaXOAUTHCS K HA CepBEpl, TaK 1 HA THIINX
KoMIT toTepax. PoOoul cTaHIlii mpu3HadeHi A1 TOro, no0 Ha HUX MPaIoBaId KOPUCTYBaul,
a cepBepu — I OOCIyroByBaHHs poOouux craHuii. CepBepH BHUKOPUCTOBYIOTH IS
00’eqHanHs ¥ posnonauty pecypciB LAN mix pobourMu cTaHIisiMd. SIK cepBep MOXe
BUKOPHCTOBYBATUCS OOUH JOCHUTh NMOTYXHUK KOMII OTEp. /[0 HBOTO MOKHA IOJATH IIIE
JIEKUTbKa KOMIT FOTEPIB, sIK1 OyAyTh BUCTYIIATH SIK PE3EPBHI.

Panime oauH BuAiNEHWH cepBep BUKOPHCTOBYBAIHM IS OKPEMOTO CEpBicy, SK,
HaNpUKIIaJ, CEepBep EJEKTPOHHOI TMOIITH YU BeO-cepBep. PO3BUTOK TeXHOJOTIN
BipTyaJi3allii Halae MOXKJIMBICTh Ha OAHIN poOOUii CTaHIIIl BUALIATH OKpeMi pecypcu. Lle
J03BOJIMJIO 3aIlyCKaTH Ha cepBepax JACKIJIbKa ONepaliifHUX CUCTEM 13 peaiizali€ro pi3HUX
cepsicis [3].

VY cyyacHuX peanisix € MOXJIMBICTh BUKOPHUCTATH MOCIYTY MO OPEHAl XMapHOIo
cepBepy 3aMicTh BUKopucTanHs ¢izuunoro. lle Oyne BurinHime ¢GpiHaHCOBO Ta JO3BOJIUTH
HE BHMKOHYBAaTH CIIEIliajlbHE TEXHIYHE OOCIYroByBaHHs, 110 Oyae poOOTH BIAMOBITHUI
npoBaiiiep. ToMy BOHa € JOCUTh aKTyalbHOI chorofHi. Ll mociyra Ga3yerbcs Ha

3aCTOCYBaHHI XMapHUX TE€XHOJOTIH. TOOTO KOpHUCTyBad MOKE BUKOPHUCTOBYBATH BHILICHI



oMy pecypcu Kommadiero-mpoBaiiniepom. Ile 703BoNMTH 3HM3WUTH 3aTpaTd Ha
eKCIUTyaTallifo, TOMY IO BCl BUILIATH Ha E€JIEKTPOCHEPril0 Ta TEXHIUHE OOCIYyrOBYBaHHS
Oepe Ha cebe HalaBad MoCIyT, Ta MABUIUTH HAIHHICT Ta BIIMOBOCTIMKICTh MEPEXI, TaK
K B J]aTa IIEHTPaX € BEJMKUI 3armac pe3epBHOI MOTYKHOCTI [4].

HonaBanns cepBepy 10 LAN Hamae MOKIUBICTh BUIITUTH JISIKUI IIEHTPATI30BaHUN
NYHKT yNpaBlliHHS cucTemoro. lle 3BiCHO He o3HayaTMME MOBHUN KOHTPOJIb HaJ BCiMa
MPUCTPOSIMHU B MEPEXKi, aJle MIBUIIUTH 3pyUHICTh aAMIHICTPYBaHHS IEIKUMH CEpPBICaMHU.

Tomy, 17151 BIAMOBITHOCTI CY4YaCHUM BUMOTaM € aKTyaJIbHUM MPOBOJAUTH CBOEYACHY
MojiepHi3allito Mepexi. lle momomoke MABUIIUTU SK 3PYYHICTH i1 YNPaBIIHHA JIJIs
aJMIHICTpaTOpa, TakK 1 piBEHb OE3MEKH, Ta JO3BOJIUTH BIPOBAIUTH HOBI CEPBICH.

Ha croroanimmHiii fgeHb icHye Oararo KOMIMaHid, sKi 3alMarOTbCd XMapHUMH
TexHosorisiMu. OcTaHHI ovyaiu cBiit po3Butok y 2006 porti. Toxai komanga Amazon Web
Services (AWS) 3amyctuia BiacHi cepBicn Amazon Simple Queuing Service Ta Amazon
Simple Storage Service. Ilicis 11bOr0 BOHU BHPOBAKYBAJIM 1HHOBAIIHI TEXHOJIOTII 3
BipTyanbHUMHU Mepexxkamu. Y 2010 pomi kommnanigs Microsoft mpencraBuia cBOXO
mwiathopmy, noaidony mo AWS, mig HazBoro Azure. Uepes neskuii yac Tex came 3po0HriH 1
B Google, 3 ix Google Cloud Platform. L{i Tpu rutatopmu € OCHOBHUMH TTOCTaYaTbHUKAMHA
MOCTYT Ha PUHKY XMapHUX TEXHOJIOTIN 1 MPEJOCTaBISIOTh BEJIMKUN CIIEKTP CEPBICIB, BIJ
0a3 aHuX 710 CEpBICIB 10AATKIB, iIHCTpyMeHTapist DevOps Ta cepBiciB IITYyYHOTO IHTEIEKTY.
VY wmiii po6oTi Oyie BUKOpUCTOBYBaTHCS TuiaTdopma ta cepsicu Microsoft Azure [5].

VY cyuacHocTi Azure — e 00’ eIHaHHS KOHIICMIid Mozeni sk miatdopmu (PaaS) ta
iHppacTpyKTypH 5K cepBicy (1aaS). € MOKIHMBICTh BUKOPUCTAHHS K CTOPOHHIX CEpPBICIB,
Tak i kommanii Microsoft, B skocti Moeni mporpamMHoro 3ade3neueHHs sk cepsicy (SaaS).
laaS € OCHOBHOIO KaTEropi€l0 XMapHUX CIYKO0. Y Il cXemi KOPHUCTYBa4 OpEHIIyeE
1H(ppacTpyKTypy (cepBepH, BIpTyalibHI MalIMHU, MEPEKI TOILO) Y XMapHOTro MpoBaiiaepa.
3a J0MOMOTO0 BChOI'O BUIIENIEPEPAXOBAHOTO MOXHA pealizyBaTu riOpuaHy xmapy. Bona
Oyne moeaHyBaTu B coOi JIOKambHY 1HOPACTPYKTYPY Ta XMapy, 3a0e3Meuyouu CriIbHUN
JOCTYI 10 AaHMX Ta mporpaM. AzUre nae Taki IHCTPYMEHTHU ISl peani3alii NpoeKTy, SK

BIpTyaJIbHUI POOOYMI CTij, MOXIMBicTh peanizamii Windows Server, iHCTpyMeHTH
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yIpaBJIiHHS pecypcaMH JJis ONTUMI3aIli Ta aBTOMaTH3alii poOOTH, TaKOXX MOKIIUBICThH

iHTerpallii i3 OKpeMUMH CepBiCaMu, IO JOJa€ OUIBIIOI THYYKOCTI [6].

1.2 AHaJji3 icHyl0uUMX NPOAYKTIiB-aHAJIOTIB

s OIIHKKM TMOTOYHOI MeEpeXi NOTPiOHO BHUIIIUTH KJIHOUYOBI (aKTOpHU IS
NOpiBHSHHSA. BOHU MOXYTh BIAPI3HATHCS B 3alieKHOCTI Bif mpuzHaueHHs LAN. [lns
Mepexi kadenpu iHpopmaniiaux texHonorid (IT) Oyno BuaineHo psia (pakTopi, sIKi
notpedyroTh MojepHizamii. [le Oe3mexa mMepexi Ta KOPUCTYBauiB, peaii3allis OKpPEeMHX
CEpBICIB, YIPABIIHHSI T'PYHNOBUMH MOJITUKAMH, BIAJAIEHUN AOCTyn A0 1H(opmauii Ta
MOXJIMBICTH BIJJATI€HOT pOOOTH.

besneka kopucTyBadiB Ta MEpPEXKi MOJIATa€ B TAaKUX MOKIUBOCTSX, SIK CTBOPEHHS
OKPEMOTO aKKayHTy JJisi KOXKHOTO KII€HTa, OOMEXEHHS MpaB JOCTYNy 10 CHUCTEMH,
pPO30OUTTS KOpPHUCTyBauiB Ha oOKpemi rpynu. CTBOPEHHS YHIKaJIbHOrO NpoduIo nae
MOKJIUBICTh BHUJIIJTUTH TSI HHOTO JCSKY YaCTHHY JHCKOBOTO MPOCTOPY, B SIKOMY MOJKHA
Oyne 30epiratd BiacHi poOodi (aiiiaum, 10 SKUX JOCTYN MaTUME JIMIIE BiH Ta YYaCHUKH
rpymnu 3 mpaBamu aamiHicTpatopa. OOMEXeHHs TpaB JOCTYMY 03BOJUTH 3a0€3MeUnuTU
oesneky onepariiinoi cuctemu (OC). Lle Oyne MOXIMBUM, OCKUIbKH KJI€HTaM OyIyTh
JOCTYITHUMU TUTBKH Ti (paitiuy, aKi 00MpaTuMe aiMiHICTpaTOp MpU HAJTAIITyBaHH1. Po30uTTs
KOPHUCTYBauiB Ha OKpPEeMi TPyIH J03BOJISIE KEPYBATH MOJITUKAMH JOCTYIY Y BIAMOBITHOCTI
JI0 CTBOPEHOI TPyIH, a HE IHAUBIAyallbHO MJia KoxKHOro. lle moctaTHbo 30UIBIIYE
POYKTUBHICTh POOOTH Ta 3pY4YHICTh aJAMIHICTPYBaHHS, IO BIOYBAETHCS y MEHEHKepi

ynpasiiHHs rpynamu (puc. 1.1) [7].
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& Starage Replica Adrni...
E&:System tanaged Acc.,

O Users

Guests have the satne access as ..
bembers of this group have com..,
Built-in group used by Internet Inf..
hembers in this group can have 5.,
bernbers of this group may sche..
hembers of this group can acces..,
Powver Users are included for back...
bembers can administer printers ..,
Servers inthis group run wirtual rm..
Servers in this group can perfarm ..,
Servers inthis group enable users ..
bembers in this group are grante..,
bernbers of this group can acces..
Suppaorts file replication in a dorm..,
bernbers of this group have corn.,
bembers of this group are mana..,
Users are prevented from making ...

Arrange lcons

Line up lcons

Help

Creates a new local group.

Pucynox 1.1 — Menemxep ynpasiiHHS FpylaMu

kopuctyBauiB B OC Windows Server

MO>KJIMBICTh BCTAHOBJIIOBATH PI3HI CEPBICH, MiJ CEPBICAMU MA€ThCA HA yBa3l poJil

cepBepa, Iie IMporpaMHe 3a0e3TeUeHHs 3a JIOIMOMOIOK0 SIKOTO CEpBEpP MOXKE BHKOHYBATH

neBHi ¢yHkuii (puc. 1.2). Jlo Takux poseid, Hanpukia, BigHocsaTeesa: dhep-cepsep, dns-

cepsep, BeO-cepBep Ta FTP-ceprep.



12

[ Add Roles and Features Wizard - O X

| PRI G I P DESTINATION SERVER
Select server roles NC1

Select one or more roles to install on the selected server.

Roles Description

The Network Controller provides the
point of automation needed for
continual configuration, monitoring
and diagnostics of virtual networks
physical networks, network services,

[] Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

[C] DHCP Server network topology, address
[C] DNS Server management, etc. within a
[] Fax Server datacenter stamp.

[m] File and Storage Services (1 of 12 installed)
[C] Host Guardian Service

] Hyper-V

[C] MultiPoint Services

[] Network Policy and Access Services
[] Print and Document Services

[] Remote Access

[C] Remote Desktop Services

[C] Volume Activation Services

[C] Web Server (lIS)

[] Windows Deployment Services

| < Previous ‘ l Next > ‘ Insta

Pucynok 1.2 — MeHemxep ynpaBiaiHHS POJISIMU CEPBEPY

B OC Windows Server

Bignanenuit noctyn go indopmariii Ta MOKIMBICTh POOOTH peaTi3yeThCs 3a PaXyHOK
poJii cepBepy, SKa BIJMOBITAE 3a CIYKOM BiJAaICHUX POOOYHMX CTOJIB Ta BIIAAIICHOTO
noctyny. Hampukinan, B omepamiiHux cucremax ciMmeiictBa  Windows — Server
BUKOPHCTOBYETHCS Ci1yk0u TepMinaniB Remote Desktop Services (RDS) [8]. ITiaxmroueHHs
10 poOoUoi cTaHIlil BiIOYBAaEThCS 3a JIOMOMOTO MpoTokoiy Remote Desktop Protocol
(RDP) [9]. Lle mae 3mory KOpHCTyBady MiAKIOYHTHCS 10 CEpBEpy Ta IpPAIIOBATH,
BUKOPUCTOBYIOUM MOTO amapaTHi Ta mporpamHi pecypcu. [lpu doMmy st BUKOPUCTAHHS
B/IJIAJICHOT0 pOo0OYOro CTOJIY KJIIEHTOM, HE 00OB’SI3KOBO BUKOPUCTOBYBATH CTaIllOHAPHUMN
KOMIT toTep. MOKHa 3aCTOCYBaTH TaK 3BaHUM amapaTHuil TOHKuHM kiieHT (puc. 1.3). Le
CHeliaibHl MPHUCTPOi, SKI MarOTh MIHIMQJIbHY amapaTHY KOHQIrypamiio Ta HEBEJIMKHI
po3mip. Ha Hux BcTaHOBJIEHA Crieliajli30BaHa orepalliiHa cucrema. Ix romoBHa 3amaya — 11e

3B’s30K 13 TepMiHaIbHUM cepBepom [10].
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Pucynok 1.3 — Ilpukian TOHKOTO KJl€HTa

['pynoBi MOMITUKK — 11€ IHCTPYMEHT aJIMIHICTPYBaHHSA, SKUH J103BOJIIE OTPUMATH
LEHTpaII30BaHE KEPYyBaHHS HAIAIITYBAaHHAMHM Ha KJIIE€HTCHKHX CTaHLISAX Ta cepBepax,
MPAITIOI0YUX Y JIOMEHI (11e cepBep, 0 KOHTPOIIIOE MEBHY 001aCTh KOMIT I0TEPHOI MEPEKi)
[11]. B omepamiiinux cucremax cimeiictBa Windows Server Takuii iIHCTpyMEHT MpAaIliO€ Ha
apxitektypi Active Directory (puc. 1.4). ¥ UniX-nogiOHUX cUCTeMaxX BHKOPHCTOBYETHCSI
MakeT mporpamMHoro 3abe3nedeHHss Samba [12]. ['pynoBi mogiTHKYA MalOTh JBa KOMIIOHEHTA
— cepBepHM Ta KII€HTChbKUi. Ilepmuii  BUKOPUCTOBYETHCS Il yNPABIIHHS
aAMIHICTpAaTUBHUMHU HAJAIITYBaHHAMH, $IK, HaNpUKIAJ, HaJallTyBaHHS Oe3MeKH,
mabJIoHIB, BCTAHOBJICHHS MPOTPAMHOrO 3a0e3neueHHs. KINE€HTChKUI  KOMIIOHEHT
BI/IMOBIIa€ 32 HAJIAIITYBAHHS MOITHK, K1 BIIHOCSITHCS 10 KJIEHTCHKUX POOOYMX CTAHITIH.
Active Directory MoOXHa BHUKOPHUCTOBYBATH, HAaNPUKIA, Uil TaKuX 3a1ad, sK
HaJaIlTyBaHHS TPHUHTEPIB Ta ITOCTYIy A0 KaTaJoTiB Ta TpOrpaM, YCTAaHOBJIICHHS Ta

OHOBJICHHSI MPOTpaMHOTo 3abe3neueHHs Toio [13].
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5 Group Policy Management - O
Iz File Action View Window Help
o= nm 6l H

Z Group Policy Management Group Policy Objects in instructions.1cloud.ru
v _ﬂ Forest: instructions. Tcloud.ru Contents  Delegation

-

~ |54 Domains

~ Z3 instructions.lcloud.ru Name GPO Status WMI Filter Modified Owner
sz Default Domain Policy '=[ Defautt Domain Controller...  Erabled None 23.03.2018 17:39:16  Domain Admi...
v 2] Domain Controllers |=[ Defautt Domain Policy Enabled None 23.03.201818:19:18  Domain Admi...

s/ Default Domain Controllers Policy |.=/ My Group Policy Object Enabled None 11.05.2018 18:59:55  Domain Admi.. |

~ |t Group Policy Objects
= Default Demain Controllers Policy
=] Default Domain Policy
=/ My Group Policy Object
- WM Filters
3 Starter GPOs
i@ Sites
a2 Group Policy Medeling
4 Group Policy Results

3 Group Policy Object(s)

Pucynok 1.4 — Menenxep ynpasiiHHS TPyIIOBUMU

nomitukamu Active Directory
[Ticnsa anam3y icHyrouoi mepexi kadenpu IT 1 1i XapakTepuCTUK 3 MOTEHIIAIBHO
HOBOIO, OyJI0 BU3HAUEHO PsiJ iX IepeBaru Ta HeJoJiKu. Moro pe3yiabTatu npeacTaBieH! B

tabmumi 1.1.

Tabmuus 1.1 — IopiBHsuibHA TaOIMIS XapakTepucTukK 1Box LAN

[TapameTp nOpiBHAHHS AKTyanpHa Hose
Mepexa plLIEHHS
Oxpemuil akKkayHT JUIs KOXKHOTO KOpHCTyBaya - +
3abopoHa gocTymy 10 ¢aiib + +
3ab0opoHa JOCTYIy 0 NEPErsay IUPEeKTOPiii - +
Bignanenuit noctyn 1o cuctemu - +
VYrpaBiiHHS CepBEPHUMU TPYTIOBUMH TOJITUKAMHU - +
VYrpaBiaiHHS KJII€EHTCHKUMU TPYNOBUMH MOJITUKAMH | + +
MOo>IMBICTh BCTAHOBJICHHSI pOJIEH CepBepY - +
[Ipocrota B 06cmyroByBaHHi + -




15

bynu mpoanamizoBaHi rojoBHI HEHOJIKH ICHYKOUOi Mepexi. JuBmsuuce Ha 1ie,
MOeMO iX ycyHyTH Ta mojepHizyBatu LAN kadenpu IT i3 ornsamom Ha cydacHi BUMOTH,
3aCTOCOBYIOYHM TE€XHOJIOT1I0 XMapHUX CEPBICIB.

Jlns MopepHizaiii KOMITIOTEpHOI Mepexi Oysno BHPIIIEHO CTBOPUTH CEPBED,
BUKOPHCTOBYIOUH CEpPBIC XMapHUX TeXHOJOriA. lle m03BOMUTh BUIUIUTH JCSKHMA
IIEHTPaTi30BaHUN TMYHKT YIpaBIiHHA. Y CBOIO 4Yepry, JlaHa MOMJIMBICTh 30UIBIIUTH
KOHTPOJIb HaJ Mepexer. Takok BUKOPHCTaHHS XMapHHUX TEXHOJIOTIM JO3BOJIUTH
peasizyBaTu HOBI (PYHKIIIT, sIKI BU3HAYECH]1 Y BUMOTaX.

Buxopucrtanns minatdopmu AZUre 1ae MOKIUBICTD JUIs IHTETpallii 3BUMHOTO METOTY
PO3TOpTaHHs CEpBEpPy 3 OKpeMHUM cepBicamMu. Ha mpukiaa pe3epBHE KOMIOBAaHHS MOXKHA
MOBHICTIO TEPEKJIaCTH Ha CTOPOHY XMapu, BOHO OyJe 3A1HMCHIOBATHCS 30BHIIIHIMU
IHCTpyMeHTaMHu. TakoX € MOXJIMBICTh 3aMICTh JOJIaBaHHS HOBUX JHUCKIB KOJHU
3aKIHYY€ETHCS [1aM’Th CTBOPHUTH CIIEL1AJIbHY MEPEKEBY TUPEKTOPII0. AOO K B IONOBHEHHS
JI0 cepBepy MOXKHA CTBOPUTU OKpEMI BIpPTyasjbHI MaIllMHU, IO BI3bMYTh Ha ceO€ 3amycK
crielu(p1YHUX 3aCTOCYHKIB.

3BUYAlHO CTBOPUTU cepBep MokHa ¢i3uuHo. Bin Oyae posTamioByBaTHCS Ha
TepuTopli Kadeapu Ta moTpeOyBaTh cheliaibHUX YMOB 30epiraHHsa. Jlanuii cepep
NMOTpedy€e PEryasipHOTO TEXHIYHOTO OOCIyroBYBaHHS, 10 OyjJe BUKOHYBAaTHUCS
cremiaimictoM. Ycl  eKCIUTyaTallliHi ~ BUTpaTH, SKi  CTOCYEThCS  €JIEKTPOEHEPTii,
aJIMiHICTpYBaHHsI, allapaTHOT'O OHOBJICHHSI JIITAI0OTh Ha IIJIeYl ITaTHOT KoMaH Iy [14].

[Ipu BUKOpHUCTaHHI )X XMapHOTO CepBiCYy AaHl OyJayTh PO3MIIIEHI Y CTOPOHHBOTO
nocTadyajabHUKa rmocayr. Bin 6epe Ha cebe Bci 000B’A3KH 110 TEXHIYHOMY 00CITyTOBYBaHHIO.
[le moTpeOye opeHIHOT TIaTH pa3 Ha Micsllb. J1Jis yripaBlliHHS HATA€ThCsl OOJIKOBUH 3aIuc,
SIKAH BIIKPHUBAE JOCTYT 0 clIyk0. L{e BinOyBaeThcs uepe3 Mepexy [HTepHET 3a JOITTOMOT010
BeO-Opay3epa ado cremiaabHOro MporpaMHoro aoaarky [14].

Opniero 3 HaWOUIBIIMX TEepeBar XMAapHUX pIlIeHb € BIJACYTHICTh MOYaTKOBHX
(iHaHCOBHUX BKJa/eHb. JJoCHTh 4acTO Taki BUTPATU BUXOASATH MEHIIE, HIXK CyMa, SKy O
BUTPATWJIM HA TMOKYNKYy (Hi3uyHOro oOsanHaHHsA. Jjisi TOYHOrO paxyBaHHsS BapTOCTI,

3a3BUYail KOMITaHIi HAJAl0Th CIIECHIAIbHUN KAJIBKYJIATOP JJIsl oOpaxyBaHHs 1iHU. EkoHOMIS
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Ha pecypcax 3alieKUTh BiJ 00’emy 1HGPACTPYKTYpH; IJId HEBEJIMKUX MEpex BOoHaA Oyje
BHTITHIIIA.

Tomy, 3BaykarouM Ha BUIIIEBKAa3aH1 MEpeBark 1 HEJOIIKHU, OyJI0 BUPIIICHO MTPOBECTH
MojiepHizalito icHyrouoi Mmepexi kadenpu IT 3a paxyHOK BHKOPUCTaHHS XMapHHUX

TEXHOJIOT1H.

1.3 IlocTranoBKAa 3a1a4i

MeTo1o JaHOTO MPOEKTY € ONTHUMI3AIlis POOOTH JIOKAJTEHOT O0YMCIIIOBATILHOT MEPEKI
kadenpu IT 3a paxyHok ii BipTyamnizallli, MOJEpHI3allis LUISXOM JOJIaBaHHS CepBeEpY,
peanizylouu Horo uepe3 cepBiC XMapHUX TEXHOJIOTIH.

OCHOBHI BUMOT'H JI0 IIPOEKTY € HACTYTIHI:

- MiJBULIUTH PIBEHb O€3MeKr B MEpexl Il KOPUCTYBayiB 3a pPaxyHOK
CTBOPEHHS 1HAMBIAYATbHUX PO(DIIIB,;

— MIJBUILUTY PIBEHb O€3MEKHU MEPEXKI 32 paXyHOK PO3MEKYBaHHS MIPaB AOCTYILY
KOPHUCTYBauiB,

- JI0JIaTH MOKJIUBICTh BBEJICHHS B POOOTY pI3HUX CEPBICIB, IHTETPYBABIIH
iH(bpacTpykTypy 3 AZUre;

— JO0/IaTh MOXJIMBICTh YIPaBIIHHSA TPYNOBUMH TOJITUKAMH, pPealli3yr0uH
Windows Server;

— 30UTPIUMTH  Jlana30H  MOXJIMBOCTEM  yHpaBiiHHA  MEpexer s
aZMIHICTpaTOpa, Yepe3 J0AaBaHHs IIEHTPA130BaHOTO MMyHKTY yIPaBIIHHS,

— 30UTBITUTH  BIJIMOBOCTIMKICT, 32 pPaxXyHOK TMEpPEKIaJHHA poOOTH TIO
00CIIyrOBYBaHHIO MEpeXki Ha XMapHOTO TIpoBaiepa;

— NOKpAaIlUTU MOXJIMBICTh JJII  MaclITabyBaHHS MeEpexXl 3a PaxyHOK

BUKOPHUCTAHHS XMapHOi IHPpaCTPyKTypH;
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— peaiizyBaTé MOXJIMBICTb JOCTYIMY 10 (haiijIiB Ta MOKJIMBICTH MPOJOBXKYBAaTH
poOOTY B BHIIJICHIN omepaiiiHiid cUCTeMl 3 BIJIaJIEHOTO By3Ja, peali3yBaBIlM CEpBiCH
Bii1aIeHoi poOoTH.

Jlns peanizaliii mocTaBIeHOT METH MOTPIOHO BUPIIIUTH TaKi 3a1aui:

— JTOCTIIUTH aKTyaJbHICTh pOOOTH Ta 1i IpeAMeTHY 00J1acTh;

— IIpoaHaTi3yBaTH MOKJIMBI CITIOCOOM pealizallli cepBepy;

— BHU3HAUEHHS HEIOJIKH 1CHYIOYOi TOMOJOTii Ta BCTAHOBHUTH HOBI BUMOTH JI0
MEpexi;

- BU3HAYUTH ONTUMAIbHI METOIU JIsl MOJIEpHI3allii JIOKaJIbHOT MEPEXKi;

- PO3pPOOUTH CXEMH Ta MPAKTUYHI MOJIEJIl HOBOT MEPEXKi,;

— BUKOHATH BIPTyasi3allilo MEPExi;

- MPOTECTYBATU pPOOOTY MEPEXi, MOMKIUBICTh BIJAAJICHOTO I1IKIFOYECHHS,
(G yHKIIIOHYBaHHS BC1X CEPBICIB.

[IpoekT po3po0II0eTHCA 3 OTJISII0M HAa BUKOPUCTAHHS MOTO pe3yibTaTiB Ha Kadeapt [T
CTYJEHTaM, BUKJIaJJadyaMU Ta pOOOYHM IEPCOHATIOM.

TexHiyHe 3aBIaHHS Ha PO3POOKY MPOAYKTY y MOBHOMY OOCSI31 HABEIEHO Y
Honatky A.

Jlnst mpakTudHA peanmizallli JaHOTO MPOeKTy Oyso oOpaHo TuIaTGopMy XMapHUX
oOuuciens Azure, Oy1yTh BAKOPUCTaH1 CEPBICH CTBOPEHHS MEPEXKEBOT IHPPACTPYKTYPH Ta
BipTyaslbHUX MarnuH it peanizaiii Windows Server. [lo cepBepy OyayTh iHTErpoBaHi
okpemi cepBicu AzUre, sK HANpUKIAJL THy4YKa XMapHa 1HQpacTpyKTypa BipTyaJIbHHX
pobounx croniB (AVD), mist cTBOpeHHsS ceciii BiIJaJieHOTO YIPABJIiHHSA OKPEMUMH

3acTocyHkamu [15].
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2 MOAEJIIOBAHHSA MEPEXI

2.1 CTpyKTYpHO-(pyHKUiIOHATIbHE MOJAETIOBAHHS

MopnenmtoBaHHSI CKIQJa€ThCsl 3 €TalliB, SKi TMOB’s3aHl MiX coboro. Ileit mporec
MOYMHAETHCS 3 aOCTPAKTHOT KOHIIENTyallbHOT cxemu. [licns Hel CTBOPIOIOThCS JIoTiYHA Ta
¢b13uyHa MOACTI.

IDEF (Integrated Definition) — nie rpadiuyra MeTO0JI0TIsI MOICTIOBAHHSI TIPOIIECIB.
BoHa BUKOPHUCTOBY€THCA HJisi BIPOBA/DKEHHS CHCTEM Ta 1HXKEHEPHOTO MPOrPaMHOIO
3a0e3nedeHHs. 1{i MeTo/iu BUKOPUCTOBYIOTHCS B (PYHKIIIOHAIIBHOMY MOJICTIOBaHHI JaHUX,
00’ €KTHO-OPIEHTOBAHOMY aHaJi31 i OTpUMaHHI 3HaHb [16].

Jlns HoBuX cucreM, IDEFO moske BUKOpHUCTOBYBATHCS IS BU3HAYEHHS BHMOT 1
XapaKTEPUCTHUK (PYHKIIIHI. A MOTIM po3po0OKH peati3aillii, iKa BIAMOBIJa€ BUMOraM 1 BUKOHY€
npu3HayeHl ¢yHkuii. ns icHyrounx cucreMm, IDEFO moxxe BukopucTOBYyBatucs Uis
aHaiizy QyHKIIA, 010 BUKOHYIOTBCS CHCTEMOIO Ta peecTpallii MexaHi3MmiB (3aco0iB), 3a
JIOTIOMOTOFO SIKHX BOHU BUKOHYIOThCS [17].

PesynpraTom 3actocyBanHs IDEFO mo Tiei ym iHIIOI cHcTeMu € Mojzenb, sKa
CKJIQJIAETHCS 3 1€PAPXIYHOTO PsIAY Jlarpam 13 CyNpOBITHUM MOSCHIOBAIbHUM TEKCTOM, IO
MaloTh NEPEXPECHI MOCHIIAHHS OJIMH Ha oaHOoTrOo [17].

JI1s1 KOHTEKCTHOI JiarpamMu OyJIM BU3HAYCHO TaKi JaHi:

- BximHi maHi: 3anUTH KOPHUCTYBayviB,

- Buxinni gani: 6e3nepebdiiina podora B Mepexi,

— VYrpaBiniHHS: MpaBa A0CTYIy, AaHi JJisl aBTOPU3allii;

— Mexanizmu: Microsoft Azure, Microsoft Active Directory, Server Manager,
Remote Desktop Protocol. ITpu cTBopeHHI 1aHOi MOJIeIi BHKOPHCTOBYBABCS BEO-10aTOK

«draw.io». Ha pucynky 2.1 300pakeHa koHTeKCcTHa aiarpama po6otu LAN mepexi.
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Mpaga gocTyny [aHi nna aTopuzadi

3anutn kopuctyBadie—»  OnruMizamig LAN Mepemi Kaqjeﬂpﬂ IT |—besnepebiiiva poboTa B Mepexi—>

] T

Microsoft Active Remote Deskiop
Directory Protocol
Microsoft Azure
Server Manager

Pucynok 2.1 — Konrekctna giarpama IDEF0

[ToGynoBaHa KOHTEKCTHA Jilarpama MpeICTaBiIsie JEKOMIO3HUIIIEI0 HYJIbOBOTO PiBHS.
BoHa mae MOXXIMBICTH OTpUMATH 3arajbHE MPEACTABICHHS PO POOOTY CTBOPIOBAHOI
cucteMu. J{7st 61IbII 1eTaNbHOTO 11 onucy OyJ0 3/11HCHEHO IEKOMIIO3UIII0 MEPIIOro PiBHA,
sKa MpeCcTaBleHa Ha PUCYHKax 2.2-2.5.

Jexommo3utiist OyJa mpoBeeHa 3 OrjIsiAy Ha MOKIIMBOCTI PI3HUX KOPUCTYBaYiB.

Hiarpama poOOTH Mepexi 3 TOYKH 30py CTYACHTIB TMpEACTaBiIeHa TaKUMH
M1IMPOIECAMMU:

- aBTOpHU3AIlis;

- PO3MEXyBaHHS TIPaB AOCTYIY;

- BUJILJICHA JIIJITHKA T1aM’ STl IS BIacHUX (aiis;

- MepEeris]] HaBYaIbHUX MaTepiaiB.



Mpaea gocryny

[ati ana asTopu3aii

3anuT kopuCTYEaYa

Ha Bxin

Microsoft Azure

l

ABTOPMIELIR

Bxia 8 cUCTEMY

AD|

Foameny:

BaHHA

npag goctyny.  [AOCTYN A0 CHCTEMY
CTyfeHT

Al

Buginexa ainsHka
namATi AnA
EnacHux (pannis
A2

B8 Mepexi

|__Besnepediiiva poSota

—

Mepernag
HABYANEHIK
Mmatepianie

A3

GesnepediiiHa pofota
B Mepexd

Microsoft Active
Directory

Server Manager

Remote Desktop
Protocol

Hiarpama poOOTH MepeXi 3 TOYKM 30py BHKIJIAJadiB

Pucynok 2.2 — Jliarpama nekoMmo3uilii poooTu cTyeHTa

M1IMPOIECAMMU:

Mpasa goctyny

[aki ans asTopuzauii

aBTOPHU3AIlis;

PO3MEKyBaHHS MIPaB IOCTYIY;

BUJIJICHA IUISTHKA IMaM’ STl JJ1sl BJaCHUX (haiiiiB;

Meperyisi Ta peJaryBaHHs HaBYaIbHUX MaTeplaiB.
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npcacTraBjicHa TaKHUMHU

3anuT KopuCTyBaYa
Ha Bxi

Microsoft Azure

——>»  AsTOpM3aUIR

l

ap| A cucTeny

Po3mexyEaHHA

npas gocTyny.  [—AOCTYN A0 cCTeMi

BHKTIanay

Al

Buainexsa ninskea
naw'ATi 4nA
BhacHKx arnis
AZ

Mo#MBicTe podoTh
B8 cucTemi

—»

MepernAnTa

pefarysaxHs
HABUANEHIK

Mmarepianis
i Ad

| Besnepefiitia poGota
B Mepexi

Microsoft Active
Directory

Server Manager

Remote Desktop
Protocol

Pucynoxk 2.3 — Jliarpama nexomMmo3uilii poooT BUKJIagada
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Hiarpama poOOTH Mepexi 3 TOYKHU 30py aaMIHICTpaTOpa NpeACTaBiIeHA TaKUMU
M1AIPOIIECaAMH:

- aBTOPH3AITIS;

- PO3MEXyBaHHS TIPaB JOCTYIY;

- JOCTYTI 70 BCIX AUTSTHOK TIam’ sITi;

- BCTAHOBJICHHSI, BUJJAJICHHS Ta OHOBJICHHS ITporpamMHoro 3a6e3neueHus (I13);

- Neperisil Ta pearyBaHHs BCiX (haifiliB B CUCTEMI.

Mpaga ocTyny

[awi An asTopusaui

anT KopueTyBEaLS
3 exin

| Beenmao sax Essnepediina poSors
ainAHos AN AT

Pucynox 2.4 — Jliarpama J1eKOMIO3UIlii poOOTH aaMiHICTpaTopa

Hiarpama po60TH Mepexki 3 TOUKH 30pY TOJIOBHOTO aJIMIHICTpaTOpa Mpe/CcTaBlieHa
TaKMMH TIANPOLECaMu:

- aBTOpHU3AIlis;

- PO3MEXyBaHHS TIPaB AOCTYIY;

- JIOCTYT JI0 BCiX JUISHOK MaM’sITi;

- BCTAHOBJICHHS, BUJIAJICHHS Ta OHOBJIeHH: [13;

- MIePETJIsA]] Ta pearyBaHHs BCIX (aililiB B CUCTEMI;

- YIOPaBIIiHHS HAJIAITYBAHHIMHU CEPBEPY.



Meaza accrymy

Pucynok 2.5 — [liarpama gexomMiio3utlii poOOTH TOJIOBHOTO aJMiHICTpaTOpa

[Hdopmartis mpo BXiHI Ta BUX1/IHI IaHl Jlarpam npejcTaBieHa B Tadbmuii 3.1.

Tabmuis 2.1 — Bxigdi Ta BUX11H1 JaH1

Crpiaxka/
Bxingni mani YnpaBiainus MexanizmMu Buxiani nauni
Hignpouec
3anutu
ABTOpH3aIlis KOpHUCTyBaua _ Bxin B cucremy
_ Microsoft
Ha BXI1]l
Azure,
Po3mexyBanHs npas Bxin B _ Hoctyn no
Microsoft
JOCTYTY; CUCTEMY ) CUCTEMH
: : IIpasa Active
Buainena minsgHka )
JOCTYMY, Directory,
mam’sITl JUIS BJIACHUX _
. Jan1 qs Server
(aitnis; '
aBTOpH3aLill Manager,
[lepernsan HaBYATBHUX Hoctyn 10 besnepe0iiitna
Remote
MarepiaiiB, pearyBaHHs CUCTEMU poboTa B Mepexi
Desktop
HaBUYaJBHUX MaTepialliB
Protocol

JlocTym 10 BCiX IUISTHOK

mam’aTi
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[Tponorxenns Tabdnui 2.1 — BxigHi Ta BUXIJIHI 1aHi

BcraHoBIeHHS, _
Microsoft
BUJIAJICHHS Ta
Azure,
oHoBicHHS [13; ]
Microsoft
[lepernsapa Ta ]
_ ITpaBa Active
penaryBaHHsI BCIX _ .
. . Hoctym 1o JOCTYITY, Directory, besnepebiitna
(aiiB B CUCTEMI.
CUCTEeMH Jani nst Server poboTa B Mepexi
aBTOpH3aIlii Manager,
VYrpaBiiHus
Remote
HaJIalITyBaHHIMHI
Desktop
cepBepy.
prepy Protocol

2.2 MonenioBaHHs BapiaHTIiB BUKOPUCTAHHSA

JUist nocsirHeHHsl nuield (yHKLIOHYBaHHS CIOYATKy OYIyeThCS MOJENb Yy (opMi
JiarpaMu BaplaHTIB BUKOpUCTaHHA (use-case diagram), sika ommcye (QYHKI[IOHAJIbHE
npusHayeHHs cucremu [18]. Jliarpama BapiaHTiB BHKOPHCTAaHHS € BHXIJHOIO
KOHLIETITYaJIbHOIO MOJIEJUTIO CUCTEMH B IIPOLIECI ii MPOEKTYBAaHHS Ta PO3POOKHU.

[Ipu peamizamii miarpamu OyJi0 BUAUICHO JEKUIbKA aKTOPIB: CTYJEHT, BUKJaAad,
aAMIHICTpaTOp Ta TOJOBHUHM aamiHicTpaTop. bynm cdopmoBaHi HAcTymHI BapiaHTU
BUKOPHUCTAHHS:

— neperiisii HaB4YaJIbHUX MaTepiaiB;

— penaryBaHHs HaBYAJIbHUX MaTepPiaiB,

- po0oTa 3 BUALICHOIO JIUISHKOIO ITaM’ SITi;

— neperssij] Ta peJaryBaHHs BCiX (ailiiiB B CUCTEMI;

— JOCTYT JI0 BCIX JIUISTHOK MaM’sITi;
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— BCTAaHOBJICHHS, BUJAJICHHS Ta OHOBJIEHH: [13;
— YIPABJIIHHS HAIAIITYBAHHSMHU CEPBEPY.

Hiarpama BapianTiB Bukopuctanus B HoTauii UML npencraBnena Ha pucysky 2.6.

> Mepernyag e include Mepernag Ta
HaB4anbHUX MaTepiaris, " “penarysanns scix daiinis
B cUCTEMi. \
CTWJ'eHT _include
PepnaryBaHHA
HaByansHWX MaTtepianis [focTyn Ao Beix AiNgHOK AgmiHicTpartop
nam'ati
B |nclude'
. BcTaHOBMNEHHRA,
/[ PoBoTa 3 BuaineHow
> ) o BUOANEHHA Ta
OiNSHKOK nam'aTi
OHOBNeHHA M3
Buknapay /
YnpasniHHs [onoBHUIA agmMiHicTpaTop
HanawTyBaHHAMU
cepsepy.

Pucynok 2.6 — [liarpama BapiaHTiB BUKOPUCTAHHS
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3 BIPTYAJIIBALISI KOMIT'FOTEPHOI MEPEXKI
JIJISI MOJEPHIBAILII TA ONTUMI3BAILIIL POBOTHU
LAN KA®EJIPHU IT

3.1 Bipryadaizauis na ocaoBi Windows Server

Ha panwmii MOMEHT icHyroua Mepeka IOBHICTIO OpraHi3oBaHa sIK ON-premise
iHppacTpykTypa. lle o3Haudae, 1m0 BCS BOHA PO3MIIlIEHA B KaMIlyCl YHIBEPCUTETY W
aJIMIHICTPY€ETHCS JIOKAIBHO. A 1€ CIOHYKAJIO J0 ii MoJiepHi3aillii. J[jis 1iboro Oysio BUPILIEHO
HNEPEHECTH LIEHTP aaMIHICTpyBaHHSA Yy Xmapy. IIpoexkT BupilieHO peai3oByBaTH,
BukopucToBytoun Microsoft Azure. I{s xmapHa tuiargopMa Haja€ 3HAYHY KIJIBKICTh
CEPBICIB sl BUPILIECHHS IOCTABJICHUX 3a]1ay.

SIK OCHOBHHI1 eleMeHT Mepexi Oyia cTBopeHa BipryanbHa MamuHa (Virtual
Machine — VM), Ha sixy BcTanosiieHo cepepHy OC. BoHa 1o cyTi mpeicTaBisie 3BUUHY
peaizalio 31 3HAHOMHUMH IHCTPYMEHTaMU.

Jlist movyatky OyJiIo CTBOPEHO pecypcHy rpymy. Lle koHTeiHep, B sKOMy pO3MiIeH1
BCI 3B’s13aH1 MI>K COOOI0 CEPBICH, K1 BUJILJIEH] JIJIsl IEBHOI LI, K, HAPUKJIIA, BIPTYyaJIbHUN
nutto3 (puc. 3.1) [19]. [lpu fioro crBopeHH1 NOTPiOHO OyI0 0OpaTH MiAMUCKY Ta PETiOH, B
AKOMY MOTEHIINHO 30epiraTuMyThes AaHl. Tako 3a3HaYa€ThCsl HA3Ba KOHTEUHEDY.

HactynHuii Kpok — 11e CTBOPEHHS BU1JIEHOI BIPTyallbHO1 Mepexi. MOBOIO OpUTiHATY
— Virtual Network (VNet). Bona motpiOHa, 100 momnepeiHb0 BHIIICHI PeCypCH B MEXax
IpyIny MOIJIM OOMIHIOBATUCA TaHUMH Mk co0010. 3a mpunuunoM aii VNet nocute cxoxa
Ha tpamuiiiiny LAN. Bona € ocHoBoto s mpuBatHOi mMepexi Azure. Ile mae 3mory
MPUCTPOSIM, TaKUM SIK BIpTyajbHI MAaIIWMHH, OE3MEYHO BCTAHOBIIOBATH 3’ €HAHHS MIX

coboro, [arepuerom Ta LAN [20].



26

Create a resource group
o Validation passed

Basics Tags Review + create

Basics

Subscription Azure for Students
Resource group WinServerRG
Region East US

Tags

Mone

Pucynoxk 3.1 — CTBOpeHHs peCcypCHOI rpyInu

TyT, sIK 1 y BUINAAKY 3 PECYpPCHOIO I'PYIIOK, OOpaHO MIAMUCKY, Ha3By Ta PErioH
po3MmimieHHs. Y po3aii aapecariii oOpaHo ip-aiama3oH Ta BHIIJICHO MACKH IiIMEPEK.

Takox 3a3Ha4eHO, sIKi mapameTpu Oe3nekn OyayTh BCTaHOBIEH] (puc. 3.2).
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Create virtual network
o Validation passed

Basics P Addrezses Security Tags Review + create

Basics

Subscription Azure for Students
Resource group WinServer-RG
Mame WinServerRG-Vnet

Region West Europe

101.0.0/16

Subnet default (10.1.0.0/24)

Security

BastionHost Disabled
DDoS protection plan Basic

Firewall Disabled

Pucynox 3.2 — CTBOpeHHS BIpTYalbHOT MEpexi

Hactynaum kpokom € ctBoperHst VM. Ciij 3a3HauuTH, 1O TYT BUOIp PETIOHY 1€ HE
TE K came, 10 PETioH, KUl OyB 00paHMii Mmij1 yac CTBOPEHHS pecypcHoi rpynu. Kommnanis
Microsoft mae cnenianbHy BeO-CTOPIHKY, Ji¢ MOXHA MOJWBHTHCH 3aTPUMKY BiJ JIOKAIii
KOPHUCTyBaua 10 HAWOMMKYMX JaTalleHTpiB. Y pPEKOMEHAAIlisAX 3a3Ha4yeHo, IO IS
HOPMaJIbHOT poOOTH BOHA Mae OyTu He Ounbie 150 Mc, ane amst moBHICTIO Oe3nepebiitHol
pobotu — menie 100 mc.

Ham O6yno obpano oOpa3, sikuii Oyne BctaHoBieHO. Ha mopraini mocTymHi TUCsUl
00pa3iB, Bij ONEpaliifHUX CUCTEM JI0 OKPEMHUX 3aCTOCYHKIB, TAKOXXK MOKHA 3aBaHTXKUTH
cBoi 00pa3u. HactynHum OyB 00paHuii BU BIpTyallbHOI MaIlIMHM, 1110 BiI0Opakae anapartHi
XapaKTEPUCTHKHU. Cnoucku MOXYTh 3MIHIOBATHCH B1JIHOCHO oOpaHoro

periony (puc. 3.3) [21].
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Create a virtual machine
A\ Changing Basic options may reset selections you have made. Review all options prior to creating the virtual machine.

Basics  Disks MNetworking Management Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more '

Project details

Selact the subscription to manage deployed rescurces and costs. Use resource groups like folders to organize and manage zll
YOUT resources,

Subscription* @ | Azure for Students s |
Resource group * (D | WinServer-RG N |
Create new

Instance details

Virtual machine name * (O | WinServ \/|
Region * O | (Europe) West Europe % |
Availability options O | Mo infrastructure redundancy required ~ |
Security type (D | Standard R |
Image * @ | [ Windows Server 2022 Datacenter: Azure Edition - Gen2 ~ |

See all images | Configure generatio

Azure Spot instance (D) \:‘
Size * (O | Standard_GS1 - 2 vcpus, 28 GiB memary (562,10 USD/month) © ~
See all sizes

Renuest nunta

| Previous || Next : Disks = |

Pucynox 3.3 — CTBOpeHHS BIpTyaJbHOI MaIllIMHU

BiptyansHy MamuHy Oysio MIJKIIOYEHO 10 paHille CTBOpeHOoi Mepexi. TyT xe
3aJ1aHO BUJ] 3aXHCTy Ta 3a3HaueHO BIAKpuTI moptu. O6panuii RDP mopt motpiben s

MIJKJIFOYEHHS 10 BIPTyaJbHOI MAlIMHMH Ta ii HajJamTyBaHHs (puc. 3.4).
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Create a virtual machine

Basics Disks Networking Management Advanced Tags Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control ports,
inbound and outbound cennectivity with security group rules, or place behind an existing load balancing selution.
Learn more o'

MNetwork interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (D) | WinServer-RG-vnet ~ |
Create new
Subnet* (O [ default (100.00/24) v |

Manage subnet configuration

PublicIP @ | (new) WinServ-ip e |
Create new

NIC network security group (@ O Mone
@ Basic
O Advanced

Public inbound ports * @ O Mone

(®) Allow selected ports

Select inbound ports * | RDP (3359) ~

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing., Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known IP addresses.

Delete public 1P and NIC when VM is \:‘
deleted ©

Accelerated networking (O

Review + create ‘ < Previous H Next : Management > |

Pucynok 3.4 — Bu6ip BipTyanbHOI Mepexi

Ha pucynky 3.5 MokHa 1M0OAuMTH YK€ CTBOPEHY BIpTyalbHY MAIIMHY Ta MaHEehb
yopaBiiHHS Hew. TyT 3a3HayeHl OCHOBHI XapaKTEPUCTHKU M 3BIACH 3A1MCHIOETHCSA
KepyBaHHs. AzZUre 103BOJISE€ 3MIHUTH anapaTHl XapakKTePUCTUKU MAIIHHH, SKIIO BUHUKHE
Taka moTpeda, AOAATH 1€ OAWH AWCK, HAJallTyBaTH pE3epBHE KOIIIOBaHHSI, a TaKOXK

BIJICTTIZIKOBYBATH CTaH pOOOTH Yepe3 MEHIO MOHITOPUHTY.



3 WinServer 2 % -

Virtual machine

& connect ~ C Restat [ stop B capture [ pelete (O refresh [ openinmobile B cui/ps A7 Feedback

@ Advisor (1 of 1): Enable virtual machine replication to protect your applications from regional outage —

A Essentials

Resource group (move) : Winserver-RG

Status : Running

Location : West Europe

Subscription (move)  : Azure for Students

Subscription ID : 2c083e61-8eDe-42da-88¢0-101a6cI 1b667
Tags (edit) : Click here to add tags

Properties  Monitoring  Capabilities (8) ~ Recommendations (1) Tutorials

BA Virtual machine
Computer name
Health state
Operating system
Publisher
Offer
Plan
WM generation
Agent status
Agent version
Host group
Host
Proximity placement group
Colocation status

Capacity reservation group

% Availability + scaling

Availability zone

[licnst 3aBepuieHHsT BCIX 1A 13 BIPTyaIbHUMU pecypcaM Yac TepedTd 10
HaynamrtyBaHas camoro \Windows  Server.
3ayCTUTBCS cepBep MeHemkep. Ll yTumita gomomarae KepyBaTh CHCTEMOIO Ta
BCTAaHOBJICHUMHU POJISIMU ¥ (YHKITISIMH. Y BiKHI BiJOOpa)K€HO IMOBIJIOMIICHHS, SIKE MOYKHA
Ha3BaTH KOPOTKUM IUTaHOM HamamrtyBaHHs (puc. 3.6).

CTaHJAPTHUN HaOIp [iil: BCTAHOBJIECHO MNPABUJILHUNM YacOBUW TMOSC, 3aJlaHO CTaTUUHY

WinServer

windows (Windows Server 2022 Datacenter Azure Edition)

MicrosoftwindowsServer
WindowsServer
2022-datacenter-azure-edition
v2

Ready

2.7.41491.1044

None

Oper é'..ITQ system

Size

Public IP address
Virtual network/subnet

DNS name

& Networking

Public IP address 104.45.52.16¢

Public IP address (IPv6) -

Private IP address 10.004

Private IP address (IPvé) -

Virtual network/subnet WinSe

DNS name itcatedradn irope.cloudapp.azure.co
KR size

Size Standard GS1

VCPUS 2

RAM 28GiB
€ Disk

0s disk Winserver_OsDisk_1_2¢e2595d8b7d4324b10856ebfd4211

Encryption at host Disabled

Azure disk encryption Not enabled

Ephemeral O disk N/A

Windows (Windows Server 2022 Datacenter Azure Edition)

standard GS1 (2 vepus, 28 GIiB memary)

Pucynok 3.5 — CTBOpeHa BipTyajabHa MallliHa

Ip-ampecy, 3MiHEHO iM’sI CHCTEMH.

30

[Ipy mnepmomMy 3amycKy aBTOMATHYHO

Jlns mouatky Oyio 3po0JeHo
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@ -

IEE Dashboard

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

I Local Server
i Al Servers
- “ Configure this local server
Tl ADDs 9
1% DHCP QUICK START
& DNS 2 Add roles and features
] 3 -
O e e 3 Add other servers to manage

[CHI
WHAT'S NEW

F= Print Services 4 Create Ver group

@ Remote Desktop Services P

5 Connect this server to cloud services

LEARN MORE

ROLES AND SERVER GROUPS
Roles: 7 | Servergroups:1 | Servers total: 1

..i File and Storage

il ADDs 1 ¥ DHCP 1 & DNs 1 ;
u ? — Services

@ Manageability @ Manageability ® Manageability (@ Manageability
Events Events Events Events
Services Services Services Services
Performance Performance Performance Performance
BPA results BPA results

BPA results BPA results

Pucynok 3.6 — Ytumira Server Manager

Jan 4dac mepeldTu A0 BCTAHOBJEHHS poJiel 1 KOMIOHEHTIB. HaiBaknupimmm i3
IIMPOKOTO CHHUCKY € ciyk0a Active Directory (AD). Bona Hagae MeToau Jjisl yIIpaBIiHHSA
1 30epiranHs JaHUX KaTalloriB, MOXJIMBICTh 30epiratu iHdopmaiiito mpo npodiii, ix iMeHa,
HOMepa TesedoHIB, €JIEeKTPOHHI1 aapecu, Tomo. AD 103BoJis€e KopuUCTyBadamM MaTu
VHIKaQJIbHI aKKayHTH, 1 IeperisiaaT iHpopMaliio OJuH PO OJTHOTO 3a MOTPeOu.

Active Directory e iepapXi4yHOw0 CTPYKTYpOIO, JIiC Ta IOMEH € ii ocHOBo. [lepimi
MPEJCTaBIAIOTh 00’ eqHaHHs BCiX 00’ekTiB. OAWH JIIC MOXE€ MICTUTU JIeKIJIbKa JCpeB
3B’s13aHUX M1k c00010. BOHHU, B CBOIO Uepry, MOXKyTh CKJIAJJaTUCS 3 JEKIJIBKOX JOMEHIB, JIe
KOKEH 3 HUX Ma€ KOHTpoJiep. TakoX HasiBHUM € yHIKaJbHE 1Ml B CEPEJIMHI CTPYKTYPHU.
JlomeHu 00’ €qHYIOTH B cO01 opraHi3ariiiHi miaposaian. Mosoro opurinaizy —Organizational
Unit (OU). BoHu CTBOPIOIOTH i€papXito B cepelInHi JOMEHY W MOXYTh MICTUTH 5K 1 1HIII
OU, Tak 1 kopucrtyBauiB. lle po3nojijieHHs] MPU3BOAUTH A0 OIIBIIOTO KOHTPOJIIO Haj
peruTiKaIicro JaHNX 1 3MEHIIy€e HABaHTAXKECHHSI HA MEPEXKy, TOMY IO JaH1 HE KOMMIOIOTHCS
Tam je He notpioHo [22]. CnpoleHa CTpyKTypHa cxema pobotu cepsicy Active Directory

MOKa3aHa Ha pPUCYHKY 3.7.
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Forest

’

Pucynok 3.7 — Ctpykrypa ciyx6u Active Directory

[lim wac BCcTaHOBJECHHS OYyJIO CTBOPEHO HOBHH JIC 3 KOPEHEBHUM JOMEHOM

itcatedra.com (puc. 3.8).

! B Active Directory Domain Services Configuration Wizard — [m| X
- . TARGET SERVER
Deployment Configuration WinServer

yment Configuration

Select the deployment operation

Domain Controller Cptions . o .
. (O Add a domain controller to an existing domain

additionalloptions () Add a new domain to an existing forest

Paths ® Add a new forest

Review Options . . . . .

Specify the domain information for this operation
Prerequisites Chack ~
Root domain name: itcatedra

More about deployment configurations

| < Previous | | Next » | | Install | | Cancel |

Pucynok 3.8 — CTBOpeHHSI HOBOT'O JOMEHHOTO JICY
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Pazowm 13 cityx60t0 AD Oyna BctanoiieHa poib DNS cepsepy (puc. 3.9).

f& Active Directory Domain Services Configuration Wizard — O X
: - n : TARGET SERVER
Domain Controller Options e a—

Deployment Configuration

Select functional level of the new forest and root domain
Domain Centroller Cptions

- . Forest functional level: Windows Server 2016 -
DN5 Options

Additional Cotions Domain functional level: Windows Server 2016 V

Paths Specify domain controller capabilities

| Domain Name System (DNS) server
Prerequisites Check V| Global Catalog (GC)
Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password

Password: sssssssssssssee

Confirm password: sssssssessssee

More about domain controller options

| < Previous | | Mext > | nsta Cancel

Pucynok 3.9 — HanamryBaHHsI KOHTPOJIEPY JOMEHY

[Ticns mepe3aBaHTaAXKEHHS BUIAHO, M0 KOMIT'IOTEP 3HAXOAWUTHCS Y HOBOMY

nomeni (puc. 3.10).

Computer name WinServer

Domain itcatedra.com

Pucynok 3.10 — Jlomen cepBepa

Jnis ynpaBiniHHSAME TPOQUISIME BUKOPUCTOBYEThCs iHCTpymMeHT AD Users and
Computers. Yepe3 HbOro BiAOYBa€TbCA CTBOPEHHS HOBUX OpraHi3allMHMX MIAPO3JILIIB,
OKpeMHUX 00JIIKOBHX 3alUCIB Ta Ipyn KopucTyBadiB. bynu ctBopeni HoBi OU 1y1st cTy1eHTIB
Ta Bukiagavis (puc. 3.11). IIpu Benukiil KiIbKOCTI KOPUCTYBAUIB iX MOTPIOHO 00’ €AHYBATH

B TPYIHU J1sI OB TMPOCTIIIIOTO PO3MOAICHHS MPaB JOCTYITY.
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] Active Directory Users and Computers - O X
File Action VWiew Help
o 2F 480 XEGE HE L aETES
] Active Directory Users and Com|| Name Type . Description
| Saved Queries

v 5 itcatedra.com

| Builtin

| Computers

E)DaniIShevc... User
E)KillreaIHarc... User

2| Domain Controllers
| ForeignSecurityPrincipal:
| Managed Service Accour
w 3| Students
ERLE:]
=7 Im-az
2| Teacherts
| Users

Pucynok 3.11 — Menemxep ynpaBiiHHSI OTpodUIIMH

KOPHUCTYBayiB Ta KOMII IOTEPIB

HacTtynmHuM kpokom OyJi0 HanamTyBaHHS TPYMOBHUX MOJITUK ISl KopucTyBadiB. Lle
pobuThest 3a gormomororo iHcTpymenty Group Policy Management. [anuii iHCTpyMEHT
N03BOJIsIE €(DEKTUBHO 3aCTOCOBYBATH 3acOOM MO KOHTPOJIO 3a OE3IMEKOI0 Mepexi Ta
cucteMu. ['pymoBi MOJITUKHA Tpu3HaydatoThess 10 okpemux OU 1 MOXyTh BKIIIOYATH
yIpaBIiHHSA SK KOPUCTyBadyeM, Tak i okpeMuM Kkomi’torepoMm [23]. Byio 3abopoHeHO
BCTAHOBJICHHSI MPOTrpaM 13 HOCIIB, 1 OyJb-IKUI IHCTATALIMHUN (aill mMae 3amyckaTtucs 3

nmpaBaMu aaMiHicTpaTopa (puc. 3.12).
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& prevent removable media source for any installation O X

E} Prevent removable media scurce for any installation T Next Setting

(O Not Configured Comment:
(® Enabled
O Disabled
Supported on: [ At |east Windows 2000
Options: Help:

This policy setting prevents users from installing any programs
from removable media.

If you enable this policy setting, if a user tries to install a program
from removable media, such as CD-ROMs, floppy disks, and
DVDs, a message appears stating that the feature cannot be
found.

This policy setting applies even when the installation is running
in the user's security context.

If you disable or do not configure this policy setting, users can
install frem removable media when the installation is running in
their own security context, but enly system administrators can
use removable media when an installation is running with
elevated system privileges, such as installations offered on the
desktop or in Add or Remove Programs.

Also, see the "Enable user to use media source while elevated”
and "Hide the 'Add a program from CD-ROM or floppy disk’
option” policy settings.

Pucynox 3.12 — BcTaHoBieHHS mapaMeTpy rpynoBOi MOJTITUKH

[Tanku xopucTyBadiB OyqyTh pO3TalllOBaHI Ha OKpeMOMY IHUCKy. Uepe3 rpymosi
MOJIITUKU 00paHuii ToM OyB cXOBaHUM Bij BioOpaxeHHs. CTBOPEHHS MaNKu peajii3oBaHO
yepes crnenianbHy QyHkiio GPO. [lupekTopis TOBUHHA CTBOPIOBATUCS aBTOMATHYHO TPU

BXO/JIl KOpUCTyBaya B cuctemy (puc. 3.13).

LI Group Policy Management Editor - ] >
File Action View Help
| nE § R KE

_EJ Directory Mont Pol [WINSERVEF
~ & Computer Configuration

> [ Policies

> [ ] Preferences
~ i, User Configuration

> [ Policies

=N S 1

%sLogonuser?: Properties

General  Common

@e Action: | Create “| ok path

\WWinServer\AllUsers'

w || Preferences Path: |\\WinServer\AHUsErs\%Lugonuser%
w ] Windows Settings
&) Applications Attributes
=2 Drive Maps [Jread-only
Environment A
o files [Hidden
i Folders O archive
Ini Files
: ﬁ Registry Delete this folder (if emptied)
[#] Shortcuts

» Control Panel Settin Recursively delete all subfolders (if emptied)
Delete all files in the folder(s)
Allow deletion of read-only files/folders

Ignore errors for filesffolders that cannot be deleted

Cancel Apply Help

< * | Preferences )( Extended )\ Standard /
Last changed: 6/4/2022 6:14:42 AM

Pucynok 3.13 — CtBOpeHHsI JUpeKTOPii 1151 KOPUCTYBayiB
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Takox 3a gomomororo GPO MokHa JIHPEKTOPI0 3MOHTYBAaTH SIK OKPEMHM

BIpTYAJILHUHA OucK. [Iporeaypa cxora 31 CTBOPEHHAM IIAlKU H OyIe BUKOHYBATHUCS IIPU
y y y y

BXO/Il KOpUCTyBaya B cuctemy (puc. 3.14).

File Action View Help

e aE 4 BIXE

Sl Group Policy Management Editor
P ) g

H: Properties

=[ Directory Mont Pol [WINSERVEF
~ i Computer Configuration

» ] Policies

5 [ Preferences
w i, User Configuration

» || Policies

w [ Preferences

~ [ Windows Settings

@ Applications
=2 Drive Maps
Environment
3 Files
(5 Folders
Ini Files
ﬁ Registry
[#] Shortcuts
> [ Control Panel Setting

w

< >

General  Common

:%: Action; Create

Location: | \WwinServer\Allusers\3tUsername %

Reconnect: Label as: |Personal—w..lsemame%

Drive Letter

(O Use first available, starting at: (@) Use: =H

Connect as (optional)
User name:

Passward: Confirm password:

Hide/Show this drive
(®) Mo change
(O Hide this drive
(O show this drive

Hide/Show all drives
(®) Mo change
(O Hide all drives
(O show all drives

Apply

\ Preferences

Last changed: 6/4/2022 6:15:13 AM

w

Path

WWWinServer\AllUsers', 2eUs.
“WWinServer\Education M.,

Pucynok 3.14 — MoHTyBaHHSI MEPEXKEBOTO IUCKY

VY pe3ynbrari 3MOHTOBAHI IUCKHU BiIOOpaX)aroThes SIK TOKa3aHO Ha PUCYHKY 3.15.

~ Devices and drives (2)
- Windows (C:)
. [ |
My 114 GB free of 126

~ MNetwaork locations (2)

Education Materials (F:)
[ |
™ 51468 free of 55.9GB

OWD Drrive (E2)

GE

Personal - i.kozmin (W)

[ |
™ 51468 free of 55.9.GB

Pucynok 3.15 — 3MOHTOBaH1 MepexKeB1 TUCKU
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Takoxx 10 AuCKy OyJI0 MPHU3HAYEHO CHelialibHI KBOTH. Lle MoxkHa 3poOuTH depe3

GPO, a6o x uepe3 namamryBanHs Ha ToMax NTFS. V¥V Menro BmacTuBOCTEl TOMa €

MOKJIMBICTh OOMEKUTH KIJIBKICTh IaM’SITi, IO JOCTyITHA KopucTyBauy [24]. KBoTu OyayTh

MpalOBaTH JIJIsl HOBUX KOPUCTYBauiB (puc. 3.16).

w Temporary Storage (Dt) Properties

General Tools Hardware
Shadow Copies Previous Versions

¥ Status: Disk gquotas are disabled

Enable quota management

(O Do not limit disk usage

Sharing
Quota

Deny disk space to users exceeding guota limit

(® Limit disk space to GB
Set waming level ta GB

Select the quota logging options for this volume:

Security
Customize

Select the default quota limit for new users on this volume:

Log event when a user exceeds their quota limit

[ Log event when a user exceeds their waming level

Quota Entries...

Cancel

Apply

*

Pucynok 3.16 — BcraHOBJIEHHS! TUCKOBUX KBOT

[Ipodimi, siKi BKE 3apeecTpoBaHi 3a 3aMOBUYYBAHHSIM HE MalOTh BCTAHOBJIEHOTO

mimity. Yepe3 TaONMIO 3alHUCIB € MOMJIMBICTH BCTAHOBJIEHHS KBOTH I KOKHOTO

OKpeMoro kopucrtyBaua (puc. 3.17-3.18).
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& Quota Entries for Temporary Storage (D) — O hot
Quota  Edit View Help
D X& - Q
Status Mame Logon Mame  Amount Used Cuota Limit Warning Level Percent Used &
€3 0K BUILTIMNVAG... Mo Limnit Mo Limit
@OK MNTAUTHO... 1KB Mo Limit Ma Limit M/
@OK MTAUTHO... 20,03 MB Mo Limit Ma Lirnit M/A
@CIK Anton Varlamow awvarlamov... 2KB Mo Limit Mo Limit M/A
@OK KillReal Harchenko k.harchenk... 2 KB Mo Limit Mao Limit M/A
@OK llya Kozmin i.kozmin@it... & KB Mo Limit Ma Lirnit M/A
@OK Danil Shevchenko d.shevchen... 2KB Mo Limit Ma Lirnit M/ A
@OK [Account Information...  5-1-3-21-79.. 2 KB Mo Limit Ma Limit MN/A W
G total itern(s), 1 selected.

Pucynox 3.17 — Ciucok iHAMBIAyaTbHAX KBOT

Quota Settings for Danil Shevchenko (d.shevchenko @i,

General
&?j User: Shevchenko (d shevchenko@itcatedra.com)
Cuota used: 2KB @ ]
Quota remaining:  NAA

() Do not limit disk usage

(®) Limit disk space to GEB e
Set waming level to GB w

Cancel Aoply

TESKETTITT

Pucynok 3.18 — BcranoBieHHs 1HAUBIAYalbHOT

KBOTH AJII KOPHUCTYBada

Takox 111 HaJaHHSI CHJIBHOTO JOCTYITY J0 JUPEKTOpik un (ailniB € crenialbHui

inctpymenT File and Storage Services, 1e MmoxHa 0OpaTH AMCK a00 BKA3aTH MUISX JI0 HAIKH,

AK1M MOTP10HO MPU3HAYUTH L0 BIACTUBICTH (puc. 3.19).



Fﬁ Mew Share Wizard

Server:

Select the server and path for this share

Server Name

WinServer

Status

Online

Cluster Role Owner Node

Not Clustered

Share location:

(0 Select by volume:

Volume
C
D:

Free Space Capacity = File System

114 GB
441 GB

126 GB  NTFS
56.0 GB NTFS

volume,
® Type a custom path:
Disharing

< Previous Mext > Create

The location of the file share will be a new folder in the \Shares directory on the selected

Pucynok 3.19 — HanamryBaHHS CHiIBHOTO

JIOCTYITY 10 AUPEKTOPIi
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Y wmalicTpi CTBOpEeHHS MOTPIOHO 3a3HAYUTH TIpaBa JOCTYMY JJig OOJIKOBHX

3anuciB (puc. 3.20).

Fﬁ Mew Share Wizard

Select Profile

Folder permissions:

Specify permissions to control access

Share Name Share permissions: Everyone Full Control

Permissions to access the files on a share are set using a combination of folder permissions, share
Share Location permissions, and, optionally, a central access policy.

Type Principal

Access

Confirmstion Allow ITCATEDRANTeachersG Special
Allow BUILTIN\Administrators  Full Control
Allow MT AUTHORITYASYSTEM  Full Control

Allow CREATOR OWNER Full Control
Allow BUILTINVAdministrators  Full Control
Allow ITCATEDRA\StudentsG Special

Applies To

This folder, subfolders, and files

Subfolders and files only

This folder, subfolders, and files

Subfolders and files only

This folder only

This folder, subfolders, and files

Customize permissions...

< Previous Next > Create

Cancel

Pucynoxk 3.20 — [Tpu3HaueHHs ipaB 10CTYITY

Temnep 1711 MOBHOILIIHHOT POOOTH KOPUCTYBAyiB B CHUCTEMi, MOTPIOHO BCTAHOBUTH

CEpBICH BIJJAJICHOTO JOCTYITY.



Crnouatky Oyno obpano ponb RDS i motpiOni dyHKIIi 11s podotu
nocrymy (puc. 3.21-3.22).

Ff= Add Roles and Features Wizard — O xor
DESTINATION SERVER
Select server roles Winsenerictedracom
g Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
EenEgteleion +| Active Directory Domain Services (Installed) “ Remote DESkt"P_SEWiCEs enables
[] Active Directory Federation Services users to access virtual desktops,
_ [ Active Directory Lightweight Directory Services session-based desktops, and
= [] Active Directory Rights Management Services RemoteApp programs. US*_? the )
Remots Dasktop Services [ Device Health Attestation Remote Desktop Services installation
N [] DHCP Server to configure a Virtual machine-
Role Services / DNS Server (Installed) based or a Session-based desktop
Confirmation [] Fax Server deployment. L

[m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service

[] Hyper-v

[] Wetwsork Contraller

[ Network Policy and Access Services F
[m] Print and Document Services (1 of 3 installed)
[] Remote Access

F
[ Volume Activation Services

[] Web Server (IIS)

[[] Windows Deployment Services
[ Windows Server Update Services

Pucynok 3.21 — Bcranosnenns poisit RDS
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BI1JaJIEHOTO

& Add Roles and Features Wizard — [} =
- DESTINATIOM SERVER
Select role services TesSeryncated com

| I, The destination server has a pending restart. We recommend that you restart the destination server before either installing or... X

Before You Begin Select the role services to install for Remote Desktop Services

Installation Type Role services Description
Server Selection . i
[] Remote Desktop Connection Broker Rem_ote Desktop Session Host (RD
Server Roles [[] Remote Desktop Gateway Session Host) enables a server to
. Remate Desktop Lice host RemotelApp programs or
Features tEmote Dkl Sessa e Hel session-based desktops, Users can
Remote Desktop Services [] Remote Desktop Virtualization Host .connect _t° RD Sess.lon Host servers
[ Remote Desktop Web Access in a session collection to run
programs, save files, and use
Web 52 me resources on those servers. Users
. : can access an RD Session Host
Rale Services server by using the Remote Desktop

Connection client or by using
RemoteApp programs.

Network Policy and Acces...

Confirmation

| < Previous | | Next > ‘ Install

Pucynox 3.22 — [IpomoBxeHHs BcTaHOBIIEeHHS pojii RDS



41

[licns momaBaHHSI pOJTi, BCTAHOBJIEHO CEPBICHU BIIJIAJICGHOTO JOCTYMY, SIKI B HOBUX

Bepcisx Windows Server BUHeCeHi B OKPEMHIA ITyHKT B MaicTpi BUOOPY podeit (puc. 3.23).

[z, Add Roles and Features Wizard — [} X

3 T=i= —da— . DESTIMNATIOM SERVER
Select installation type No servers are selectad

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type
Deploymenit Tvpe () Role-based or feature-based installation
D Configure a single server by adding roles, role services, and features.

® Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | MNext > | Deploy Cancel

Pucynok 3.23 — BcraHOBIIGHHS CEPBICIB BIJIIAJIEHOTO JTOCTYITY

Y wmaiictpi moTpiOHO o0OpaTu cIreHapiii po3ropTaHHS BIJAAICHUX POOOYHUX
cromB (puc. 3.24). OcTtaHHI Ha OCHOB1 C€aHCIB OYyIyIOTbCS SK OJIHE IEHTpalTi30BaHE
BIpTyaJIbHE CEPENOBUIIE, IO PO3MILLYEThbCSl Ha cepBepl. o HBOro MiAKIIOYAIOTHCS
KOPHUCTYBaul uepe3 KIIeHT abo BeO-nogaTok. CepBep CTBOPIOE CEaHC pOOOUYOTO CTONY IS
KOXHOTO 00J1iKOBOTO 3anmucy. OcTaHHIN MOBUHEH MaTH JOCTYI A0 OJHOTO BipTyaJIbHOTO
cepenoBuina. [TiAKIFOYEHHS MPaIIOe€ HA OJJHOMY XOCTOBOMY CEpBEpi, 2 KOPUCTYBaul MalOTh
JOCTYTI JI0 CHIBHOT (haliIOBOi CUCTEMHU.

IndpacTpykTypa Ha OCHOBI BIpTYyaJIbHUX POOOYHUX CTOJIIB CTBOPIOE OKPEMHUI MPOCTIP
JUTSI KOSKHOTO TIpoditro, 3amyckaroun ix Ha okpemux VM. Ile nae kopuctyBauaM moBHICTIO
130J1bOBaH1 OAWH Bia ojHOro VM, KOXKEH CTIJ1 Mae CBOIO (palIoBYy CHUCTEMY Ta PO3MOJLI
pecypciB.

VY upoMy BapiaHTI peaiizallii BiIJaIeHOro JOCTyy OyB 0OpaHuil BapiaHT Ha OCHOBI

CEaHCIB.
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! & Add Roles and Features Wizard — O e
e
- e DESTINATION SERVER
Select deployment scenario Quick Stars seectes
y
Before You Begin Remote Desktop Services can be configured to allow users to connect to virtual desktops, Remotefpp
- programs, and session-based desktops.
a Installation Type
e Deplovment Type () Virtual machine-based desktop deployment
B Deployment Scenario \-"lrtu_al machlne-l?ased desktop deployment allows users to connect to virtual desktop collections
B that include published RemoteApp programs and virtual desktops.
Session-based desktop deployment
Session-based desktop deployment allows users to connect to session collections that include
published RemoteApp programs and session-based desktops.
e

Pucynox 3.24 — Bubip crienapito posropranas RDS

[licnst BCTaHOBIEHHS BCIX CEPBICIB KOPUCTYBadl MOXYThb MIJKIIOYATACA [0
B1/IJIaJIECHOT0 poO0YOro cToiy 3a nmporokosioM RDP.

Ha npoMy MOXHa 3aBepLIMTH IMEPIIOYEpProBl HamamTyBaHHs cucteMu. [lomanbiii
3MIHHU B MOJITUKAX Tpeda BHOCUTH, BUXOASUYM 3 MIPKYBaHb 1 ()OPMYBaHHS BUMOT 1] 4ac
MTOBHOITIHHOI €KCIITyaTaIlii Mepexi.

Tenep npoOiieMa monsirae B TOMY, 1100 BBECTH JIOKaJbHY 1H(QPACTPYKTypy B
HOBOCTBOpECHUI JoMeHHMI Jiic itcatedra.com. Ockiibku 1Mo CyTi 1ie ABi pi3Hi reorpadivyHo
po3maiieHi Mepexi, 0yno BupimieHo ctBoputd Mixk HUMUA VPN TyHens. OctanHii mmdpye
TpadiKk Ha OJHOMY KiHLI Ta BIAMPABISLE€ HOTO B 1HIIY Yepe3 3arajlibHOAOCTYIHUN KaHaj
[aTepHeTI, 7€ BiH PO3MUQPPOBYETHCS Ta HANIPABISIETHCS 10 MICIIS TPU3HAYCHHS.

Bbyno peanizoBano Bapiant Site-T0-Site VPN, 11e cTBOproe 3ammdpoBane 3’ €THaHHS
Mmix nBoMa VPN-numo3amu. OpranizoBaHo MOCTIMHUHN 3B’ 30K MIXK IBOMa MepexXaMu, Kl
OynyTh OOMiHIOBAaTHCA 1H(POPMAIIIEID Ta pecypcamu siK B €aquHOMY mpoctopi [25]. s
oprasizailii TyHero 3a3BU4ail BAKOPUCTOBYETHCS CIielliaibHe 00J1aJHAHHS, K, HAIPUKJIIa/,
MepeXeBi ekpaHu Ta Mapuipytuzaropu kommanii Cisco [26]. Cxema pobotu Site-To-Site

VPN npencraBneHa Ha pucyHky 3.26.



43

Local network

Good @‘

Virtual network - -

Azure VPN
Gateway

Site-to-Site
Vpn
Connection

Pucynok 3.26 — Cxema Site-To-Site VPN

Ha mnatdopmi Azure mnst ctBopeHHs 3’enHanHs tumy Site-To-Site VPN motpioHo
CTBOPUTH Ta HaJAILITyBaTH HACTYIIHI PECYPCH:

— Virtual Network — BipTyanbHa Mepexka; € OCHOBOIO JIJIsl CTBOPEHHSI ITPUBATHOT
Mepexi B Azure;

— Virtual Network Gateway — VPN-muto3, sSkvii CKIaJa€TbCsi 3 ACKIIBKOX
BIpPTyaJIbHUX MAIIMH, 1110 PO3ropTalOThCS 0 NEBHOI MAMEPEXK1; BIH MICTUTh B 001 TaOJIUIII
MapuIpyTH3allii Ta 3alyCcKae creliaibHi CIIyKOH LUTI03Y;

— Public IP Address — my0umiuHa aapeca, 1o sKii BiJOyBa€ThCS 3BEPHEHHS JI0
[TI03Y;

— Local Network Gateway — cremiagbHuii 00’€KT, SKHH IPEACTaBIsSE€ aHi
JIOKaJIbHOT MEPEeXKI;

— Connection — crieniiaibHU 00’ €KT, IKUH BUKOHY€E O€3MOCEPEIHE 3’ €THAHHS MIXK
JIBOMa IILTI03aMHU.

JIJist MiIKJTFOYEeHHST BUKOPUCTOBYETHCS BXKE PaHillle CTBOpPEHA BipTyajbHA MEpeka 3
miamazonom ip-agpec 10.0.0.0/16. OcTaHHii He MOBMHEH CIIBMAAaTH 3 THM, IO

BUKOPHCTOBYEThCS B ON-premise mepexi (puc. 3.27).



<.~ WinServer-VN =

Virtual network

> Move f Delete 1:_3 Refresh

-~ Essentials

R'j Give feedhack

JSON View

Resource group (mave) : WinServer-RG Address space 1 10.0.0.0/18
Location {maovs) : West Europe DNS servers : Azure provided DNS service
Subscription (move) : Azure for Students Flow timeout 1 Configure
Subscription 1D : ac0B83e61-8ele-48da-88c0-10f26c91b667 EGP community string : Configure
Virtual network 1D 1 c30c2e2f-ce95-47b1-a0f6-da7518d4662f

Pucynok 3.27— BipTyansHa Mepexa
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st ctBopenns VPN-mmo3y OyB BUKOpUCTaHUH crierianbHui enemenT. [lotpiono

BKa3aTH TUI IUTIO3Y. Takox HeoOXiaHO 3a3HaYMTH NIeBHY VNet, e BiH Oyie

BUKOpHUcTOBYBaTucs. [11m103 Moke OyTH JuIle OAUH Ha MEPEXKY, alle MOKHA CTBOPUTH

JeKiIbKa 3’ €IHaHb, 10 OyAyTh HalpaBjIeHI Ha HROTol B agpecHomMy mpocTopi BUIIJIEHO

OKpCMY Hiz[Mepemy. TYT K€ 3a3Ha4CHa HY6JIiLIHa ajJipcca, € MOKJIMBICTb BHKOPHCTATH BIKC

HasiBHY, ajie OyJia CTBOpEHAa HOBA CHELialbHO JUIsl HIT03y (puc. 3.28).

Create virtual network

Name *

Region *

Gateway type * @
VPN type * O
SKU* @
Generation O

Virtual network * @

Gateway subnet address range * (O

Public IP address

Public IP address * O

Public IP address name *

Public IP address SKU
Assignment

Enable active-active mode *

Configure BGP * O

gateway
[ ven-Gateway M
| West Europe ~ |

'@) VPN O ExpressRoute

'@) Route-based O Policy-based

| Basic ~ |
| Generation s |
| WinServer-VN v |

Create virtual network

@ only virtual networks in the currently selected subscription and region are
listed.

10.0.1.0/27 "
10.0.1.0 - 10.0.1.21 (32 addresses)

@) Create new O Use existing

VPN-Gateway-IP s

Basic

O Enabled @} Disabled

O Enabled @)' Disabled

Azure recommends using a validated VPN device with your virtual network gateway. To view a list of validated devices and
instructions for configuration, refer to Azure's documentation regarding validated VPN devices,

Review + create

Pucynox 3.28 — CTBOpeHHS BIpTyaJIbHOTO MITIO3Y

Download a template for automation
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[Tpu nomaBaHHI 00’ €KTY JIOKAJIBHOIO IIIIO3Y BKa3aHa MyOJIiuHy agpecy On-premise
Mepexi. st npukitany B MpOeKTi BOHA 3a3HadyeHa sk 1.2.3.4. Takok ykazaHo TPOCTIp Ip-

ajZipec Ta MacKy, sKa BUKOPUCTOBYEThCS B JIOKAJIbHIN migMepexi (puc. 3.29).

Create local network gateway

Basics  Advanced  Review + create

A local network gateway is a specific object that represents an on-premises location (the site) for routing purposes. Learn
moare

Project details

Subscription * | Azure for Students v |
Resource group * | WinServer-RG v |
Create new

Instance details

Region * | West Europe v |
Name * | LocalNet-Gateway \/l
Endpaint @ IPaddress FQDN ._'

1P address * © [1224 M
Address Space(s) &

[192.16810/24 g

| Add additional address range ‘

Pucynok 3.29 — CTBOpEHHS JIOKAJIBHOTO ILTIO3Y

[Ipu cTBOpeHHI eneMeHTy 3’€lIHaHHs OyJo BKa3aHO MOro TUM, 0OpaHO LUIIO3U M
BipTyanbHy Mepexy. Takox 3a3HaueHo PSK kitou, BiH BUKOPHUCTOBYETHCS IS
mudpyBanHs niakmodeHb (puc. 3.30). OgnakoBuil Kitou Mae OyTH BKa3aHUM SK Y
BIpTYalbHOMY IILTIO3i, TaK i B LILTEO3] JIOKATBHOI Mepeski. Mloro Moske HaJaBaTh JOKaTbHUH
NpUCTpiid, a0 X MOKHA CTBOPUTH B AZUre i MOTIM 3acTOCyBaTH Horo g0 ON-premise

TIUTIO3Y.
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Create connection

Basics Settings  Tags Review + create

Virtual network gateway

To use a virtual network with a connection, it must be associated to a virtual network gateway

Virtual network gateway * © | VPN-Gateway ~ |
Local network gateway * (O | LocalNet-Gateway hd |
Shared key (PSK) * @ | ExampleKey \/|
IKE Protocel (O O went ® ke

Use Azure Private IP Address © D

Enable BGP (O D

IPsec / IKE policy © ' Custom )

Use policy based traffic selector @ (" Enable [ Disable )|

DPD timeout in seconds * (O | 45

Connection Mode (O (® pefautt () Initiatoronly (O) ResponderOnly

Pucynox 3.30 — CTBOpeHHs 3’€THAHHSA MK IUTFO3aMH

HacTynHuM KpoKOM € HajamTyBaHHS JIOKQIbHOIO IpUCTporo it ctBopeHHs VPN
nigKIroYeHHs. Y po0oTi nmokazaHo ckpunt i cucteM Cisco 10S Bepcii 15 1 Buime, sk,
nanpukiaaz, Cisco ISR 2911.

[TapameTpu Mepexi € TAKUMH:

— IM’a 3’ennanns: ITCatedra-S2S-Connection;

— I’ VPN mumo3a: VPN-Gateway;

— IlyGumiuna ip-agpeca: 13.80.74.71,

— Agpecnuii npoctip BipTyanbHoi Mepexi: 10.0.0.0, nmpedikc:10.0.0.0, mepexena
Macka :255.255.0.0;

— Im’g mokanpHOTrO 1UTI03a: LocalNet-Gateway;

— On-premises VPN IP:  1.2.3.4;

— AgpecHuil mpoctip JokaimbHOi Mepexi: 192.168.1.0, mnpedikc:192.168.1.0,
MepexeBa macka: 255.255.255.0;

— PSK ximou: ExampleKey.

Jlns wanamryBanHs cuctem CiscolOS OyB cTBopeHMii CHelialbHUI CKPUINT, BiH
saBisie co0oro HaOlp KomaHAa il KoHdiryparii npuctporo. JIiCTUHT ckpunra s

nanamryBanss s cucreM CiscolOS nagano B JJomatky I
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Ha npomy KoHirypaiito muio3y 3aBepileHo. Ternep MOTpiOHO BKIIIOUUTH MapK
MalliiH B JJOMEH 1 MOKHa BBaXKaTH, IO CHUCTEMa HAJAIITOBAaHA W TOYATH TEPEBIPKY

(byHKITIOHAIBHOCTI.

3.2 InTerpanisi 3 cepBicamu Azure

[Topran Azure no3BoJisi€ 1IHTETPYBAaTH JESKI CEPBICH 3 CEPBEPHUM DIIICHHSM, IO
HiABUIIUTH THYYKICTh Mepexi. 13 cepBepom OynyTh iHTerpoBani: Azure Backup, Storage
accounts, Azure Active Directory (AAD) ta Azure Virtual Desktop (AVD).

Pe3epBHE KOTIIOBAHHS JaHKX € BAXIMBIM. FIoro MoXHa 6 6yII0 BAUKOHATH 3ac00aMK
onepauiifHOi CUCTEMH, alleé B LIbOMY MPOEKTI BOHO 3poOieHe uyepe3 nmoprtan Azure. g
poro icuye cepsic Backup Center, sikuii 103B0OJIsI€E POOMTH KOIIii BIpTyaJbHUX MAIIHH,
OKpEeMHUX JUCKIB, 0a3 JaHUX Ta MarnoK CHUIbHOro JocTymy. CTpaTeris, sika MpOMOHYEThCS
JUIs 3a0€3MEeUYCHHS BIAMOCTIMKOCTI CHCTEMH Ta MOYKJIMBOTO BiTHOBJICHHS ITICIIs aBapiiHUX
CUTYallill, TOJIATa€e B TOMY, 1100 CTBOPUTH PEILTIKALIII0 IHPPACTPYKTYPH 10 1HILIOTO PETIOHY
Azure. Ycio pecypcHy rpymy, TOOTO BipTyadbHI MAallMHH, JUCKH, MANKH CIUIBHOIO
JOCTYIy, BIpTyaJbHI MEpPEXi TOI0, OyJe CKOIMIMOBAaHO JI0 HOBOI PECYpPCHOI TPYIH, sKa
0a3yeThCs B JATALICHTPI, SIKWW po3TalloBaHUi 1HIIN yacTuHi cBity [27]. Cxemy pobotu
TaKOi CTpaTerii Moka3aHo Ha PUCYHKY 3.25.

J171s pe3epBHOTO KOTiroBaHHS OyB BUKOpHCTaHH# iHCTpyMeHT Site Recovery. [Tig gac
CTBOPEHHSI 3a7aul MOTPIOHO BKA3aTHU B SIKOMY pETiOH1 0a3yeTbesi pecypcHa rpymna. [lotim
oOpaTu HOBY TpyIly, IO PO3TalllOBaHa B IHIIOMY MICIIl CBITY, B SIKy OyJe 3A1HCHEHO
KOIIIOBaHHSI pecypciB. Y KiHII HEOOXITHO 3a3HAYMTH TUI KOMii, yac ii CTBOPEHHs Ta

MaIIIMHY, JI0 SIKO1 I1e 3acTOCoBaHO (puc. 3.26-3.27).
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7

Azure Active Directory

Primary Region WestUS Secondary Region EastUS

i |
1 ]

1
i i
| 1
| AVD Host Pool1 |
1 1
| i
| 1
| 1
1 1
1 1

Host-1 Host-2
Multi-Session OS Multi-Session OS

Host-3 Host-4
Multi-Session OS Multi-Session 0S

I 1
I I
| 1
| 1
@ : Cloud Cache :
: FSLogix GPO :
AC1 : i ' AC2
Profiles 1 | ! Profiles 2
| 1
Azure AD Connect AzureHles Breriinmt | AzureFiles Premiun: Azure {\D Connect
SMB : : SMB Staging Mode
— |
| 1
e 1 1 —
— 1 1 —
Storage Acctl : : Storage Acct2
et Infral Vnet i i Infra2 Vi e
Domain Controller s 1 mira2¥net Domain Controller
49D i Ly
e — e gt ____,/ \\h___ ______________________________ /‘
VNET Peering
Enable replication
o Source Virtual
Source location * (D West Europe v
A\ The region of the Recovery Services vault is the same as the source region. If you are protecting machines across zones and not
across regions, you may continue, For cross-regional DR, please select a vault from different region.
Azure virtual machine deployment model ‘ Resource Manager ~ |
* 0
Source subscription * (D ‘ Azure for Students ~ |
Source resource group * @ ‘ WinServer-RG ~ |
Disaster Recovery between Availability ‘ No ~ |
Zones? * (D
Availability Zones @ ‘ Select o |

Pucynok 3.26 — CTBOpeHHs perutikaiii JJisl myj1y MalluH
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Customize target settings

0 By default, Site Recovery will mirror the source site configuration to target site by creating/using the required resource groups, storage accounts, virtual network, managed disks and availability sets.

General settings

Target resource group

| (new) Winserver-RG-asr s |
Target virtual network O
| (new) winserver-vN-asr o |
VM settings
VM Name Source managed disk Replica managed disk Cache storage
WinServer [Premium SSD] WinServer_OsDisk_1_837d7.. | (new) [Premium SSD] WinServer_Os.. ‘ | (new) m9ejdavault¥66asrcache [Stan..

Pucynok 3.27 — HanamryBaHHs pecypciB periakaiii

Hactrynaum kpokoMm € cuHxponizamis Active Directory 3 Azure Active

Directory (AAD) — mne xmapHa ciyx0a imeHTH(IKamil Ta KepyBaHHS JOCTYIIOM

KOPHCTYBAaYiB JI0 pi3HOMaHITHUX cepBiciB Azure ta Office365. CunxpoHnizaiisi poOUThCS 3a

JIOTIOMOTOFO CITeIialbHOI YTHJIITH, sfKa BCTaHOBMOeThes Ha Windows Server [28]. Ha

pucyHky 3.28 mokaszaHi KOpHCTyBadul, 5Kl 3apeecTpoBaHi B fomeHi AAD 1o cunxpoHizarii.

® Users | All users
tive Directory

@& Default Directory - Azure Active Director

& Alusers
& Deleted users
Password reset
£ User settings
¥ Diagnose and solve problems
Activity

D sign-inlogs

t+ Newuser =+ Newguestuser [ Bulk operations (O Refresh ' Per-user multifactor authentication Columns | A Got feedback?

[ search users + Add filters

3 users found

Name T, User principal name 1y Usertype Directory synced Account enabled Company nar

O . Ant mov
O e Kyrylo Kharchenka

O @ ShevD

@apendix823outioo... Member No

apendixg23outlo.. Member No ves

dixg23outlookon... Member No

Pucynok 3.28 — Kopuctysaui AAD 10 cunxponizarii

[Ticns 3amycky ytumitu AD Connect motpiono Bkazatu npodine AAD 3 mpaBamu

TJI00aJPHOTO aJMIHICTpaTOpa Ta BKaszaTtu Woro mapoib. [loTim oOparu inic, skuii Oymae

CUHXpDOHI3yBaTHCSI 3  XMaporw. Yci  IHII  T[apamMeTpw  3aJIAIIUTH 32

3aMmoBuyBaHHsM (puc. 3.29-3.30).



&> Microsoft Azure Active Directory Connect - X

Connect to Azure AD

Express Settings - - . - .
P g Enter your Azure AD global administrator or hybrid identity administrator credentials. (7]

Required Components

User Sign-In USERNAME
‘ShevD@apendix823Dut\ook.onmicrnsoﬂ‘com |

sync PASSWORD
Connect Directories ‘.Onn..n.o.n..cn |

Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering

Optional Features

Configure

Previous

Pucynok 3.29 — AD Connect aBropu3artis

&> Microsoft Azure Active Directory Connect - X

Connect your directories

Express Settings L . B . .
P g Enter connection information for your on-premises directories or forests, 9

Required Companents
DIRECTORY TYPE

User Sign-In . 3
g Active Directory -
Connect to Azure AD

Sync FOREST @

Connect Directories itcatedra.com v Add Directory

Azure AD sign-in
Domain/OU Filtering COMNFIGURED DIRECTORIES

Identifying users itcatedra.com (Active Directory) @
Filtering
Optional Features

Configure

Previous

Pucynok 3.30 — AD Connect BuOip sicy
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[licns cunxponizamii g0 AAD Oynu godaHi HOBI KOpPUCTyBaul Ta Tpymnu

KopuctyBauiB. Tenep 1i mpodini MOKHa BUKOPUCTOBYBATH JJI aBTOpHU3allii B cepBicax

Azure (puc. 3.31).

@ Users | All users
tive Directol

@8 Default Directory - Azure Active Director

- Newuser - Newguestuser [ Bulk operations v () Refresh

& Allusers

& Deleted users [ £ search users

o Add filters

Password reset

£ User settings
O . Antor

X Diagnose and solve problems

Activity
D Sign-in logs
& Auditlogs

8ulk operation results
Troubleshoating + Support

L New support request

. User principal name T

a.varlamov0634@apendixa23o...

User type

Member

itloo... Member

Sout.. Member

Member

lo... Member

utlo... Member

Member

n.. Member

on.. Member

Member

(' Per-user multifactor authentication

Directory synced

No

Account enabled

Columns | A7 Got feedback?

Identity issuer c

d

loo
loo
loo
loo

Pucynox 3.31 — Kopuctysaui AAD micist cuHXpoHizailii

Hactynaum cepBicom € Storage accounts. Bin 103BoJisie CTBOPIOBAaTH BUIIICHI

JTUPEKTOPIi, IKI MOXKYTh OyTH MIJKIIOUEHI O MAIIMHK Y BUTJISAA1I MEPEXKEBOTO AUCKY. Jliis

cepBepy OyJia CTBOpEHA TUPEKTOPIs 31 CIUIBHUM J0CcTynoM (puc. 3.32). [[ns BKItOUEHHS 11

y (aitioBy cucteMy BIPTYalbHUX MAaIllMH TOTPIOHO BUKOHATU CKPUINT, SIKUMA Oyne

MOHTYBATH JUPEKTOPIIO SK OKpeMUH MepexeBui auck [29].

JlicTuHT ckpunTa Jj1s MOHTYBaHHS TupekTopii HagaHo B Jonatky /I.

New file share

Mame *

| psake{

Performance
Maximum 105 O
Egress Rate (D
Ingress Rate (O
Maximum capacity

Large file shares

1000
S0 MIB /s
60 MIB /s
5TIiE

Disabled

Pucynox 3.32 — CTBOpeHHS JUPEKTOPIi ISl CHIJIBHOTO TOCTYIY
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Hacrymuum 11 inTerparii € cepsic Azure Virtual Desktop. Moro 3actocoByroTs as
BipTyaumizamii pobodoro crona Ta BuaieHux nporpam. Azure Virtual Desktop moBHicTO
npaifroe B xMapi. Bin 3a6e3nedye 6aratoceaHCoBUN JOCTYI O pOOOYOro CTOMY, aje MpH
TOMY 3aliUIIa€ TepcoHaibHe poboue cepeposuie. CepBic M03BOJIAE PO3TOPHYTH SIK
cepeoBHILe POOOUYOro CTOMY, TaK 1 OKpEeMI MPOrpaMH, Kl OyAyTh 3aIlyCKaTUCS HA THX XKe
MamuHax. LI TexHonmorist JoBoni HoBa. i aHOHC BimOyBcst y 2018 powi, a B myOniuHumii
noctyt cepic motpamuB y 2019. Tomy BapTo MaTH Ha yBasi, IO 3apa3 BCe IIe We mepios
aKTUBHOTO pO3BUTKY ¥ KommaHigs Microsoft mnpomoBkye BHpPOBaJKCHHS HOBHUX
IHCTPYMEHTIB YIIpaBIIiHHS, K, HapUKIaa, pimeHds FSLOQIX Ta iHTerpariis 3 cepBicaMu
VMware Tta Citrix. Y Mepexi JaHHW CEpBIC BUKOPHUCTOBYETHCS caMme IS 3aIlyCKy
BUJIIJIEHUX 3aCTOCYHKIB. Lle Moxe OyTH KOpUCHO, KOJIM anapaTHOi MOTYKHOCTI BIPTYaJIbHOT
MAIIIMHHM, Ha sKiii 0a3yerbes WiNdows Server, He BUCTA4YMTh ISl 3aITyCKYy TOTO UM 1HIIIOTO
clueHapito. Y Takomy Bumnajky Ha 6a31 AVD moxkHa Oyne noaatu OUTBIN MiAXOSILY i
3aja4i MaIllMHY ¥ Ha Hiil BUKOHATH crierudiuny poooty [30].

Jns pyukmionysanss cepsicy AVD notpiOHa po3ropHyTa iHppacTpykTypa B AzZUre.
bazora Bepciss AAD 3a 3aMOBUYBaHHSIM CTBOPIOETHCS ISl KOPUCTYBAYiB MIaTHOPMH.

Haimi Oyso posropuyto Azure Active Directory Domain Services (AADDS). Lle
CEpBIC JIOMEHIB, SIKM HaJae CIy:KOW YMpaBIiHHA, Ta MOXJIMUBICTE OOpPOOKH MPOTOKOJIB
LDAP ta Kerberos/NTLM, siki BUKOPUCTOBYBAIMCS B JIOKAJbHUX PIIMIEHHAX 1 HE Oynu
iHTerpoBani B AAD. Jlns po6otu AVD notpiOHO cuHXpoHI3yBaTu aanuii cepsic 3 AAD,
mo0 OyB 3B’s30k 13 qomeHoM ciyx0 AADDS. MoxHa cka3zatu 1 ciyk0a BHUCTYIae
aHAJIOrOM KOHTpoJiepy JoMeHa. CXeMaTHMYHO MPUHIUI POOOTH CEpBICY IMOKAa3aHO Ha
pucysky 3.33. Posropraroun AADDS, #ioro tpeba cuaxponizyBatu 3 AAD, a moTiMm Bxe,

koH(pirypytoun VDI, HanamroByBaTu cCucTemy.
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_ r'-‘ _
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| [

Gemmd
Azure Active Directory Azure AD Domain Azure Virtual Desktop

Services

Pucynok 3.33 — Cxema B3aemozii AVD ta AAD
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Sxmo x € BracHa AD, To cxema OTpUMYye JOMOBHEHHs, sIKI TTOKa3aHi HAa PUCYHKY

3.34. To6to nokanbua AD uepe3 cnenianbauii iHCTpyMeHT AD Connect cuaxpoHi13yeThes

3 XMapHOIO.

Azure Actitfe Directory

Services

AD Connect

Active Directory

Pucynok 3.34 — Cxema B3aemozii AVD 3 nokansaoro AD

Azure AD Domain Azure Virtual Desktop

CrBopenns ceppicy AVD cxosxe Ha iHmi. Byno BkazaHo pecypcHy rpymy, Tun AD

sKa OyJie BUKOPUCTOBYBaTucs, 3a3HaueHo VNet, 1o sikoi OyayTh BIZHOCUTHCS CTBOPEHI

VM, ob6pano o6pa3 OC Ta anapaTHi XapaKTEpUCTUKH.

BaxnuBuMm mapameTpoM MOXHa BHAUTUTH THUIl CTBOpeHHX XOTiB. lle came Ta

nepeBara, sky Hajgae AVD. Mosxna oOpartu personal i Toai Ha 0JIHOro KOpUCTyBada Oyjie

BUIUTIATHUCS OJTHE CEPEIOBHIIE, a OTXKe, i ogHa VM. Takox € BapianT pooled. Bin no3Bouisie
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OJIHOYACHE TIJKJIIOYEHHS 70 BIPTyajJbHOI MAIIMHU JCKUJIBKOX OOJIIKOBUX 3amuciB. TyT

TaKOX MOJKHA BKa3aTH W KIJIbKICTh OJTHOYACHUX CECiH, aje KOXKEH KOpUCTyBad 30epirae

CBO€ yHIKaJIbHE poOoue oToueHHs (puc. 3.35).

Host pool type

If you select pooled (shared), users will still be able to access their personalization and user data, using FSLogix

Host pool type * | Pooled R |

Load balancing algorithm & | Depth-first ~ |

Max session limit O | 2 \/|

Pucynok 3.35 — CtBopeHHs my:ny BipTyanbHUX MamH AVD

CrBopenHst mpo¢uniB BinOyBaeTbea dvepe3 ciayxkOy AAD, ane nmias KOpEKTHOI

aBTOpH3alli HOBOCTBOPEHHM OOJIKOBMM 3amucaM NOTPIOHO B MaHENl YIpaBIiHHSA

pecypcHOI0 Tpymoro HajgaTu cremianbai pom Virtual Machine Administrator Login ta

Virtual Machine User Login. be3 uux poseid KoprucTyBaud 3MOKe 3aiiTH B AHEJIb KEPyBaHHS

AOCTYIITHUMH ﬁOMy cCaHCaMH, aJIC HiII gac 3’€I[H3HH5[ 3 BipTyaJ'IBHOIO MAalllMHOKO OTPpHUMAE

BIIMOBY y AocTyti. Takox rpodini Oyiu 1o/1aHi B MEHIO Assignments y maHes yrpaBiIiHHsSI

rpynamu 3actocyHkiB cepBicy AVD (puc. 3.36).

" Virtual Machine Administrator Login

AAD DC Administrators -
O Group strator Login (@

AdminUsers
[l Group al Machine Administrato

ShevD -
D ShevD@apendixg23cutlookonm... User Virtual Machine Administrator Login ©
' Virtual Machine User Login

NonAdminUsers -
D Group Virtual Machine User Login ©

Pucynox 3.36 — [Ipu3HaueHi poJii KOpUCTYBayiB

Login ©

This resource

This resource

This resource

This resource

3a 3amoBuyBaHHAM y AVD cTBOproeTbcsi ofHa Taka, B HIM 3HAXOAUTHCSA CecCis

BiJIJIaJIEHOT0 poO0YOro cToy. MoXHa 10AaTH 1€ OJHY TPYIy, B Ky MOMICTUTH OKpeMi

MporpamMu BCTAHOBJICHI Y CEPEIOBUIII, K MPUKIIAT Opay3ep a0 TeKCTOBUI peaakTop (puc.

3.37). TyT e € MOXKIIUBICTh HE MPOCTO OOMPATH 3 HASBHUX IPOrpam, aje il BCTAHOBUTH

MSIX maker, sikuii Tpeba CTBOPUTH Ta JOJATH 1O CIEHIATBHOTO po3aiay y MeHro Host
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pools. Ta cmig MaTk Ha yBa3i, IO 3apa3 il HOPMAJIBHOTO PO3TOPTaHHS W yHpaBIiHHS

naketamu MSIX moTpiOHO Ha KOKHY MalllMHy BCTAaHOBHTH TaKeT iHCTpyMeHTiB FSLOQIiX.

Add application X

Select an application from your start menu or add from a file path.

Application source * | Start menu v |
Application * | Motepad ++ ~ |
Display name Motepad ++ |
Description |

Application path @ | Ch\Program Files\Notepad ++\notepad++.exe by |
lcon path | Ch\Program Files\Notepad++\notepad++.exe »/ |
lcon index | 0 ¢|
Require command line '@:‘ No O es

Pucynok 3.37 — CTBOpEHHS ceaHCy Il OKPEMOTO 3aCTOCYHKY

Takox AJi1 CTBOPEHOI I'pyIM XOCTIB 3pO0JIEHUN IUIaH MAcIITa0yBaHHS, B SIKOMY
3a3HAYEHO PO3KJIAJ Ta YMOBH, 3a SIKUX Oyae BIIOyBaTHCs aBTOMAaTHUYHE PO3TOpPTaHHS
BIpTyaJIbHUX MallldH. Y PO3KJIajl MOTpiOHO BKa3aTH 4ac CTapTy, MIKOBOTO HaBAHTAKECHHS
Ta 3aBEpIICHHS POOOTH, y CIHEUIAIbHUX YMOBaX IpHU SKOMY BIJICOTKY BijJ CHUIBHOIO

pecypcy noTpiOHO miakIroYaT HOBI Mamuuu (puc. 3.38-3.40).

Add a schedule

« General o Ramp-up

Repesats on Mon, Tue, Wed, Thu, Fri

Time zone (UTC+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius

Start time (24 hour system) * (O | 0700 \/|
Load balancing zlgorithm (& | Depth-first v |
Minimum percentage of hasts (%) * © | 20 |
Capacity threshold (%) * © | 70 \/|

Pucynok 3.38 — HanamryBaHHsI BKJIFOUECHHS] MallluH
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Add a schedule

~ General ~ Ramp-up 9 Peak hours

Repeats on Mon, Tue, Wed, Thu, Fri

Time zone (UTC+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius

Start time (24 hour system) * O 13:00 \/|
Load balancing algorithm © | Depth-first ~ |

Capacity threshold (%) ©

Pucynok 3.39 — HanamryBanss po6OTH B 4ac MIKOBOI'O HABAHTAXKEHHS

Add a schedule

+ General ~ Ramp-up " Peak hours o Ramp-down
Repeats on Mon, Tue, Wed, Thu, Fri
Time zone (UTC+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius
Start time (24 hour system) * (O | 20:00 \/|
Load balancing zlgorithm (& | Depth-first Y |
Minimum percentage of hosts (%) * © | 10 |
Capacity threshold (%) * © | S0 |
e — Y

Force logoff users * (0 @) Yes

O No

Pucynok 3.40 — HanamryBaHHs BAMKHEHHST MAILIMH

3.3 lemoncTpaiist po6oTu Mepe:xi Ha ocHoBi Windows Server

Jns  mOKIFOYeHHS 0 BIAJAJICHOTO poO0YOro CTONY KOPHUCTyBady Tpebda
CKOPHUCTYBATHCSI 3aCTOCYHKOM, SIKMM JO3BOJMTH MIJIKJIIOUEHHS 4yepe3 npoTokos RDP. ¥V
cuctemi Windows Takuii BCTaHOBJIEHUH 3a 3aMOBUyBaHH:IM. KopucTyBau MoBHUHEH yKa3aTu

nyoniuny [P agpecy cepBepy it naHi Bix BiacHoro mpodimto (puc. 3.41).



S

& Mogrnrouenne K yaanenHomy pabouemy c.. - X

nD,EII{J'II'D‘-IEHHE K yOaneHHOMY
»*) pabouemy crony

Monesoeatens:  dshevchenko

[Mpw nogrnioyeHan HeoBxomamo ByOeT yKasaTe yYeTHbIe
AAHHEIE.

> MNokazaTe napamMeTpel Mook Ny Te Crpaeka

Pucynox 3.41 — I[linkmouenns 3a npotokosiom RDP

[Ticnst BXOMY B cucTeMy, F03€py € JOCTYITHUM 3BHUHUN poO0UHii CTiT. € MOKIIUBICTh
3allyCKaTy BCTAHOBJICHI MPOTpaMM 4epe3 SPJIMKH, K1 aJIMIHICTPATOp MOKE BUHECTH Ha
poOounii ctin. Takok KOPUCTYBATHCS MOCTYIMHUMH HOMY IUPEKTOPISIMH ¥ Yy LIJIOMY
MIpaITIOBaTH TaK camo, K 1 3a JIOKAJIbHUM KoMmIl torepoM. Ha pucynkax 3.42 1 3.43 moxHa
BIZIMITUTH, 110 KOPUCTYBa4 3HAXOIUTHCS B JoMeHi itcatedra.com, sikuit Oyiio CTBOPEHO Ha

BIpTyaJIbHOMY CEpPBEpI.

DANIL SHEVCHENKO

TCATEDRA\d.she

Create your picture

B

Ll O Type here to search

Pucynok 3.42 — PoGounii cTij1 KOpUCTyBaua
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[ new 1 - Notepad++ — O X
File Edit 5earch View Encoding Language Settings Tools Macro Run  Plugins Window 7 X
cHEHEELA| s Mk oc|iay *x BEIST EIEEHE
= new 1 ﬁl

length: 0 lines: 1 Ln:1 Col:1 Pos:1 Windows (CRLF)  UTF-8 INS

Pucynok 3.43 — 3anyuieHa nporpama

VY (aiimoBoMy MEeHEKEPi po3TalIoBaHi JOCTYITHI i BUIUMI TSI KOPUCTyBada JTUCKU
Ta 3MOHTOBaHi mamku. Jlupekrtopis Personal cTBOproeThCS aBTOMATHYHO I KOXKHOTO
00JIIKOBOTO 3aIUCy 1 HE 0OMEXKYE HOro B TIpaBax. Y Hil BiH MOke 30epiratu BiacHi Qaiiim.
Shader Folder cminpHa 1151 BCiX 1 TAaKOK HE HakjIaaae 0OMEKEHb Ha 3aIliC Y 3MiHY (aiiliB.
VY nupektopii Education Materials ams xopucTyBadiB i3 piBHEM IOCTYIy CTYyJACHTa
BCTAQHOBJICHUW JTO3BLJI JIMIIIE HA TEPETIIsi, YATAHHS Ta BUKOHaHHA (aitmiB. [Ipodimi, sxi
BITHOCATHCS 70 TPyNH BHUKJIAgadiB, MaloTh [O03BLI HAa CTBOPEHHS, BHIAJICHHS Ta

penaryBauHs QaiiniB Ta qupektopiit (puc. 3.44-3.46).

= = | ThisPC - m| X
Computer  View (7]
€ 3 v o @, misec » L] 2 Search This PC
# Quick access  Folders (1)
[ Desktop »* 3D Objects Desktop = Decuments
==
& Downloads 4' -
Documents Downloads Music Pictures
Ebicues 4
_TEE Videos
8 3D Objects g
I Deskioy
3 P ~ Devices and drives (2)
Documents indows (€3
indows (C:
3 Downlozds = : DVD Drive (E)
B Music W 113 GB free of 126 GB -
[&] Pictures ~ Network locations (3)
B Videos Education Materials (F) Shared Folder (5] Personal - d.shevchenko (W:)
. | |
‘& Windows (&) ™ 11008 free o7 55968 W (s Garecor2008 W™ 11068 frec of 53968
= Education Materials
= Shared Folder (5)
= Personal - dishevch
& Network
[ tsclient
12 items ==

Pucynok 3.44 — @aiinoBuil MEHEIKED
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BE-
Home Share View

<« v 4 [ > ThisPC > Education Materials (F) > Works
Name Date modified Type Size
s Quick access
I Deskiop This folder is empty.
¥ Downloads

] Documents

= Pictures Destination Folder Access Denied x

I This PC
” You need permissicn to perform this action
B 3D Objects
Works

I Desktop Type: File folder

) Documents Date modified: 6/4/2022 6:21 AM
& Downloads
D Music

&=] Pictures
B Video: Ty Again Cancel
e Windows (C)

= Education Materials

= Shared Folder (5)

= Personal - dshevch

@ Network
3 tsclient

0items

Pucynox 3.45 — 3ab6opona Ha cTBOpeHHS (ailiIiB Ta AUPEKTOPIN

JUISL CTy/ICHTA

1] = | Works
Home Share View o

< v o <« Education Materials » Works v | O Search Works

-

~ MName Date modified Type Size
7 Quick access

[ Desktop =] Mew Doc 6/6/2022 9:46 PM Text Document 0KB
{ Downloads
|| Documents

&=/ Pictures

& This PC
J 3D Objects
[ Desktop
|| Documents
‘ Downloads b4

litem  State: 3 Shared 5

Pucynox 3.46 — CtBopenuii (aitn mig npodisieM BUKIaaada

Sk cTyneHTaM, Tak 1 BUKIJIagadaM 3a00POHEHO BCTAHOBIIIOBATH Oyb-5Ki POTPAMH.
J10o IbOTO TaKOXK BIAHOCATHCS M (Pi3MUHI HOCII 3 BUKOHYBaHUMU (pailiiamu, abo X Ha SKUX
MOXe OyTH BCTaHOBJEHUU oOpa3 3 aBTOoMaTWYHUM 3amyckoMm (puc. 3.47). Takox

3a00pOHEHO BUKJIMK KOMaHAW «BuKOHaTW», ska MOxe OyTH 3aIylieHa KOMOIHAIlI€lo
win+R (puc. 3.48).
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User Account Control *

Do you want to allow this app to make
changes to your device?

‘% Notepad++ Installer

Verified publisher: Notepad++
File origin: Hard drive on this computer

Show more details

To continue, enter an admin user name and password.

| Password ‘

Domain: ITCATEDRA

Maore choices

Yes No

Pucynok 3.47 — 3abopoHa Ha BCTAHOBJICHHS 3aCTOCYHKIB

Restrictions *

This cperaticn has been cancelled due to restrictions in effect on this computer. Please
contact your systern administrator,

Pucynox 3.48 — 3ab6opona komanau «BukoHatm»

[Ticnst aBTOpM3aIli y SKOCTI aJMIHICTpAaTOpa, KOPUCTYBad MOOAYNTH MEHEKep 13
iH(popMalier0 npo JoKanbHUM cepBep. Lleil 1HCTpYMEHT [A03BOJIIE LIEHTPATI30BaHO
KOHTPOJIIOBaTU po00OTYy BUKOHYBaHUX poJied. Tyt BigoOpaxeHuid crtaTtyc poOOTH
BCTAHOBJIEHUX CcepBiCiB. Takox MOXyTb OyTH JOCTYMHUMH MOBIIOMJIEHHS MPO JAesKi 3001
B po0oTi. Uepes 1110 yTHIIITY BiI0YBA€THCSI BCTAHOBJICHHS HOBUX poOJiei a00 K BUJIAJICHHS

BXXe HasgBHUX (puc. 3.49).
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I PROPERTIES
For WinServer

P Type here to search

Pucynok 3.49 — PoGouwnii cTin agmiHicTpaTopa

Takox y maHii yTHJIITI MOXHA TEPETJISIHYTH BCi MAanmKd Ta JUCKU 3 3arajbHUM
JOCTYTIOM, TIPU3HAYUTH a00 BIJKOPUTYBaTH iX KBOTH abo >k mepedtu 10 MeHio NTFS
J03BOMIIB NI ympaBiiHHA (aimoBoro cuctemoro (puc. 3.50). Came yepe3 MeEHIO
penaryBaHHs paB JOCTYITy aMIHICTpaTOp Ma€ BUSHAUYUTH, IO caMe, IpyIia KOPUCTYBadiB

3MOK€ POOUTH 3 TUPEKTOPISIMH Ta BKJIAJACHUMH B HUX (aitmamu (puc. 3.51).

[ Server Manager - o x

@ ¥ Server Manager * File and Storage Services * Shares

SHARES VOLUME
[ Servers BY A1 shares | 5 toral TASKS ¥ Education Materials on WinServer TASKS =
] Valumes Fitter P @~ @~ © Temporary Storage (D:)
i Disks - - b Capaity: 560 GB
i Storage Pools Share Local Path Protocal  Availability Type
'y 21.3% Used W 120 GB Used Space
L] Shares 4 - 421 GB Free Space
s >

ie Work Folders NETLOGON c ASYSVOL\sysvohitcate.. SMB  Not Clus
@b sharing D SMB Mot Clu

SYSVOL c S\SYSVOL\sysvol SME  NotClu:

Users D\Users SME  NotClu:

Go to Volumes Overview >

QUOTA

Education Materials on WinServer TASKS

No related quota exists.

To set a quota, open the Configure Quota dialog box.

Pucynok 3.50 — Menemxkep yrpaBiiiHHS pecypcaMu 31 CIIUIBHUM JOCTYIIOM



Mame:

Owner:

Permissions

Permission entries:

Share

D:\Education Materials

Auditing

Advanced Security Settings for Education Materials

Effective Access

Administrators (ITCATEDRA\Administrators) &) Change

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Disable inheritance

Type Principal Access Inherited from Applies to
S8 Allow  StudentsG (ITCATEDRA\Stude.. Read & execute Mone This folder, subfolders and files
S8 Allow  TeachersG (ITCATEDRA\Teach... Modify Mone This folder, subfolders and files
8% Allow  Administrators (ITCATEDRAVA...  Full contral Mone This folder only
S8 Allow  Administrators (ITCATEDRAVA..  Full control DAY This folder, subfolders and files
8% Allow  TeachersG (ITCATEDRA\Teach.. Read & execute DAY This folder, subfolders and files
SR Allow  CREATOR OWMER Full control D Subfolders and files only
SR Allow  SYSTEM Full control DAY This folder, subfolders and files
Add Remove View

[ Replace all child object permission entries with inheritable permission entries from this object

Cancel Apply

Pucynok 3.51 — MeHemxep ynpaBiiHHS IpaBaMu JOCTYILY
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VY nomeni Oynu ctBopeHi 4 mpodui it cTyAeHTIB Ta | 71 BUKiIagada. Yci BOHH

posnozineni mo okpemuM OU Ta € wieHaMu Tpyn JIsl MPOCTIMIOTO 3aCTOCYBaHHS 103BOIB

(aiinoBoi cucremu Ta iH. (puc. 3.52). Takox A1 KOKHOTO KOPUCTYBaya, IKUil xoua 6 oJluH

pa3 yBIUIIIOB B cucTeMy, Oyjia CTBOpeHa okpeMa aupektopis (puc. 3.53).

I File

T IR EEEN EEY YR

Action

View Help

v

: Active Directory Users and Com
| Saved Queries

~ 33 itcatedra.com

| Builtin
| Computers
2| Domain Controllers
~| ForeignSecurityPrincipal:
| Managed Service Accou
2| Students

2] IT-81

3] IT-82

o Teachers

| Users

MName

=] I7-81
[alm-az

% StudentsG

Type

Organizational...
Organizational...
Security Group..

StudentsG Properties ?
General Members Member Of Managed By
Members:

MName Active Directony Domain Services Folder

?_, Anton Varamov  teatedra.com./Students/IT-82

?_J Danil Shevch... itcatedra.com/Students/1T-81

?_, llya Kozmin teatedra.com/Students/IT-82

?_, KillReal Harch... tcatedra.com/Students/IT-81

QK Cancel Apply

Pucynok 3.52 — CtBopeH1 npodii KopucTyBayiB



I = | Users
I Home Share View
<« v » ThisPC » Temporary Storage (D:) » Users

~
I ~ MName
7 Quick access

[ Desktop *
‘ Downloads

avarlamov

d.shevchenke

i.kozmin
@ Documents k.harchenko
=/ Pictures b v.antypenko
3 Education Mater
i.kozmin

- lEmporary Stora

Users

= This PC
) 3D Objects
[ Desktop
%=| Documents v

State: 2 Shared
ROLES AND SERVER GROUPS

5 items

Date modified

Type Size

File folder
File folder
File folder
File folder

File folder

;

Srlart the defailt minta limit for new neare an thie wnhimea

Pucynok 3.53 — CtBOpeHi iHAUBIAyanbH1 AUPEKTOPIT

Jlns cTyneHTiB Ta BHUKJIaAaviB OyiaM CTBOPEHI JIBI

O0OMEXYIOTh JIesiKi TX MOKIHMBOCTI (puc. 3.54-3.55).

OKpeMi TPyIHOBi MOJIITHUKH,

|5, Group Policy Management
i File View Window Help
@ pE A XE HE

Action

- &8 %

& Group Palicy Management Students Group
~ A\ Forest itcatedra.com Scope Detsils Settings Delegation  Status

~ [£ Domains
~ i itcatedra.com
(s Default Domain Policy
2| Demain Contrellers
=7 Students

Links

Display links in this location itcatedra.com

The following sites, domains, and OUs are linked to this GPO

{9 Group Policy Modeling

= Teachers Location Edforced Lk Enabled ~ Path
~ [} Group Policy Objects & s No Yes ftcatedra com/Students/|T-81
Default Domain Controllel | | 511782 No Yes ftcatedra com/Students/|T-82
Default Domain Pelicy
Students Group
Teachers Group
% WM Filters |
1 Starter GPOs Security Rlitenng
T Sites

The settings in this GPO can only apply to the following groups, users, and computers:

Name:
52 Authenticated Users

% Group Policy Results

Properies

Add Remove
WMI Filtering
This GPO is linked to the following WMI filter:
<none>

Open

Pucynok 3.54 — MeHemkep yrpaBiiiHHS TPYTOBUMH MOJITUKAMU
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5/ Group Policy Management Editor - o X

File Action View Help
e nmzEE T

[WINSERVER T[T il Settings
onfiguration -

Select an item to view its description

> |\, Extended { Standard

1790 setting(s)

Pucynox 3.55 — 3miHeH1 NOMITUKU

Jig imitanii TyHemo Site-to-Site VPN Oyno crBopeny me oany VNet 3 VM min
ynpaBiiHHAM omepariinoi cuctemu Windows 11. HanamityBaHHS MiTKIFOUCHHS MiX
JBOMa BipTyaJ bHUMHU MalllMHAMU Maibke HIYMM He BiApi3HseThes Bin Site-t0-Site, mpocto

B TUII NIKII0oUeHHs oTpidHo oOpatu VNet-to-VNet (puc. 3.56).

Vnet-to-Vnet = % -

Connection
() Refresh —> Move ~ [§] Delete
# Essentials

Resource group (move) : WinServer-RG Datain . 46.85 MiB

Status : Connected Data out + 12,61 MiB
Location : West Europe Virtual network : PCPark-

Subscription (move) : Azure for Students virtual network gateway 1 :

Subscription ID : ac083e61-5e0e-48da-88c0-10fa6c91he67 Virtual network gateway

Tags (edit) : Click here to add tags

Pucynok 3.56 — Mepexa nis 3’ennanas VNet-to-VNet

J71st BBOAY KOMIT FOTE€pa B IOMEH NMOTPIOHO 3alTH Y BIACTUBOCTI CUCTEMHU Ta 3HANTH
MYHKT BUOOPY JIOMeHY a0o0 pobouoi rpynu (puc. 3.57). Y crpodi BBoy NOTPIOHO BKa3aTU
ajpecy JoMeHy, a came itcatedra.com, i micjs bOTO MOBHHHO CTATH JOCTYITHUM MEHIO
3amuTy JaHUX aaMIiHICTpaTopa JAOMEHY. SIKIIO JIOTiH Ta mapoib Oyiad BBEACHI BIpHO,
KoM’ roTep Oyne goaaHo B joMeH (puc. 3.58). Moxe BUHMKHYTH TTOMUJIKA 4epe3 Te, 1110
DNS cepgep, 10 AKOr0 3BepTAETHCA KOMIT IOTEP, HE MICTUTH 3aITUCY MPO TAKE JOMEHHE 1M’ 51.
Jlyist BUpiteHHs: JaHOi POOJIeMH JOCTaTHRO BKA3aTU aJIpeCy CepBepy, TakK sIK HA HbOMY

HamamToBana poib DNS #1 BiH cam Bumae indopmariro mpo BIIacHI HaJalITyBaHHS.
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VYBeneHuid B IOMEH KOMIT'I0Tep OyJie KepyBaTHCS KOHTPOJEPOM 13 CEpBEpy U OTpuMae

aBTOMATUYHI HAJAINTYBAHHS Ta MOJITUKH JJI TUX KOPUCTYBauiB, SIKI aBTOPU3YIOTHCS 3a

CBOIMHU MPOQPUISIMHU.

© serngs

PCAdmin
Local Account

Find @ setting

| System

©  Bluetooth & devices
¥ Notwork & internat
7 Personalization
B Apps

& Accounts

D Time & language
® Gaming

K Accessivilty

@ Privacy & security

@ Windows Update

Intel(R) Xeon(R) CPU E5-2698B v3 @ 200GHz 200 GHz
32068

TFBAGIAI-232B-45A4-9FTC-AABBTTASESIA
00331-10000-00001-AA305

64-bit operating system, x64-based processor

No pen or touch input is available for this display

Related links  Domain o workgroup  System protection  Advanced system settings

B8 Windows specifications

Edition Windows 1 Pro
Version 212

Installed on 6/5/2022

OS buikd 22000675

Experience Windows Feature Experience Pack 1000.220006750
Microsoft Services Agresment

Microsoft Software License Terms

Related settings

[ Product key and sctivation
Change product key of uograde your edition of Windows

¢ Remote deskton

IR

A we Ry

Pucynok 3.57 — Komn’roTep nigKIt04eHui 10 JOKaJIbHOI IpyIu

Pucynok 3.58 — BBix koMm’toTepa B JOMEH

| Cemputer Name/Domain Changes *

o ‘Welcome to the itcatedra.com domain.

ice
- X
I
“You can change the name and the membership of this
computer. Changes might affect access to network resources. |
3
i Computer name: 4
PCO1
1
Ful computer name:
€ PCOM P
More. g
Member of
© Domain: By
itcatedra.com
() Woarkgroup:
e WORK
i 0K Cancel
inn MH>Z

esson
soozz @
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Hns mipkmroueHHs kopuctyBada g0 AVD 3puwaitHoi ytumitu RDP Bxe He
nocTaTHhO. J[J1s 11h0T0 MOTPiOHA criemiaibHa IporpamMa ado ) MOKHA CKOPHCTATHCS BeO-
inTepdeiicom [31]. V 3acrocyHKy 3 BHIIQHal040ro MEHIO IOTPIOHO OOpaTH IyHKT,
ninucatuca W BKazaTH jdaHl mpodimio, sskuid 0yB ctBopenuid B AAD. SIkmo Bce Oyro
BBEJICHO  TMpaBWJIBHO HAa  TaHeJl  CTaHe  JOCTYIHHM  KOpHCTyBauy  Habip

niaKiIrodeHs (puc. 3.59).

@ Or3nis @ MNapameTtpe A Naurka ‘o |

v ITWS

e =~ SR

Microsoft Visual WordPad Remote
Edge Stud.. Session

Pucynoxk 3.59 — Knient st miakmtouenss o AVD

ko o6patu BUILIEHY MPOrpamy, TO BOHA 3allyCTUTBCA B OKPEMOMY BiKHI 1 OyJe
CBOIM BHJIOM HarajyBaTH aHAJIOT, KU MIiT O OyTH 3ammyIeHu i JOKaIbHO. AJie 3aCTOCYHOK
Ma€ 3B’SI30K 13 BIPTyalbHOIO (HDalJIOBOIO CHUCTEMOIO Ta MeEpexero. TomMy CTBOpEHUH
TEKCTOBUM (haiil MOKHaA 30€pertd sK Ha JIOKAJTIbHOMY JAHMCKY, TaK 1 Ha BIPTyaJbHHX

daitmoBux cxopuiax (puc. 3.60-3.61).
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File Edit Selection View Go Run Terminal Help Get Starte

) Get started %

Get Started with VS Code

Choose the look you want

Browse Color Themes
clcut (Cirl+K Ciri+T)

Sync to and from other devices Dark High Contrast Light High Contrast
See More Themes...

One shortcut to access everything
Rich support for all your languages

Open up your code

Get 5 = 1ts new file created by VSCode AVD app Uniitied-1 @
1
1 Its new file created by VSCode AVD app

v 4 @) ThisPC > Desktop
janize v New folder

Quick access
M Desktop
L Downloads

= Documents

ave as type: Plain Text ("ixt)

In1,Col39 Spaces:4 UTF-8 CRLF PainTet & 0O

Pucynok 3.61 — 30epexenns (aiiry Ha BipTyaabHUN JUCK

CrtBOopenHs1 HOBUX MTpodiTiB BinOyBaeThes Ha tuiatdopmi Azure uepes cepBic AAD.
AJte 1o CyTi caM MpoLeC BIAPI3HIETLCSA Bl TOTO, 1110 OyJI0 Ha cepBepi, Xi0a 1110 Bi3yaabHO.
Tyt Tak camo Tpeba BKa3aTH iM s, TIPI3BUIIIE, JIOTIH JJIs BXOy Ta IMap0Jib, IKU KOPUCTYBa4

Oyne 3000B’s13aHU 3MIHUTH IICJIS TIEPIIOTo BXOAY (puc. 3.62).
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New user

Default Directory

A Got feedback?

Create user Invite user
“ Create a new user in your organization. Invite a new guest user to
usel navi ser name like

alice@apendix8233outlook.onmicrosofts
want to create users in bulk

want to invite guest users in bulk

Help me decide

Identity
Username* @ ‘ avarlamov \/‘@‘ apendixg23outiook.onmi... |E
The domain name | need isn't shown here

Name* @ [ Anton Varlamoy <]
First name [ <]
Last name [ <]
Password

(O Auto-generate password

(®) Let me create the password
Initial password * () [rmeeneee v

Groups and roles

Pucynok 3.62 — MeH10 CTBOpEHHSI HOBOI'O KOPHUCTyBava

[Ticnst mig’enHaHHS HOBOTO KOPUCTyBada MOMY JOCTYNHE TUIBKM 3 €HAHHS 3
poOOYHMM CTOJIOM, JOJATH BIPTyaJbHUMN 3aIllyCK 3aCTOCYHKIB MOXHA Yy TaHENl yIpaBIiHHS

AVD (puc. 3.63).

- O x

€ Vaanennuii pabounii cron

@ Qrsuis @ MapameTpet BB Nawrka 9
~ ITWS ShevD@apendix823out.. -

Microsoft Visual WordPad Remote
Edge Stud... Session

~ ITWS avarlamov@apendixg2.. -

L
Remote
Sessicn

Pucynok 3.63 — [lianuc HoBOTO MpOdiIIEo

JI0 KJIIEHTA BlIJAJICHUX ITIKIIOUYEHD
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VYeci o0sikoBl 3amuMcH TOAUICHI HA JIBI TPYNH: aAMIHICTpAaTOpHd Ta 3BHYAMHI

KopucTyBaui. Takox € okpema crieridiyaa rpymna KOHTpoJIepy A0OMeHy. Y pecypcHiil rpymi

1IUM PO UIAM MPpU3HAYEHI BIAMOBIIHI POJI1 IS aBTOPH3AIIii 10 BIpTyaJbHUX MaIlvH (pHC.

3.64).

22 Groups | All groups

Pucynok 3.64 — ['pynu KopucTyBauiB

Mento anminictpyBanHsa cepBicy AVD Hamae MOXIMBOCTI AJiS BIJACTEKEHHS 3a

CTaHOM ITyJIy BIPTYaJIbHUX MAalllMH, aKTUBHUX CECIH, I03BOJISIE BIACTEXKUTH KOPUCTYBaya Ta

VM, 13 K010 BIH MIIKIIOYHUBCS. TyT K€ CTBOPIOIOTHCS HOBI MYJM BIpTyaJdbHUX MAaIIMH,

SIKIIO0 BUHUKHE MOTpeda po3immpenHs inhpactpykrypu. Yepes miamento Application groups

JOJTa0ThCS JO3BOJIM JJIsl 3aIlyCKy OKPEMHUX 3aCTOCYHKIB a00 iX e J0JIaBaHHS OKPEMUM

KopucTyBadaMm (puc. 3.65-3.66).

0o Azure Virtual Desktop | Host pools o ITCatedra =

© Overve

°:

© Ovenvie

Virtual machines

Documentation

Pucynok 3.65 — Mento ynpasiiHHs myjamu xoctiB AVD



() Azure Virtual Desktop | Application grou...

© owenve

0App1 ® %

O overvie

&

Pucynok 3.66 — MeHto ynpaBiiHHs rpynamu 3actocyHkis AVD

3.4 IlepeBaru BUKOHAHOI Mo/iepHi3allii Mmepe:ki

70

VY pesynbTari npoBeaeHoi pobOTH OyJio CTBOpEHO Ta HajamToBaHo cepBep 3 OC

Windows Server. Bin posramioBanuii Ha XMapHid miatgopmi Azure i Mae 3B’SI30K 3

JIOKaIBHOI Mepexero depe3 Site-to-Site vpn-tynens. Takok 3MiHCHEHO IHTETpaliio 3

NessKUMH okpeMuMu cepBicamu Azure. Crtucie TOpIBHSHHS CTapoi Ta HOBOI MEpEex

npeacTaBieHo B Tabmui 3.1.

Ta6mui 3.1 — [TopiBHSIHHS JBOX MEPEK

[TapameTp mopiBHAHHS

Crapa mepexa

Hoga mepexa

[Ipodini kopuctyBaua

Onun npodias Ha Tpymmy

KOPHUCTYBauiB

VHikanbHUA TpodUTh 115

KOKHOT'0 KOpHCTyBaya

Bigmanenuit goctym 1o

CHUCTEMHU

He peanizoBanuii

Ponr RDS Ha cepsepi, Ta
BipTyasizaiiss  OKpPEeMHUX
porpam CepBic

Azure

qepes




[Tponomxenus tadm. 3.1

Ha (I3UYHUI TUCK

Bukopucranns TOHKUX | TUIBKH B IKOCTI | € MOXKIUBICTE BiaIaaeHOl
KJIIEHTIB JIOKaJIbHUX MAIlIWH poboTtu
HonaBanHug mam’sti  go | Jlumie yepes | Uepes JTOJaBaHHS
CUCTEMU T IKJTFOYEHHS HOBUX | BIPTyaJbHUX JHCKIB 0
JIACKIB MaIllMHM, a TaKOX Yepe3
CTBOpPEHHSI  BIPTyaJbHHUX
MoK CIUJILHOTO JOCTYITY
I'myukicTh B posmmpenHi | Uepes 3aKynky | Yepes JIOJTaBaHHS
anapaTHOro o0JIalHaHHA | BIPTyaJbHUX €JIEMEHTIB
Pe3epBHe komitoBaHHs UYepes BHyTpilHI 3acobu | Yepes crierianbHUA
OC, xomii 30epiraroThCs | CEpBic, KOIIi

30epiratoTbcss B XMapi B

OKPCMHX CXOBHIIAX

71

Buxonsuu 3 BkazaHoro B Tabsuili 3.1 MOXHa ckazaTH, 10 JaHa po3poOKa 301IbIIuiIa

BIIMOBOCTINKICTh 1 THYYKICTh MEpexXi, TOMY IO BCE OOCIyroByBaHHs Oepe Ha cebe

poBaiiziep 1 rapantye Oe3nepediitHe mAKIIOYeHHs. K0 K SKUHCh OKpEMUI JaTalleHTP

BUilzIe 3 Nady, AaHa iHGpaACcTPyKTypa Oye nepeHecena B iHmui naranentp. Lle MiHimMizye

npoctiii podoTu. [Ipu motpedi po3mupeHHs JOCTaTHBO BBECTH B IHPPACTPYKTYpPY HOBUI

BIpTyaJIbHHI CEpBIC, IO MPOCTIIIE, HIXK 3aKyIBJIA HOBOTO 0o0aaHaHHs. byB peanizoBanuii

BiJIJIaJICHUI TOCTYM J10 cucteMH. Lle mo3BoIise 103epaM BUKOPHUCTOBYBATH TOHKI KJIIEHTH Ta

3ammycKaTH crenugigHi IporpamMu.
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BUCHOBKHA

VY xon1 BUKOHaHHS KBaTi(ikaiiitHoi po6oTu 6akanaBpa Oyj0 BUKOHAHO ONTHUMI3aIlI0
pobotu nokanbHOI oOumcmoBanbHOI Mepexki kadenpu IT 3a paxyHok ii BipTyamizaii,
MOJIEpHi3allil [UIIXOM JIOJaBaHHsS CEpBEpY, PEai3yloud HOro yepe3 cepBiC XMapHUX
TEXHOJIOT1H.

Ha mouatky po3poOku mpoekTy OyB MpOBEACHUN aHali3 MpPeaIMeTHOI 00acTi,
BHU3HAYCHA aKTyaJlbHICTh JOCHIKEHHS. ByB mpoBeneHui aHaii3 iCHYIOUMX TEXHOJIOTIH
CTBOPEHHSI MEpeX, BUAUICHO iX IepeBard Ta Henoliiku. [IpoBeneHuii aHai3 HEJOJIKIB
1CHYI0YO0i MEpPEeKi, Ta BA3HAUYECHI BUMOTH JI0 HOBOI Mepexi. Bu3HaueHi onTuMaibH1 METOAN
Uit MoziepHi3arlii Mmepexi. [Ticns yoro, 6yna chopmyboBaHO MeTa Ta 3a7a4i IpoekTy. byio
BUKOHAHO IUIAHYBaHHS POOIT Ta PO3IJISHYTO PU3HMKH, SKI MOXYTh BUHUKHYTH MiJ 4Yac
po3poOKu peanizarlii npoekty (omarok b).

[Ipyn mpoekTyBaHHI CTBOpPEHI KOHTEKCTHI JiarpaMu MPOEKTy Ta ii JEeKOMITO3HUIIis,
BUJIJIEH] PI3HI MIANPOLIECH, YNPABIIHHSI, MEXaHI3MH, IX BXIAHI Ta BUXiAHI naHl. byna
noOyJ0oBaHa JlarpamMa BapiaHTIB BUKOPHUCTAHHS, BHJUICHI aKTOPH Ta IX BaplaHTH
BUKOPHCTAHHS.

VY npakTuuHiil yacTuHi poOOTH OyJI0 CTBOPEHO MEPEXKY, B OCHOBI SIKOT CTOITh CEPBEP
Ha 6a31 OC Windows Server, 1o po3rarioBanuii y xmMapi Ha matdopmi Azure. ITposeaero
iHTerpamito 3 ceppicamu Azure, s 30UIBIIEHHS THYYKOCTI Mepexi. byno
IPOJIEMOHCTPOBAHO HANAIITYBAaHHS Ta pOOOTY MEPEXKi, CEpBEPY Ta IHTEIPOBAHUX CEPBICIB.

CtBOpeHa Mepexa JO3BOJIHUTh M1JBUIIIUTH PIBEHb O€3MEKH, 301IbIIIUTh THYYKICTh TIPH
MacimTaObyBaHHi. lleHTpasi30BaHMI TYHKT YOPABIIHHS MEPEXKEI0 MIJBUILYE 3PYUYHICTh
pobotu s ammiHicTparopa. OOpanmii crmocid6 peamizarii Ha moptam Azure nae
MOXJIMBICTh B MalOyTHbOMY, O€3 BEJIMKUX 3aTpaT MEpPEeHTH Ha IMOBHICTIO HOBI XMapHi
pILIEHHS, KOJIM BOHU HA0y1yTh MOLIMPEHHS.

Pesynbratu pobotn Oynum anpoOoBaHI HAa HayKOBO-TIpakTW4HIW KoH(pepeniii IMA

2022 B CyMCbKOMY JIep’KaBHOMY YHIBEpCHUTETI (01aTOK B).
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1. Ilpu3HayeHHs i1 MeTa BipTyasi3anii KOMII'IOTEPHOI Mepe:xi 1J1s
ontumizaunii pooorn LAN kagenpu IT

1.111pu3navyeHHs BipTyaJgizanii KOMII’IOTEPHOI Mepe:xi 1 onTuMizamii
podoru LAN kadeapu IT
[Ipu3naueHHs naHoi poOOTHM MOJSTae B MOJEPHI3aIlil Mepexi IUITXOM

peaiizallli TepMiHAIBHOTO CEpPBEPY.

1.2 Mera cTBOpEHHSI IPOEKTY
['onoBHaA MeTa POEKTY € onTUMi3allis poOOTH JOKAIbHOI 0OYUCITIOBAIBHOT
Mepexi kadenpu IT 3a paxyHok ii Bipryanizaiii. MojaepHi3alio MOXHa 311HCHUTH

IUIIXOM JIOJIJaBaHHS CEPBEPY, PEaTi3yI0uu HOro uepe3 cepBiC XMapHHUX TEXHOJIOT1H
1.3 HisiboBa ayauropis
[TpoekT po3poOIIOETHCS 3 OTJISIIOM HAa BUKOPUCTAHHS MOTO pe3yJbTaTiB Ha
kadenapi IT ctynenTam, BUKIIagadyaMu Ta poOOYUM NEPCOHATIOM.
2 Bumoru 10 npoexkry
2.1 BuMoru 10 NpoeKTy B HiJIOMY
2.1.1 BuMoru a0 CTPyKTypH il PyHKIIOHYBAHHS
JlokanpHa OOUYMCIIOBAJIbHA MeEpeka Ma€ MICTUTH cepBep, sAKui Oyne
peanizoBaHuii Ha 0a31 XMapHUX TEXHOJOTIH 1 BUKOPUCTOBYBATH OOYHMCITIOBAIIBHI

MOTY>KHOCTI XMapHOTO TmpoBaiinepy. CepBep MHOBHHEH MaTH MOKJIUBICTH [IJIS

BUKOHAHHSI PI3HUX POJIEH, 30KpeMa TEPMIHAJIBHOTO CEPBEPY.
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2.1.2 BuMoru a0 nepcoHasy

Yce o00ciyroByBaHHs cepBepy, IIO BIIHOCUTBCS [0 arapaTHOro
3a0e3neyeHHs Oepe Ha ceOe MpoBaiiiep XMapHUX TEXHOJOT1H, SKU HaJa€ MOCTYTY.
OOcnyroByBaHHsT ~ IPOrpaMHOi ~ 4YaCTUHU  CEpBEpa  BUKOHYE  CHCTEMHUHN

aJMIHICTPATOP.

2.1.3 Bumoru 10 po3MesKyBaHHS JOCTYILY

[TigkmrodeHHsT 10 peasli3oBaHOl Mepexi Mae OyTH JOCTYNHE BiIAaICHUM
KJIIEHTaM 4epe3 Mepexy I[HTepHeT. 3B’S30Kk Mae OyTH PO3AUICHUN MDK PiI3HUMHU
rpynaMyd KOPUCTYBadiB 13 PO3MOJIJICHUMHU TpaBaMu J0CTyIy. OOOB’SI3KOBO Mae
OyTH akKKayHT TOJIOBHOTO ajMiHICTpaTopa. BIH Be CTBOpIOE HOBI TIpyNH
KOPHUCTYBauiB Ta okpemi ix mpodini. OCHOBHUMHU TaKUMU TpyHamMu MarOTh OyTH
CTYJCHTH, BHUKJIaaaudl Ta aaMmiHicTpaTtop. CTyAEHT Mae AOCTYN 10 NEeperisay
iH(opMailii, sika 3HAXOAUTHCS B MEBHUX BUAUICHUX KarTajorax, AUISHKY Iam’sTi
MIEBHOTO PO3MIPY, JI€ € MOXJIHMBICTh CTBOPIOBATH KaTaJIOTW Ta 30epiraTd BiacH1
¢aiimu. Y BUKIanaya € AOCTYN 10 KaTajoriB Ta (ailliB CTYIAEHTIB, MOKIIUBICTb
J0/1aBaTH Ta peAaryBatu (pailiiv Ta AUPEKTOpii HA MIISHIN TaM’ ST, Ka BUALICHA
JUISL PO3TAlllyBaHHsS Y4OOBUX MaTepiaiiB. AJMIHICTpaTOp Ma€ JOCTYI JI0 BCIX
TJISTHOK TIaM’SITi, TTpaBa Ha BCTAHOBJICHHS, BUIAJICHHS Ta OHOBJICHHS IMPOTPAMHOTO
3a0e3nedeHHs. ['0J0BHHM aAMIHICTpaTOp BOJIOJIE€ BCIMa MpaBaMH Ha YIPaBIIHHS

CEepBEPOM, OBHUM JOCTYN 10 3MiH B IPYNOBIM MOJITHUI, 10 YNPABIIHHSA POJIIMH

cepBepy.

2.2 CTpyKTYypa JIOKAJIbHOI 009U C/II0BAIBLHOI Mepexi

2.2.1 3aranbHa iHdopManis PO CTPYKTYPY NPOEKTY
JlokanbHa OO4YMCIIOBAJIbHA MepeXka MPEACTaBlisie€ 3’ €IHaHHS aKTHUBHOTO
oOnaHaHHS B MeXaX OJHOro KabiHery. J[Jsi 1[bOr0 BUKOPUCTOBYETHCS ITaCUBHE

MepekeBa 00JIalHaHHA, a caMe KoMmyTarop. Jlekiibka KOMYyTaTOpiB MOEIHYIOTHCS
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MDK €000 W 3’€IHYIOTbCS 3 AKTUBHUM MEPEKEBUM OOJIAHAHHSM, a came
MapmpyTuzaropoM. Ha 06a3i XmapHHX TEXHOJOTIH Mae OyTH peasli3oBaHUN
BUJIUICHUN TEpPMIHAILHUN CepBep, A0 SKOTO Ma€ OyTH JOCTYyH dYepe3 MEpeKy

IHTEpHET.

2.2.2 YupasJiiHHAI Mepexero
VYOpaBiiHHS MEpPEXEI Mae 3IIHCHIOBATUCSA Yepe3 CIyKO0y ympaBIiHHS
JIOMEHaMU Ha CepBepl, Yepe3 aKKayHT TOJIOBHOTO aJMIHICTpaTopa. YIpaBIlIHHSA
CEpPBEPOM BIIOYBAETHCS Uepe3 ClieliaibHy BUAUICHY MaHEIb YIIPaBIiHHS, 110 HaJla€

MpOBaKIep XMapHUX MOCIYT.

2.2.3 Bumoru mo0 3axucry iHgopmauii
st 3abesneuenHs Oe3neku 30epexeHHs 1H(OpMaIlli, Ta 3aXUCTy BIJ
HECaHKIIIOHOBAHOT'O JIOCTYITY, MEpeXa NOBUHHA MATH SIK MIHIMYM TaKi MOKJIMBOCTI:
- KOXXEH KOPUCTYBa4 MOBUHEH OTPUMYBATU JOCTYII IO CUCTEMHU JIUILIE 3

BHUKOPHUCTAHHAM I1ApPOJIAd,

JUTSl KOPUCTYBaviB MOBUHHI OyTH BCTAHOBJICHI P13HI PIBHI IOCTYILY;
— KOXXEH KOPUCTYBay, BIAMOBIJHO JI0 PIBHSI JOCTYITy, NMOBUHEH MaTH
MEeBHUM HaAOIp JO3BOJICHUX MOMKJIMBOCTEH, IO O TEPEryisiay Ta peaaryBaHHS

1Hpopmarrii.

2.3 Bumoru 10 BUIiB 320e31e4eHHA

2.3.1 Bumoru 10 JiHrBICTUYHOI0 320e3MeYeHHA
MoBa omepariiiiHoi cuctemMu Oyne BCTaHOBJIEHa 3a BHOOPOM T'OJIOBHOTO
aJMiHICTpaTopa 3 BHU3HAYEHOTO CIHCKY, iI MOXKHa OyJie 3MIHUTH B OyIb-sIKUN

MOMCHT.
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2.3.2 Bumoru 10 anapatHoro 3ade3ne4eHHs

Bignanenuit  kioieHT Ui OIAKIIOYEHHS  MOXKE  BUKOPHUCTOBYBATH:

CTalllOHAPHUI NTEPCOHANBHUN KOMII IOTEP, TOHKHM KIII€HT, a00 %K cMapT(HOH.

2.4 Bumoru 10 pyHKIIiOHYBAHHS CHCTEMH

2.4.1 Ilorpedu KopucTyBa4a

[ToTpebu KopucTyBaua npeacTaBiieHi y Taomuii A.1.

Tabmuus A.1 — [ToTpebu kopucTyBaya

ID IHoTpedu kopucryBaya dxepeJio
UN-01 Bupina miistHka mam’siti IeBHOTO PO3MIPY IS CryneHr,
30epiraHHs BjaacHUX (aiini BHKJIaa4,
aJMIHICTpaTop
UN-02 MOo>IIMBICTh 10AaBaTH Ta peaaryBatu Qaitiu CryneHr,
y400BUX MaTepialiB BHKJIaJ1a4
UN-03 MoXIMBICTh MEPETIIAIaTH CTYJEHTChKI KaTanoru | Bukinamnau
UN-04 | MoXIuBICTh OHOBIJIIOBATU MIPOTPaMHE AMiHICTpaTop
3a0e3MneyeHHs
UN-05 | MoXIHBICTh BCTAHOBJIIOBATH MPOTPaMHE AJIMIHICTpaTop
3a0e3MneyeHHs
UN-06 | MoXIMBICTh BUAAISATH POTPaMHe AJIMIHICTpaTop
3a0e3MneyeHHs
UN-07 | MoXJMBICTh pefiaryBaHHs TPYNOBOT MOJITHKH ["'onoBHUM
cepBepa aJMIHICTpaTOp
UN-08 MO>KIJIMBICTh YIIPaBIiHHA POJISIMU CEpBEpa I'osoBHUIM
aaMIHICTPATOP
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[TpoananizyBasim noTpedu, OyJI0 BU3HAYEHO HACTYITHI BUMOTH:

HASIBHICTh YHIKQJIBHUX aKKayHTIB JJIs1 KOPUCTYBAayiB,

BCTAHOBJICHHS PI3HUX PIBHIB JOCTYITY JJIsi KOPUCTYBAYiB,;

BUJIIJICHHST OCOOMCTOT TUISTHKH TIaM’sITi 1711 pOOOTH KOPUCTYBaYiB.

3 Ckuag i 3mict po0iT 3 npoekTy «BipryaJjizaniss KoM’ I0TepHOI Mepe:xi 1is

MojepHi3aunii Ta ontumizauii podooru LAN kadeapu I'T»

mepexi kadenpu [T naBeneHo B Tabmuii A.2.

mepexi kadenpu [T

JleTanbHMI ONUC eTaniB ONTUMI3allli pOOOTH JIOKaJIbHOI O0YUCIIIOBATBHOT

Tabmuusa A.2 — Etanu ontumizatii poOOTH JOKaIbHOI 00YHCIIOBAIBHOT

Ne Ckaan i 3mict pooiT CTtpok po3podku
1 BuzHaueHHS METH ITPOEKTY 2 NHIB
2 AHaJi3 aKTyalbHOI MEpexi 5 nHiB
3 BusHaueHHs HEJOJIKIB aKTyaIbHOT MEpPEexKi 3 mHIB
4 BuzHaueHHs HOBUX BUMOT JI0 MEPEXKi 4 nuiB
5 [MnanyBanHs poOIT 5 nHiB
6 [IpoexTyBaHHS HOBOI MEpPEXKi 18 nHiB
. BcTaHOBIEHHS Ta HATAIITYBAHHS CEPBEPHOL 8 MHIB

oTeparifHoi CUCTEMHU
8 HanamryBanHs cepBepHOT onepariiiHoi CUCTEMU 10 nuiB
9 TectyBaHHs 8 JIeHb
3arajibHa TPUBAJIICTh POOIT 63 nHIB
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JIOJIATOK B

IlnanyBaHHs pooiT

MeTor JaHOTO MPOEKTY € ONTUMI3aIlisl POOOTH JTOKAJIBHOI O0YHCITIOBATILHOT
mepexi kadenpu IT 3a paxyHox ii BipTyamizamii. MoaepHizaiiro MOKHA 3IIHCHUTH
HUIIXOM JO0JaBaHHS CEpBEPY, peati3yroun HOro yepes cepBic XMapHUX TEXHOJIOTIH.

J1ist TOCSITHEHHS TIOCTABJICHOT METH HEOOX1/THO BUKOHATH HACTYIIHI 3a/1a4i:

- JOCITITUTH aKTyaJbHICTh pOOOTH Ta 11 IpeAMETHY 00J1acTh;

- IpoaHaIizyBaTH MOKIIMBI CITIOCOOM pealtizallii cepBepy;

- BU3HAYCHHS HEJOJIIKH ICHYI0YO1 TOIOJIOT1T Ta BCTAHOBUTH HOB1 BUMOTH
JI0 MEPEXKI;

- BU3HAYUTU ONTHUMAJIbHI METOAM JIJI1 MOJIEpHI3aIlli IOKAJIbHOI MEPEXKi;

- PO3pOOUTH CXEMH Ta MPAKTHYHI MOJIEJI HOBOT MEPEXi;

- BUKOHATH BIpTyati3allilo MEpExKi;

- npoTecTyBaTd  poOOTY  Mepexi,  MOXJIUBICTh  BIJJIAJICHOTO
M1JKITIOYEHHS, (DYHKIIIOHYBaHHSI BCIX CEPBICIB.

JlaHu#i MpOEKT MO03BOJIUTH TMIJBUIIUTH MPOAYKTHBHICTH POOOTH MEpExi.
3okpema 30UTbIIUTECS 11 MPOMYCKHA 3AaTHICTh. TaKOX 3MEHUIMTHCS 3aTpUMKa ii
poOOTH, BTpaTH TaHHUX Ta MEepEexKeBl MOMIIKHU. B3aramni nana moiepHizailisi mpuHece
psa nepesar. Ilicisg Hei 3pocTe WIBUAKICTH POOOTH Mepexi, il Oe3neka Ta Oe3neka
KOPHUCTYBauiB, a TAKOK KOHTPOJIb aIMIHICTpaTOpa HaJ CUCTEMOIO.

[IpencraBiena poOoTa pPO3POOIIOETHCS 3 METOK BUKOPHUCTAHHS i
pe3ynbTaTiB Ha Kadenpi iHGopMaiiHUX TEXHOIOTIH.

[IponykToM maHOro TPOEKTY OyJe OHOBJICHA JIOKaJIbHA OOYMCIIOBAIBHA
Mepexa s kabenpu [T, sika Oyae BiIMOBIIATH MTOCTABICHUM BUMOTaM 3 OTJISIIOM
Ha Cy4acH1 TEeHJICHIII1 3aCTOCYBaHHSI XMapHOTO CEpPBEpPY.

HMeranizanis metu mnpoekty Mmerogom SMART. Ile nosBosse OuTbIn

KOHKPETHO MPEICTaBUTH MPU3HAYEHHS PO3POOIIOBAHOTO MPOIYKTY.
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JI7i BUKOHABIIS 1aHOTO TIPpoeKTy ¢opmat noctraHoBkd SMART-mMetn Takuid:
«OnTumizaiist poOOTH JOKaIbHOT 00uncIoBaIbHOT Mepexki kKadenpu IT 3a paxyHOK
il BipTyamizaiii. MojepHizallito MOXKHa 31MCHUTH IUISIXOM JOJaBaHHS CEPBEPY,
peari3yloun Moro 4epe3 cepBiCc XMapHHX TEXHOJOTiH». Pe3ymbratu aeramizartii

MetooM SMART po3mimieni y Tabmuii b.1.

Tabmuns b.1 — Jleramizaris metu npoekty merogoM SMART

Specific MoepHizyBaTH akTyaiabHy Mepexy kadeapu IT muisixom

JI0JIaBaHHs TEPMIHAJILHOTO CEpBEpA.

Measurable CTBOpeHHI cepBep, KU JTO3BOJIUTH BUKOHATH ITiIKJTFOUCHHS

BIJITAJICHOTO KJIIEHTA Ta Oy/ie peasii3oByBaTH BUALICHI POJIL.

Achievable MerTa TOCSDKHA, € 3aTBEP/IKCHE 3aBIaHHS.

Relevant [linBuIlleHHS MPOAYKTUBHOCTI Mpalll 3a PaxXyHOK YCYHEHHS
HEJIOJIKIB, 3pOCTe MIBHUJKICTH POOOTH, OOMIHY JaHUMHU Ta

piBeHb O€3MEeKH KOPUCTyBaya Ta MEpEexki

Time-framed € KoHKpeTHHI TepMiH — 10 KiHIs 4 kypcy (09.06.2022).

InanyBanusa 3micty po6ir. WBS — e rpadiune momanHsi 3rpynoBaHHX
€JIEMEHTIB MPOEKTY Y BUTJIS]II MTAKETIB POOIT, K1 1€pAPXIYHO MOB’ A3aH1 3 TPOYKTOM
npoekty. WBS HeoOxinHa 1u1st 3a0e3neueHHs e(eKTUBHOTO YIPABIIHHS MPOEKTOM,
BU3HAYECHHS 1 CTPYKTYPYBaHHS MEPENiKy pPoOIT, CTBOPEHHSI CTPYKTYpH 3BITHOCTI,
PO3YMIHHS 3a/1a4 BUKOHABIIEM.

WBS € 6a30BuM 3ac000M 117151 CTBOPEHHSI Ooprasizaniiinoi ctpykrypu (OBS) i
CUCTEMHU YTPABIIHHSI TPOEKTOM, OCKIIBKH JIO3BOJISIE BUSBUTH TPOOIEMH
opranizamii poOiT, BH3HAYEHHS I1€papXil MPOEKTHUX 3aBlIaHb (eTamiB pooiT),
M1J13aB/IaHb 1 MaKeTiB POOIT HA BCIX MOJAJIBIINX (Da3ax >KUTTEBOTO LIUKITY MPOEKTY.

WBS no3Bojisie po3mogiIMTH  BIAMOBITAIBHICTG 3a JOCATHEHHS IILJICH

MPOEKTY MK MOro BUKOHABISIMU Ta TUM CaMHM TapaHTyBaTH, IO BCl poOOTH 3a

MPOEKTOM MaloTh BUIMOBIAAIBHUX 1 HE BUMAAYTh 3 moJiga 30py. WBS 3a0e3neuye
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YJIeHaM KOMaHJY PO3YMIHHS 3arajbHHUX LIUJIeH 1 3aBAaHb 3a MPOEKTOM. BaxxinBo
BpaxyBaTH BCl poOOTH B TPOEKTI 1 KUIBKICTH PIBHIB JeTai3allii BH3HAYAETHCS
JIOCTATHICTIO JUIsI TUTAaHYBAHHS Ta MOHITOPUHTY POOIT MPOEKTY.

WBS noBuHHa 1aBaT KOMaH]Ii YNPaBIiHHS MPOEKTOM Ta 3aMOBHUKY UITKY
KapTUHY KIHIIEBOTO MPOAYKTY MPOEKTY Ta BCIX MPOLIECIB, 32 JOMOMOTOIO SIKUX BiH
OyJle CTBOPEHHUIA.

OcnoBHe npuszHadyeHHsT WBS- cTpyKTypHu - BU3HAUUTH 3MICT IPOEKTY Yepes
JIEKOMITO3UIIII0 oro nmpoaykTiB. Koxkna WBS-cTpykTypa € 1HCTpyMEHTOM, SIKUN
JIOTIOMAarae KEepIBHUKOBI MPOEKTY 3AIMCHUTH JEKOMIIO3UIII0 POOIT MPOEKTY A0
P1BHSI, HEOOX1THOTO ISl IOCSTHEHHS HOTO II1JIEH.

[InanyBanHsT 3MicTy CTpyKTypu poOiT pganoro IT-mpoekty (WBS)
3nicHIOBasocst 3a gomnomororo mnporpamu WBS Schedule. Ha pucynky b.1

npeactaBieHo WBS 3 po3poOku npoekry.
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Bipryanizauin
HOMN'HTEQHO] Mepexi
ANA onTHMizauil podomn

) LAN xadeapn IT

86 gHen? B
10.02.22 09.08.22
=)
1 | 2 3 | 4 |
OocnigmeHHA I MnanyeaHHA MpoekTyBaHHA HOBOT I JaeepweHHA I
_ |_npeawetHol oBnact 0 [ 12 gred 0% t Mepexi 2 [12 anen? N |
13 gHel FET | 01.03.22 [ 18.03.22 [ 49 gued % | 25.05.22 |09.06.22 |f
100222 | 280222 | = 17.02.22 | 240522 i =
= 21 = 4.1
1.1 BHaHaYEHHA HOBWX 3.1 TecTyEaHHA
BugHa4YeHHA METH I | |, BMNOT A0 Mepei CTBOpEHHA CHEM — = [ 10 grer? 0%
e npoexty 4 arel 0% | o wepexi 25.05.22 | 07.08.22
3 aHei 100% J 01.03.22 | D4.03.22 T [ 18 arei 0%
10.02.22 | 140232 I 17.03.22 | 11.04.22 4.2
2.2 CTEOpEHHA
1.2 Poapofka TexHiuHore 3.2 cynpoBigHGT
AHANIZ AHTYANBHOT L [ SZABMAHHA BeraHoBneHHRA . - g OoKyMeHTaUIT
. MEepeX 2 gned 0% CEepBEepHol onepauiiHo 1 asHE? 0%
7 OHed 15% 07.02.22 | 0s.03.22 —2 SIS 08.08.22 | 08.08.22
15.02.22 | 23.02.22 8 ored 0%
2.3 12.04.22 21.04.22 4.3
1.3 OroeopeHHA T3 [ TpeseqTauin J
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Pucynoxk b.1 — WBS-ctpykTypa poOIT poeKTy

IlnanyBaHHsA CTPYKTYpH BHKOHaBHiB. OBS — rpadiune BigoOpakeHHs
YYACHHKIB MPOEKTY ((Pi3UUHUX Ta OPUIUIHUX OCI0) Ta iXHIX BIAMOBIAAIBHUX OCi0,
3allydeHux A0 peanizamii npoektry. Enementamu OBS moxyTh OyTu: Ookpemi
BUKOHABIl  (KepiBHUKM, (axiBli, CIyXOOBIi), oOprasizauii, CTPYKTypHI

MIPO3AUIN 1 CTY)KOU, y SKUX 3aiiHATa Ta a00 1HIIA KUIBKICTh (haxiBINB, IO
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BUKOHYIOTh TEBHI (QYHKIIOHATbHI OOOB'S3KM, 30BHIIIHI IOCTavyaJbHUKU
oOaHaHHS, MOCIYT Ta 1HII OpraHi3arii.

OBS € HallBaxJIUBIIIMM MeXaHI3MOM ympaBiiHHs npoekTamu. OBS nae
MOKJIMBICTh peajli3yBaTH BCl MakeTu poOiT, mepemdadueni WBS-cTpykryporo, a
TakoX (YHKIIT, Tpolecu W omeparlii, HEOOXiaHI JJISI JOCATHEHHS ITOCTaBJICHUX
nepen npoektoM Iiieil. OBS € ocHoBow (opmyBaHHS 1 3A1MCHEHHS IISUTBHOCTI
KOMaHJT! TIPOCKTY.

Cnin BiAPI3HATH OpTraHi3alliiiHy CTPYKTYpy OpraHizaiii Ta opraHizamiiHy
CTpyKTYypy npoekTy. Ha eram mianyBaHHS, Kojid po3podisitoTe OBS-cTpykTypy
MIPOEKTY, JOCUTh YaCTO HEB1OMO, sIKi KOHKPETH1 opraHi3allii Ta iXHi BiAMOBIAaIbHI1
ocoOu OyIyTh 3aaydeHi 10 MpoekTy. BiamoBias Ha 1€ 3anmuTaHHA OyJe OTpuMaHa
TUIBKK TICsE TPOBEACHHS BIAMOBIIHUX TEHAECPIB HAa BUKOHAHHS poOiT. Tomy
nonepenubo B OBS-cTpykTypy BBOIATH YMOBHI MO3HAYEHHS BUKOHABIIB Ta iX
BIIMOBIJAIBHUX 0CI0, $IKI TOTIM 3MIHIOIOTh Ha KOHKpPETHI JifCHI Ha3BU Ta
Mpi3BUIIA.

[InanyBanHst 3MicTy CTpykTypu opranizamii (OBS) 3miiicHioBamocs 3a
nonomororo nporpamu WBS Schedule.

Ha pucynky b.2 mpeacraBieHo oprasizaiiiiHy CTPYKTypy IUIaHYBaHHS

MPOEKTY.
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Pucynoxk b.2 — OBS-cTpykTypa po06iT npoekTy

Hiarpama I'anTa. Ha niarpami ['anTa Bci poO60TH 32 MPOEKTOM Mpe/ICTaBIEH]
y BUIJIAJl TOPU3OHTAJIBHUX BIAPI3KIB, MapalelbHUX Oci 4Yacy. BukopucraHHs
MOJIeN1 MTPOEKTY, MOOYyA0BaHOI B MporpaMHoMy cepenoBuiill MS Project, n1o3Bossie
KOHTPOJIIOBATH i ONITUMI3yBaTH TIJIaH BUKOHAHHS pOOIT, HAOYHO BIJACTEKYBATH X1

HOro BUKOHAHHA. 3aBASKA I[bOMY MOXXHAa OTPUMATH JOCTOBIpHE YSIBICHHS
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PO TPUBATICTh MPOLECIB 3 OOMEXEHHAMU y Pecypcax, ypaxXyBaHHSIM BHUXIIHHX

JIHIB Ta CBSIT.

Kanennapuuii rpadik npoekTy npeicTaBieHo Ha pucyHkax b.3.
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Pucynox b.3 — Kanennapuuit rpadik npoekty

Ynpasainnsa pusunkamu npoekrty. [lin gac BUKOHaHHS SKICHOI OLIIHKH

pU3HKIB TpeOa BU3HAYUTH PHU3UKH, SKI MalOTh OyTH YCyHEH1 sKHaumBuiamie. Y

3aJIe)KHOCTI BiJl CTYINEHS BaXJIMBOCTI PU3MKY — pearyBaHHS OyJe BiJMOBIIHE.

HactynmuuMm eranom € BUKOHAaHHS KUIBKICHOTO OIlIHIOBaHHS pu3uKiB. KibKicHe Ta

SIKICHE OIliHIOBaHHSI MOXKYTb BUKOHYBAaTHU OAHOYAaCHO abo OKPCMO, 11O 3aJICKUTH Bi)_'[

CTymneHsa 3a0e3nedyeHHs mnpoekty. Y Tabnuii b.3 mnpencraBieHo mikamy s

kiacudikaiii pU3MKIB 3a BEIMYMHOIO BIUIMBY Ha MPOEKT Ta WMOBIPHICTIO

BUHHUKHCHH:.

Tabmuus b.3 — BusHaueHHst IMOBIPHOCTI, BIUIUBY Ta PAHTY PU3UKIB ITPOEKTY.

Ne Hassa pusuky

HNMoBIpHICTH

0,1-0,9)

1 | 3mina Bumor T3

0,5

InTepuety

2 | [IpobGnemu 3 MmiIKITFOYCHHSIM JI0

3 | 301t enekTpomepexi

Brus

(0,05-0,8)

Paur
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[Iponosxenns tabdiu. b.3

4 | XBopoba mpalliBHUKa

5 | Hepocraths kBamidikarris

IpaiiBHUKA

301ii y poOOTi TEXHIKH pO3pOOHUKA

HeuiTko BuIlIIEH] BUMOTH

HenpaBunbuuii po3noiii yacy

Ol 00| N| O

HemnparesnatHicTh XMapHOTO CEpPBiCY

10 | BusBiaeHHS MIOMHJIOK M1 Yac

TCCTYBAHH:A

11 | 36i# mporpamMHOTo 3a0e3MeUeHHS

Jisa Toro, moO 3HU3UTUM HETaTHMBHMM BIUIMB PHU3UKIB Ha IPOEKT Tpeda
BUKOHATH IUTAaHyBaHHS pearyBaHHsS Ha HHUX. Jl0 HBOTO BXOJUTh BHU3HAYEHHS
e(eKTUBHOCTI PO3pOOKM Ta OIIHKAa HACJHIJIKIB BIUIUBY Ha MpoeKkT. OIiHIOBaHHS
BUKOHYETbCA 3a MOKa3HWKaMM, o0 omnucaHi B Ttabmumi b.3. Y pesynprati
IUIaHYBaHHS pearyBaHHs OyJI0 OTPUMAHO MATPHUII0 WMOBIPHOCTI BUHUKHEHHS
PU3MKIB Ta BIUIUBY PU3UKY, 1110 300pakeHa Ha pUCYHKY b.4. 3eneHuM KoJIb0poM Ha
MaTpHIll MO3HAYAIOTh MPUUHATHI PU3UKHU, KOBTUM — BHIIPABJIAaHI, & YEPBOHUM —

HEJIOITYCTHMI.

Tabnung b.4 — Matpuiist iMOBIPHOCTI Ta BIUIMBY 3T1IHO TPOCKTY

Bruus 3arpo3u(pusuky)

" o Hyxe Manui Cepenniit Benukuit Hyxe
NmMoBIpHICTH
MaJIui 0,1 0,2 0,4 BEJIMKUI
0,05 0,8

0,9
0,7
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[Iponosxenns tabdin. b.4

0,5
R2(0.12)
R3(0.12
0.3 (0.12)
R5(0.12)
R11(0.12)
0,1

Knacudikamisi pu3ukiB 3a piBHEM, BIJIMOBIHO JI0 OTPUMAHOTO 3HAYCHHS
1HIEeKCy, mpeacTaBieHa y Taommmi b.4. YV Tabmuri b.5 onrcano pusuku Ta cTparerii

pcCaryBaHHsd Ha KOXKCH 3 HUX.

Tabmuus b.4 — llkana oriHOBaHHS 3a pIBHEM PU3HKY.

No Hazga Mexi Pusuk, sixi BXOATH (HOMepa)
1 | [IpuitHsaTHI 0,005<R <0,05 |7,8,9,10

2 | BunpaBnani 0,05<R<0,14 |[2,3,511

3 | Hemommyctumi 0,14<R<0,72 |1,4,6




Tabnuis b.5 — Pusuku Ta crpaterii pearyBaHHs

ID | Cratyc Omnc VMoBipHicTb

PHUBHKY

Binkpurnii | 3mina Bumor T3 Cepenniit
1

Binkputuii | [Ipobnemu 3
5 M IKJIFOYEHHSIM 10

InTepuery

Binkpurnii | 361
3 EJIEKTPOMEPEKi

Binkputuii | XBopoOa CepenHiii
4 npaliBHUKA

[Iponos:xenns tabdia. b.5

Brous

Panr | IInan A Tun [Inan b
PHUBHUKY cTparerii
pearyBaHHs
OGroBoputu Vxunenus | -
MTATaHHS Ha
MOYaTKy
MPOEKTY
[TigxmounTa VxuieHHs | 3anyddtu
IIBa cnerjaigicra s
poBaiiiepu YCYHHEHHS
1HTEpHETY npobsieM
3anyuuTtu 3MEHILEHHS | -
crerjaaicra Juis
yCyHEHHs 3001B
[IpoBoauTu 3MEHILEHHS | -

npoiIaKTUKY

3aXBOPIOBaHb
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Biakputnii | Hemocratas 0.12 [TigBumumT 3meHieHHs | Jlomyuutn
5 KBajiikaris KBaT(piKaIIiIO CTOPOHHBOTO
MparfiBHAKa MpaIfiBHAKa cremniaigicra
Binkputuii | 3611 'y  po6Gorti | CepenHiii 3ayuuTH 3MeHIIeHHs | 3MIHUTH
6 TEXHIKHA crerjangicra I oOJIagHaHHS
po3poOHMKa YCYHHEHHS
npobiem
Binkpurtuii | HewiTko BumiiaeH1 OGroBoputH He | 3MEHIIICHHS | -
BUMOTHU 3pO3yMiIi
7
MyHKTH
3aBIIaHHS
Biaxputnii | Henpasuiibauii CepenHiit [lepeBusnauntu | 3meHmeHHs | [lpaimtoaru
o PO3MO/ILT Yacy TEPMIHH MTOHATHOPMOBO
BHKOHAHHS
3aBJaHHS
9 Biakputnii | Henpane3gatHicth - - -
XMapHOTO CepBICY

[Iponos:xenns tabdia. b.5
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BigkpuTuit

Busasnennas

10 IMOMHMJIOK IIIJI 4ac
TECTYBaHHS
Binkputuii | 361it mporpamHOTro
3a0e3IeYeHHS
11

Cepenniit

Cepenniit

Bunpasutu 3menmenHs | [IpoirnopyBatu
MIOMUJIKH MOMUJIKH ~ SIKIIO
BOHU HE 3HAYHI
Bunpasutu 3menuieHHs | [lepeBcTaHOBUTH
NOMUJIKY,  WIO IIpOrpamMHe
MPU3BOAUTE 10 3a0€e31eyeHHA

30010
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JIOJIATOK B

AITPOBAIIA PE3YJIBTATIB JOCJIIKEHHSA

CEKIIA 2. Inghopmayitini mexnonroaii npoexmysanns IMA ;2022

Virtualization of computer network for modernization
and optimization the work of the LAN within I'T department

Danylo Shevchenko. Student of IT-81;
Viktoriia Antypenko, Associate Professor

Department “Information Technology™
Sumy State University, Sumy, Ukraine

There is a high increase in using the cloud services during the last years.
Nowadays, their popularity i1s growing among various organizations due to
quarantine restrictions, hostilities etc. Cloud technology (CT) is a model of
access to dedicated resources via the Internet. Their concept allows to
implement remote access for users to computing resources, utilities and
numerous other services.

The main condition for the CT functioning 1s the connection to the
World Wide Web. Cloud computing technologies are evolving rapidly and
have significant potential. Modern products for development and operation
may require large productivity of hardware resources. Thus, the demand for
equipment upgrades 1s relevant. Cloud technologies can solve this problem
of excessive exactingness on utilities for end-user equipment.

Of course, it is possible to implement distant work for the staff using a
local server by installing the software applications and performing a
terminal connection. However, this requires significant resources, both
financial and human. Cloud providers allow to organize remote work
relatively quickly. Virtual servers do not require physical maintenance, the
purchase of uninterruptible power supplies as well as they simplify both
backup and recovery after possible failures, solving the issue of increasing
the productivity of hardware resources.

There are many options for organizing a network infrastructure in the
cloud. Of course, it 1s needed to start from the tasks type, but the main one
usually 1s a terminal connection to a remote desktop in order to access the
necessary software applications and utilities. Certainly, on the basis of this
server it is possible to implement other services like file, mail, print servers
etc. This technology allows more flexible system management and
increases user and data security.

Cloud providers have many different offers for various needs. For
instance, it is realizable to select a dedicated server and use virtualization
technology to configure it along with a virtual network infrastructure. Or
apply one of the already-made solutions that the providers have. Then the
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JIOJIATOK T

Cxpunr 1Jist HaJamryBanusa 1Jst cucreMm CiscolOS

IHanawTyBaHHA NONiTMKM cnuckiB AocTyny, Wo6 AO3BOAMTM MPOXOAXEHHS Tpadiky
| lo3BonuTun nepepavy Tpadiky no iHTepdeiicy Ans npeAcTaBAEHUX Mepex
access-list 101 permit ip 192.168.1.0 0.0.0.255 10.0.0.0 0.0.255.255

I lo3BonnTu Tpadik nNpoTOKONiB Mix 3a3HAYeHMMM XOCTaMu

access-list 101 permit esp host 13.80.74.71 host 1.2.3.4

access-list 101 permit udp host 13.80.74.71 eq isakmp host 1.2.3.4
access-list 101 permit udp host 13.80.74.71 eq non500-isakmp host 1.2.3.4
I KoHdirypauia Internet Key Exchange (IKE). HanawTyBaHHSA napameTpis
ayTeHTudikauil, wudppyBaHHA, XewyBaHHA Ta PSK.

crypto ikev2 proposal ITCatedra-S2S-Connection-proposal

encryption aes-cbc-256 aes-cbc-128 3des

integrity shal

group 2

exit

crypto ikev2 policy ITCatedra-S2S-Connection-policy

proposal ITCatedra-S2S-Connection-proposal

match address local 1.2.3.4

exit

crypto ikev2 keyring ITCatedra-S2S-Connection-keyring
peer 13.80.74.71

address 13.80.74.71

pre-shared-key ExampleKey

exit

exit

crypto ikev2 profile ITCatedra-S2S-Connection-profile
match address 1local 1.2.3.4

match identity remote address 13.80.74.71 255.255.255.255
authentication remote pre-share

authentication local pre-share

lifetime 3600

dpd 10 5 on-demand

keyring local 1ITCatedra-S2S-Connection-keyring

exit
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! HanawTtyBaHHA IPsec, BKAWYAE BNACTUBOCTL wuPpyBaHHA, ayTeHTudPikauii Ta
TYHE/NIbHOT O pexumy

crypto ipsec transform-set ITCatedra-S2S-Connection-TransformSet esp-gcm 256
mode tunnel

exit

crypto ipsec profile ITCatedra-S2S-Connection-IPsecProfile

set transform-set ITCatedra-S2S-Connection-TransformSet

set ikev2-profile ITCatedra-S2S-Connection-profile

set security-association lifetime seconds 3600

exit

I HanawTtyBaHHA TyHenbHoro iHTepdeicy 4depes sakui byne nepepaBaTuca Tpadik
int tunnel 11

ip address 169.254.0.1 255.255.255.255

tunnel mode ipsec ipv4

ip tcp adjust-mss 1350

tunnel source 1.2.3.4

tunnel destination 13.80.74.71

tunnel protection ipsec profile ITCatedra-S2S-Connection-IPsecProfile
exit

ICTBOpeHHA cTaTU4YHOrO MapwpyTy AnA TyHenw IPSec

ip route 10.0.0.0 255.255.0.0 Tunnel 11



97

JTOJATOK ]I

CkpunT 1uisl 1151 MOHTYBAHHS JUPEKTOPIl

$connectTestResult = Test-NetConnection -ComputerName
itcstrg.file.core.windows.net -Port 445
if ($connectTestResult.TcpTestSucceeded) {
# Save the password so the drive will persist on reboot
cmd.exe /C "cmdkey /add: "itcstrg.file.core.windows.net™ "
/user:  "localhost\itcstrg "
/pass:” "5a/V9t8geuFzIX3ZSSPdj31Q1H6Zz+w+udQVYbMGTBgUsMvBMITevOQCDL1r2+Yo1I10F9m
HF/Ilr+AStprzLrQ=="""
# Mount the drive
New-PSDrive -Name Z -PSProvider FileSystem -Root
"\\itcstrg.file.core.windows.net\papka" -Persist
} else {

Write-Error -Message "Unable to mount storage"



