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MVC — Model-View-Controller
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BCTVYII

Hapa3i Benuka kuibkicTh O13Hecy mnoTpeOytoTh BiaacHux WEB-mopatkis
po3ropuyTux y mepexi. KopoHaBipyc nepenic maixe Bci mporecu 10 [HTepHery.
Konu Hemae MOXIMBOCTI BUHTH 3 AOMY IS MPUAOAHHS SKUXOCh pedyeil mpoaaxi
MO>KJIMBI JIMIIIE€ Y OHJIAH-Mara3uHax, TOMY BCl KOMIIaHii 10 MpauoBaiu opaaiiH
BTpayvaroTh NpUOYTOK. Y TaKMX KOMIAHIN 3BUYaHO € moTpeda sKoMora IIBHIIE
PO3TOpPHYTHU BJIACHUW OHJIAMH cepBiC, aje > TaKUX KOMIAHIM MUIBHOHH 1
pPO3pOOHMKAM HAJATO Ba)XKO BUKOHATH MOTPeOM BCiX 3aMOBHHKIB, HYepe3 IO
NOTPIOH1 MBUAKI IHCTPYMEHTH Ta METOAM po3poOKu [HTepHET pecypciB.

Bbararo cepgiciB 111e 10ci MOTPeOYIOTh pO3p0OKH, a 3apa3 Il yac BiifHU — I11e
Outbie. Benuka KUIBKICTh YKpaiHIIB KOPHUCTyBajach pociicbkumu [HTEepener
pecypcaMu i 3apa3 BiIMOBIISIETHCS BiJl HUX Y KOPUCTh YKpaiHCHKUX MPOAYKTiB. Lle
XK cTocyeThes 1 [HTEepHET pecypciB. SIKINO 1€ KUIbKA MICAIIB TOMY MU MaJld JIUIIIE
POCIHCHKOMOBHI TEpeKIagd MaHTH, TO 3apa3 yKpaiHIll y CBOoeMy OakaHHI:
MOLIMPIOBATH YKPAaiHCHKY MOBY Ta HE BUKOPHUCTOBYBATH MOBY BOPOTa, CTBOPIOIOTH
CBO1 BJIACHI CIIJILHOTH TMEpeKyIagadiB MaHTU Ha YKPATHCbKY MOBY 1 MOXKYTh CKJIACTH
rapHy KOHKYPEHI[II0 POCIIChKOMOBHUM CaliTaM.

Takox e mikaBo st 0i3Hecy, 00 K KUTbKICTh MEePErisiAy CTOPIHOK CalTy Jae
MOKJIMBICTh PO3MIITYBAaTH PEKJIaMy Ta 3apOOWUTH BEJIWKI KOIITH. TOMY 3apa3 MU
CTBOPIOEMO BJIaCHI YKpaiHOMOBHI CepBicH, 110 OYJIyTh aHAJOTaMH POCIMCHKUM, Y
KOPOTKHM dYac, 100 Mo30aBUTH POCIMCHKUN PUHOK MPUOYTKY 3apoOJICHOrO 3
YKpaiHCHKUX KOPUCTYBAYiB.

Meroro po6otu € crtBopenHs WEB-gomatky ans uutaHHS Ta mepekiagy
MaHTH 32 MaKCHUMaJbHO KOPOTKMU uac. Tak K paHille 4WTamud KHUXKKH, 3apa3
MOJIIOOJISIIOTh  YUTATH KOMIKCH, a00 a3iaTChbKM KOMIKCHM — MAaHTy. 3arajiom
maTGopMi ISl YUTAHHS MAHTH MICTATh Y 001 BEJTUKY CTPYKTYPY, SKa HalpaBjieHa
He JuIIe Ha yuTaHHs. Tak, pecypc MoXe MpONMOHYBAaTH TaKi MOKIIUBOCTI:

- CTBOpeHHs BJAacHOiI KOMaHAM IMEpeKajadiB, SIKI CaMOCTIMHO MOXKYTb

3aJIMBaTH MaHTy

- HasBHicTh KOMaHAM MOJIEPATOPIB, AKI NEPEBIPAIOTH MOPSAIOK HA pecypci
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- HasBHICTH I1HCTpYMEHTIB JUIsl MIATPUMKH KOM IOHITI 4uTadiB (4atw,
KOMEHTapi, 0OrOBOpPEHHS).
JlonaTtok cTBOpeHUM y poOOTI Mae€ MICTUTH y coOi1 MOJIOHI IHCTPYMEHTH
poboTHU pecypcy.
Y poGoTi OymyTh HpeAcTaBi€HI MOXJIWBI METOAM Ta IHCTPYMEHTH st

HIBUAKOT pO3pOOKHU JOJATKIB.



1 OIJisAA ICHYIOUYHUX PILIEHD

1.1 Amnxani3 icHyl0UMX CaiTiB AJIsl YUTAHHS KHUT 200 MaHTH

1.1.1 https://manga.in.ua/
[lepernsHeMo OAWH B YKPAiHOMOBHUX PECypCiB JUIsi YUTaHHS MaHTH
YKPaIHCHKOO MOBOIO.
Henoniku:
- Hemae MOXIMBOCTI CTBOPIOBATH TPYyNH IMepeKiajaviB, MOXKIUBICTb
JI0JTaBaHHS ITePEKIIaay MOKIUBUMN JIUIIIE 3 aKKAYHTY OJTHOTO KOPHUCTYyBaya.
Taxk sik 3a3BUUaii JeKiIbKa MEepeKIIaiadiB, KITHEPIB Ta TAUNEPiB MPAIIOIOThH
B OJHIN KOMaHJI II€ YHEMOXUIMBIIFOE BHIKJIQJaTH HOBI TEPEKIaan HE
OJIHIEIO JIIOJMHOIO, a TPYIOK TepeKiaiadiB, JIe BiJMOBIIAJBHICTh 3a
JI0JTaBaHHS HOBOI TJIaBM MOXKYTh MaTH JICKiJIbKa MPAI[iBHUKIB
- CopryBaHHS MaHTU BiI0YBa€ThCA JIMILIE 32 YOTHUPMA (PUIBTPAMU, SIKI HE
HAJA0Th 3pYYHOCTI JUIsl KOpUcTyBadiB. Hanpukiian, Hemae copTyBaHHS 3a
JaTOI0 BUKJIAJaHHS HOBOI I1aBH, a00 3a MOMYJISPHICTIO MaHTU
- € HaBiraiisg 1o posauiaM, ajge 0e3 HasIBHOCTI OOKJIAJIMHOK MaHTH, HaBITh
IIpU HaBEJEHHI Ha HA3BY MAHTH, TAKOX BCE ) HEMOXJIMBO BiJICOPTYBaTU
MaHTYy 32 KaHPOM
- Calit 3ammam’ ITOBY€E KOKEH KPOK, 1110 OyB BUKOHAHWN KOPHUCTYBAaUeM 1 IPU
cripo0i BUHUTH 3 pecypcy KHOIKOIO Ha3aJ MOXKHa CIIOCTepiraTh BCi
BiJTHOBJICHHI1 KPOKH Y 3BOPOTHOMY TIOPSJIKY
ToOTo Ha IbOMY pecypci 71 TOro, 00 BUKIIACTH HOBUH MEepeKIial KOMaH 2
MepeKyaaadiB Ma€ MaTH OJIMH aKKayHT JIFOJUHU, sika Oyjie 3aBKIu BUKJIAIaTH HOBI
MepEeKJIaIn Ta Ha/laBaTh iHGOPMAIIiIO PO TX KOJEKII0 MepeKIIaIeHnuX I1aB, 00 1HIII
MPOCTO HE MAIOTh JIOCTYIy IEPEBIPUTH CITUCOK a00 KUIBKICTh MaHT, SIKi KOMaH]1a
Hapasi mepeKIaac.
A KopucTyBadi MOXKYTb BiZ[iIOpaT MaHTy IO KaHPY, ajie He OyAyTh 0auuTH,
sKa 3 HUX HEJaBHO OTpUMaja HOBI [JIaBU 3 MEPEKIaA0oM, a00 K MOXKYTh MOOAYUTH
MaHTy, SIKa HEIIOJIaBHO OTpUMajia HOBI TJIaBW, ajie¢ HE MAaTH 3MOTU TEPETISTHYTH

JIUILIE KaHP, SIKUM 11 [[IKaBUTb.


https://manga.in.ua/
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ITepeBaru:

€ 3Mora BUKJIaJaTH BIACHUI MepeKIia

[lepexnan MaHru BiAOYBAa€TbCS JMIIE OJHUM AaKKayHTOM, TOOTO 10
BaIllOTO MEPEKIIaly He 3MOXKYTh JOJAATH YMIChH 1HITUN

€ MOXIIUBICTH JINCTYBAaHHA T4 KOMEHTap1B

3BOpOTHIl 3B’S30K 3 KepiBHHKaMH pecypey y Telegram

3arajioM 1€ XOpOWIMK pecypc sl BUKOPUCTAHHS, aje APYTruid IYHKT y

nepeBarax MOXKEC TaAKOX CTBOPHOBATH HpO6HeMI/I, TaK SK Yy BHIIAJAKY, KOJIH

nepekiazayl nepecTaHyTh MepeKsIalaTd Ty UM 1HIIY MaHTy 31 CBOIX MPUYUH, 3715

BITHOBJICHHSI Tepekyiaay MnoTpiOHO Oyae abo CTBOpIOBAaTHM HOBY MaHry, ado

BUPIIIYBATH MUTAHHS HAa PiBHI pO3pOOKH 1, MOKIIMBO, BPYYHY JI0J]aBaTH MAHTY JI0

CIIMCKY 1HIIIMX MEePEeKIIaIadiB.

HHM.

1.1.2 https://readmanga.io

[TepernsitHeMo pociiicCbKOMOBHUM pecypc

Henomixu:

HE Cy4YaCHHUM JU3aiH

Jlumie oguH HEAOJIK Y pecypcy TOBOPHUTH MPO T00pe BUKOHAHY POOOTY Hall

[lepeBaru:

JIEKITbKa TIOEHAHUX PECYpCIB, SIKI HECYTh y COOl PO3MOMAIT BEIMKUX
KaTeropin

MOJKHA TEePETIIAIaT! PEIeH31i Ha MaHTy, a HE TIPOCTO KOMEHTapi

€ MOKJIMBICTh CTBOPEHHSI aBTOPCHKUX KOJIEKIIIH KOpUCTYBauaMu

€ MOXJIHBICTh MimOOpY IiKaBOi IS KOPUCTyBa4a MaHTH 3a HOTo
MOTIEpETHIMU YTIOT00aHHIMU

€ KHOTIKA BUIIQJIKOBOi MAaHTH JIJIsI TPOYNTAHHS

3B’ 30K 3 MOJIEpAaTOPaMM CalTy YEPE3 caM CauT

€ TIPOBIIHUK IO calTy (Taill y BUKOPUCTAHHI)
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- BEJIMKA KUIBKICTh IHCTPYMEHTIB KOMYHIKaLIi 3 1HIIMMH KOPUCTYBauyaMH:
MO>KJIMBICTh 10AaBaTH APY31B Ta BXOAUTH Y Pi3HI IpyNu
- Teperyisij Ta I0AaBaHHs PI3HUX 3aKJIAJUHOK O MAHTU
- Oararo ¢QuUIBTPIB AJI1 OTPUMAHHS CHMCKY IIKaBOi MAHTW, HaIpHKIaa 3a
aBTOPOM, 200 XYyJ0KHHUKOM
Sk MOXHa 3pO3yMITH, MA€EMO TIFAHTChKY €KO-CUCTEMY 3 HEMMOBIPHUMH
MOKJIMBOCTSIMU K JJIsI KOPUCTYBayiB, Tak 1 AJs mepekiafadiB. A yKpaiHChKHM

aHaJjor, 0Cl 1€ € K1 PO3BUBATH.

1.2 IToctaHoBKAa 3aaaui

Jlnst poGoTHu BeO-pecypey, HEOOX1THO peanizyBaTH HACTYITHI 3a1a4i:
. BUKOHATH OTJISAJl IHCTPYMEHTIB JJIs1 pO3pOOKU Ta 00paTH ONTUMAIIbHI;
. BUKOHATH MPOEKTYBAHHS apXiTEKTypH BeO-101aTKa;
. po3pobOuTH cepBicu podOTH BeO-101aTKY;

. CTBOPHUTH 32 PO3MICTUTH BIATIOBIIHI IO CEPBICIB 0a3u JaHUX;

1
2
3
4
5. pPO3TOPHYTH CEPBICU Ha CepBepi;
6. BUKOHATH TECTYBaHHS CEPBICIB;
7. mokputu cepBicu Apigee ta 00poOUTH 3HAMICHI TTOMUJIKH;
8. 00’eqHATH CEpBICH CITUTBHUM JOCTYIIOM;
9. Ha;maroAUTH poOOTY MOHITOPUHTY JaHHUX JIOJATKY.
Ilicms BUKOHAHHS BHWINE 3a3HAYCHUX IIYHKTIB BeO-pecypc HaIacTh
MO>KJIMBICTh MOHITOPUHTY MaHTH Ta KOPUCTYBadiB, 3aJUIIATH BIATYKH HA MaHTY,
CTBOPIOBAaTH KOMaHIW TMepekiaafadiB. A OI3HEC-KIIEHT OTPUMAE MOXKIUBICTH

aHaNI3yBaTU JaHl NOAATKY, JUISl PO3YMIHHS MOJANBIIOTO PO3BUTKY MPOAYKTY Ta

BCTAaHOBJICHHA HOBHUX 3adad4.
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2 METOJAUKA BUPIINEHHSA ITOCTABJIEHUX 3ATAY

2.1 AHaJi3 iCHylOUMX apXiTeKTYPHHX IiIX01iB
Bix 006paHoi 11 MPOEKTY apXiTEKTYpH 3aJI€KUTh Mo1alIbllla poO0Ta KOMaHIU
PO3POOHUKIB Ta 1HIII PIIEHHS AJIs pO3pOOKHU N0AaTKy. Byb-aKuil 101aTOK, HABITh,
caMuUil MaJleHbKMH TNOTpedye TOro pilleHHs, SKE JO3BOJIMTH CIPOEKTYBATH
MacmTabOBaHUM MPOAYKT ISl MOAANbLIOTO po3BUTKY. IIIBuakicTe po3poOku
J0JIaTKy TaKOX 3aJeXHUTh BiJl 0OpaHOi apXiTEKTypu cepBicy. MaeMo JBa BUIU
HalnomyJspHIIIKMX apXiTekTypHux pimensb ana WEB-cepBiciB: MoHoMiTHY Ta

MikpocepBicHy. OTJIIHEMO CIIOYAaTKy MOHOJIITHY apXiTEKTYpY.

1) MoHoJtiTHA apXiTEKTypa

MoHojiiTHa apXiTeKTypa 10 HEIaBHHOTO 4Yacy BBaKajacs TPaJAHMIIHHUM
MiX0JI0M B NMPOEKTYBaHHI J107aTKiB. CaMe CJIOBO «MOHOJIIT) TOBOPUTH MPO JIABHO
yCTaJleH1 MpaBuia, sIKi HIKYJIM HE TOBOPYXHYJIUCH. AJie 5K B Halll 4ac, 11e BXKe MOXKe
HACTOPOKUTH, OCKUTLKH HE 3MIHIOETbCA — 3HAUUTh He afanTyeThes. I T chepa myxe
IIBUIKO pO3POOIIsiE HOB1 PIICHHS JJ11 PO3POOKH MPOAYKTIB, TOMY BC1 1HIII PIITICHHSI
IPUINMAIOTh 3MIHH 1 MIJIAMITOBYIOTHCS, T€ 110 MOHOJITHA apXIiTEeKTypa He HalOymna
NEePEBTLICHb, TOBOPUTH PO i1 HEE()EKTUBHICT Y HAIIIOMY Yaci.

MoHoutiTHa apxiTeKTypa MPUITyCKAa€ HAABHICTh €IMHOT IIaTGopMu s yCix
KOMITOHEHTIB JI0JIaTKy, 110 T0Ope MpoLTIOCTpOBaHO Ha pucyHKY 2.1. Ile BrinBae Ha
PO3MIIICHHSI CUCTEMU B OJHOMY MIiCIli, 0€3 MOXJIMBOCTI MEPEHECEHHS OKPEMHX
JacTHH Ha 1HII Hocii. Taka co0l IEeHTpai3oBaHa CHUCTEMa, SKa PO3CUILIETHCS

BiJIpa3y MOBHICTIO MTPY BUHUKHEHHI MPo0OieMu xo4a O J1ech.



13

Monolithic Architecture

Pucynok 2.1 - MonodiTHa apxitekTypa [1]

AJie MOroBOpUMO MPO MEepeBaru MOHOJIITHOI apXITEKTYpH:

[Iporpamue 3a0e3nedeHHs, 0 MPOEKTYBAJIOCS HA OCHOBI MOHOJITHOI
apXITEeKTYpH Ma€ BEJUKY IIBUIKOIII0, TaK SK BCl MPOIECH TTOETHAHT MK
c00010 B OJTHOMY MicCIIi

Jlermie y po3po0iii 11 HEBETUKOT KOMaHIU PO3POOHUKIB, TaK SIK HE Mae
noTpeOu y po3poOIli CKIATHUX KOMYHIKAIIMHUX TMPOIECIB  MIiX

KOMIIOHCHTaMH

[I{omo HEOMIKIB MOHOJITHOT apXITEKTYPH:

«MOXIHBOCTI pO3MUPEHHS 0OMEXeHl. MOHONITHI MporpaMu MOXKYTh
OyTH pO3IIMPEeHI TUIBKU TMOBHICTIO.»[2] Skmo sKkoick GyHKIIT He
3aKJIaICHO 3 TMOYATKy MPOCKTYBAaHHS, MOMATH i HAMPUKIHII PO3POOKH
HEMOJKIIMBO 0€3 Mepemnucy BeIMKOI KUTBKOCTI KOIY;

Yepes Te, 110 BC1 KOMITOHEHTH 3HAXOASTHCSA B OJTHOMY MICIli BHHUKHEHHS
MMOMIJIKH MOKE€ 3yITUHUTU POOOTY BChOT'O JTOAATKY;

He3minH1 y BUKOpUCTaHH1 1HCTpyMeHTU. Uepe3 Te, 110 MAeEMO €IUHUN

MPOTPaMHUM KOJ HISIKMX HOBITHIX BIPOBAKEHb, a00 OUIBIIT BIAMOBITHUX
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70 TIOCTABJICHHMX 3a7ad IHCTPYMEHTIB BHKOPHCTAaTH HEMOXJIMBO.
Oco0nuBO MOraHo 1€ BILUIMBAE Ha JOBIOCTPOKOBI MPOEKTH, SIKI MOTPIOHO
JONKMCYBAaTH 4Yepe3 0araro pokiB BUKOPUCTOBYIOYM METOOM Ta
THCTPYMEHTH Ha SIKMX JJOJIaTOK 1 0yJI0 HalMCaHo.

- He 30BciM 3pyuHa 1151 pO3pOOKH BEJIMKOT'O MPOEKTY, J€ MPaIoe BETUKa
KUIBKICTh pO3pOOHHUKIB, 00 KOXKEH pa3 MOTPIOHO MEpeBIpATH UM IIE HE
nepenucana sKach JIOTIKa 1HIIMM PO3POOHUKOM /Ji BIATBOPEHHS CBOiX
3anay. Takox yepe3 00’ eMHUI KO/ TOTPIOHO po30UpaTHUCs Y BCiX 3B’ A3Kax
KOMITOHEHTIB 1 IlIe 1 HaMaraTucs 3p03yMITH KOJ| IHIIUX PO3POOHUKIB.

OToX MaeMO HE 30BCIM 3pYYHY /JI1 HOBITHIX pIlIeHb apxiTeKkTypy. I3

nepepaxoBaHUX BUIIIE HEOJIKIB 3pO3YyMIUIO YOMY 3apa3 Ha/laloTh IMEpeBary came

MIKpOCEPBICHIN apXiTEKTYpI.

2) MikpocepBicHa apXxiTeKTypa

Jlerko amanTHUBHA apXiTEKTypa, sSKa BUPINIYE yCi HEJOJIKA MOHOIITHOI
apxiTekTypu. Takox IyXe MpHUEMHA y po3poOIll, Tak SK He MoTpedye Habopy
SKUXOCh OJHHMX IHCTPYMEHTIB, 1 MOXE€ OJIHOYACHO PO3POOISATUCS BEIUKHUMHU
rpynaMu po3poOHUKIB OJHOYAcHO. MikpocepBicHa apXiTekTypa OyayeTbes 3a
IPUHITAIIOM PO3IOAIICHOT pOOOTH MK OKPEMUMH KOMITOHEHTAMH, SIK 300paK€HO

Ha PUCYHKY 2.2.
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Microservice } )
Microservice

Microservice Architecture

Pucynok 2.2 - MikpocepsicHa apxitektypa [1]

[lepeBaru MikpocepBiCHOI apXiTEKTypH:

He 3anexuts Bijg BHOOpY iHCTpyMeHTIB. Yepe3 Te, 110 BCi KOMIIOHEHTH
ICHYIOTh OKpEMO HE TOTpeOy€e €IMHOTO PIIICHHS, KOMIIOHEHTH MOXKYTb
PO3POOIIATHCS 32 JOTIOMOT'OI0 PI3HUX MOB ITPOTrpaMyBaHHS;

Uepes Te, 110 BeTUKa KUTBKICTh PO3POOHUKIB IIPAIIO€ OJHOYACHO MAaEMO
JIOCUTh HEBEJMKHUI MPOMDKOK Yacy BiJl OYATKY MPOEKTYBAHHS MPOEKTY
Ta MOTO 3ayCKOM;

MacmtaboBaHICTh T03BOJISE y OYIb-SIKUN Yac PO3IITUPIOBATH MTPOCKT AT,
a YaCTUHH, 110 B)Ke OYJIM HAIMKMCaH1 MOXKYTh CIIOKIMHO (PYHKITIOHYBATH TaK
K 1 paHiIme,

[Tomunka, Mo BUHHUKIA Yy MPOEKTI MOXE 3YMUHUTH POOOTY OKPEMOTO
KOMIIOHEHTY, aji¢ He BChOTO JIOAATKy pa3zom|[3];

Komynikaris 3a gormomoroto 3anutiB HTTP. Ile mae 3mory po3minryBatu
OKpeMi KOMITOHEHTH 3TiHO 3 iX moTpebamu, Ae moTpiOHa mBuAKa Oasza
naHux abo Taka, o0 Moria 30epiraTu BeIWYe3Hy KUIBKICTh iHGOpMaIii,
JIe caM CEpBIC MOBUHEH IIBUJIKO TpalfoBaTH. | Bce 11e MoxHa migiopatu 3

BUT1JIHIIIUM TapU(PHUM TIAHOM.

Henoniku MikpocepBICHOT apXITEKTYpH:
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- Benuka KUIBKICTH 3alUTIB, IO HAAXOAATH OJHOYACHO, Yepe3 3B 30K

CEpPBICIB 3 IX JOMOMOT0I0;

- CkyaaHICTh B YIPABIIHHI BEPCIIMH MPOTPAMHOI0 3a0€31EUYEeHHS.

Cynaui 3 aHali3y MIKpOCepBiCHa apXiTeKTypa € OUIbII CTIMKOIO 10 TOMUJIOK,
MacmTabOBaHOIO Ta HAJA€ OUTBIIY KUIBKICTh IHCTPYMEHTIB JIJIsl BUPILIEHHS 3a/a4.
Henapma cyuacHi BeO pecypcu NpuaUIsSIOTh Tak 6arato yBaru came I apXiTekTypi.

Burignime 3a Bce aiis po3poOKHU JOJNATKy BUKOPUCTATH MIKPOCEPBICHY
apxiTekTypy. BoHa [103BOJNUTH BHUIYCTUTH TMPOAYKT 3a KOPOTKMM wyac 3

MIHIMAJIbHOIO KUIBKICTIO (DYHKIIIOHATy Ta JOAATH IHIIUN TPOXH 3r0JIOM.

2.2 RESTful API

«REST API (rakox Bimommii sk RESTful API) — mue i"Tepdeiic
nporpamyBaHHs npukiaaHux nporpam (APl abo Be6-API), skuil Binmosimae
obmexxeHHsIM apxiTekTypHoro ctwiro REST 1 mosBosse B3aemomisitu 3 BeO-
cepBicamu RESTful.»[4]

REST npurpumyetbces korrenitii CRUD. To6To 6yas-sika cucTemMa OCHOBaHA
Ha apxitektypHomy cTriiro REST Biporinaime 3a Bce Mae 06a30Bi omeparlii, Ha3Ba
KOKHOT 3 sfkuMX 1 ckiaamae akponim CRUD, a came: create, read. update, delete.
BignosigHo 6a30BuM (QyHKIlAM OYAyTh BiAIOBiIaTH Tak 3HaiioMi Ham http 3amuTu:
POST, GET, PUT/PATCH, DELETE.

Oo6wuparoun REST APl Mu Bke 3MEHITyeEMO HAaBaHTa)KEHHS MPOCKTYBaHHS
JI0JIaTKy, TaK fK TMPOCTO HAsSBHICTh 0a30BUX (YHKIIM 03BOJISIE MPOCKTYBATH
J0/IaTKOBUI (PYHKITIOHAT BIIITOBXYIOYUCH Bl IPUMITHBIB, 110 3HAYHO IMOJIETITYE
poboTy, 60 MpalrBaTH 3 YUCTHM apKyIlIeM HabaraTto CKJaHiIIe.

REST API 06po6msie 3anuTu 3a nanumu URL, Tomy npu IpoeKTyBaHH1 CIij
3BEpHYTH yBary Ha IpaBHJIbHY Ha3By eHANOIHTIB 3rigHo 3 RESTful apxitekrypoto.
Hanpuxknan:

- He cnixg BxuBaTH y Ha3B1 J1€CIIOBA,;

- Yacriie IMEHHUKH BXXUBAIOTHCSI MHOXKHHI.

Temnep o0 3aranpHUX pekoMeHanii Bukopuctanas RESTful apxitekTypu:
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- OOoB’si3koBe BuKopucTanHs Status Code y o00poOmi MOMHIOK i3
3pO3yMUIMM MOSCHEHHSIM OMUJIKH;

- 3aranmom Bci http 3amuTe  cimig  CynpoBODKYBaTH — 3pO3YMITHMHU
MOSICHEHHSIMU Ta CTaTyCcoOM KOAY, Oy/ib 1e YCIIIIHA onepallis, TOMUJIKA YU
BBEJICHHSI HEBAJIIIHUX JTAHUX;

- Buxopucranns ¢Qinbrpanii, cOpTyBaHHs Ta po30UTTS Ha CTOPIHKH, 1100
OTpUMATH 3aMHTaH1 JaHi;

- 3po3ymina, 4iTKO c(hOpMOBaHA IOKYMEHTAITIS.

Takoxx npu HamMCaHHI KOAY CIHIiJ 3BEpHYTH YyBary, IO apXiTeKTypa

niaTpumye sk XML tak 1 JSON, ane MOXIHUBOCTI Apyroro 3HaA4HO MEPEBUIIYIOTh

NEepIIOro, Yepes 1o OUIBIIICT JOAATKIB BiAAa0Th nepeBary JSON.
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3 HNPOEKTYBAHHA WEB-CUCTEMUA
3.1  Orasia poJeii Ta iX MOXKJIUBOCTENH
[cHylOTh pi3HI METOAMKM NPOEKTYBaHHS NpPOAyKTy, . Ilouynemo 3
MPEACTAaBICHHA XTO 1 SKUM YHMHOM 3MOKE€ BUKOPUCTOBYBATH J0AaTOK. Tomy
PO3NOAUIMMO MOKIIMBOCTI 3a TakuMu poismu: HO3ep, Ilepexnanay, Moaeparop ta

AnMiHICTpaTOp.

3.1.1 KO3ep

Jliist mouaTky, o6 oTpuMatu came poiib FO3epa moTpiOHO 3apeecTpyBaTucH,
OTOX peecTpallisi Ta JIOTIH JOCTYIHI KOpUCTyBauam Oe3 aBTopu3zaiii. Takox
BiBiIyBayaM 0€3 aKKayHTy MOJKHa TEperjiisiaTH MaHry, a OChb 3aJIHIIaTH
KOMEHTap1/OL[IHKK JIMIIE 3apPEECTPOBAHMM KOPHUCTYBauaM, SIKl BXKe YBIALUIM [0
CUCTEMU.

IO3epu He MarOTh 3MOTH TIEPETIIAIaTH yCiX KOpUCTYyBadiB, abo iHdopMaIlio
OJIMH Mpo ofHoro. Take pimeHHs OyJ0 MPUIHATE Yepe3 Te, 0 A0JATOK HE HaJae
MOJIMBOCTI CTBOPIOBATH IIOBHOIIIHHUK TIpoduib, SIK y COIMEpexkax, IIe
HenmoTpiOHWN ¢yHKIIOHAN, HAa AKWUW Oynae BUTpaueHo 3aiiBuii dac. HaromicTh
JI0JIATOK Ma€ HaJaBaTH MOKJIMBOCTI JJISl CITUIKYBAHHS Ta PO3BUTKY KOM IOHITI, TOMY
y J0JIaTKy TTOBUHHA OyTH 3aKjajieHa MOKJIMBICTb JJI1 KOMYyHikallii M FO3zepamu.
JIisi momanpiuX pIlieHb JOJAaTKYy 3aJIMINAETHCS MOXIIMBUM JOJIaBaHHS IpPY3iB
gyepe3 Id FO3epi, sk Hampukian y Discord. FO3epu 3MOKyTh 3ampoIiOHYBaTH
JIpYKOy Yepe3 JIOTIH KOPUCTyBaya, IO 3aJUIINB KOMEHTap, a0o Yepe3 CHuUIbHI
0OrOBOpEHHSI.

KO3epu MOXyTh BXOAWTH JO TPYI MEpeKJIanadiB, aje J0IaBaTH IO TaKOi
rpynu Moke nuie ii ygacHuK. JlomaTkoM He mepeadadeHo MOKIMBOCTI y4acTi y
JBOX a0o0 OuIbIIe rpynax 3 akkayHTy ojaHoro FO3zepa.

Takox KO3ep Mae MOKITUBICTD pearyBaTu CBiid MPoQiIhb.
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3.1.2 Ilepexnaagau

[lepeknanau, ne HO3ep, sikoro Oyno ag0maHO 10 TPYyNH MepeKiIajadis.
HacnpaBai, Tak sk y OUIBLIOCTI BUIAJKIB MEpekiagayl MpaioloTh oapa3y 3
TalnepaMu Ta KIIHEepaMu, Ipyna nependadae 1 ix HasBHICTb TaKOX, alleé TakK SIK
Hapasl HISIKOr0 OKPEMO JOCTYITHOTI'O JIJIsl LIMX KaTEropiii KOpUCTyBaviB PyHKI[1OHAITY
He 1nepeadayeHo, IiM JOCTaTHbO OJHAKOBOTO JOCTYINY, 3 OJHAKOBUMH
MO>KJTUBOCTSIMHU.

Oxkpim (QyHKIIOHATY, W0 JOCTYNHHH ro3epy, mepen Ilepexnagauem
BIIKPUBAETHCA BEJIMKA KUIBKICTh PI3HOMAHITHUX OMNEpalliil 3 MaHTr o0 Ta poO0TOIO 3
rpynamu.

[lepexnamgauy MoXxe CTBOPIOBATH MaHTy, OHOBIIIOBATH iH(MOpMAIlil0 MPO Hef.
Axne, nis toro, mo6 I[lepeknanau Mir mpairoBaTi 3 MaHTOl0, BOHA TIOBUHHA OyTH
3aKpiMieHa 3a TI€0 K IPYINOI0 J0 IKO1 BXOJUTh KOPUCTYBAY.

Otpumyroun poisib Ilepexknamau Bim AnMiHICTpaTopa, a HE BiJ IHIIUX
YYaCHHUKIB IPYIH, KOPUCTYBA4 MOXE CTBOPHUTH BJIACHY TPYIy, pearyBaTu 3MiHU Y
Hili. Takoxx Mae 3MOry MeperjisgaTd 3BITH IOJAO0 MAaHTH, SIKa 3HaXOAUThCS Ha
nepeksal y miei KoManam, abo kK 1HITUX.

Kopucrysau, sikuit mae pois Ilepeknanay Moxe 10JaBaTH 10 TPYIHU THITUX

KOPHUCTYBayiB.

3.1.3 MoaepaTop

Ponp MopnepaTop Hamae MOXIMBOCTI KepyBaTH IEpPEKIaJOM MaHTH Ta
rpynamu nepeKiaaadiB, TAKOK € MOXKIUBICTh MOHITOPUHTY BiIT'YKiB.

Tak, Mozaepatop Moke BUAQIATH MaHTY, TPYIUA Ta KOMEHTapi, sIKi BBa)Kae

MPaBOIMOPYIICHHSIM 3T1JITHO 3 YMOB KOPUCTYBaHHS J10JATKOM.

3.1.4 AaminicTpaTop
Kopucrysau, 1110 Mae poiab AIMIHICTPATOP KEPYE POISIMU — MOKE 3MIHIOBATU

pOJIi KOPUCTYBauiB, HaJlaBaTH OLIbIIE MpaB, a00 MeHIlIe. Takox AAMIHICTpAaTOp Mae
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JOCTYH 10 aKaYHTY KOPUCTYBayiB. 3arajioM Ls poJib JO3BOJIIE KEPYBATH JOCTYIIOM

JI0 pecypcy Ta aKkKayHTaMU KOPUCTYBayiB.

3.2  IIpoexTtyBaHHs ¢yHKIIIOHATY JOJATKY 3a cepBicaMu

BpaxoByroun nocTaBieHe 3aBIaHHS Ta MOXKJIMBOCT1 0OpaHUX PillieHb, pOOOTY
J0JIaTKy MOXHA MOAUIMTH Ha I’ ITh OKpeMUX cepBiciB. KoxkeH cepBic NOBUHEH MaTu
cBOIO 0a3y nanux. POO0OTy MOKHA pO3NOIUIUTA TAKUM YHHOM:

- Security service BiamoBimae 3a 0e3MeKy Ta aBTOpPH3AIli0 Y A0AaTKy. Mu
MOKEMO 3apPEECTPYBATHUCS, 3AJIOTIHUTHUCS 32 JIONIOMOTOIO JTOJIaTKY, TAKOXK
JI0JIATKOB1 MOXKJIMBOCTI TUIY: 3MIHHU MapOJII0 Ta 3MIHU PO T€X MOXKYTh
3HAXOJIUTHUCS Y ILOMY CEpBici

- User service 30epirae aaHi Opo KOPHCTYBadiB, HaJa€ MOMIIUBOCTI
yIpaBIiHHS 1i€10 1HPOpMAaIIi€l: 30epeKeHHs], BUAAIICHHS, pelaryBaHHs,
BUJIAJICHHS

- Manga service 3aiiMa€eThCs yCiM, 110 OB’ 3aHO i3 MAHTO¥0, BIAMIOBIIHO 10
IpaB KOPHUCTYBauyiB 3a pOJSIMU MOXHa CTBOPIOBATH HOBY MaHIYy,
penarysaru ii,

- Team service o0’emHye aeKiTbka KOPHUCTYBadiB y TPYIH, SKI Hagami
MOXKYTh TIPAIIOBATH 3 MAHIOl0, SIKa TAKOXX HAJEKUTh O NTAHO1 TPYIIH.
Tako>x MOKITMBE YIIPaBIIHHS CAMUMU IPyIIaMU: pelaryBaHHs, CTBOPCHHS,
BUJAJICHHS, ajleé HalroJoBHIlIE Te, 1[0 MOXKHA JO0JAaTH HOBOTO 03epa A0
Tpyny;

- Review service — me 0a30BHi cepBiC UII KOMEHTapiB abo BiATYKiB,
pereHsiii, y IoJanblIoMy HOro MOXKHa BUKOPUCTATH, SIK OCHOBY JUIS THX
e perieH3ii 1 BIATYKiB, 00 JIOTiKa 3 KOMEHTapsIMH ogHakoBa. CaM cepsic
IpaLioe 3 KOMEHTapsAMHU, pUMae TEKCT, 30epirae mojae CBOro aBropa Ta
JaTy HaIMCaHHS.

TakuM 4YUHOM, Ma€eEMO CHIPOEKTOBAaHI CEpPBICM 3 IX EHANOIHTaAMHU, SKi

Mo3HA4Yar0Th (DYHKITIOHAT JaHUX cepBiciB y Tabmui 3.1.
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Ha3ga cepsicy

EnpnoinTu

Security service

POST /authenticate/register

POST /authenticate/login

GET / authenticate/{id}

PATCH
/authenticate/{1d}/changePassword

PATCH /authenticate/{Id}/changeRole

User service

POST /users

GET /users

GET /users/{id}

PATCH /users/{id}

DELETE /users/{id}

PATCH /users/{id}/addTeam

Manga service

POST /mangas

GET /mangas

GET /mangas/{id}

PATCH / mangas/{id}

DELETE / mangas/{id}

PATCH / mangas/{id}/addTeam
PATCH / mangas/{id}/completed

Team service

POST /teams

GET /teams

GET /teams/{id}
PATCH / teams/{id}
DELETE / teams/{id}
GET /report

GET / teams/{id}/report

Review service

POST /reviews
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GET /reviews

GET /reviews/{id}
PATCH / reviews/{id}
DELETE / reviews/{id}

Tenep, matouu po3nojuieHy cxemy (YHKIIOHaTy MK cepBicaMu, OaunMmo

BXKE 3p0O3YMUTY KapTUHY poOOTH 10AaTKy. PO3yMiHHS TOrO MK MpaIlO€ CUCTEMA BKE

JI03BOJISIE€ TOYMHATH PO3POOKY, TaK K (PYHKIIIOHAT KOKHOTO CEPBICY UITKO OITUCAHO

B TaOyMLIl. AJie 1€ 1€ He 3aBepluaIbHUI eTan MPOeKTyBaHHS.

3.3

Posnonin noctymny cepBicHOTO (DYHKITIOHATY 32 POJIIMHU

[loennyroun y cobi momepenHi po3AuiM MOKHA C(HOPMYBATH TOBHOIIHHY

poOoty cuctemu. JlogaBiim 10 MIKpOCEPBICHOTO (DYHKIIIOHATY JAOCTYI 32 POJISIMH,

OTPUMAEMO CTPYKTYPY 3 OOMEKEHHSIMH Y TpaBax, M0 MOTPIOHO peanizyBaTd MpH

HaIMcaHHl koxy. 3 1i€ro iHdopMallii MOKHA TOYMHATH PO3pOOKY momaTky. Ha

pucyHky 3.1 cxemMaTH4HO 300paKeHO JOCTYII JI0 CHAMOIHTIB B 3aJISKHOCTI BiJT POJII.

Security service
POST /authenticate/register

POST /authenticate/login
GET / authenticate/{id}

PATCH /authenticate/{Id}/changePassword

PATCH /authenticate/{ld}/changeRole

User service

. POST /users

GET Jusers

GET /users/{id}
PATCH /users/{id}
DELETE /users/{id}

[ paTCH Jusers/fid}/addTeam

Manga service Team service

Review service

. POST /mangas POST /teams . POST /reviews
GET /mangas GET /teams GET /reviews
GET /mangas/{id} GET fteams/{id} GET /reviews/{id}
PATCH / mangas/{id} PATCH / teams/{id} PATCH / reviews/{id}
DELETE / mangas/{id} DELETE / teams/{id} DELETE / reviews/{id}
PATCH / mangas/{id}/addTeam GET /report PATCH / reviews/{id}/user
PATCH / mangas/{id}/completed GET / teams/{id}/report PATCH / reviews/{id}/manga
all admin moderator  translator user security
H [ N H BN

Pucynok 3.1 — Po3moain poneii 1omaTky Ha BCix cepBicax
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3 PUCYHKY UyJOBO BUIHO, 110 aJMIHICTPATOPU 3arajioM KEPYyrTbh YCIM, 1110
MOB’A3aHO 13 KOPHUCTyBayaMHu, MOJIEPATOPH CIIJIKYIOTh 3a POOOTON0 KOMAaHJI-
nepexsiaaayiB, nepekyiagadi npamlioloTh 3 MAHTOl0, a KOPUCTYBadl pEeLEH3YIOTh Ta

YUTAalOTh MaHTy.

3.4 IIpoexktyBaHHS 0a3u JaHUX

Pecypc moBuHeH matu 1’siTh 0a3 maHux, Security service mae Tpu TaduuI,
IHIII CepBICH IO OAHIM BIAMOBIIHO JO KOKHOTO cepBicy. Security service exunuii
Oyne matu 0a3y manux PostgreSQL. Iumi cepBicu MmaTumyTh 0a3u qanux Cassandra
BiJ[pa3y 3aBaHTaxxeH1 70 cepBepiB DataStax.

Crnouatky po30epiMocs i3 0a3or0 maHMX SeCurity Service, 1o HamucaHa
MoBoto PostgreSQL. baza manux mae Ha3By — Security Ta MicTuTh y coli Tpu
TaOIMIll, BMICT AKUX BigoOpaxkeHo y Tabnuisx 3.2 — 3.4. Maemo Tpu Tabmuili, 60
HaM TOTPpi1OHO 30epiraTu B OJHIN iM s Ta 3amu@poBaHUi Mapob KOPUCTYBaUiB, B
JPYTid poiti, a B TPETid MpU3HAYEHHS KOPUCTYyBady NEBHOI pOJIi, SIKe BIATBOPEHE Y

30epiranHi mapu id — poiti Ta KOpUCTyBaya.

Ta6umus 3.2 — Tabmuis User 6a3u manux Security cepsicy

No [Tone [losicHeHHs Tun

1 id Id xopucTyBaua INT

2 name Im’st xopuctyBaya | VARCHAR

3 password [Tapons VARCHAR
KOpHCTyBaua

Taoaunsa 3.3 — Ta6auis Role 6a3u qanux Security cepsicy

No ITone [TosicHenHsa Ty
1 id Id poni INT
2 name Hassa poui VARCHAR
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Ta6mmus 3.4 — Tabmu Users Roles 6a3u manux Security cepgicy

Ne Ilone [losicHeHHs Tun
1 Roles_id Id poi INT
2 Users_id Id xopuctyBaua INT

OoOpana moBa i Security service He BumnaakoBo. «PostgreSQL He mpocto
pesnsiiitia, a 06'ektHo-pensuiina CYB/. Lle nae iiomy neski nepeBaru HaJ| IHIIUMU
6azamu nanux SQL 3 BIZKpUTUM BUXIAHUM KOJ0M, TakuMu ik MySQL, MariaDB 1
Firebird.»[5] PostgreSQL nyxe agantuBHa 70 Pi3HOrO BUAY PIllICHb MOBA 3aBJISIKH
BEJIMKOMY Ha0Opy IHCTPYMEHTIB, BOHA MIATPUMYE Maike BC1 ICHYIOY1 TUIIU JJAHUX.
Takox 3aBAski BChOMY HaOOpy (YHKIN IIf MOBa € 3py4YHOIO NPHU CTBOPEHHI
BEJIMKUX CTPYKTYp nmaHux. Sk myst Security service, PostgreSQL e nyxe HasiitHOO
MOBOIO 0a3 TaHUX, sIKa TIPU HEOOXITHOCTI 1aCTh 3MOTY BIAITBOPUTH OY/Ib-SKY pOOOTY
Tabnuie. TakuM YWHOM MOXXHA, HaBITh, y MalOyTHROMY 0€3 TMepemKoI
chopmMyBaTH CKJIaIHY poOOTY 3 aKKayHTaMHU KOPUCTYBauiB 6€3 0OMEKEHb.

[HIT1 cepBicH HE TaK BaXKJIMBI, SIK CEpBIC O€3MEKH, TOMY JUISI HUX PIIICHHS
iHme, a came Cassandra. Yotupu 6a3u JaHMX, 10 MICTATH y 001 110 OHii Ta0IuIIi
KO’KHa — po3MilieHi Ha cepBepax DataStax. 3pyune 30epiranss 1aHux Ha cepBepi —

npuarHa BUOOPY 11i€1 MoBH 1j1s1 cepBepiB. CripoekToBaHi 6a3u JaHUX Y TaOJIUIIIX

3.5-3.38.

Tadoauua 3.5 — baza nanux Users cepeicy

No [Tone [losicHeHHs Tun
1 id Id xopucTyBaua INT
2 name Im’st xopuctyBawa | VARCHAR
3 Team_id Id komaun INT




Tadaunusa 3.6 — baza nanux Team cepsicy
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No ITone IlosicHeHHS Tun
1 id id INT
2 name IM’a xkomMauIu VARCHAR

Ta6smus 3.7 — baza nanux Review cepgicy

Ne [Tone [losicHenns Tun

1 id id INT

2 text TekcT BIATYKY VARCHAR

3 date Hata ctBopenns | DATE
BIJITYKY

4 Users_id Id kopucryBaua, | INT
AKAN Hamnucas
BIJITYK

5 Mangas_id Id Mmauru mo skoi | INT
BIATYK HAITUCAHO

Taoauua 3.8 — baza ganux Mangas cepgicy

Ne [Tone [losicHeHHs Tun

1 id Id manTH INT

2 name Im’st MmaHTH VARCHAR

originalName Opurinansrae iM’st | VARCHAR

MaHTH

3 date JlaTa cTBOpeHHS DATE

4 Team_id Id komaun INT

5 completed Cratryc manru mo | VARCHAR
nIepeKIIaTy

Cassandra DB na BimMiHYy BiJ NONYJIIPHUX PENSIIHHUX 0a3 gaHUX HaOyIa

MOMYJISIPHOCTI He Oyaydu pensiiiHoo 6a3oro nanux. Cassandra DB migrpumye
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MoBy CQL, sika 3a CBO€IO CTPYKTYpPOIO JIyke cxoxka Ha MoBy SQL, Tomy mpoOiem
13 IEPEX0JI0M Ha 1[I0 MOBY Y PO3pOOHUKIB HE BUHMKaTUMe. HaToMicTh 1151 MOBa He
Ma€e rapHO po3poOJIEHOT THYYKOCTI CHCTEMH, K B iHIIMX MOBaX, HAMPUKIAT TYT
neperMeHyBaHHs MoJist a00 3MiHa MOTo TUIi3allii HeMoXuBa. [le Benukuii HeJoIIIK,
SIKUH 3MYIIIY€ CTBOPIOBATH HOBY TAOJIHITIO SISl BUTIPABJICHHSI TIOJTIB.

«CQL no3Bonsie kopucTyBauaM OpraHi3oBYBaTH JaHI B KjacTepl BY3IIB

Cassandra 3a 10IoMOro10:
- Keyspace;
- Tabmuug;
- Poznain;
- Panoxk;
- CroBnerip.»[6]

Cassandra DB cxoska Ha pesiiiiHi 0a3u JaHuX HE JIMIIe CHHTAKCUCOM, aje i
CTPYKTYpOIO 30epiraHHs JaHUX Ta KOMYHIKarmiero Mk HuUMH. «[IpocTip kirodiB
BIJINTOB1/Ia€ TIOHATTIO cXeMH 0a3u nanux (database schema) y pensmiitHii Moaerni, a
0 Y HBOMY CIMEHCTBA CTOBIIIB — pessiiiiHoi Tadmumi.»[7] Take pimeHHs
BUKOPUCTOBYEThCA JIA NPOEKTYBAaHHS MaclITaOHMX 0a3 3 JeleHTpaTi30BaHUM
3B’SI3KOM 3 MOXIIMBICTIO 3 JCKUIBKOMAa pIBHAMU BKJIaJeHOCTI. Takox €
BIIMOBOCTIMKOI 0a3010 JIaHMX 3a paxXyHOK 30epiraHHs iHdopMallii y pi3sHUX JaTa-

IeHTpax abo PO3MOAUISIOTHCS 0 BY3JIaX MEPExKI.
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4 PO3POBKA WEB-AOJATKY

4.1 CepBepHa yacTuHa Be0-10AaTKY

4.1.1 MoBa nporpaMmyBaHHA

Ocki1bKH BiJ1 00paHOi MOBH ITPOrpaMyBaHHS 3aJ1€KaTh MOKIMBOCTI JJOJIaTKY,
Oyno0 oOpaHo MOBY MporpamMyBaHHs Java.

«Java siBisie co0010 MOBY MpOrpamMyBaHHs Ta IUIaTHOpPMy OOUYMCIICHb, KA
Oyna Briepine BumyieHa KommnaHiero Sun Microsystems y 1995 porri.»[8] Ctporo
THUIi30BaHa MOBA 3 MIATPUMKOIO 00’ €KTHO OPIEHTOBAHOTO METOJTY MPOTPaMyBaHHSI.

Ile momynsipHa MOBa /IS MpOTpaMyBaHHS, SKa YyJOBO MiAXOAUTH IS
HarmucaHHs Dback-end wactmHM pecypcy. Java TIATpUMYE BEIHMKY KUIBKICTB
aBTOPCHKUX O010T10TEK, SIKI CHPOILIYIOTh MPOrpamMyBaHHS 3 il BUKOPUCTaHHSIM. A
CTPOTHH CTWJIb HAIlMCAHHS KOJY Ma€ JIMIIE MepeBard s MPaBHIIBHOI TOOYI0BH
poOoTu nonatky. TakoX BelMKa KUIBKICTh CEpEIOBHI PO3POOKH MiATPUMYIOTh
IJIariHU aBTOTEHEpaIlil BEIMKOI KUTBKOCTI METO/IIB, 110 CIPOIIYE HAMMCAHHS KOy
Ta 30epirae 4yac po3poOHHUKaA.

Crpora Tumizaiiisi TaKOX € ITI0COM MPH POOOTI Y KOMaH 11 po3poOHHKiB. Tak,
IIpU HAIMCAaHHI BEJWKOI KIJIBKOCTI PI3HUX CEPBICIB JIOT1KAa iX HamucaHHsA Oyje
MaKCUMaJIbHO CXOXKOK0, Y Pe3yJbTaTi YOoro iHIIMM pO3pOOHMKaM Oyae 3HAYHO
JIETIIe OPIEHTYBATHCS y KOAI Kojer. Takum dYMHOM, CTpOora THIII3Allisl MOXKe
30epertd 4ac KOMaH/i PO3POOHMKIB y CIUIKYBaHHI IIOJO0 METOAY HAIMCaHHS
CEPBICIB, TAKOX IMPH MOMNIYKY Pi3HUX MOMIUIOK. KoMaHaa 3MOXkKe JIETKO Ta HIBUIKO
OTIPaIlbOBYBATH MOMIJIKH OyAb-SIKUX CEpPBICIB, IO MOXE 3HAYHO MPUIIBUIIITUTH
po0OOTY PO3POOHUKIB.

OO0’ekTHO Opi€HTOBaHE TMPOTpaMyBaHHS 3aKiajieHe y Java >k Hanmae
MOXKJIMBICTh MacITaOyBaHHS MOAATKY y MOAANbIIOMY. Tak sik pecypc moTpelye
IIBUAKOT PO3POOKH BEMWKA KUIBKICTh (PYHKITIOHATY MOXKe OyTu ymymieHa. [licus
3aIyCKy MPOXYKTY € BIPOTIIHICTH TOTO, IO JOAATKOBOTO (YHKITIOHANY, SKHAN
pecypc Oyae moTpeOyBaTh 3a O0OCSITOM MOXKE€ CTAHOBHUTH OLIbIIE MOJOBUHHU BXKE
ICHYIOUOT'0, TOMY MOXJIMBICTh MacIITaA0yBaHHS € BAXKJIMBUM KpUTEpPiEM y BUOOpPI1

IHCTPYMEHTIB JIJIs1 HAMCAHHS T0JAaTKY.
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3arajgom, 4oMy Java € HallKpauuM BUOOPOM JUIsl HAITMCAHHA JaHOTO PECYPCY:
- Java miarpumye npuniunu OOII Taki, sK: 1HKaNCymnAiis, aObCTpaKiis,

noyiiMop¢13M, HaCJIi{yBaHHS

- Java € cTporo TUIi30BaHOIO MOBOIO

4.1.2 Spring Framework

«Spring ONUCYEThCS SIK JICTKUI Kapkac sl moOy0BU mporpaM Ha Java.»[9]
Spring npornoHye pillieHHs 3 HAWMEHILOI0 KUTBKICTIO BTPYYaHHsI BIacHOTo Kony. Lle
J0TIOMarae IMBHIKO 1 KOPEKTHO MUCATH MPOTPaMH He TiTBKH BEO JOJATKiB, ane i
BEJIMKUX KOPIIOPATUBHUX CHCTEM.

Monayns Spring MVC BinmoBiiae mnpoekTHOMY MIa0OHy, SKHH YiTKO
po3nonuisie podoTy MK KoMroHeHTamu. Lleit mMomaynb HapaxoBye TpU OCHOBHI
KOMITOHEHTH pOOOTH:

-  Mogens — 30epirae yci 1aHi;

-  Bug — npencrarmisie gani y BUrsai iHtepdeucy;

- Kontponep — onpainboBye 3anuTu KOpUCTYyBaya.

Bxe icHyrounii 1m1abJI0H MOBHICTIO JUKTYE MpaBuiia po3poOKHu cepBiCy, HABITh
HEJIOCBITYEHUN PO3POOHUK HE JOMYCTUTh MOMHJIOK Y JIOT1KHA CEpBICY. A MPUHITUI
«HE TIEPEMUCYH, a PO3MHUPSN» HE HAJa€ JIOCTYyNy JI0 3MIHH ICHYIOUHMX MOYJIIB.
Takum gmHOM PO3pOOHMK Oyje MpaIlOBaTH JIMIIE 3 BXXKE ICHYIOUHMH PIIMICHHSIMH

BUKOPUCTOBYIOUH X JUJI PO3BUTKY ITOCTaBJICHUX 3a7a4.

4.1.3 OO0’€KTHO Opi€HTOBaHe MPOIrPaMyBaHHA

OOII — meTomooTist MporpaMyBaHHs SIKUN 0a3yeThCs Ha MPOrpamMyBaHHI 3a
JIOIIOMOT'0I0 00’ €KTIB, SKI COOOI0 SBIAIOTH 3BHYAMHI 00’ €KTHU 3 IMOBCAKIECHHOIO
&UTTsS. OO0’ €KT Mae JaHi 1 MeToAu Il poOOTH 3 HUMU. MeToau ONmUcaHo B KJIaci,
EK3EMILIIPOM SIKOTO 1 € 00’ €KT.

Mertopoiorisi Haliyye YOTUPU MPUHIUIIN, 33 SKUMU MPALIOE:
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- IHkancynsmis — npuxoBye HEMOTPIOHY PO3POOHUKY JOTIKY 1 JI03BOJISIE
BUKOPUCTOBYBATH JMILIE TNependadeHuil (yHKUIOHAN mjig poboTH 3
HEJOCTYITHUMU JTaHUMU;
- [onimopdizm — 1a€ MOKIUBICTH MOBTOPHOTO BUKOPUCTAHHS pillIEHHS a00
METOAY JJIsl pOOOTH 3 TaHUMU;
- AOcTpakiiis — npairoe Ha Kjacax, Je OMUCYE, SIKUM Ma€ OyTU 00’ €KT, aje
HE BJIA€ThCS Y TTOAPOOUIIl HOTo poOOTH
- HacnigyBanns — nepenada 00’ ekTaM BJIACTUBOCTEN OATHKIBCHKOIO KJlacy
fioro Hamagkam, TAKUM YHHOM YTBOPIOETHCS POIMIUPEHUN (YHKITIOHAT y
00’ €eKTa.
«OcHoBHi 3aBmanHss OOIl — cTpyKTypyBaTH KOJ, MiJBUIIUTH HOTO
YUTa0ENBHICTh Ta TMPUCKOPUTH PO3YMIHHS JIOTIKM mporpamu. Hempsimo
BUKOHYIOTHCS ¥ 1HII 3aBJaHHs: HAIMPUKIAJ, MIIBUIIYETHCA Oe3neka KOay Ta

CKOpPOYYEThCS Horo ayoroBanHs. »[11]

4.1.4 Swagger

Bci xto po3pobisB BeO nomaTku Manmm J0cBiA pobotm 3 Postman i
3HAHOMIISTYHCH 31 Swagger Mo)KHa IMOayMaTH HAa4yeOTO II€ TaK cama KOJICKIIiSA 13
3anuTaMu. Asile Swagger IHTerpyeThCs Ha PiBHI KOKHOTO CEPBICY 1 OMUCYETHCS Y
mporpamMi BJIaCHOpYY, a00 K aBTOMAaTHYHO 3a JOIOMOTOK CIHEIiaJbHOIO
reHeparopy. Buxomsum 3 Toro, mo Swagger BOPOBAIKYETbCS CaMUMU
PO3pOOHUKAMH, CKJIATHO TIOBIPUTH, IO 11€ TPOCTO 1€ OJWH METOJ JJI TECTyBaHHS
J0JIaTKYy.

Swagger — 1e MOBHOIIHHA JOKYMEHTAIlid, sIKa 3pYYHO HajallTOBaHa 3a
nomomoroto Ul iaTepdeiicy. Takoxk 1ei 1HCTpYMEHT BHKOPUCTOBYIOTH JJISI TOTO,
o0 00’ eTHATH BC1 CEPBICH pa30M, MaTH JOCTYI HE MPOCTO O OJAHOTO CEPBICY, a
MPAITIOBATH 3 MPOSKTOM B I[LIIOMY.

VY nmomaTky iHTErpoBaHO Swagger 1o KOXXHOTOo cepsicy. IlepernsHyBim
pucynku 4.1 — 4.5 ta tabnuiio 3.1 MOXKHA TIEPEBIPUTH peaTizallito CIPOEKTOBAHO1

JIOT1KU CEPBICIB.



auth-controller Auth controller
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[ﬂ Jauthenticate/{id} changePassword

‘m Jauthenticate/{id}/ d char

‘ m Jauthenticate/{id}/changeRole changeRole

Jauthenticate/login loginUser

Jauthenticate/register registerUser

Pucynox 4.1 - JlokymeHTarttis Swagger go Security service

review-controller Review Controlier

=S8 Japi/vl/reviews reviews

m /api/vl/reviews addReview

/api/vl/reviews/{Id} gelReviewByld

(=030 /api/vl/reviews/{Id} deleteReview

m Japi/vl/revienws/{Id} updateReview

‘m /api/vl/reviews/{Id}/manga updateReviewsManga

‘m /api/vl/reviews/{Id}/user updateReviewsUser

Pucynok 4.2 - JlokymeHTartiss Swagger o

user-controller user Controlier

Review service

/api/users findAll

[ fapijusers/{id} findByld

/apifusers/{id} deleteUser

‘m /apifusers/{id} updateUser

‘ m /apifusers/{id}/Team updateUsersTeam

[ SN SRR CHIEE A SR N

Pucynok 4.3 - JlokymeHnTariiss Swagger go User service



team-controller Team controlier

Jteams gefTeam

/teams saveTeam

Jteams/{id} findTeamByld
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‘ (103 W /teams/{id} deleteBand

/teams/{id} updateTeam
/teams/{id}/report geiTeamReport

/teams/report getReport

Pucynok 4.4 - JloxymeHTariis

manga-cgntroller Manga Controller

/mangas getManga
/mangas saveManga

/mangas/{id} findMangaByld

Swagger qo Team service

‘ m /mangas/{id} deletemManga

/mangas/{id} updateManga

/mangas /{id}/completed makeCompleted

/mangas/{id}/Team addToTeam

Pucynox 4.5 - Jlokymenrarttis Swagger no Mangaservice

4.2 3axucr Ta 0e3meKka CUCTeMH

Cuctema Mae 3aXMIICHUH JOCTYII 10 TIEBHUX JJAHUX Ta (PYHKITIH 32 JOMOTOIO

texHosorii JWT TokeHy Ta 00MeKeHHS JOCTYIy KOPUCTYyBa4aM 3a POJISIMHU.

4.2.1 OOMe:xxeHHS JOCTYIY MPaB KOPUCTYBAa4iB 32 POJISIMU

JlolaTok Ma€e YOTUPH POJIi:
- ROLE_USER

- ROLE_INTERPRETER
- ROLE_MODERATOR

- ROLE_ADMIN

be3 aBropuzailis, KopucTyBau, SIKHH HE Ma€ HI OJHY 13 IIUX poJiell mae

HalOUIbIII OOMEXEHHS Y BUKOPUCTAHHI JOAATKy, BIH MOXE JIMILE OTPUMYBATH
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iH(dOopMaIlilo PO MAHTy Ha CaTi. SKIIO & TaKuil KOPUCTYBad 3apPEECTPYETHCS Ta
aBTOPU3YEThCA BIH 3MOXeE 3ainuiiatd KoMmeHTapi. KopucrtyBau, skuil mMae poib
ROLE_INTERPRETER Bxe wMoxe mnpamipoBaTd 3 MaHrow, 3 il JaHUMH —
o0poOnsiTu, Bumansatu Ta B3arani crBoptoBatu. ROLE_MODERATOR kepye
JAHUMHU MOB’ A3aHUMU 3 pOOOTOI0 KOPUCTYBAYIB, BIH MOXKE peAaryBaTu BCl CTBOPEHI
naui Ta uaansaTy ix. ROLE_ADMIN e B3araii Hajae posii iHIIUM KOPUCTyBadam,

TOOTO KE€PY€E CUCTEMOIO JJOCTYITY.

4.2.2 JWT TokeH

JSON Web Token — onuH i3 crmoco0iB KOHTPOJIKO JAOCTYIY 32 JOMOMOTO)
cTBOpeHHs1 TokeHy. lleit Toxen BukopucroBye dopmar JSON 1 mpaitoe 3 BeO
OpIEHTOBaHUMHU JojaTKamMu. Tak K OUIBIIICTh J0JATKIB BUKOpUCTOBye REST
apxiTeKTypy s TPOCKTyBaHHSA CBOi mpoAykTiB, JWT TOkeH Mae Taky X
HOMYJISIPHICTH, 00 y Mapi BOHU MPALIOIOTH 1yXe e(peKTUBHO. TOKEH NMepeaacTbes y
3amnMTax, HAlpUKJaa B 3ar0JOBKY aBTOpU3allii, 1 CEpBIC OTPUMYIOUH 3aIUT, 3UUTYE
fioro iH(opMaIIito 1 OTPUMYE TOKEH.

JWT mnpocto xemrye mgaHi, a He IPUXOBYE iX, TOMY BiH MOTPIOEH JUIIE IS
NEPEBIPKU: UM aBTOPU30BAHO KOpHUCTyBauda. Po3komyBaTu JaHi MOXHO JIETKO Ha
OHJIAMH cepBicax, aje Mal4M CEKPETHHH KO, SKHi 3HAIOTh Security service rta
CEpBIC J0 SKOTO MM Ma€EMO OTPUMATH JOCTYTII. A MiAOMPArOYH 1IeH CEKPETHUH KITIOY,
3JI0YMHENh TPOCTO HE BCTUTHE OTpUMATH JAaHi. Benwka KITBbKICTh MPOEKTIB
BUKOPHUCTOBYIOTH ozpasy aBa JWT tokenu — access 1a refresh. CyTts y Tomy, 1110 Ha
OCHOBI1 OZTHOTO TOKEHY CTBOPIOETHCS 1HIITUHN 1 aCCESS TOKEH, IKM BUKOPUCTOBYIOTh
JUISL aBTOPH3aIlii Ma€ KOPOTKUM Yac iICHYBaHHSI.

Ha pucynky 4.6 300pakeHO cXeMy 3a sIKOI0 TOKeH T€HEPYETHCS Ha CepBici, e
KOPHUCTYBad aBTOPU3YETHCS, a TOKEH BIAMPABISETHCA BXE Ha CEPBIC, SKUAN
nepeBipsie YU Ma€ KOPUCTYBAY JOCTYI, MICIISA YOr0 BUKOHYE 3aMuT, a00 BIIMOBIISE

3a HEJOJIIKOM MpaB.
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User sign-in (using id/password,

facebook, google, etc.) Authentication

Server

User authenticated, JWT

created, and returned to user

«
User User passes JWT when
J
making API calls
Application verifies and
processes AP call
Pucynok 4.6 - Cxema mnepemaui JWT TOKeHYy B KIIEHT-CEPBEPHOMY

noaatky[12]

Ha pucynky 4.7 300pakeHa peanizoBaHa aBTopuzailisg 3a JWT TokeHoM 3a

JIOTIOMOTOI0 Swagger.

Available authorizations

JWT (apiKey)

Mame: Authorization
In: header

Value:

Authorize Close

Pucynok 4.7 - Asropu3aris 3a JWT TokeHoM y Swagger
JWT TokeH ckiamaeThes 13 TPbOX YaCTHH:
- header — 3aronoBox,

- payload — xoprcHe HaBaHTa)KEHHS,
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- signature — miamuc.
Ha pucynky 4.8 3akomoBaHuil Ta PO3KOJOBAaHUM TOKEH, IO Cre€HEPYyBaB
Security service. Bci Tpu KOMIIOHEHTH BHIUICHI KOJBOPAMH Ta BiJOKpEMIICHI
kpankamu. Y payload mictutees iHdopmanis mpo id kopuctyBayda, Horo JIoriH Ta

pOJIb.
Algorithm  HS512

Encoded i Decoded i oo

HEADER: ALGORITHM & TOKEN TYPE

eyJhbGci0iJIUZUXMiJ9 . ey JzdWIi0iIxIGJve3
MgW1JPTEVFQURNSUSAIiwiaWFaIjoxNjU1MDMSN ¢
jcALCJ1eHAL0jE2NTUXM ] YwNZh9 . u06_gT6aclb e
NZiVxnD4MzAxeVNT3rxXXelLT13XeQi5mQmfLJc5

C6xQYGculJ9-CUZpBHVd@15Gyx4KWTw3GZ _Q PAYLOAD: DATA

exp”:

) secret base64 encoded

Pucynok 4.8 - JWT tokeH, 1110 creHepyBaB Security service

Jlns Toro mo6 OoTpUMAaTH 3aKOJIOBAaHUHN PSAMIOK 3a aJTOPUTMOM CTBOPCHHS
JWT Tokeny notpibHo:

- 3akomyBatu header Ta payload;

- 00’egHATH OTPpUMaHi CTPOKH, PO3ALIUBIIHN iX KPAIKOIO;

- 3axeIIyBaTH 3a JIOIIOMOT'00 BKa3aHOT'O aJrOPUTMY I[F0 CTPOKY Ha OCHOBI

CCKPCTHOI'O KiIro4da.

4.3 TectyBaHHs BeO 101aTKY
TecTyBaHHS 1€ Ba)JIMBa YacTUHA PO3POOKH OyIb-SKOro mpoekTy. Koskna

rporpaMa MPOXOJAUTh e eTan He 3BaKaloud Ha KUIbKICTh HAMUCAHOTO KOIYy,
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¢yHkuioHas, abo npoecioHANBHICT PO3POOHUKIB. BUSBIEHHS MOMUIIOK HEpen
pelizoM He J1a€ MOYKJIMBOCTI KOPUCTYBayaM IPAIIOBATH 3 HECIIPABHUM MPOYKTOM.

Jlis Toro, mo0 OOJErmMuTH MaHyallbHE TECTYBaHHS BHKOPHCTOBYBABCS
noxatok K6. 3 #oro gomoMoror OyinM yTBOPEHI ClieHapii, SKi BUKOHYBaJIU BCi
3aliTH, BBOAWIN JaHi. TakuM YMHOM TeCTyBaHHS MOKHA MPOBOJUTH MO JACKiIbKA
pa3iB HE BUTpAYaAIO4M yac Ha Te, 00 MpaIfoBaTH BIACHOPYY.

3araiom k6 — 1e iHCTPYMEHT JUIs HAaBaHTa)KyBaJbHOTO TECTyBaHHsS. Alie
pecypcH mbOTro J0JaTKy JA03BOJSIOTH 3a gonomorot Ul 3amucartu Bci 3amuTH Ha
Java Script y cuenapiii, sSkuil MOTIM MOXKHA BUKOPUCTOBYBATH JJIsi TOTO, 11100
KO’)KHOTO pa3y He BIATBOPIOBATH OJHHUX 1 THUX OMepaliid, HapUKIaa BBEICHHS

aHUX.

4.4  PosropraHHs BeD 10JaTKy

JIns po3ropTaHHS TPOEKTY BUKOPUCTOBYBaBcs cepsic Heroku. Takox
BUKOPUCTOBYBaJIaCh TEXHOJIOTisI KOHTelHepu3aiii Docker.

«Docker — me ruiathpopma s PO3POOKH, JOCTaBKH Ta 3alyCKy
KOHTeiHEepHUX mporpaM. Docker  g03Boiiie  CTBOpIOBaTH  KOHTEWHEpPH,
aBTOMATH3yBaTH iX 3amyck Ta posropraHHs.»[13] KonreiiHep — 1e i301b0BaHe
CEpellOBHUIIE, SKE€ MOXKE MaTH CBOi HACTPOWKH B 3aJEXKHOCTI BiJ NOAATKY, IO
yMaKOBYEThCS. TakuM YHMHOM B CeperHI KOHTEHHEPY 3HaXOMAThCSA BC1 MOTPiOHI
JUTSL 3aITyCKy JTOAATKy pecypcu. Tomy, MOXKHA HE XBUIIOBATHUCS MPO HABKOJIUIITHE
CepeOBHINE, KOHTEHHEP 3alyCTHTh J0JIaTOK Oyb-/1e He3aIeKHO BiJl YMOB.

KoHTelinepn 3axumiatoTs Bil MIOMUJIOK MIPH PO3TOPTAHHI, TaK SK IEH mporec
MaKCHUMaJIbHO aBTOMAaTHU30BaHO.

[Trardopma x Heroku mae sikicHy MiaTpUMKyY KOHTEHHEPiB, OCOOJIMBO JIETKO
npamoBaTH 3 HE  BukopuctoByroum  Docker.  Ilmardpopma  MOBHICTIO
cuHXpoHi3oBaHa 3 Docker i ais posropranHs KOHTEWHEPY MOTPIOHO JIUIIE BKa3aTH
y Dockerfile nexinbka HanamryBaHb:

- FROM, Bkasye Ha Te, sikuii 0a30BHi iIMage BUKOPHUCTOBYBATH;

- ADD, nonae 3’eqnanns 3 6a3010 gaHux (y BUIMAAKY Manga 10aaTKy);
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- COPY, komitoe (aitin 10 KOHTEHHEPY, Y 10AATKY — 1€ (aiisl TOUKH BXOY
[porpamy,
- ENTRYPOINT, incTpyKuist 10 3amycKky KOHTEHHEpa.
PosropuyTi cepBicu AOCTymHI pa3oM 13 mig'eqHaHuM Swagger 3a
IIOCUJIAaHHAMM
- https://manga-teams-service-diploma/teams/swagger-ui.html#/
- https://manga-mangas-service-diploma/mangas/swagger-ui.html#/
- https://manga-users-service-diploma/api/users/swagger-ui/
- https://manga-reviews-service-diploma/api/vl/reviews/swagger-ui/

- https:// manga-security-service-diploma/swagger-ui.html#/

4.5 Tlokpurrsa nonatky APIGEE

Apigee — e rutatgopma Big Google sika BAKOPUCTOBYETHCS JIJISl PO3TOPTAHHS,
MaciTadyBaHHS CEPBICIB.

3a IOMOMOTOI0 ITHOTO CEPBICY MOYKHA TOKPHUTH JOJATKOBUH (YHKITIOHAT,
BUTIPABUTH TTOMUJIKU Ta 3’ €THATH CEPBICH, K1 30€piratoThCsl Ha PI3HUX CepBepax.

Apigee ckaamaeThes i3 pi3HUX KOMIIOHEHTIB, TAKUX SIK:

- Apigee cepsic, ae cTBoproeThes Apigee mpokci

- GCP, minitdgopma 111 MOHITOPUHTY, JIOTYBaHHS Ta aHAJIITUKH.

Apigee npokci MicTuTh y co0i Policy, siki aBIst0Th CO00I0 OOTOPTKY IJIS BXKE

icayrouoro cepeicy. «IIpokci-ceppep APl — 1e cepBep 13 TOHKHM

iHTepdeiicom npuknagaux nporpam (API), skuit Hamae iaTepdeiic mns

iCHyr04uOTO cepBicy abo cepBiciB.»[14]

Policy — mie HacTpoliku, SKi MpaImoTh 13 3aIUTaMHi Ta 0OPOOJIAIOTH JIaHi.
KoxHa 13 HUX Mae cBiil BjIacHUIM QyHKITIOHAT.

VY tabnumi 4.1 HaBeneHo Bukopuctani Policy Ta ix mpu3HadeHHS


https://manga-teams-service-diploma/teams/
https://manga-mangas-service-diploma/mangas/
https://manga-users-service-diploma/api/users/
https://manga-reviews-service-diploma/api/v1/reviews/swagger-ui
https://manga-mangas-service-diploma/mangas/
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Ta6mums 4.1 — Iepenik Policy Apigee Ta st 4oro BOHH BUKOPHCTOBYIOTHCS

Ixounka

Hazsa

[Ipu3HaueHHs

AssignMessage policy

Bcranosmitoe 3MIHHI,
MOXK€E JT0JaBaTy Yy 3alUTH

header ta payload

ExtractVariables policy

JlicTae 3MiHHI 3 3aIIUTIB

KeyValueMapOperations
policy

[Ipamtoe 13 mpocTopom
KVM ne 30epirae
noTpiOH1 3HAYEHHS,
HANpUKIaA, CEKPETHHM
kmou s JWT Tokeny.
BuxopucroByeTbcst 11151
JOCTYIy 10 3HA4YeHHS

3MIHHOT

RaiseFault policy

O6po0OIsie TOMUITKH

SOAPMessageValidation
policy

Baminye 3uauenns body

3aIIUTIB

MessagelLogging policy

BukopucroByeTbcst 1A

noryBanus 10 GCP

El
B

SpikeArrest policy

BcranoBntoe pomyctume
3HAYCHHSA 4acTOTH

3aIIUTIB

Ha pucynky 4.9 300pakeHO mpukiag oOpoOku

pizuaux Policy.

3aMHTy 13 3aCTOCYBaHHSIM
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Method URL
hitp:/lyourhost-pert/apifvi/users Send

Transaction Map

Lrann o«

Phase Details
GET /apiivifusers/129

Pucynok 4.9 — 3anut 06po06ienuii Ha iardopmi Apigee

[Mpokci-cepBepr MOXYTh MO€AHYBaTHCh 3a jgomnomororo APl Product.
3aBasKu 1[I TeXHOJOTIi cepBicu 00’ e€qHYIOThCs 3a noctynom oauum URL. API
Product — e nieHTpanizoBaHuii MEXaHi3M KepyBaHHs iICHYFOUMMH NIpoKci. BiH kepye

AOCTYIIOM 10 CHI[HOiHTiB, TaKOX HaJac )IOI(aTKOBI/Iﬁ map Oe3IeKH BCTAaHOBJIIOIOYH

ApiKey.

Ha pucynky 4.10 300paxxeno orpumani GCP moru Big mpokci-cepBepy Users

Google Cloud Platform 3+ ITA Apigee 06801 v | Q Search Products, resources, docs (/)

Operations

Logging Logs Explorer O, reFiNe score (i)

ifi W

Recent (17)  Saved (0)  Suggested (0)  Library

Status

Pucynok 4.10 - Bknanka soris 3 GCP mardopmu

GCP Hamae MOXJIUBICTH CTBOPCHHS METPHUK, 3a SKAMH Jaji MOXKHA
OTPUMYBATH CIOBIIICHHS, HAMPHUKIAA, MPO TMEPEBUIEHHS KUIBKOCTI 3alUTIB 13
noMuikamMu. Takok 11 ToBHOro asamizy € dashboards, ski cTBOprorOThCS
BJIACHOPYY 3 YpaxyBaHHIM MOTPEO 3aMOBHHKA YH BIIACHE PO3POOHUKIB.

Hoctyn no APl manrn MoxuBHii 3a mocwianusMm https://ita-apigee-068-01-

manga.apigee.io/apis
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BUCHOBKH

VY Xon1 BUKOHaHHS KBai(iKaliitHOI pOOOTH PO3pOOIEHO CEpPBEPHY YACTHHY
BeO-710/1aTKy, sika MOKpuTa ApIgee s MOXIUBOCTI TOAAIBIIOTO PO3BUTKY
POAYKTY.

Cuctema niepenoadae 6a30By pobOTy 3 00’ €KTaMu 3a JOCTYIIOM 3a POJISIMU. 3
MO>KJTUBICTIO CTBOPEHHS TPy MEepeKIIaiayiB, Kl OyayTh CAMOCTIMHO MpaItOBATH 13
HepeKsIaloM MaHTH Ta PO3MOJUIATH POOOTY MK c000t0, sIK IM 3py4HO. bo KOXeH 3
HUX OyJie MaTh JOCTYII O MaHTH, 3 SIKOIO TIPAITIOE BCS KOMaH/IA.

Jlo cucTemu 3aKjaJieHO MOXJIHMBICTh MacmITaOyBaHHS, 110 OYyJIO BpaxOBaHO
IpY MPOCKTYBaHHI MIKPOCEPBICHOT apXiTeKTypu. Takoxk po3ropTaHHsS TOJATKY B
Apigee Hajgae BEMMKY KUIBKICTh ITHCTPYMEHTIB JJISl PO3MIMPCHHS (DYHKI[IOHATY
J0JIaTKYy.

BrpoBamkeHa MOXIUBICTH OyIb-SIKOTO MOHITOPHUHTY Ta KEpYBaHHS
TpadikoM AOJATKY, SIKUW HE JOIyCKAE BEJIMKE HABAHTAXEHHS CEPBEPY Ta CIOBIIIAE
IpU BEJIMKUX HABAHTAXKEHb HAa cepBep. TakuM YMHOM MpPU POIIMPEHHI CEPBICY
MO>KJIMBA TJTAHOBA MIrpallis e 10 OTpUMaHHs MpodiieM 13 poOoTOI0 cepBepy.

HanamroBaHi METpUKH J03BOJISIOTH Y HAMKOPOTIII CTPOKH 3HAUTH TIPOOIEMY
Ta MOJIaroAuTH ii. bo Komm KopucTyBad oTpuMye pobiIeMy 3 10JaTKOM, METPHUKHU
Ha OCHOBI JIOTYBaHHS TIepeat0Th CIIOBIIIICHHS.

BukonaHno yci mocraBiieHi 3adadvi JIsi poOOTH JT0AATKy pO3pOOJICHOTO 3a

MaJuil IPOMDKOK Yacy 13 MOXKJIMBICTIO MOAATBIIOTO PO3IIUPEHHS MOKIUBOCTEH.
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JTOJATKH

Jonarok A. JlicTHHT IPOrpaMHOI0 KOAY

package com.example.jwtdemo.service;

@S1f45
@Service
QRequiredArgsConstructor
public class UsersService {
private final UsersRepository usersRepository;
private final RoleRepository roleRepository;
private final PasswordEncoder encoder;
private final AuthenticationManager authenticationManager;
private final JwtUtils jwtUtils;
@Value ("${user.service.url}")
private String userURL;
private final RestTemplate restTemplate;
@Value ("${user.app.secret}")
private String jwtForUserService;
@Value ("S{user.app.time}")
private int jwtTimeForUserService;
@vValue ("S$S{my.app.secret}")
private String jwtSecret;

public Users register (SignupRequest signupRequest) {
if (usersRepository.existsByUsername (signupRequest.getUsername())) {
throw new ResponseStatusException (HttpStatus.BAD REQUEST, "User
in DB");
}
Users users = new Users (signupRequest.getUsername (),
encoder.encode (signupRequest.getPassword())) ;

users.setRoles (Set.of(roleRepository.findByName (ERole.ROLE USER) .get()));
users.setlId(createUser (signupRequest.getUsername())) ;
return usersRepository.save (users);

}

public String getRole (Long id) {
Optional<Users> optionalUsersl= usersRepository.findById(id);
if (!optionalUsersl.isPresent()) {
throw new ResponseStatusException (HttpStatus.NOT FOUND, "User
with this id not found"):;
}
String role = String.valueOf (optionalUsersl.get () .getRoles());
return role;

}

public JwtResponse login (LoginRequest loginRequest) {
Authentication authentication = authenticationManager
.authenticate (new
UsernamePasswordAuthenticationToken (loginRequest.getUsername (),
loginRequest.getPassword()));
SecurityContextHolder.getContext () .setAuthentication (authentication);
String jwt = jwtUtils.generateJwtToken (authentication);
UsersDetailsImpl usersDetails = (UsersDetailsImpl)
authentication.getPrincipal () ;
List<String> roles = usersDetails.getAuthorities () .stream()

.map (GrantedAuthority: :getAuthority) .collect (Collectors.toList());
return new JwtResponse (jwt, usersDetails.getId(),
usersDetails.getUsername (), roles);

}



private Long createUser (String username) {
try {
ResponseEntity<UserResponse> responseEntity =
restTemplate.postForEntity (userURL,
new HttpEntity<>(Map.of("name", username),
createHeader (username) ), UserResponse.class);
if (Objects.requireNonNull (responseEntity.getBody()) .getUserId()
== null) {
throw new ResponseStatusException (HttpStatus.BAD REQUEST,
"Can't create user");
}
return responseEntity.getBody () .getUserId();
} catch (HttpClientErrorException e) {
throw new ResponseStatusException(e.getStatusCode())
}
}

private HttpHeaders createHeader (String username) {
String jwt = Jwts.builder() .setSubject (username) .setIssuedAt (new
Date ())
.setExpiration(new Date ((new Date()).getTime () +
jwtTimeForUserService))
.signWith (SignatureAlgorithm.HS512,
jwtForUserService) .compact () ;
return new HttpHeaders () {{
set ("Authorization", "Bearer " + jwt);
}Yi
}

public Users changePassword(Long id, ChangePassword changePassword,
UserDetails details) {
Optional<Users> optionalUsersl= usersRepository.findById (id) ;
Optional<Users> optionalUsers2;
try {
optionalUsers?2 =
usersRepository.findByUsername (details.getUsername () ) ;
} catch (Exception e) {
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
}
if (!optionalUsersl.isPresent()) {
throw new ResponseStatusException (HttpStatus.NOT FOUND, "User
with this id not found"):;
}
Users users=optionalUsersl.get();
if (!optionalUsers2.get () .getId() .equals (users.getId())) {
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}
if (!encoder.matches (changePassword.getOldPassword(),
users.getPassword())) {
throw new ResponseStatusException (HttpStatus.BAD REQUEST,
"Current password doesn't equals your old password");
}
users.setPassword (encoder.encode (changePassword.getNewPassword())) ;
return usersRepository.save (users);

}

public Users changeRole (Long id, String changeRole) ({
Optional<Users> optionalUsersl= usersRepository.findById(id) ;
Optional<Users> optionalUsers2;

try {
Optional<Role> optionalRolel =
roleRepository.findByName (ERole.valueOf (changeRole)) ;
log.info ("Role user: {}", optionalRolel);
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}catch (Exception e) {
throw new ResponseStatusException (HttpStatus.NOT FOUND, "Role
with this name not found");
}
/*try |
optionalUsers2 =
usersRepository.findByUsername (details.getUsername () ) ;
} catch (Exception e) {
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
yx/
if('optionalUsersl.isPresent()) {
throw new ResponseStatusException (HttpStatus.NOT FOUND, "User
with this id not found");
}
Users users=optionalUsersl.get();
/*1if (loptionalUsers2.get () .getId () .equals (users.getId())) {
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}
if ('optionalRolel.isPresent ()) {
throw new ResponseStatusException (HttpStatus.NOT FOUND, "Role
with this name not found");
yx/
usersRepository.deleteById(id) ;

users.setRoles (Set.of (roleRepository.findByName (ERole.valueOf (changeRole)) .ge
t0)));

return usersRepository.save (users);

}

public void isTokenValidAdmin (HttpServletRequest request) {

String headerAuth = request.getHeader ("Authorization");
if (headerAuth != null && headerAuth.startsWith ("Bearer ")) {
Stringl[] s;
try {
log.error ("Unauthorized with this JWT");
S =

Jwts.parser () .setSigningKey (jwtSecret) .parseClaimsJdws (headerAuth.substring(7)
).getBody().getSubject().split("l");
} catch (Exception e) {
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
}
if (s[2].contains ("ROLE ADMIN")) {
return;
} else {
log.error ("Forbidden with this JWT");
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}
} else {
log.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}
}

package com.example.jwtdemo.service;

public class UsersDetailsImpl implements UserDetails {
private Long id;
private String username;
private String password;
private Collection<? extends GrantedAuthority> authorities;

public UsersDetailsImpl (Long id, String username, String password,
Collection<? extends GrantedAuthority> authorities) {
this.id = id;



this.username = username;
this.password = password;
this.authorities = authorities;

}

public static UsersDetailsImpl build(Users users) {

List<GrantedAuthority> authorities = users.getRoles () .stream()

.map (role -> new
SimpleGrantedAuthority(role.getName () .name () ))

.collect (Collectors.toList());

return new UsersDetailsImpl (users.getId(),
users.getUsername (),
users.getPassword(),
authorities);

}

@Override
public Collection<? extends GrantedAuthority> getAuthorities () {
return authorities;

}

public Long getId() {
return id;

}

@Override
public String getPassword() {
return password;

}

@Override
public String getUsername () {
return username;

}

@Override
public boolean isAccountNonExpired() {
return true;

}

@Override
public boolean isAccountNonLocked() {
return true;

}

@Override
public boolean isCredentialsNonExpired() {
return true;

}

@Override
public boolean isEnabled() {
return true;
}
}

package com.example.jwtdemo.service;

@Service
public class UserDetailsServiceImpl implements UserDetailsService {
private final UsersRepository repository;

public UserDetailsServiceImpl (UsersRepository repository) {
this.repository = repository;



@Override
public UserDetails loadUserByUsername (String username) throws
UsernameNotFoundException {
Users users=repository.findByUsername (username) .orElseThrow ( () ->new
UsernameNotFoundException ("User not found")):;
return UsersDetailsImpl.build(users);
}
}

package com.example.jwtdemo.domains;

@Data
@Al1lArgsConstructor
@NoArgsConstructor
@Entity
public class Users {
@Id
private Long id;
private String username;
@JsonProperty(access = JsonProperty.Access.WRITE ONLY)
private String password;
@ManyToMany (fetch = FetchType.EAGER)
private Set<Role> roles;

public Users (String username, String password) {
this.username = username;
this.password = password;

}

package com.example.jwtdemo.domains;

@Entity
@Data
@AllArgsConstructor
@NoArgsConstructor
public class Role {
@Id
@GeneratedValue (strategy = GenerationType.IDENTITY)
@JsonIgnore
private Long id;
@Enumerated (EnumnType . STRING)
private ERole name;

public Role (ERole name) {
this.name = name;
}
}

package com.example.jwtdemo.domains;

public enum ERole ({
ROLE USER,
ROLEiINTERPRETER,
ROLEiMODERATOR,
ROLEiADMIN

}

package com.example.jwtdemo.controller;

@S1f4j
@RestController

@RequestMapping ("/authenticate")
public class AuthController {
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private final UsersService usersService;

public AuthController (UsersService usersService) {
this.usersService = usersService;

}

@PostMapping ("/login™)
public ResponseEntity<?> loginUser (@Valid @RequestBody LoginRequest
loginRequest) {
log.info ("Login user: {}", loginRequest);
return ResponseEntity.ok(usersService.login(loginRequest));

}

@PostMapping ("/register")
public ResponseEntity<Users> registerUser (@Valid @RequestBody
SignupRequest signupRequest) {
log.info ("Register user: {}", signupRequest);
return ResponseEntity.ok (usersService.register (signupRequest));

}

@GetMapping ("/{id}"™)
@ApiImplicitParam(name = "Authorization", wvalue = "Access Token",
required = true, paramType = "header", example = "Bearer access_token")
public ResponseEntity<?> changePassword (@PathVariable ("id") Long id,
HttpServletRequest request) {
usersService.isTokenValidAdmin (request) ;
log.info ("Searching users role with id: {}", id);
return ResponseEntity.ok (usersService.getRole (id));

}

@PatchMapping ("/{id}/changePassword")
@ApiImplicitParam(name = "Authorization", wvalue = "Access Token",
required = true, paramType = "header", example = "Bearer access_token")
public ResponseEntity<?> changePassword(@PathVariable ("id") Long id,
@RequestBody ChangePassword changePassword,
@ApiIgnore
@AuthenticationPrincipal UserDetails details) {
log.info ("Change password: {}", changePassword);
return ResponseEntity.ok(usersService.changePassword(id,
changePassword ,details));

}

@PatchMapping ("/{id}/changeRole")

@ApiImplicitParam(name = "Authorization", value = "Access Token",
required = true, paramType = "header", example = "Bearer access_token")
public ResponseEntity<?> changeRole (@PathVariable ("id") Long id,

@RequestBody String changeRole, HttpServletRequest request) {
usersService.isTokenValidAdmin (request) ;
log.info ("Changing users role: {} role with id: {}", changeRole,
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id);

return ResponseEntity.ok(usersService.changeRole (id, changeRole));

}
}

package com.example.Users.service;

@Service
public class UserService {

private final UserRepository userRepository;
private final RestTemplate restTemplate;
private final ServicesConnection connection;

@Autowired
public UserService (UserRepository userRepository,
HttpComponentsClientHttpRequestFactory factory, ServicesConnection
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connection) {
this.userRepository = userRepository;
this.restTemplate = new RestTemplate (factory);
this.connection = connection;

}

private static final Logger logger =
LoggerFactory.getLogger (UserService.class) ;

@Value ("${my.app.secret}")
private String jwtSecret;

@Value ("${user.app.secret}")
private String jwtUserSecret;

public Optional<User> findById(Long userId) {

Optional<User> updatableUser = userRepository.findById (userId);

if (updatableUser.isPresent ()) {
return userRepository.findById(userId);
} else {

logger.error ("Error with status code: {}", HttpStatus.NOT FOUND) ;
throw new ResponseStatusException (HttpStatus.NOT FOUND) ;

}

public List<User> findAll () {
return userRepository.findAll();

}

public User createUser (User user) {

List<User> list = findAll();
Long number;

try {
number = list.stream().max((ol, 02) -> (int) (ol.getUserId() -
02.getUserId())) .get () .getUserId();
} catch (NoSuchElementException e) {
number = Long.valueOf(99);

}

user.setUserId (++number) ;
return userRepository.save (user) ;

}

public User updateById(Long userId, User user) {
try {

Optional<User> updatableUser =
userRepository.findById (userId);
User newUser = updatableUser.get();
if (user.getUserId() !=null)
newUser.setUserId (userld);
if (user.getName () !=null)
newUser.setName (user.getName () ) ;
if (user.getTeamId () !=null)
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newUser.setTeamId (user.getTeamId () ) ;
return userRepository.save (newUser) ;

} catch (NoSuchElementException e) {
logger.error ("Error with exception: {}", e.getMessage());
throw new ResponseStatusException (HttpStatus.NOT FOUND) ;

}

public ResponseEntity<Void> deleteById(Long userId) {

try {

userRepository.deleteById (userId);
return ResponseEntity.noContent () .build();

} catch (ResourceNotFoundException e) {

logger.error ("Error with status code: {}", e.getMessage());
return ResponseEntity.notFound() .build()

’

}

public User updateTeamId(Long userId, String teamName,
HttpServletRequest request) {

try |

Optional<User> updatableUser = userRepository.findById (userId);
User newUser = updatableUser.get();

try{

ResponseEntity<String> response =
restTemplate.exchange (connection.getUrlTeams () + teamName, HttpMethod.GET,
new HttpEntity<>(createHeaders (request.getHeader ("Authorization"))),
String.class);

try {
String jsonStr = new
String ((Objects.requireNonNull (response.getBody())) .getBytes());
JSONObject jsonObject = new JSONObject (jsonStr);
Long teamId =
Long.valueOf (String.valueOf (jsonObject.get ("id")));
newUser.setTeamId (teamId) ;
return userRepository.save (newUser) ;
} catch (JSONException e) {
logger.error ("Error with exception: {}", e.getMessage());
throw new
ResponseStatusException (HttpStatus.BAD REQUEST) ;
}

} catch (HttpClientErrorException e) {
logger.error ("Error with status code: {}",

e.getStatusCode()) ;
throw new ResponseStatusException (HttpStatus.BAD REQUEST) ;

}

} catch (NoSuchElementException e) {
logger.error ("Error with exception: {}", e.getMessage()):;
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throw new ResponseStatusException (HttpStatus.NOT FOUND) ;

public boolean isTokenValidUser (HttpServletRequest request) {

try {

String headerAuth = request.getHeader ("Authorization");
logger.info ("Checking for the presence of a token");

if (headerAuth!=null && headerAuth.startsWith ("Bearer ")) {
String s =
Jwts.parser() .setSigningKey (jwtUserSecret) .parseClaimsJdws (headerAuth.substrin
g (7)) .getBody () .getSubject () ;
logger.info ("jwtToken received");
return true;

} else {
logger.error ("Error with status code: {}",

HttpStatus.BAD REQUEST) ;
return false;

}

} catch (SignatureException e) {
logger.error ("Error with exception: {}", e.getMessage()):

return false;

}

public void isTokenValidAdmin (HttpServletRequest request) {

String headerAuth = request.getHeader ("Authorization");
logger.info ("Checking for the presence of a token");

try{

if (headerAuth!=null && headerAuth.startsWith ("Bearer ")) {

Stringl[] s =
Jwts.parser () .setSigningKey (jwtSecret) .parseClaimsJws (headerAuth.substring(7)
).getBody().getSubject().split("l");
logger.info ("jwtToken received");
if (s[2].contains ("ROLE ADMIN")) {
return;
} else {
logger.error ("Error with status code: {}",

HttpStatus.FORBIDDEN) ;
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;

}

} else {
logger.error ("Error with status code: {}",

HttpStatus.UNAUTHORIZED) ;
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}
} catch(SignatureException e) {

logger.error ("Error with exception: {}", e.getMessage());
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
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}
public void isTokenValidInterpreter (HttpServletRequest request) {

String headerAuth = request.getHeader ("Authorization");
logger.info ("Checking for the presence of a token");

try{

if (headerAuth!=null && headerAuth.startsWith ("Bearer ")) {

Stringl[] s =
Jwts.parser() .setSigningKey (jwtSecret) .parseClaimsJws (headerAuth.substring (7)
) .getBody () .getSubject () .split (") ;
logger.info ("jwtToken received");
if (s[2].contains ("ROLE_ INTERPRETER")) ({
return;
} else {
logger.error ("Error with status code: {}",
HttpStatus.FORBIDDEN) ;
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;

}

} else {
logger.error ("Error with status code: {}",
HttpStatus.UNAUTHORIZED) ;
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}

} catch (SignatureException e) {
logger.error ("Error with exception: {}", e.getMessage()):
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}

public void isTokenValidAdminAndUser (Long userId, HttpServletRequest
request) |

String headerAuth = request.getHeader ("Authorization");
logger.info ("Checking for the presence of a token");

try{
if (headerAuth!=null && headerAuth.startsWith ("Bearer ")) {

Stringl[] s =
Jwts.parser () .setSigningKey (jwtSecret) .parseClaimsJws (headerAuth.substring(7)
).getBody().getSubject().split("l");
logger.info ("jwtToken received");
if (s[2].contains ("ROLE ADMIN")) {
return;
}else if (s[2].contains ("ROLE USER") &&
s[0].contains (String.valueOf (userId))) {
return;
} else {
logger.error ("Error with status code: {}",
HttpStatus.FORBIDDEN) ;
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;

}

} else {
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logger.error ("Error with status code: {}",
HttpStatus.UNAUTHORIZED) ;
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}

} catch (SignatureException e) {
logger.error ("Error with exception: {}", e.getMessage()):;
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}

private HttpHeaders createHeaders (String jwt) {

return new HttpHeaders () {{
set ("Authorization", Jjwt);

bty

}

package com.example.Users.model;

@Data
@QTable (value="user")
public class User {

@Id

@PrimaryKeyColumn (
name = "userid",
ordinal = 0,

type = PrimaryKeyType.PARTITIONED)
private Long userId;
@Column (value="name")
private String name;
@Column (value="teamid")
private Long teamId;

}

package com.example.Users.controller;

@Controller
@RequestMapping ("/api/users")
public class UserController {

private final UserService userService;
private static final Logger logger =
LoggerFactory.getLogger (UserController.class);

@Autowired

public UserController (UserService userService) {
this.userService = userService;

}

@PostMapping

public ResponseEntity<User> createUser (@RequestBody User user,
HttpServletRequest request) {

if (!userService.isTokenValidUser (request)) {
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;

}

logger.info ("Creating a User");



return ok (userService.createUser (user));

}

@GetMapping
public ResponseEntity<List<User>> findAll (HttpServletRequest request) {

userService.isTokenValidAdmin (request) ;
logger.info ("Getting all Users");
return ok (userService.findAll());

}

@GetMapping ("/{id}")
public ResponseEntity<?> findById(@PathVariable ("id") Long id,

HttpServletRequest request) {

userService.isTokenValidAdminAndUser (id, request);
logger.info ("Getting the User with id: " +id);
return ok (userService.findById(id)):;

}

@PatchMapping ("/{id}")
public ResponseEntity<User> updateUser (@dPathVariable ("id") Long id,

@RequestBody User user, HttpServletRequest request) {

userService.isTokenValidAdminAndUser (id, request);
logger.info ("Updating the User with id: " +id);
return ok (userService.updateById(id, user));

}

@DeleteMapping ("/{id}")
public ResponseEntity<Void> deleteUser (@PathVariable ("id") Long id,

HttpServletRequest request) {

userService.isTokenValidAdminAndUser (id, request);
logger.info ("Deleting the User with id: " + id);
return userService.deleteById(id);

}

@PatchMapping ("/{id}/Team")
public ResponseEntity<Object> updateUsersTeam (@PathVariable ("id") Long

id, (@RequestBody String teamName, HttpServletRequest request) {

userService.isTokenValidInterpreter (request) ;
logger.info ("Updating the Users team with id: " +id + " to: " +

teamName) ;
return ok (userService.updateTeamId(id, teamName, request));

}

package com.example.teamservice.service.impl;

@Service
public class TeamServiceImpl implements TeamService {

private final TeamRepository teamRepository;
private final RestTemplate restTemplate;
private final TeamClientProperties teamClientProperties;
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@vValue ("${my.app.secret}")

private String jwtSecret;

private final Logger logger =
LoggerFactory.getLogger (TeamController.class);

public TeamServicelImpl (TeamRepository teamRepository,
HttpComponentsClientHttpRequestFactory factory, TeamClientProperties
teamClientProperties)
this.teamRepository = teamRepository;
this.restTemplate = new RestTemplate (factory);
this.teamClientProperties = teamClientProperties;

}

@Override
public Team create (TeamDTO band) {
Team teaml = teamRepository.findByName (band.getName ());
if (teaml !'= null) {
logger.error ("The band is in DBR");
throw new ResponseStatusException (HttpStatus.BAD REQUEST) ;

}
List<Team> list = teamRepository.findAllTeams();

Long 1;
try |
1 = list.stream().max((ol, o02) -> (int) (ol.getId() -
02.getId())) .get () .getId();
} catch (NoSuchElementException e) {
1 = 0L;

}

Team newTeam = new Team() ;
newTeam.setId (++1) ;

newTeam.setName (band.getName () ) ;
return teamRepository.save (newTeam) ;

}

@Override
public Team readById(Long id) {
try {
Team team = teamRepository.getTeamById(id) ;
team.getName () ;
return team;
} catch (NullPointerException e) {
logger.error ("Team is not found");
throw new ResponseStatusException (HttpStatus.NOT FOUND, "Team is

not found");

}
}

@Override

public void delete(Long id, HttpServletRequest request) {
Team team = readById(id);
teamRepository.deleteById(id) ;

}

@Override
public List<Team> getAll() {
return teamRepository.findAllTeams () ;

}

@Override
public Map<String, List<String>> getReport (HttpServletRequest request) {
List<Team> teams =
restTemplate.exchange (teamClientProperties.getUrlTeams (),
HttpMethod.GET, new
HttpEntity<> (createHeaders (request.getHeader ("Authorization"))), new
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ParameterizedTypeReference<List<Team>> () {
}) .getBody () ;
Map<String, List<String>> map = new HashMap<>();
if (teams == null) {

throw new NullTeamReferenceException ("There are no teams");
}
for (Team b : teams) {

map.put (b.getName (), getSingleReport (b.getId(), request));
}

return map;

@Override
public List<String> getSingleReport (Long id, HttpServletRequest request)

try |
Team team = readById(id);
HttpHeaders headers =
createHeaders (request.getHeader ("Authorization"));
List<User> users =
restTemplate.exchange (teamClientProperties.getUrlUsers (),
HttpMethod.GET, new HttpEntity<>(headers), new
ParameterizedTypeReference<List<User>> () {
}) .getBody () ;
Map<String, List<Review>> reviews =

restTemplate.exchange (teamClientProperties.getUrlReviews (),
HttpMethod.GET, new HttpEntity<> (headers), new
ParameterizedTypeReference<Map<String, List<Review>>>() {
}) .getBody () ;
List<Manga> mangas =

restTemplate.exchange (teamClientProperties.getUrlMangas (),
HttpMethod.GET, new HttpEntity<> (headers), new
ParameterizedTypeReference<List<Manga>> () {
}) .getBody () ;
List<User> listUser = users.stream().filter(o -> o.getTeamId() !=
null).filter (o -> o.getTeamId() .equals(id)) .collect (Collectors.toList());
List<Review> listReview =
reviews.get ("reviews") .stream() .filter (o -> o.getTeamId() != null).filter(o -
> o.getTeamId () .equals (id)) .collect (Collectors.toList());
List<Manga> listManga = mangas.stream().filter(o -> o.getTeamId()
!'= null).filter(o -> o.getTeamId () .equals(id)) .collect(Collectors.toList());
List<String> s = new ArrayList<>();
if (listUser.isEmpty()) {
s.add ("There is no users");
} else {
s.add (listUser.toString());
}
if (listReview.isEmpty()) {
s.add ("There is no reviews");
} else {
s.add (listReview.toString());
}
if (listManga.isEmpty()) {
s.add ("There is no mangas");
} else {
s.add (listManga.toString());
}
return s;
} catch (HttpClientErrorException e) {
throw new
ResponseStatusException (HttpStatus.valueOf (e.getRawStatusCode())) ;
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@Override
public Object readByName (String name) {
Team team = teamRepository.findByName (name) ;
if (team == null) {
logger.info ("Team is not found");
return Collections.emptyList();

}

return team;

}

@Override
public Team update (Long id, TeamDTO team, String forTeamld,
HttpServletRequest request) {
Team teaml = readById(id);
teaml.setId(id) ;
if (team.getName() != null) {
teaml.setName (team.getName () ) ;

}

ResponseEntity<User> responsekEntity;

try |
responsekEntity =
restTemplate.exchange (teamClientProperties.getUrlUsers () + forTeamId,
HttpMethod.GET, new
HttpEntity<>(createHeaders (request.getHeader ("Authorization"))), new

ParameterizedTypeReference<User> () {
)

} catch (Exception e) {

logger.error ("Team not found");

throw new ResponseStatusException (HttpStatus.BAD REQUEST) ;
}
User user = responseEntity.getBody()
Long teamlId = user.getTeamlId()
if(id !'= teamId) {

logger.error ("You haven 't permissions");

throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}
teamRepository.update (id, teaml.getName()) ;
return teaml;

}

public boolean isTokenValidInterpreter (HttpServletRequest request) {
String headerAuth = request.getHeader ("Authorization");

if (headerAuth != null && headerAuth.startsWith ("Bearer ")) {
Stringl] s;
try {
S =

Jwts.parser () .setSigningKey (jwtSecret) .parseClaimsJdws (headerAuth.substring(7)
).getBody().getSubject().split("l");
} catch (Exception e) {
logger.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
}
if (s[2].contains ("ROLE INTERPRETER")) {
return true;
} else {
logger.error ("Forbidden with this JWT");
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;

}
} else {
logger.error ("Unauthorized with this JWT");
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throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}

public boolean isTokenValidModerator (HttpServletRequest request) {

String headerAuth = request.getHeader ("Authorization");
if (headerAuth != null && headerAuth.startsWith ("Bearer ")) {
Stringl] s;
try {
s =

Jwts.parser() .setSigningKey (jwtSecret) .parseClaimsJws (headerAuth.substring (7)
) .getBody () .getSubject () .split (") ;
} catch (Exception e) {
logger.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
}
if (s[2].contains ("ROLE MODERATOR")) {
return true;
} else {
logger.error ("Forbidden with this JWT");
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}
} else {
logger.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}

public boolean isTokenValidInterpreterAndModerator (HttpServletRequest
request) {

String headerAuth = request.getHeader ("Authorization");
if (headerAuth != null && headerAuth.startsWith ("Bearer ")) {
Stringl[] s;
try {
s =

Jwts.parser () .setSigningKey (jwtSecret) .parseClaimsJws (headerAuth.substring(7)
).getBody().getSubject().split("l");
} catch (Exception e) {
logger.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
}
if (s[2].contains ("ROLE MODERATOR") ||
s[2] .contains ("ROLE INTERPRETER")) {
return true;
} else {
logger.error ("Forbidden with this JWT");
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}
} else {
logger.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}

public String getTokenId (HttpServletRequest request) {
String headerAuth = request.getHeader ("Authorization");

String id = " ";
if (headerAuth != null && headerAuth.startsWith ("Bearer ")) {
Stringl[] s;
try {
S:

Jwts.parser () .setSigningKey (jwtSecret) .parseClaimsJws (headerAuth.substring(7)
) .getBody () .getSubject () .split ("J");
} catch (Exception e) {



logger.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

return id;

}

private HttpHeaders createHeaders (String jwt) |
return new HttpHeaders () {{
set ("Authorization", Jjwt);

|

}

package com.example.teamservice.model;

@Data
@Table ("band")
public class Team {

@Id

@PrimaryKeyColumn (
name = "id",
ordinal = 0,

type = PrimaryKeyType.PARTITIONED)
private Long id;
@Column (value = "name")
@NotBlank
@NotNull
private String name;
}

package com.example.teamservice.controller;

@RestController
@RequestMapping ("/teams")
public class TeamController {
private final TeamService teamService;
private final Logger logger =
LoggerFactory.getLogger (TeamController.class);

public TeamController (TeamService teamService) {
this.teamService = teamService;

}

@PostMapping
public ResponseEntity<Team> saveTeam(@Valid @RequestBody TeamDTO team,
HttpServletRequest request) {
teamService.isTokenValidInterpreter (request) ;
logger.info ("Creating new team");
return ResponseEntity.ok(teamService.create (team))

}

@GetMapping
public ResponseEntity<?> getTeam (@RequestParam(value = "teamName",
required = false) String name, HttpServletRequest request) ({

teamService.isTokenValidModerator (request) ;
if (name == null) {
logger.info ("Getting all teams");
return ResponseEntity.ok(teamService.getAll()):;
} else {
logger.info ("Getting team name = {}", name);
return ResponseEntity.ok(teamService.readByName (name)) ;
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}

@GetMapping ("/{id}")
public ResponseEntity<Team> findTeamById(@PathVariable ("id") Long id,
HttpServletRequest request) {
teamService.isTokenValidInterpreterAndModerator (request) ;
logger.info ("Getting team id = {}", id);
Team team = teamService.readById(id);
return ResponseEntity.ok (team);

}

@GetMapping ("/report™)
public ResponseEntity<Map<String, List<String>>>
getReport (HttpServletRequest request) {
teamService.isTokenValidInterpreter (request) ;
logger.info ("Getting global report");
return ResponseEntity.ok(teamService.getReport (request));

}

@GetMapping ("/{id}/report™)
public ResponseEntity<List<String>> getTeamReport (@PathVariable ("id")
Long id, HttpServletRequest request) {
teamService.isTokenValidInterpreter (request) ;
logger.info ("Getting team report with id {}", id);
return ResponseEntity.ok(teamService.getSingleReport (id, request));

@DeleteMapping ("/{id}")
public void deleteBand(@PathVariable ("id") Long id, HttpServletRequest
request) {
teamService.isTokenValidModerator (request) ;
logger.info ("Deleting team id = {}", id);
teamService.delete (id, request);

}

@PatchMapping ("/{id}"™)
public ResponseEntity<Team> updateTeam(@PathVariable ("id") Long id,
@Valid @RequestBody TeamDTO team, HttpServletRequest request) {
teamService.isTokenValidInterpreter (request) ;
String forTeamId = teamService.getTokenId (request);
logger.info ("Updating team id = {}", id);
return ResponseEntity.ok(teamService.update (id, team, forTeamld,
request));
}
}

package com.example.mangaservice.service;

@S1f4j
@Service
public class MangaService {
private final MangaRepository repository;
private final RestTemplate restTemplate;
private final MangaClientProperties properties;
@value ("${my.app.secret}")
private String jwtSecret;

public MangaService (MangaRepository repository, MangaClientProperties
properties, HttpComponentsClientHttpRequestFactory factory) {
this.repository = repository;
this.restTemplate = new RestTemplate (factory);
this.properties = properties;
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}

public Manga save (MangaDTO mangaDTO) {

log.info ("Manga before saving: {}", mangaDTO) ;
Manga manga? = repository.findByName (mangaDTO.getName ()) ;
if (manga2 != null) {

log.error ("Manga in DB: {}", mangaDTO) ;

throw new ResponseStatusException (HttpStatus.BAD REQUEST) ;
}
List<Manga> list = repository.findAllMangas();
Long number;

try {
number = list.stream().max((ol, o02) -> (int) (ol.getId() -
02.getId())) .get () .getId();
} catch (NoSuchElementException e) {
number = 0L;

}

Manga manga = new Manga() ;

manga.setId (++number) ;

manga.setName (mangaDTO.getName () ) ;
manga.setOriginalName (mangaDTO.getOriginalName ()) ;
manga.setDate (mangaDTO.getDate () ) ;

return repository.save (manga) ;

}

public Manga findById(Long id) {
Manga manga = repository.getMangaById(id);
if (Objects.isNull (manga)) {

log.error ("Can't found task with id: {}", id);
throw new ResponseStatusException (HttpStatus.NOT FOUND) ;
} else {

return manga;

}
}

public void delete(Long id) {
log.info ("Manga for deleting: {}", repository.getMangaById(id));
Optional<Manga> optionalTask = repository.findById(id);
if (!optionalTask.isPresent()) {
log.error ("Manga with id: {} not found", id);
throw new ResponseStatusException (HttpStatus.NOT FOUND) ;

}
repository.deleteById(id) ;

public Object findByName (String name) {

Manga manga = repository.findByName (name) ;
if (manga == null) {
log.info ("Manga by name: {} not found", name);

return Collections.emptyList();

}

log.info ("Find Manga: {}. By name: {}", manga, name);
return manga;

}

public Manga update (Long id, MangaForUpdateDTO mangaForUpdateDTO, String
forTeamId, HttpServletRequest request) {

log.info ("Manga with id: {}. And body: {}", id, mangaForUpdateDTO) ;

Manga mangal = findById(id);

mangal.setId(id);

if (mangaForUpdateDTO.getName () != null) {
Manga manga = repository.findByName (mangaForUpdateDTO.getName ()) ;
if (manga != null &&
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!mangal.getName () .equals (mangaForUpdateDTO.getName () ))
throw new ResponseStatusException (HttpStatus.BAD REQUEST) ;
mangal.setName (mangaForUpdateDTO.getName () ) ;
}
if (mangaForUpdateDTO.getOriginalName () != null) {
mangal.setOriginalName (mangaForUpdateDTO.getOriginalName () ) ;
}
if (mangaForUpdateDTO.getDate() != null) {
mangal.setDate (mangaForUpdateDTO.getDate ()) ;
}
ResponseEntity<User> responsekEntity;
try {
responseEntity = restTemplate.exchange (properties.getUrlUsers () +
forTeamId,
HttpMethod.GET, new
HttpEntity<>(createHeaders (request.getHeader ("Authorization"))), new
ParameterizedTypeReference<User> () {
}) i
} catch (Exception e) {
log.error ("RManga not found");
throw new ResponseStatusException (HttpStatus.BAD REQUEST) ;
}
User user = responseEntity.getBody();
Long teamId = user.getTeamlId()
if (mangal.getTeamId () != teamId) {
log.error ("You haven 't permissions");
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}
log.info ("Manga which updating: {}", mangal);
repository.update (id, mangal.getName (), mangal.getOriginalName (),
mangal.getDate()) ;
return mangal;

}

public void addMangaToTeam (Long id, String teamName, HttpServletRequest
request, String forTeamId) {

log.info ("add to Manga with id: {}. Team name: {}", id, teamName) ;
ResponseEntity<Team> responseEntity;
try {

responsekEntity = restTemplate.exchange (properties.getUrlTeams () +
teamName,
HttpMethod.GET, new
HttpEntity<> (createHeaders (request.getHeader ("Authorization"))), new
ParameterizedTypeReference<Team> () {
}):
} catch (Exception e) {
log.error ("RManga not found");
throw new ResponseStatusException (HttpStatus.BAD REQUEST) ;
}
Team team = responseEntity.getBody();
Long teamlId = team.getId();
ResponseEntity<User> userResponseEntity;
try {
userResponseEntity =
restTemplate.exchange (properties.getUrlUsers () + forTeamld,
HttpMethod.GET, new
HttpEntity<> (createHeaders (request.getHeader ("Authorization"))), new
ParameterizedTypeReference<User> () {
1) :
} catch (Exception e) {
log.error ("RManga not found");
throw new ResponseStatusException (HttpStatus.BAD REQUEST) ;
}

User user = userResponseEntity.getBody () ;
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Long usersTeamId = user.getTeamId();
if (usersTeamId != teamId) ({
log.error ("You haven't permissions");
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}
repository.addMangaToTeam (id, teamId);
}

public void makeMangaCompleted(Long id, HttpServletRequest request) {
Optional<Manga> manga = repository.findById (id);
if (!manga.isPresent()) {
log.error ("Manga id: {}. Not found", id);
throw new ResponseStatusException (HttpStatus.NOT FOUND) ;
}
try |
if (manga.get () .isCompleted()) {
log.error ("Manga is completed: {}", manga.get()):;
throw new ResponseStatusException (HttpStatus.BAD REQUEST) ;
}
repository.makeMangaCompleted (id) ;
} catch (HttpClientErrorException e) {
log.error ("Client Error: {}", e.getMessage());
throw new ResponseStatusException(e.getStatusCode())
} catch (Exception e) {
log.error ("Another error: {}", e.getMessage());
throw new ResponseStatusException (HttpStatus.BAD REQUEST) ;

}

public List<Manga> findAllMangas () {
return repository.findAll ();

}

public void isTokenValidAdmin (HttpServletRequest request) ({
String headerAuth = request.getHeader ("Authorization");

if (headerAuth != null && headerAuth.startsWith ("Bearer ")) {
Stringl] s;
try {
log.error ("Unauthorized with this JWT");
S =

Jwts.parser () .setSigningKey (jwtSecret) .parseClaimsJdws (headerAuth.substring(7)
).getBody().getSubject().split("l");
} catch (Exception e) {
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
}
if (s[2].contains ("ROLE ADMIN")) {
return;
} else {
log.error ("Forbidden with this JWT");
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}
} else {
log.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}

public void isTokenValidInterpreter (HttpServletRequest request) {
String headerAuth = request.getHeader ("Authorization");

if (headerAuth != null && headerAuth.startsWith ("Bearer ")) {
Stringl[] s;
try {
S:

Jwts.parser() .setSigningKey (jwtSecret) .parseClaimsJdws (headerAuth.substring(7)
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) .getBody () .getSubject () .split (") ;
} catch (Exception e) {
log.error ("Unauthorized with this JWT");

throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
}

if (s[2].contains ("ROLE INTERPRETER")) {
return;
} else {

log.error ("Forbidden with this JWT");

throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}

} else {
log.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}

public void isTokenValidModerator (HttpServletRequest request) {
String headerAuth = request.getHeader ("Authorization");

if (headerAuth != null && headerAuth.startsWith ("Bearer ")) {
Stringl[] s;
try |
s =

Jwts.parser() .setSigningKey (jwtSecret) .parseClaimsJws (headerAuth.substring (7)
).getBody().getSubject().split("l");
} catch (Exception e) {
log.error ("Unauthorized with this JWT");

throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
}

if (s[2].contains ("ROLE MODERATOR")) {
return;
} else {

log.error ("Forbidden with this JWT");

throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}

} else {
log.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}

public void isTokenValidInterpreterAndModerator (HttpServletRequest
request) |

String headerAuth = request.getHeader ("Authorization");
if (headerAuth != null && headerAuth.startsWith ("Bearer ")) {
Stringl] s;
try {
S =

Jwts.parser () .setSigningKey (jwtSecret) .parseClaimsJws (headerAuth.substring(7)
).getBody().getSubject().split("l");
} catch (Exception e) {
log.error ("Unauthorized with this JWT");

throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
}
if (s[2].contains ("ROLE MODERATOR") ||

S[2].contains("ROLEilNTERPRETER")) {
return;
} else {

log.error ("Forbidden with this JWT");
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}
} else {
log.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
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public String getTokenId (HttpServletRequest request) {
String headerAuth = request.getHeader ("Authorization");

String id =" ";
if (headerAuth != null && headerAuth.startsWith ("Bearer ")) {
Stringl[] s;
try {
s =

Jwts.parser() .setSigningKey (jwtSecret) .parseClaimsJws (headerAuth.substring (7)
) .getBody () .getSubject () .split (") ;

}

} catch (Exception e) {
log.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

return id;

}

private HttpHeaders createHeaders (String jwt) {
return new HttpHeaders () {{
set ("Authorization", Jjwt);
b
}

package com.example.mangaservice.domain;

@Data
@Table (value = "task")
public class Manga {
@Id
@PrimaryKeyColumn (
name = "id",
ordinal = 0,

}

type = PrimaryKeyType.PARTITIONED)
private Long id;

@Column (value = "name")
@NotBlank

@NotNull

private String name;

@Column (value = "originalName")
@NotBlank

@NotNull

private String originalName;
@Column (value = "completed")
private boolean isCompleted;
@Column (value = "teamId")
private Long teamId;

@Column (value = "date")

private Date date;

package com.example.mangaservice.controller;

@S1f47
@RestController
@RequestMapping (" /mangas")
public class MangaController {

private final MangaService service;

public MangaController (MangaService service) {
this.service = service;
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}

@PostMapping
@ApiImplicitParam(name = "Authorization", wvalue = "Access Token",
required = true, paramType = "header", example = "Bearer access_token")

public ResponseEntity<Manga> saveManga (@Valid @RequestBody MangaDTO task,
HttpServletRequest request) {
service.isTokenValidInterpreter (request);
String forTeamId = service.getTokenId(request);
log.info ("Manga for saving: {}", task);
return ResponseEntity.ok(service.save (task));

}

@GetMapping
public ResponseEntity<?> getManga (GRequestParam(value = "mangaName",
required = false) String name, HttpServletRequest request) {
if (name == null) {

log.info ("Getting all mangas");

return ResponseEntity.ok(service.findAllMangas());
} else {

log.info ("Searching manga with name: {}", name);

return ResponseEntity.ok(service.findByName (name)) ;

}

@GetMapping ("/{id}")
public ResponseEntity<Manga> findMangaById(@PathVariable ("id") Long id,
HttpServletRequest request) {
log.info ("Searching manga with id: {}", id);
return ResponseEntity.ok(service.findById(id))

@DeleteMapping ("/{id}")
@ApiImplicitParam(name = "Authorization", value = "Access Token",
required = true, paramType = "header", example = "Bearer access_token")
public ResponseEntity<?> deleteManga (@PathVariable ("id") Long id,
HttpServletRequest request) {
service.isTokenValidModerator (request) ;
log.info ("Deleting manga with id: {}", id);
service.delete (id);
return ResponseEntity.noContent () .build();

}

@PatchMapping ("/{id}"™)
@ApiImplicitParam(name = "Authorization", value = "Access Token",
required = true, paramType = "header", example = "Bearer access_token")
public ResponseEntity<Manga> updateManga (@PathVariable ("id") Long id,
@Valid @RequestBody MangaForUpdateDTO task, HttpServletRequest request) {
service.isTokenValidInterpreterAndModerator (request) ;
String forTeamId = service.getTokenId(request);
log.info ("Manga with id: {}. And body: {}", id, task);
return ResponseEntity.ok(service.update(id, task, forTeamld,
request));

}

@PatchMapping ("/{id}/Team")
@ApiImplicitParam(name = "Authorization", value = "Access Token",
required = true, paramType = "header", example = "Bearer access_ token")
public ResponseEntity<Manga> addToTeam (@PathVariable ("id") Long id,
@RequestBody TeamDTO teamDTO, HttpServletRequest request) {
service.isTokenValidInterpreter (request);
String forTeamId = service.getTokenId(request);
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log.info ("Add manga with name {}", teamDTO);

service.addMangaToTeam(id, teamDTO.getTeamName (), request,
forTeamId) ;

return ResponseEntity.ok(service.findById(id)) :;

}

@PatchMapping ("/{id}/completed")
@ApiImplicitParam(name = "Authorization", wvalue = "Access Token",
required = true, paramType = "header", example = "Bearer access_token")
public ResponseEntity<Manga> makeCompleted (@PathVariable ("id") Long id,
HttpServletRequest request) {
service.isTokenValidModerator (request) ;
log.info ("Make manga with id: {} completed", id);
service.makeMangaCompleted (id, request);
return ResponseEntity.ok(service.findById(id))

}

package io.javabrains.reviewservice.servise;

@Service

public class ReviewServiceImpl implements ReviewService ({
@Autowired
ReviewRepository reviewRepository;

Logger logger = LoggerFactory.getLogger (ReviewServiceImpl.class);

@vValue ("S$S{my.app.secret}")

private String jwtSecret;

/*LocalDateTime now = LocalDateTime.now() ;

DateTimeFormatter format = DateTimeFormatter.ofPattern ("yyyy-MM-dd") ;
Date formatDateTime = Date.parse (now.format (format));*/

LocalDate formatDateTime = LocalDate.now() ;

public List<Review> getAll () {
List<Review> reviewList = new ArrayList<Review>();
reviewRepository.findAll () .forEach (weapon -> reviewList.add (weapon));
return reviewlList;

}

public ReviewResponse getAllReviews () {
List<Review> reviewList = getAll();
ReviewResponse reviewResponse = new ReviewResponse();
reviewResponse.setWeapons (reviewlList) ;
logger.info ("All the weapons have been accessed");
return reviewResponse;

public Review create (Review review)

{

List<Review> listOfReviews = reviewRepository.findAll();

/* if (review.getText () == null ||
review.getText () .replaceAll ("\\s+","") .equals("")) {
logger.error ("You haven't specified a name for the review or name is
invalid");
throw new ResponseStatusException (HttpStatus.BAD REQUEST, "You
haven't specified a name for the review or name is invalid");

p*/

if (review.getId () != null && reviewRepository.findById (review.getId())
'= null) {
logger.error ("Review with such name already exists");
throw new ResponseStatusException (HttpStatus.BAD REQUEST, "Review



with such id already exists");

}

if (review.getUserId() != null && review.getUserId() < 1) {
logger.error ("You specified an invalid bandId");
throw new ResponseStatusException (HttpStatus.BAD REQUEST, "You
specified an invalid userId");

}

if (review.getMangalId() != null && review.getMangaId() < 0) {
logger.error ("You specified an invalid taskId");
throw new ResponseStatusException (HttpStatus.BAD REQUEST, "You
specified an invalid mangaId");

}

if (review.getDate () == null) {
review.setDate (formatDateTime) ;

}

Long num;
try |
num = listOfReviews.stream().max((ol, 02) -> {
return (int) (ol.getId() - o2.getId());
}) .get () .getId();
} catch (NoSuchElementException e) {
num = 0L;
}
review.setId (++num) ;
return reviewRepository.save (review) ;

public ResponseEntity<?> getById(Long Id) {
Optional<Review> reviewData = reviewRepository.findById(Id);
if (reviewData.isPresent()) {
logger.info ("Returned the review with an id {}", Id);
return new ResponseEntity<>(reviewData.get (), HttpStatus.OK);
}
else {
logger.error ("There is no such review with an id {}", Id);
return new ResponseEntity<String>("There is no review with such id",
HttpStatus.NOf_FOUND);
}
}

public ResponseEntity<?> updateById(Long Id, Review review) {

Optional<Review> reviewData = reviewRepository.findById(Id);
if (review.getText () == null && review.getUserId() == null &&
review.getMangalId() == null) {

logger.error ("You haven't provided any valid data to be changed");
throw new ResponseStatusException (HttpStatus.BAD REQUEST, "You
haven't provided any valid data to be changed");
}
if (reviewData.isPresent()) {
logger.info ("Updating review with id {}", Id);
Review review = reviewData.get();

if (review.getText () != null) {
logger.info ("Changing the text for the review with id {}", Id);
if (review.getText () .replaceAll ("|JEH","") .equals("")) {

logger.error ("You haven't specified a text for the review");
throw new ResponseStatusException (HttpStatus.BAD REQUEST, "You
haven't specified a name for the review");

}
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_review.setText (review.getText ());

}

if (review.getUserId() !'= null) {
logger.info ("Changing the task id for the review with id {}", Id);
if (review.getUserId() < 0) {
logger.error ("You specified an invalid taskId");
throw new ResponseStatusException (HttpStatus.BAD REQUEST, "You
specified an invalid taskId");
}
_review.setUserld(review.getUserId()):;
}
if (review.getMangalId() !'= null) {
logger.info ("Changing the band id for the review with id {}", Id);
if (review.getMangalId() < 1) {
logger.error ("You specified an invalid bandId");
throw new ResponseStatusException (HttpStatus.BAD REQUEST, "You
specified an invalid bandId");
}
_review.setMangald(review.getMangalId()):;
}
logger.info ("Updated review: {}", review);
return new ResponseEntity<>(reviewRepository.save( review),
HttpStatus.OK) ;
}
else {
logger.error ("There is no such review with an id {}", Id);
return new ResponseEntity<String>("There is no review with such id",
HttpStatus.NOT FOUND) ;
}
}

public ResponseEntity<Object> addManga (Long Id, String mangaName,
HttpServletRequest request) {

try {
Optional<Review> weaponData = reviewRepository.findById(Id) ;
if (weaponData.isPresent()) {

RestTemplate restTemplate = new RestTemplate();

String fullUrl = Links.getMangaUrl() + "?mangaName=" + mangaName;

ResponseEntity<String> response = restTemplate.exchange (fullUrl,
HttpMethod.GET, new

HttpEntity<>(createHeaders (request.getHeader ("Authorization"))),
String.class);
try {
String mangadSON = new String((response.getBody()) .getBytes());

if (mangaJdSON.equals ("[1")) {
logger.error ("Specified mangaName is incorrect");
throw new ResponseStatusException (HttpStatus.BAD REQUEST,
"Specified mangaName is incorrect");
}
JSONObject jsonObject = new JSONObject (mangaJSON) ;
Long mangald = jsonObject.getLong ("id");
logger.info ("Adding review to the manga with id {}...",
mangald) ;
return new ResponseEntity<> (updateMangald(Id, mangald),
HttpStatus.OK) ;
} catch (JSONException e) {
logger.error ("Error has occured: {}", e);
throw new RuntimeException (e);
}
}
else {
logger.error ("There is no such review with an id {}", Id);
throw new ResponseStatusException (HttpStatus.NOT FOUND, "There is
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no review with such id"):;

}

}

catch (HttpClientErrorException e) {
logger.error ("Client error has occured: {}", e);
throw new ResponseStatusException(e.getStatusCode());

}

}

public ResponseEntity<Object> addUser (Long Id, Long usersld,
HttpServletRequest request) {
try {
Optional<Review> reviewData =
if (reviewData.isPresent ()) {
RestTemplate restTemplate = new RestTemplate();
String fullUrl = Links.getUserUrl() + usersId;
ResponseEntity<String> response = restTemplate.exchange (fullUrl,
HttpMethod.GET, new

reviewRepository.findById (Id);

HttpEntity<> (createHeaders (request.getHeader ("Authorization"))),
String.class);
try |
String userJSON = new String((response.getBody()) .getBytes());
if (userJSON.equals ("[1")) {

logger.error ("Specified userId is incorrect");
throw new ResponseStatusException (HttpStatus.BAD REQUEST,
"Specified userId is incorrect");
}
JSONObject jsonObject = new JSONObject (userJSON) ;
Long userId = jsonObject.getLong ("id");
logger.info ("Adding review to the user with id {}...", userId);
return new ResponseEntity<> (updateUserId(Id, userId),
HttpStatus.OK) ;
} catch (JSONException e) {
logger.error ("Error has occured: {}", e);
throw new RuntimeException (e);
}
}
else {
logger.error ("There is no such review with an id {}", Id);
throw new ResponseStatusException (HttpStatus.NOT FOUND, "There is
no review with such id");
}

}
catch (HttpClientErrorException e) {

logger.error ("Client error has occured: {}", e);
throw new ResponseStatusException(e.getStatusCode());
}
}

public Review update (Review review)
{

return reviewRepository.save (review);

}

public Object updateUserId(Long Id, Long userId) {
Optional<Review> review = reviewRepository.findById(Id);
Review updatedReview = review.get();
if ( _review.isPresent()) {
logger.info ("Weapon's user id has been changed");
updatedReview.setUserId (userld);
}
else {
throw new ResponseStatusException (HttpStatus.NOT FOUND) ;

}
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return reviewRepository.save (updatedReview) ;

}

public Object updateMangald(Long Id, Long mangald) {

Optional<Review> review = reviewRepository.findById(Id);

Review updatedReview = review.get();

if (_review.isPresent()) {
logger.info ("Weapon's manga id has been changed");
updatedReview.setMangald (mangald) ;

}

else {

throw new ResponseStatusException (HttpStatus.NOT FOUND) ;
}
return reviewRepository.save (updatedReview) ;

}

public ResponseEntity<?> delete(Long Id) {
Optional<Review> weaponData = reviewRepository.findById(Id);
if (weaponData.isPresent()) {
reviewRepository.deleteById (Id);
return new ResponseEntity<String> ("Weapon was deleted",
HttpStatus.NO CONTENT) ;
}
else {
logger.error ("There is no such review with an id {}", Id);
return new ResponseEntity<String> ("There is no review with such id",
HttpStatus.NOT FOUND) ;
}
}

public boolean isTokenValidAnybody (Long userId, HttpServletRequest
request) {

String headerAuth = request.getHeader ("Authorization");
if (headerAuth != null && headerAuth.startsWith ("Bearer ")) {
Stringl[] s;
try {
S =

Jwts.parser () .setSigningKey (jwtSecret) .parseClaimsJdws (headerAuth.substring(7)
).getBody().getSubject().split("l");
logger.error ("User id: {}", userId);
} catch (Exception e) {
logger.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
}
if ((s[2].contains ("ROLE MODERATOR") ||

s[2] .contains ("ROLE INTERPRETER") || s[2].contains ("ROLE USER") ||
s[2] .contains ("ROLE ADMIN")) && s[0].contains(String.valueOf (userld))) {
return true;
} else {

logger.error ("Forbidden with this JWT");
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}
} else {
logger.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}

public boolean isTokenValidModerator (HttpServletRequest request) {
String headerAuth = request.getHeader ("Authorization");

if (headerAuth != null && headerAuth.startsWith ("Bearer ")) {
Stringl] s;
try {

s =
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Jwts.parser() .setSigningKey (jwtSecret) .parseClaimsJws (headerAuth.substring(7)
) .getBody () .getSubject () .split (") ;

}

}

} catch (Exception e) {
logger.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;
}
if (s[2].contains ("ROLE MODERATOR")) {
return true;
} else {
logger.error ("Forbidden with this JWT");
throw new ResponseStatusException (HttpStatus.FORBIDDEN) ;
}
} else {
logger.error ("Unauthorized with this JWT");
throw new ResponseStatusException (HttpStatus.UNAUTHORIZED) ;

}

public HttpHeaders createHeaders (String jwt) {
return new HttpHeaders () {{
set ("Authorization", Jjwt);

bhi

package io.javabrains.reviewservice.model;

@QTable (value = "review")
public class Review ({

@Id
@PrimaryKeyColumn (name = "Id", ordinal = 0, type =

PrimaryKeyType.PARTITIONED)

private Long Id;

@Column ("text")
@CassandraType (type = Name.TEXT)
private String text;

@Column ("date")
@CassandraType (type = Name.DATE)
private LocalDate date;

@Column ("userId")
private Long userId;

@Column ("mangaId")
private Long mangald;

public Review() {

}

public Review(Long Id, String name, LocalDate date, Long taskId, Long

bandId) {

this.Id = Id;

this.text = text;

this.date = date;

this.userId = userId;

this.mangald = mangald;
}

public Long getId() {
return Id;

}



public void setId(Long id) {
Id = id;
}

public String getText () {
return text;

}

public void setText (String text) {
this.text = text;
}

public LocalDate getDate() {
return date;

}

public void setDate (LocalDate date) {
this.date = date;
}

public Long getUserId() {
return userld;

}

public void setUserId(Long userId) {
this.userId = userId;

}

public Long getMangalId() {
return mangald;

}

public void setMangald(Long mangald) {
this.mangald = mangald;

}

@Override
public String toString() {
return "Id =" + Id + ", text = " + text + ", date = " + date +",
userId = " + userId + ", mangald = " + mangald;

}
}

package io.javabrains.reviewservice.controller;

@RestController

@RequestMapping ("/api/vl/reviews")
@CrossOrigin ()

public class ReviewController {

@Autowired
ReviewService reviewService;

@Autowired
ReviewRepository reviewRepository;

Logger logger = LoggerFactory.getLogger (ReviewController.class);

@RequestMapping (method = RequestMethod. POST)
public Review addReview (G@RequestBody Review review, HttpServletRequest
request) {
reviewService.isTokenValidAnybody (review.getUserId (), request);
logger.info ("Saving review: {}", review);

72
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return reviewService.create (review) ;

}

@RequestMapping (method = RequestMethod.GET)
public ReviewResponse reviews () {
return reviewService.getAllReviews () ;

}

@GetMapping ("/{Id}"™)
public ResponseEntity<?> getReviewById(@PathVariable ("Id") Long Id,
HttpServletRequest request) {
reviewService.isTokenValidModerator (request) ;
return reviewService.getById(Id);

}

@PatchMapping ("/{Id}")
public ResponseEntity<?> updateReview (QPathVariable ("Id") Long Id,
@RequestBody Review review, HttpServletRequest request) {
reviewService.isTokenValidAnybody (review.getUserId(), request);
return reviewService.updateById(Id, review);

}

@RequestMapping (value="/{Id}", method = RequestMethod.DELETE)
public ResponseEntity<?> deleteReview (@PathVariable("Id") Long Id,
HttpServletRequest request) {
reviewService.isTokenValidModerator (request) ;
logger.info ("Deleting the review with and id {}", Id);
return reviewService.delete (Id);

}

@PatchMapping ("/{Id}/user")
public ResponseEntity<Object> updateReviewsUser (@PathVariable ("Id") Long
Id, @RequestBody Long userld, HttpServletRequest request) {
reviewService.isTokenValidAnybody (userId, request);
return reviewService.addUser (Id, userId, request);

}

@PatchMapping ("/{Id}/manga")
public ResponseEntity<Object> updateReviewsManga (@PathVariable ("Id") Long
Id, @QRequestBody String mangaName, @ApiIgnore Review review,
HttpServletRequest request) {
reviewService.isTokenValidAnybody (review.getUserId (), request);
return reviewService.addManga (Id, mangaName, request);

}
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