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THE IMPACT OF DIGITAL TRANSFORMATIONS
ON THE TRANSPARENCY OF FINANCIAL-ECONOMIC RELATIONS

AND FINANCIAL SECURITY OF UKRAINE

Urgency of the research. The spread of digital information technologies can
significantly increase the opportunities for publicity and growth of financial relations, reduce
abuse and corruption, which in turn will contribute to financial security at all levels of the
economic system. The aim of the article is to create a methodological basis and
methodological basis for the formation of a fundamentally digital model of transparency of
financial and economic relations at the level of public finance, which minimizes threats to
financial security and maximizes development opportunities due to digitalization of economy
and society. The statement of basic materials. The article analyzes the current scientific
approaches to determining the impact of digital transformations on ensuring the transparency
of financial relations and identifies the most relevant areas of research on this topic.
Bibliographic analysis was carried out with the help of modern software VOSviewer, which
revealed cluster relationships between the categories of "digital transformations", "national
security" and other economic categories, which once again showed significant global scientific
interest in this topic and its interdisciplinary nature. . Given that the key role in shaping the
financial security of the state belongs to the provision of budget security indicators,
considerable attention was paid to considering the specifics of the Open Budget Index, which
is formed by calculating indicators that comprehensively characterize the transparency of the
budget process. The rating positions of Ukraine according to this index are compared with the
positions of other countries. The possibilities of the Transparent Budget system, which is part
of the open government of Ukraine, are considered. The peculiarities of the Open Budget and
Open Spending web portals, which provide informational support to the budget process and
provide citizens with access to information on public funds at all stages of planning and use,
are analyzed. Existing technologies and information opportunities to ensure the transparency of
public debt policy, foreign exchange and monetary market are considered. Conclusions. The
study shows that the synergistic combination of digitalization and integrated development of
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financial transparency is an effective means of improving financial security, reducing
information barriers and will be a catalyst for positive changes in the economy.

Keywords: financial security, digitalization, financial transparency, budget process,
public debt, monetary policy.
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BMNUB LULM®POBUX TPAHCOOPMALIA HA TPAHCIMAPEHTHICTb
®IHAHCOBO-EKOHOMIYHUX BIAHOCWUH TA ®IHAHCOBY
BE3MEKY YKPAIHU

AKTyanbHicTh AocaizkeHHs. [lommpenns nudpoBux iHpopMaliiHUX TEXHOJIOTIN
JI03BOJIIE 3HAYHO MIJBUIIMTH MOXJIMBOCTI 3a0e3MedyeHHs MyOJiYHOCTI Ta MPOpPOCTI
(iHaHCOBUX BIAHOCHMH, 3MEHILIMTH 3JIOBXKMBAHHS Ta IMPOSBU KOPYIIii, 110 B CBOIO 4Yepry
cpusiTUME 3a0e3MeueHHI0 (PiHAHCOBOT O€3MeKM Ha BCIX PIBHAX EKOHOMIYHOTO YCTPOIO.
MeTo10 cTATTi € CTBOPEHHS METOJI0JIOTIYHOTO MIIIPYHTS Ta METOAUYHMX 3acajl (OpMYyBaHHS
MPUHIUIIOBO M (PPOBOT MOJIEINT TPAHCHAPEHTHOCTI (PIHAHCOBO-€KOHOMIUHUX B1THOCHH Ha PiBHI
nyOIiYHUX (iHAHCIB, 3a AKOI MIHIMI3YIOTbCS 3arpo3u (DiHaHCOBIM Oe3Mmelll Ta MAKCUMI3yIOThCS
MOJKJIMBOCTI PO3BHUTKY, OOYMOBJEHI LU(POBI3AIIEI0 €KOHOMIKM Ta CYCHUIbCTBa. Bukian
OCHOBHOI'0 MaTepiaay. Y CTaTTi npoaHaIi30BaHO 1CHYIOUYl HA CHOTOJHI HAYKOBI MiIXOAH J0
BU3HAYCHHS BIUIMBY LHM(poBUX TpaHchopMmamii Ha 3a0e3NeYeHHs TPaHCIAPEHTHOCTI
(h1HaHCOBUX BIIHOCHH Ta BU3HAYEHO HAWOUIbII peleBaHTHI HANPSAMU JOCIIKEHb 32 JAHOIO
tematukoro. IlpoBeneno GibmiorpadiuyHuii aHami3 3a JONOMOTOI CY4aCHOTO MPOTPaMHOIO
npoaykty VOSviewer, skuii 103BOJIMB BUSBHTH HAasBHICTh KJIACTEPHUX B3a€EMO3B’SI3KIB MikK
kareropismMu «digital transformations», «national security» Ta I1HIIUMH EKOHOMIYHMMHU
KaTeropisiMi, IO I pa3 IMOKa3ajo HasBHICTh 3HAYHOTO CBITOBOTO HAyKOBOTO iHTEpecCy IO
JaHoOT TeMaTHKU Ta 1 MDKIMCLUMIUTIHADHUN XapakTep. BpaxoByrouu, 110 KJIIOUOBa poOJib B
dhopmyBaHH1 (HiHAHCOBOI O€3MEKU JIeP>KaBU HAJICKHUTH 3a0€3MMEUCHHIO TTOKA3HHUKIB OO KETHOT
Oe3mekn 3HauHa yBara Oyrna MNpUALIEHa PpO3IJsLAy OCOOIMBOCTEH BU3HAUeHHS I[HAEKcy
BikpuTocTi Orojkery (Open Budget Index) sikuii QopmyeThcsi HUIIXOM PpPO3paxyHKY
MOKa3HHKIB, 10 PI3HOOIYHO XapaKTepU3yIOTh TPAHCHAPEHTHICTh OIOKETHOTO IPOILECY.
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3niiiCHEeHO TOPIBHSIHHS PEUTHHTOBHX IMO3UIINA YKpaiHM 3a JaHUM IHIEKCOM 3 TO3UIlISIMU
iHImMx Kpaid. PosrmsHyro MoximBocTi cuctemu «lIpo3opuit Oromxer», sfika € 4acCTUHOIO
BIIKPHUTOTO Ypsiny Ykpainu. IIpoananizoBaHO 0cOOMMBOCTI AisuibHOCTI BeO-mopTaiiB «Open
Budget» ta «Open Spending», sxi 3aificHIOIOTH iH(GOpMAIiiHY HiATPHUMKY OFOIKETHOTO
MPOIIeCy Ta HAIAI0Th TOCTYI TPOMAIsIHaM J10 iHpOopMallii mpo myOIiuHI KOIITH Ha BCIX CTaisIX
IJIaHYBaHHS Ta BUKOPUCTAHHS. PO3TIIIHYTO iCHYIOU1 TEXHOJIOTIT Ta iHOpMAaIIiitHI MOYKIUBOCTI
3a0e3rneueHHs] TPAHCIIAPEHTHOCTI JIeP)KaBHOI OOPTroBOi MOJIITUKH, BATIOTHOTO Ta TPOIIOBO-
KpEeAUTHOTO pUHKY. BucHoBKkM. [lochmimkeHHs moOKa3ye, L0 CHHEPreTUYHE MO€THAHHS
nporeciB udpoBizalii Ta KOMIUIEKCHOT po30yJI0BH CUCTEMHU TPAHCHAPEHTHOCTI (iHAHCIB €
Ji€BUM 3acO00M MiABUIICHHS (DIHAHCOBOI O€3MEeKH, 3MEHIIICHHs iHpopMaliiHuX Oap’epiB Ta
CTaHe KaTaJli3aTOPOM MO3UTUBHUX 3PYIICHb B €KOHOMIIII.

KurouoBi ciaoBa: ¢inancoBa Oesneka, nudposizallis, TpaHCHIAPEHTHICTh (iHAHCIB,
OroKETHUH TpoIiec, AepKaBHUM O0pr, BAIFOTHA MOJITHKA.
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Introduction. The rapid development of information technology in the last
decade has contributed to the spread of digitalization of all spheres of society,
including the implementation of financial relations at the public, corporate and
personal levels. This primarily concerns new opportunities in the field of public
financial services, fiscal policy, budget process, public debt management, and
more. One of the manifestations of digital transformations in financial relations is
the increase of their transparency, publicity, and transparency, which on the one
hand makes it possible to fully implement the principles of financial control, and
on the other creates additional challenges related to the need to maintain financial
information there is a need for this. All this directly affects the level of financial
security of individual economic entities and the state as a whole.

Thus, it can be noted that there is a need for additional research to find
effective mechanisms and tools to combine modern digital capabilities to ensure
the necessary level of financial transparency while maintaining the appropriate
level of financial security.

Analysis of researches and problem statement. The issue of ensuring
financial security in the context of digital transformations and increasing the level
of transparency of financial relations is increasingly the focus of attention of many
worlds and Ukrainian scholars. For example, N. Penteleeva [1] in his work reveals
the characteristics of digital technologies and financial innovations based on them
from the standpoint of expectations and impacts on the financial security of the
state. The issue of improving the effectiveness of the information policy of
Ukraine in terms of ensuring its financial security is raised in the work of
A. Glushko, V. Pantas, and S. Babenko [2]. In their study, the authors cite the
system of information policy, taking into account the factors of digital
transformation, and justify its importance in the mechanism of financial security
of Ukraine. The work of S. Onyshko and V. Chubenko [3] is devoted to the
establishment of the main indicators that have an impact on financial security,
determining their role and interaction in the digital economy. Considering the
interaction of financial security with modern digital technologies, the authors



emphasize the possibility of obtaining valuable information through access to the
Internet - a network whose data is open, which allows for transparency in business
processes, public life, and the state. These are authors such as S. Yesimov and
V. Bondarenko [4], A.Cannizzaro and R.Weiner [5], O.Ali, M. Ally,
Y. Dwivedi [6], J.Chod, N. Trichakis, G. Tsoukalas, H. Aspegren, and
M. Weber [7], F. Brunetti, D. Matt, A. Bonfanti, A. De Longhi, G. Pedrini, &
G. Orzes [8], P.Gomber, R.J. Kauffman, C.Parker, & B.W.Weber [9],
T. Niemand, J.P.C. Rigtering, A. Kallmiinzer, S. Kraus, & A. Maalaoui [10],
H. Mishchuk, S. Bilan, H. Yurchyk, L. Akimova, M. Navickas [11]. This list is
far from complete, with the development of financial and economic relations, new
publications and research results are constantly appearing to find effective ways
to ensure business security in these conditions.

Methodology and research methods. The theoretical and methodological
basis of the work is the basic provisions of the concept of financial security of the
state, one of the factors of formation of which is the level of digital
transformations taking place in the economy and society. The consequence of
such transformations is an increase in publicity and transparency of financial
relations at all levels of the economic system. One of the effective safeguards
against new security threats is, first of all, the transparency of financial and
economic relations at the public level, which requires intensified research in this
area. Methods of economic, systematic, and comparative analysis and synthesis
were used in the research process. Computational-analytical, statistical, graphical,
and rating assessment methods and bibliometric analysis methods were used in
the data processing.

Research results. Among the many definitions of financial security, the
most complete can be considered definition given by O. Baranovsky. According
to him, financial security is: "... the level of security of the citizen, household,
population, enterprise, organization, institution, region, industry, sector, market,
state, society, intergovernmental organizations, the world community with
financial resources sufficient to meet their needs and fulfill existing obligations"
[12]. Thus, financial security is seen as a multilevel system that functions as a
single organism whose activities are aimed at creating conditions for the
sustainable development of households, enterprises, and the state as a whole.

In order to determine the categorical relationships of this concept, it is
advisable to use the method of bibliometric analysis, which reveals the importance
of digital transformation on financial security by analyzing the level of publishing
activity of scientists, reflected in the clustering of key research concepts. The
basic tool for bibliometric analysis is VOSviewer. The key terms used in the
Scopus scientometric database to search for and select 118 documents are digital
transformations and national security. In the VOSviewer application, based on the
type of co-occurrence analysis and the all keywords tool with a minimum of 2
words, 146 out of 1,135 terms were selected that were filtered from synonymous
words. The results of the analysis can be seen in Figure 1.
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Fig. 1. Results of bibliometric analysis of the terms "digital transformations" and

"national security" in VOSviewer
Source: compiled by the authors

Based on the analysis, it is possible to note the key terms with the highest
number of matches and the strength of the connection with other concepts.
Visually, such terms have a larger circle and a network of connections with other
words and phrases. Among them: "digital transformation” with a number of
occurrences - of 25, and strength of communication - of 131, "cybersecurity" has
a number of occurrences - of 15, and strength of communication - 86, in turn, the
phrase "network security" with the number of occurrences - 13, has a strength of
communication - 17, the term "national security" has a number of occurrences -
11, and the strength of communication - 56, other keywords are less mentioned in
research and less interdependent.

The analysis shows that current research addresses the need to ensure the
transition to digital forms of storage, processing, and transmission of data,
ensuring the confidentiality of information in view of current opportunities for
cyber-attacks and other forms of network threats. Developed database
management systems and the protection of computer networks prevent the
emergence of information threats to national security. Considerable attention in
such studies is paid to the Industry 4.0 program. The digital transformation of
industry, in cooperation with representatives of public, private, and scientific
structures, which in addition to economic goals also aims to achieve social and
environmental goals, will allow the development of new-generation products and
technologies. Transparency and digitalization of financial and economic



processes directly affect social and environmental security, which together
contribute to the development of human potential.

In the economic system of the state, financial security is most influenced
by ensuring transparency at the level of public finances, where a significant role
belongs to ensuring budget security indicators, which are primarily influenced by
the principles of transparency of budgetary relations. Increasing the level of
budget transparency contributes to the realization of the following goals:

- better provision of budget commitments and services by the state, as well
as increasing the level of satisfaction with the quality of public services;

- involvement of the public in the budget process, taking into account their
opinion in determining the priorities of development of the territory;

- conducting broader public control over the targeted spending of budget
funds;

- increasing the level of responsibility of the executive (representative)
government for the development and implementation of the budget;

- improving the efficiency of budget funds;

- increasing the investment potential of public law education and increasing
the competitiveness of territories.

Assessment of the level of budget transparency at the international level is
carried out by the specialized international non-governmental coalition
International Budget Partnership (IBP), which aims to calculate and publish the
Open Budget Index, which is formed by calculating indicators:

1) Transparency Index (Transparency (Open Budget Index));

2) Public Participation Index;

3) index of control over the budget process by the legislature and the
supreme audit institution (Oversight by Legislature).

According to the IBP report for 2019, Ukraine ranks average in the world
in terms of budget transparency (Open Budget Index) (Fig. 2). As can be seen
from the figure, in recent years the level of budget transparency has improved
somewhat, primarily due to the increase in information saturation of the budget
process at the executive level.
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Fig. 2. Positions of Ukraine on indicators of budget transparency
(Open Budget Index)

Source: [13].



In addition to the budget transparency indicator, public participation in its
formation and control over implementation is important. In determining the public
participation index, the IBP assesses the formal opportunities provided by the
government to NGOs to participate fully in the various stages of the budget
process. The Public Participation Index includes 18 indicators that take into
account the experience and best practices of such participation. According to the
latest estimates, Ukraine has 33 points out of 100 possible (Fig. 3).
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Fig. 3. Positions of Ukraine on the index of public participation in the budget

process (“'Public Participation”)
Source: [13].

The IBP also assesses the role of the legislature and audit bodies (the State
Audit Office of Ukraine) in their ability to control the budget process by
calculating 18 relevant indicators. For Ukraine, this figure is 87 out of 100
possible (Fig. 4).
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Fig. 4. Positions of Ukraine on the index of control over the budget process by
the legislature and the supreme audit institution ("Oversight by Legislature")

Source: [13].

In recent years, the Transparent Budget system has been actively
implemented in Ukraine. One of the main tasks of the Transparent Budget system
Is to automate the budget process and eradicate the corruption component in this



process. The Transparent Budget Information and Analytical System ensures the
transparency of budget processes and procedures at the state and local levels and
allows citizens to control the use of funds by managers, budget recipients, state-
owned enterprises, the Pension Fund, and the Social Insurance Fund.

The Transparent Budget system is part of the open government of Ukraine,
responds to civil society's demand for transparency in the use of public funds, and
takes into account the recommendations of the World Bank, the International
Monetary Fund, and the International Budget Partnership on international
standards of transparency. costs (Open Spending), Open Contracting, and Citizen
Participation.

The Transparent Budget system provides citizens with access to
information on public funds at all stages of planning and use, helps increase the
country's investment attractiveness through more open government policies and
reduces the likelihood of abuse and corruption at all stages of the budget process.
The Law of Ukraine "On Openness in the Use of Public Funds” requires
information on the use of public funds at the state and local levels. For this
purpose, information portals were created: "Single web portal for the use of public
funds (https://spending.gov.ua)™ and "State web portal of the budget for citizens
(https://openbudget.gov.ua/)". The starting pages of these portals are shown
in Fig. 5.

Fig. 5. Web resources for information support transparency of the budget

process
Source: [14].

The web portal "spending.gov.ua"” started its work on September 15, 2015,
with the support of volunteers. The web portal provides public access to
information on the use of public funds by managers and recipients of state and
local budgets, economic and state-owned entities, the Pension Fund of Ukraine,
and the funds of compulsory state social insurance. The web portal promotes the
transparency of the public finance system and budgeting procedures, satisfies the
interests and the right of the public to receive reliable information promptly, and



increases the responsibility of managers and recipients of budget funds at the state
and local levels.

The web portal "openbudget.gov.ua™ is an official state portal with open
data on public finances: state and local budgets. The portal presents key budget
terms and deadlines of the budget process, indicators of state and all local budgets
(revenues, expenditures, lending, and financing), data on public debt, and budget
managers. The portal contains a unique analytical tool BOOST, which allows you
to analyze budget indicators at all levels.

These information resources help to increase the transparency of the budget
process and increase the responsibility of managers and recipients of budget funds
of both state and local budgets to society. The information posted on these portals
can be used in the process of monitoring the use of public funds by government
agencies (the Accounting Chamber of Ukraine and the State Audit Office of
Ukraine), as well as the media and NGOs.

The components of debt security are the relative indicators of the state of
domestic and foreign debt, the yield of IGLBs, the value of the EMVI + Ukraine
index, and the volume of international reserves. Considering various aspects of
public debt management, most authors draw attention to the problems of lack of
openness and transparency of public debt policy.

Maintaining the regulatory level of public debt, as well as its most efficient
spending are the main tasks of the authorities. Based on this, it is necessary to
constantly monitor public debt, because a significant excess of public debt will
negatively affect the stability of the country's economy, as well as the cost of
servicing public debt can have a strong impact on the state budget.

Transparency of public debt policy is ensured by the Ministry of Finance
of Ukraine, whose website contains information on public debt statistics, rates,
and auctions for the sale of IGLBs, etc. (Fig. 6).



gov.ua 4p People with
[l stete webstes of Ukrane

visual impairment

MINISTRY OF FINANCE OF UKRAINE

About Ministry Folicy Issues legislation Data Cooperation with Civil Society Press Center f L4 D - Q Search

o = b . =
Debt policy State-owned Banks @ ICHZ‘::S:::;&: E:é VAT Refund

@

ug Budget policy

Debt policy

v Most Recent Auctions Results

ABOUT MINISTRY
State debt statistics ——  Primary Dealers

POLICY ISSUES A

v BUdgEl p{lll(y UAL000221438 2 months 22032022 10.00%
UA4000225791 -
Auctions Calendar % Investor Relations UA4000225668 1 year
UALDD0225809 13 years

A4000225775 1year

W Tax Policy

S

W Customs Policy

W Accounting and Auditing

A Debt policy

Latest news Auction results

UA1000222509 8 months 9.04.2022

Fig. 6. Page of the website of the Ministry of Finance of Ukraine
on debt policy

Source: [15].

An important component of financial security is currency security, ensuring
publicity and transparency which is part of the functions of the NBU. In the
current context of globalization and informatization of society in order to reduce
undesirable synergies in the monetary system, one of the ways to improve the
monetary policy of the National Bank should be to increase the transparency of
foreign exchange transactions, which increases financial security.

In order to ensure publicity and transparency of the foreign exchange
market, the NBU publishes on its website the dynamics of the official exchange
rate of hryvnia to foreign currencies, information on foreign exchange auctions,
and indicators of foreign exchange transactions, foreign exchange transactions,
results of foreign exchange interventions. (Fig. 7). A separate page on the NBU
website is devoted to the issues of currency liberalization, i.e., the creation of
preconditions, the onset of which is necessary for the transition to the regime of
free movement of capital - the ultimate goal of currency liberalization.



Noncas! h FX Market Individuals’ transactions in the FX market

nnnnnnnnn

May Jun Jul Aug Sep Oct Nov Dec 2022 Feb Mar

Purchased by bank customers Sold by bank customers Interbank transactions (NBU inclusive)

Fig. 7. Information support of the NBU monetary policy (fragment of the site)
Source: [16].

The NBU website and other web resources also contain information on
currency security indicators, such as gross international reserves of Ukraine,
months of imports; the share of loans in foreign currency in the total amount of
loans, interest; the level of dollarization of the money supply, etc. Measures are
taken to increase the transparency of currency regulation are aimed at stopping
the export of capital, money laundering illegally under the guise of foreign
investment, and the functioning of the shadow sector in foreign trade and the
financial market.

The monetary security indicator includes indicators of the share of cash in
the non-banking system, i.e., the ratio of monetary aggregates MO / M3, interest,
the difference between interest rates on loans and deposits, and the share of
consumer loans to households in households. Funds are withdrawn abroad.
Statistical data published by the NBU contain information on the dynamics of
changes in monetary aggregates, interest rates on active and passive operations of
the NBU, the volume of credit and deposit resources, etc.

Conclusion. The study allows us to conclude that today digital technology
Is a powerful driver of the principles of transparency of financial relations, which
Is especially evident at the level of public finance. It is transparency that allows
to reduce abuses in the financial sphere, reduce the level of corruption and shadow
the economy, which ultimately allows increasing the level of financial security of
the state. In Ukraine, in the field of public finance, digitalization has become most
widespread in the budget process, where, thanks to the introduction of the
"Transparent Budget" system, the web portals "spending.gov" and
"openbudget.gov.ua” managed to significantly increase the transparency of public
and local levels. The transparency of the state debt policy has significantly
increased due to the implementation of the principles of information openness
through the website of the Ministry of Finance of Ukraine. An important
component of ensuring the financial security of the state is banking security,
where the main institution of publicity and transparency is the National Bank of
Ukraine. It is through the NBU website that you can find the latest information on



the state of the foreign exchange market, monetary policy, etc. Thus, the digital
transformations that have taken place in Ukraine in recent years have significantly
increased the transparency of financial relations, especially at the public level.

The prospect of further research is to assess the positive and negative
effects of the diffusion of new digital technologies in the financial sector in the
implementation of transparency tools, as well as to identify fundamental patterns
of influence of digitalization and transparency of financial and economic relations
on financial security.
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