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SUMMARY

Every company or institution in its activities today uses the wide range of opportunities
provided by the Internet. However, along with the capabilities of the World Wide Web poses many
threats to information security, and that is why special attention should be paid to network attacks on

the information system and ways to protect against them.

The purpose of this work is to compile a sample of software and hardware firewalls and to
conduct a comparative analysis of objects from this sample. Also, one of the main tasks is to analyze
the SSU network and investigate its protection on the example of the IT-infrastructure of the campus
"Center" and give recommendations on the use of firewalls in the information systems of educational

institutions based on the analysis.

Actuality: Modern educational technologies in educational institutions are based on the
intensive use of information resources and information systems. The security of these systems is very
important for the proper functioning of the educational institution and for ensuring the proper quality
of education. Confidentiality, integrity and availability of information are key, because their violation
will lead to a negative impact on the educational process: financial losses, inconvenience to students,
teachers and administration, etc.

This paper highlights one of the ways to ensure network security of the information system of

the educational institution, namely the use of firewalls.
The object of the study: software and hardware firewalls
The subject of the study: comparative analysis of software and hardware firewalls

The objectives of the research:

o to explore aspects of information system protection from a theoretical point of view;
o to conduct a comparative analysis of the most popular software and hardware firewalls;
o to analyze the segment of SSU network, to study its composition and condition;

o to explore software solutions used in this network segment;

o on the basis of the conducted research to give recommendations on the use of firewalls

in the information systems of educational institutions.

Methods: theoretical review of literature sources, scientific publications, documentation on
the topic of work, as well as their systematization and generalization of information; comparative
analysis of the studied objects (namely firewalls used in the network of the campus "Center" SSU);

research and test of possible solutions in practice.



The structure and scope of diploma for the bachelor’s degree: the paper consists of
introduction, three chapters, conclusion and references, which contains 14 names. The total volume

of diploma paper for bachelor’s degree in 37 pages, including 21 Figures, 5 tables.

The first chapter describes the general aspects of information system protection. It includes
information about network security threats, ways to protect against network attacks, then provides
information about the firewall as one of the ways to protect the network.

It has been found that a firewall is a system based on software or hardware, which is a kind of
intermediary between secure and untested networks, as well as their parts. The main function of a
firewall is to filter out harmful and potentially dangerous content and connections. It also prevents
unauthorized access to data by attackers, provides access control to network equipment and ports,
collects the activity of applications and equipment in statistics. The firewall can be hardware or
software. A hardware firewall is the first line of defense, as they are mostly configured on routers that
contain customized hardware and software. It monitors every packet that reaches and leaves your
network, checking its source, recipient address, and header if it can be trusted. Only when the packet
is tested is it allowed to go through the hardware firewall and send it to the destination computer. A
software firewall, on the other hand, is more specialized software when the number of users in an
organization is relatively small. However, in large organizations, despite the security of the hardware

firewall, it is also recommended to use a software firewall.

The second chapter provides an overview and comparison of the most popular solutions
among software and hardware firewalls.

6 representatives of software firewalls for OS Windows were selected. The next step was to
consider what functions a firewall provides (or does not provide). As a result, a table was created,
which describes the main features of each of them. And after analyzing all the information, it was
concluded that for optimal protection and prevention of threats, you should choose the Comodo
firewall. Among the hardware firewalls, 8 representatives were selected, and their main
characteristics and functions were compared in the form of a table. Based on the information in the
table above, the number of PCs on the network and the complexity of implementing the presented
hardware firewalls, it can be concluded that one of the best options would be to use a firewall from

Cisco or Fortinet.

The third chapter provides information on the protection of the SSU network. It was found
that the IT-ecosystem of Sumy State University is a set of territorial units (campuses): Main, Center,
Medical Institute, Mechanical Engineering College, Shostka and Konotop Institute. The only

information and telecommunication system of SSU has 4500 computers. It's a fairly powerful tool,



but it's outdated (less than half of computers are modern and support licensed Windows 10, the rest
run on Windows 7 and Windows XP) and need protection.

That is why the introduction of a hardware firewall in this IT-infrastructure was considered
on the example of the campus "Center". The first step was to analyze the network and build a diagram
that clearly demonstrates the IT-structure of all sites and their relationship. From this diagram it
became clear that the main distribution point is located in the building Ne2, and it is part of the
firewalls to which this work is dedicated. The scheme of execution of DNS-requests of network users
and the scheme of how HTTP and HTTPS requests pass through a firewall were also constructed.

Next, in the form of a table was shown a comparative characteristic of Cisco firewalls (ASA
5510 and one representative 5525-X), used to protect the studied network segment. The table shows
that the Cisco ASA 5525-X is far superior to its "younger brother" in almost all criteria, and this is
not surprising, because it is designed for enhanced protection against the latest threats and malware
thanks to FirePOWER services that provide integrated protection from threats throughout the attack
process: before, during, and after the attack.

An example of setting up a firewall for filtering was also created and recommendations on the

use of firewalls in the SSU information system were provided.

CONCLUSION
1. Firewalls are one of the best ways to ensure enterprise network security;
2. Based on a comparative analysis of software firewalls, Comodo became the leader (on

the option to protect computer ports from scanning; from changes to critical system files; from
viruses, trojans, spyware and zero-day attacks, etc.);

3. Among the hardware firewalls, the leaders were Cisco and Fortinet (providing IPS
Detection and Prevention), malware and spam protection, web-based connectivity (SSL VPN),
application visibility and control, and URL filtering. -address, etc.);

4. Since the research segment of the network uses a new generation firewall Cisco ASA
5525-X, which has all the necessary functions, the use of software solutions becomes impractical, but
software firewalls make sense to use on those corporate computers that are used outside the office,
so the best option would be a Comodo firewall;

5. As a hardware protection of the network uses a fairly powerful base of Cisco ASA
firewalls, but the representative model 5500-X is only one of several, so we must strive to replace the

entire "fleet" of firewalls with these more modern and powerful models.



BOTYIL et 4
PO3JILJT 1 — ACTIEKTU 3AXUCTY THOOPMALIIMHOI CUCTEMMU ............. 5
1.1 3arpo3u 6e3nekn THPOPMALITAHOT CUCTEMM ...........ooovveeieeeieaiieaeieeieeeeene 5
1.2 CniocoOu 3axucty [C BIT MEPEKEBUX ATAK..........c.ooeeeeeeiieeeeeeeieeeiieeaeas 6
1.3 bpanamayep Sk OJIMH 13 CIOCOO1B 3aAXUCTY MEPEKI.......ooovveevrreeieanriannenne. 8
PO3/11J1 2 — TTPOI'PAMHI TA ATTAPATHI BPAHJIMAVEPH.......................... 12
2.1 Ornsia Ta NOPIBHSHHS O€3KOITOBHUX MPOTPAMHUX OpaHIMAYEpIB ...... 12
2.2 Ornsia Ta NOPIBHSHHS anapaTHUX OPAHAMAYEPIB.........c..ccovveeeeveennennns.. 18
PO311JI 3 — JOCJIJPKEHHSA ITMTAHDB 3AXUCTY MEPEXI CYMLY ......... 21
3.1 Cxnan ta ctad MEPEKI CYMJLY ..o 21
3.2 IT-inppacTpykTypa KaMIyCy «LIEHTP» ...c.oooviiiiiiiiiiiiiiiieee 22
3.3 bpanamayepu, [0 BUKOPUCTOBYIOTHCS B KaMmycl «LIGHTp» ................. 25
3.4 Tlpuknaa HajamTyBaHHs (HaepBoJia HA (PUIBTPAILIIO ...........c.oecvveeennnn.. 30
3.5 PekoMeHnanii moao Bukopuctanus opanamayepis y IC CymIAY ... 33
BUCHOBKW ..ot 35

CITMCOK BUKOPUCTAHOI JUTEPATYPH .......coooiiioiiieeeeeeeeea . 36



HEPEJIIK YMOBHUX CKOPOYEHb

Ab — AnmiHicTparop Ge3neku

['PII  — TonoBHU pO3NOALIBYHAMA TYHKT

IC — Indopmaniiina cucrema

IC30 - Iudopmaniiina cuctema 3aKiaaay OCBITH

113 — TlporpaMHue 3a0e3n€UYeHHS

IIK — TlepcoHanbHuil KOMIT OTEP

AMP — Posmmpenuii 3axuct Bix wkignuBux nporpam (Advanced Malware
Protection)

AVC — JleranpHa BUAMMICTH 1 KOHTPOJb noaarkiB (Application Visibility and
Control)

DNS - Cucrema nomennux iMmeH (Domain Name System)

IDS — Cucrema BusiBiicHHs BTopraeHsb (Intrusion Detection System)

IPS — Cucrema 3anobiranHst BTopraeHHsM (Intrusion Prevention System)

LAN - JlokaneHa mepexa (Local Area Network)

NAT - lleperBopenns mepexxeBux aapec (Network Address Translation)

URL - VHigikoBanuii nokaxxuuk pecypey (Uniform Resource Locator)

VLAN - BipryansHa tokanbHa Mepexa (Virtual Local Area Network)
VPN  — BipryansHa npuBatHa mepexka (Virtual Private Network)

WAN — T['noGanwsHa mepexa (Wide Area Network)



BCTYII

[Hpopmaniiina Oe3neka € BaXKIMBOKO As 3a0€3NEUYECHHS 1HTEPECIB OyAb-KOi
aepxaBu. CTBOPEHHS! PO3BHHEHOTO Ta 3aXMILECHOTO CEPEAOBHILA, SIKE Mae Oa3yBaTHCS
HA HOBITHIX AaBTOMATHM30BaHMX TEXHIYHUX 3ac00axX, € MNEPEIyMOBOK PO3BUTKY
CYCIIJIbCTBA TA KPAiHU.

3a OCTaHHI POKM B Hallii KpaiHi BiAOYIHCS SKICHI 3MiHHM, 0 OyJIM BUKJIMKAHI
NOCHJIEHUMH BIPOBAKEHHAM HOBOYACHWX 1H(OpMaLiifHuX TexHonorii. [Ipore, Toii
(axT, mo iHpopMaTH3allis BAOCKOHATIOBATIACH 3 BEJIMKOIO IIBUIKICTIO, 4 TAKOXK T€, 10
BOHA MPOHUKHYJA B yCI c(hepu, MPU3BEIO0, OKPIM O€3CYMHIBHUX ILTIOCIB, 1 10 MOSBH
psaay cyTTeBUX npoOieM. Sk pe3ynapTar, OyJn0o MOMIYEHO 3pICT HEOE3NEKH
HECAHKIIOHOBAHOTO  JOCTyNMy  JO0  KOMI'KOTEpHUX  Ta  1H(popMauiiHO-
TEJICKOMYHIKALIHHAX CHCTEM.

CydacHi TEXHONOrli HaBYaHHsS Y 3aKJIaJaX OCBITH TPYHTYHOTbCS CaM€ Ha
IHTEHCHBHOMY BMKOPHCTaHHI 1H(QOpPMAIIHNX pecypciB Ta 1HQOPMALIAHIUX CHCTEM.
besneka 1mux cucteM Mae Iy’K€ BOKIMBE 3HAYCHHS JUIS  HOPMAJBHOTO
()YHKIIIOHYBaHHSI HABYAJILHOTO 3aKJIaay 1 AJs 3a0€3MECUEHHs] HAJIEKHOT IKOCT1 OCBITH.
KoH}iaeHIIiHICT, TUIICHICTh Ta JOCTYMHOCTI 1H(OpPMAIi MarTh KJIKYOBE
3HAUEHHS, QJKE iX MOPYLICHHs MPUBEAE N0 HETaTMBHOTO BIUIMBY HA HABYAJIbHUMN
npouec: (piHaHCOB1 30UTKH, HE3PYUHOCTI JUT CTYACHTIB, BUKJIAJaqlB Ta aJAMIHICTpallii
3aKiaaay 1 T. 4.

Jlana poOoTa BHCBITIIIOE OJIMH 13 CNOCOOIB 3a0€3MEYEHHS MEPEKEBOI OE3MEKH
1HpOpMaLIHHOT CHCTEMH 3aKjaay OCBITH, a camMe BUKOPHUCTaHHs OpaHaMayepiB

(MepeKeBUX €KpaHiB/(PacpBoIIIB).



PO3JILJT 1 - ACHEKTH 3AXUCTY IHOOPMAIIMTHOI CHCTEMU
1.1 3arpo3u 6e3nexu iHpopmauiiinoi cucremu

IC — me CykynmHiCTh OpraHi3aliiHMX 1 HPOMHCIOBHX METOIIB OOpOOKH
1H(OopMaIlli, K1 CTBOPEH1 TSl 33J0BOJEHHS 1H(HOpMaLIHHUX BUMOT KopucTyBauis. [Tz
0OpOOKOK PO3YMIKOTBCS HACTYIHI €Tanu. PO3INYKYBAaHHs, 30WpaHHs, 30€piraHHs,
nepeaada i o0poOka iHpopmarii [1].

Koskna IC Mae 2 Takux KOMIIOHEHTA:

o anapaTtHe 3a0€3MeYeHHs — CYKYIHICTh TEXHIYHMX 3ac00iB, sKi
BINOBIAAKOTE 32 pyHKUiOHYBaHHs cuctemu (11K, nepudepiiini npuctpoi, rogarkosa
anaparypa Ta KaHaJiu rnepeadl 1aHux ),

o nporpaMHe 3a0e3neueHHsl — Hadip Mporpam, Mo BUKOPUCTOBYIOThCS AJIs
3abe3neueHHs podotu IC [2].

OpieHTyrOUYHCh Ha IO 1HQOpMaLio, MOKHA OOy IyBaTH MPUOIU3HY MOJEIb

IC30 (Puc. 1.1).

IC30

AmapaTtHe [porpamue Indopmartiiini .
3a0e3MeUeHHS 3a0e31IeUeHHS pecypen Kopucrysai
— Kowmm'totepn — CucremueI13 | Indopvanitni || | ANMiHICTpaIlis
peCypCH 3aKiIagxy
IncTpymenTansae Tngopmanifini Buxnaganskuit
— Cepsepn | HCTPY — pecypcn — Aa
113 CKIIa
(daxymbTeTy
|| Cucremu | | Ilpuxnagne | | Indbopmanifini || | HonomixHuit
30epiraHfs JaHux (HaBuanbHe) 113 pecypeu Kadenpu MepCoHa
— MepesxeBi 3acobu — Crynentu

Puc. 1.1. Mopens [C30

Sk 6auMMO, MOJENIb HABYAIILHOIO 3aKjaay SIBJIsS€ COOOK JOCHTH CKIaIHY

CUCTEMY, HE OCTaHHE Micle B POOOTI AKOi 3a0e3MeuyroTh amaparHi Ta TpOrpamHi
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3aco0M, MO 3AIMCHIOKTH ii 3aXWCT BiA MOTEHLIIMHMX 3arpo3 (K 30BHI, TaK 1
3CEPEIUHN ).

JIMBJISIYMCh HA 1€, CIIIA PO3MVISIHYTH HAWOLIbII HWMOBIPHI HEOE3MEKH, STKUM
MOKyTh mignaTucs mojaepui IC. Knacudikariis 3arpo3 mosisirae y HaCTyTHOMY:

o 3a KpuTepieM Oe3neku 1H(opManii, SKui MAAaTh aTarl (IOCTYIHICTb,
LUTICHICTh, KOH(IIEHIIHHICTS ),

o 3a ckimanoBumu 1C, Mo € nuniro nux 3arpo3 (iHdopmaris, nporpam,
anaparHe 3a0€3neUYeHHS ),

o 3a cmocoOboM  peamizamii  (BUIMAIKOBHMA/IIIECIPSIMOBAHUIA  BILUIUAB
MPUPOAHOTO/TEXHOTEHHOTO MOXOIXKEHHS ),

o 3a PO3MILIEHHSIM JKEpena 3arpo3 (Ui 3HaXOUThCS BOHO BCepeauHi ado
3308BHI IC) [3].

Byap-sxe mianpueMcTtBo abo ycraHoBa (y HamIOMYy BHIIAAKy — HABYAIbHHIA
3aKJIa) y CBOiM IISUIBHOCTI ChOTOJHI BUKOPHCTOBYE IIMPOKI MOKIIMBOCTI, SIKI A€
IaTepHeT. OnHAK pa3oM 3 MOKIMBOCTSIMHU BCECBITHS MEPEKA TPUHOCUTH O€3J114 3arpo3
iHdopmMarriitHid  Oesneni, 1 came TOMY OCOOJMBY yBary ClijJi OPUAUIATH caMme

MepekeBuM atakam Ha IC i cmocobam 3aXHCTy Bij HUX.
1.2 Cnoco0u 3axucry IC Big MmepexeBHX aTak

MepexkeBa araka — L€ MEBHA Misl, N0 3AIACHIOETBCS 3 METOK OTPHUMAHHS
KOHTPOJIFO Hal OyJb-SKOK JOKAIBbHOI a00 BIIJATIEHOT OOYHCTIOBATLHOK CUCTEMOKO
a00 KOMI'IOTEpOM. 3JIOBMUCHUKHA POOJISATH MEPEKEBI araku, MO0 3aXONUTH
YIPaBJiHHS HaJ ONEPALIHOK CHCTEMORO, PUBECTH 11 10 BIAMOBU B 0OCIYTOBYBaHHI
a00 OTpUMATH JOCTYII J0 3aXuileHoi iHdopmarrii [4].

Cepen OCHOBHUX MPUHIMUIIB 3a0e3neueHHs Oe3neku [C HaB4aIbHOTO 33Kty
BIJl MEPEXKEBUX aTaK MOKHA BUALJTATH HACTYIIHI:

1. 3axucT NpUCTPOiB, MAKIYCHUX 10 MEPEKI.

2. MepexeBl NpUCTPOi MOBHHHI OyTH CTIHKMMH 0 BiMOB 1 nepeadayaru

MOSKJIABICTD IIBUJIKOTO BITHOBJICHHS.



3. IIponyckHa 34aTHICTh MEPEKI NTOBUHHA OE3MEPEPBHO KOHTPOIIOBATHCS.

4. JlokampHa Mepeka NIANPUEMCTBA TOBUHHA OYTH BIAMOBOCTIHKOIO 1
nepeadadyaTi MOMIIMBICTh LIBUAKOTO BIAHOBJICHHS B pa3i MOTPEOH.

Cucrema MepekeBoi Oe3MekH sBIsiE COO0K KOMILUIEKC 3ac00IB 3aXKCTy, a4 HE
OOMEXKYETBCS JIMIIE OJHWUM METOJOM (HaBITh y BHUMNAAKY BIJIMOBH YaCTHHHU
o0JjlaJIHAHHS, 1HIIA YACTUHA MPOJOBXKYE BHUKOHYBATH CBOK POOOTY, IO MOJISrae y
3aXUCTI1 IaH1 BiJl KMOBIpHUX 3arpo3). BoHa:

o 3MIACHIOE 3aXUCT BiJ arak, MO MOCTYNATh K 3CEPEAUHU, TAK 1 330BHI
(BC1 HMOBIpH1 HEOE3MEKH, K1 MOKYTh MaTH HETaTUBHUIA BIUTUB HA YCTAHOBY, MOXKYTh
OyTH SIK 30BHILIHBOrO, TaK 1 BHYTPIMIHBOIO MOXOHKCHHS, a Al€Ba cHCTeMa Oe3MeKn
BIJIC/TIIKOBYE AKTUBHICTh B MEPEXKI, 1 y pa3i BUABICHHS aHOMAJIH 1a€ HA HAX CIYIIHY
pEaxIiro Ta BIAMOBIb),

o Bianosigae 3a Te, mo0 kOH(pIACHUIWHHWA OOMIH JTaHUMH MOKHA OyJo
peanmizyBatd B OyJb-sKy TOOUHY Ta 3 OyAb-sIKOTO MiCUs (CHIBPOOITHUKHA MOXYTh
OTpUMAaTH OE3MEYHMIA JOCTYN 0 MEPEXKI, 3HAXOASUMChH BIOMA);

o IneHTn(ikye KOpHUCTYyBadiB, TUM CaMuM 3a0e3ME4yroud JOCTYI M0
1Hpopmai (e 03Havae, U0 MpaBuiia JOCTYMY MOKYTh BCTAHOBITIOBATHCS 3BAKAKOUA
Ha Te, AKi poOoul PpyHKIIT HEH KOPUCTYBAayd Mae),

o 3ale3neuye HAOIAHICTE CUCTEMM (TEXHOJIOTI O€3MEKH JO3BOJISIOTH
CUCTEMI 3aro0IrTH SIK BXKE BIIOMHM aTakaM, Tak 1 HOBUM HEOE3NEYHUM BTOPITHEHHSIM )
[5].

ATaki Ha MEPEXKEBY 1H(PACTPYKTYPY MOXKYThb OyTH SIK AKTHBHHMH, TaK 1
MAaCUBHUMM (B 3aJICKHOCTI BiJ WIKIJUIMBOTO MPOTPAMHOIO 3a0€3MECUCHHS, SIKE
BUKOPHCTOBYIOTh 3JIOBMHCHUKH). Tomy, mo0 3abe3neuntu O€3NEKy MEpexi,
BUKOPHCTOBYIOTHCSI KOMIUIEKCHI 3aXO/H:

o OATaHCYBAJIbHUKH HABAHTAXKECHHS (OAJaHCYBANBHUK HABAHTAKCHHS
BUpILIYyE, HA SKWUH CEPBEp HANPABUTH 3aluT, 3a JONOMOIOK KOMOIHAWii BOX

YMHHHKIB. CMOYaTKy OaJaHCYBAJIbHUK BH3HAYA€ CEPBEPH, SKI MOXKYTh IIBHIKO 1
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aJICKBaTHO 3pearyBaT HA 3alUTH, a MOTIM BiH BUOMPAE OJIMH 3 TOCTYITHUX CEPBEPIB,

KEPYHOUMCh NONMEPEAHBO CKOH(DITYPOBAaHUMU NIpaBuiiamMu [6]);

o CUCTEMU BUSBIICHHS Ta 3aM00IraHHS 3arpo3am 3J10MY;
o 3ac00M 3aXMCTY BIJ [IUTbOBUX aTak;

o MDK-MEPEXKEB1 €EKpaHu (OpaHIMayepH ),

o CUCTEMH MOHITOPUHTY MEPEXKI;

o mr(poBaHl KaHAIM Mepeaayl JaHux [7].

[Ipo omuH 3 nux 3aco01B 3a0€3MECUEHHS MEPEXKEBOI OE3MEKH HABYATHHOTO

3aKiIaay, a caMme mpo MEPEKEBUIM €KpaH, MU MOTOBOPUMO OUTBII ACTATBHO.
1.3 Bpanamayep sk OUH i3 CIOCO0IB 3aXUCTY MepPexi

MepexeBuii ekpan (Opanamayep, (acpBoii) — i€ Mpuiiaa, U0 BIAMOBIIAE 3a
0e3meKy MEpEX1, a TAKOK IO BIJACIIAKOBY€ MEPEXKEBUH Tpadik (BX1AHUN Ta BUX1JHUIA)
1 Ha MiACTaBl BCTAHOBJIICHOTO HA0Opy NpaBWJI O€3MEKW MpUiMAaE PILICHHS:
nponycTuTH, ONOKyBatn ab0 MEPEHANPABUTH MO I1HIIOMY MapIIpPyTy KOHKPETHHIA
Tpadix [8].

Bpanamayep BUKOPHUCTOBYETHCS IS

o OunbTpyBaHHs Tpadiky, ONOKyBaHHsS MJOJATKIB, SKI HaMararOTbCs
OTPUMATH JOCTYM 10 HE3aXUUICHUX CUCTEMHHUX CITYKO.

o 3ano0iraHHss HECAHKIIOHOBAHOMY JIOCTYMy JIO JaHuX 3 OOKy

3JIOBMUCHUKIB 1 TPUIMMHEHHS CTPO0 BIANPABKHA KOHD1AeHI1HHOT iH(popMartii.

. 3a0e3nedeHHsT KOHTPOJIIO JOCTYIYy O MEPEKEBOro OONaJHAHHSA Ta
TIOPTIB.

o 3anucy aKkTUBHOCTI JOJATKIB/O0IaJHAHHS B CTATUCTHKY.

o BianpaBku MNOBIAOMIICHP NPH BHUSBICHHI MIAO3PLI0i aKTUBHOCTI abo

cnpo0 atakyBaTH MEPEXKY NianpueMcTsa [9].
3arajgbHy CXeMy B3a€MO/Ii JTOKAIBHOT MEPEXKI 3 TJIOOATIBHOIO YEPE3 MEPEIKECBUI

€KpaH MOKHa modaunty Huxkue (Puc. 1.2).



MepexeBuii ekpaH
JlokanbHa Mepeska (amapatHuii a00 ['mobansHa Mepexka
POrpaMHHIA)

Puc. 1.2. 3aranpHa cxema B3a€MO/I1i JIOKAJIBHOI Ta TT00ATbHOT MEPEXK] Yepe3

OpaHamayep

®daepoa  sBisie co0O0K cucTeMy, 10 Oa3yeTbCs Ha amapatHoMy Ta
OpPOrpaMHOMY 3a0€3MEYEHHI, Ta ICHY€ SK TOCEPEAHMK MK MEPEKamH, Kl €
Oe3neyHuMu, Ta THMH, WLIO SBISKOTBCS HENEPEeBIpeHMMU. bpaHamayep Takox
BIANOBIAAE 3a Te, OO0 (PUIBTPYBATH WIKIUIMBI Ta MOTEHUIAHO HEOE3MEUHI JaHl Ta
3’e¢HaHHs (0/HA 3 HOro roioBHUX (PyHkwiin) [10].

OOMexkeHHsIMU OpaHaMayepiB €:

1) HeMOXIHMBICTh 3aXMCTUTH BiJ arak, sKi 00X0oaaTh OpaHaMayep,
HAMPUKJIa], KOMITFOTEPH 3 MOXKIIMBICTIO MIAKIKOYEHHS 10 [HTEpHET-NpoBaiiaepa ado
BUKOPHUCTAHHS MYy MOJCMIB.

2)  He 3axummae BiJ BHYTPIMIHIX 3arpo3, HANPHUKIAJA, HE3adO0BOJIECHOTO
npaiBHUKA a00 TOTO, XTO CIIBIPALFOE 3 3TOBMUCHUKOM.

3) He moke 3axucTUTH BiJ MEpPEavl 3apakE€HUX BIPYCOM Mporpam ado
¢aitmis [11].

Mix-MepexeBuil ekpan Moxe OyTH armapatHuM abo nporpamMHuM. Huxue mu
PO3TJITHEMO OUTBIIE AETAIBHO KOKEH 3 HUX.

1. ArnapaTHuii OpasaMavep

BiH € nepmmm Ha nuisaxy HeOe3neyHoro Tpagiky, amKe 4YacTilie 3a BCE BIH
CKOH(IrypoBaHuii Ha MAPUIPYTU3ATOPI, &, SIK BIZIOMO, CaMe POyTep OTPUMYE JaHi, sIKi
HaaxoaaTh Ha Baul [1K, Haitnepmmm. Lleit Tun Opanamayepy BiANOBiIA€ 32 KOHTPOJIb
BCIX MAKETIB, sIK1 BUXOATh 3 BAILIOi MEPEXKI, a00 HABMAKW MPSAMYIOTh 10 Hei. daepron
NEPEBIPAE IHKEPENO LBOTO MAKETY JAHMUX, AAPECY OACPIKyBaya, a TAKOXk 3aroJOBOK.
TinbkM y TOMY BHMAIKYy, KOJIM OpaHAMayep MEPEBIPUB MAKET Ta HE 3HAMIIOB HOro
N1J03PIIMM, BIH TPOXOAWTh 4YEPE3 MEPEKEBUI €KpaH Ta BIANPABISETBCS HA

KOMIT'FOTEP, 10 € KIHIIEBUM aapecarom [12].
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[Trocm anapatHoro Gpanamayepy:

v Horo po3mipH Ta KilbKiCTh €HEPTii, IO CTIOKUBAETHCS HAM

3a3Buyail amaparHi  MEpEKEBl €KpaHM MakTh MEHINI  PO3MIpH  Ta
€HEProCIOKUBAHHS, HIXK MPOTPaMHi.

v TIpocToTa HanamTyBaHHs Ta BUKOPHCTAHHS

Tpeba nuie mAKIYATA HOro, YBIMKHYTH, 3aJaTH MEBHI MMPABUIIa, a BCE 1HILE
BIH 3pOOUTH CaM.

v' TIpoayKTHBHICTh

AmnapaTHe PpILICHHS Opaltoe 03 CTOPOHHIX MPOLECIB Ta BUKOHYE TUIBKH
(YHKLIO, 15 IKOT O€3MOCEPEIHBO BiH MPU3HAYCHHIA, — PUIBTPALIIIO TAKETIB.

v' HapniliHicTh

AnaparHuii (pacpBoJI BBAXKAETHCS OUTbII HAAIMHUM 32 Ti€i IPUYMHU, 1110 HA HUX
Jy>KE€ PIAKO 3amylileHl CTOPOHHI mociyru [13].

2. IIporpamMuuii OpanaMayep

Bin saBase coOoro Oulbll CHEIiaNi30BaHE NPOrpaMHE 3a0€3MEUYEHHs, Ta
BUKOPHCTOBYETHCS y TUX BHUIAJKAX, IKIIO KIJIbKICTh KOPACTYBAYiB B YCTAHOBI MEHIIIA
HIK Ta, A K01 moTpiOeH anaparHuii 3axuct. [IpoTe, HE3BaKArOUM HA HAAIHHICT
anapaTHOrO PIIEHHS, B TAX OPraHi3alisx, ¢ KUIbKICTh KOPUCTYBaUiB Ta 00'€M MEPEXKI
BEIIMKWI, PEKOMEHY€ThCS BUKOPUCTOBYBATH HE JIMIIE anapaTHWii OpaHaMayep, a i
nporpamMuuii [12].

[Tnrocu mporpamHoro Opanamayepy:

v Posmmpena KibKiCTh HagaBaHUX (yHKILIH

3a3Buyail KUIbKICTh JOCTYMHUX (PYHKILIH y mporpaMHUX (aepBOIIIB 3HAYHO
HIMpLIA, HIK Y iX anaparHux nooparumie. Ciij 3a3HAYUTH, IO ACSKI 3 IIUX MEPEKEBUX
€KpaHiB MICTATh B c001 (QyHKIIi OanaHcyBaHHs HaBaHTaxeHHs, IDS/IPS Ta iHumn
MO>KJIMBOCTI, 3aBASKM SKUM 3arajibHa Oe3neka cHCTeMH OOpOOKHM JaHWX 3HAYHO

M1JBULIY€ThCSI.
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v 3axucT MepeKi BiJ BHYTPILIHIX 3arpo3

3arpo3u O€3MEKH HE 3aBXKAM € HACHIIKOM 30BHIIIHIX (PAKTOPIB, aIKe aTaku
MOKYTh BUXOAMTH 1 3 BHyTpimHIX [IK. TlpuumHOor Takoi atakm MOke CTaTH,
HAMPHUKJIIA, KOJIMIIHIA CIBPOOITHHK, 110 3AJTUIIMBCS HE33J0BOJICHHIA KOMITaHI€r0, a00
B3arani Oyab-skuid kopuctyBay LAN.

v OyHKIIS pO3MEKyBaHHS JIOKATEHOT MEpeski 0e3 MmiaMepesK

3a3zpuuail y OUIBIIOCTI YCTAHOB 0 JIOKAJBHOI MEPEXi MiakmodaroThes [1K
(BKJIFOUHM 1HIIE JOJATKOBE OOJIaJHAHHS) PI3HUX BIIAUIB. Y Aeskux Bunagkax mi [1K
HE TIOBMHHI OyTH MOB’SI3aHUMHU MIK COOOKO Ta B3aEMOJISATH OJWH 3 OJHHUM, TOMY
OJIHAM 3 HaWKpaliux BaplaHTiB OyJ€ caMe¢ BUKOPUCTaHHS (acpBOJy, OCHOBHOIO
¢yHKLi€r0 Koro € 3axucty [C nepcoHanbHuX naHux. Tol, HaBITh KO Mepexa Oy e
JOCUTB BEJTMKORO, Oy IE JIETKO Peasi3yBaTH ii pO3MEKyBaHHS Ha IMiIMEPEKI 38 PI3HUMHA
npuHOHNamMu (iabTpanli nakeTis Ta B3aemoii [13 3a J1iueH1 XBUIUHY.

v PosropraHHs Ha iCHYIOUHX CepBEpax

[Ipn BUKOpHCTAaHHI MPOrPaMHOr0O OpaHAMayepy HEMAae MOTPeOH B TOMY, 100
BUTPAYaTH KOINTH HA WLIC OJHY «3aJI3sKy», aJUKE NOCTAaTHIM OyAe HAa OJHOMY 3
CEPBEPIB PO3rOPHYTH MEPEXKEBH €KkpaH 1 HajnamrtyBaTh NAT 1 mMapuipyTH3amiro.
Yacrinie 3a Bce 111 Ali Peali30BYIOThCS 3 BUKOPUCTAHHSM TpaiuHOrO 1HTEPPEHCY
(daeppojia 1 MOJATAOTh JIMIIEC Yy TOMY, OO JEKUIbKA Ppa3iB KJIAIHYTH MUIICHO Y
NOTPIOHOMY MICII.

v' llina

Bapricte mporpamMHOro pimieHHs 4YacTilleé 3a BCE € HWXKYE arapaTrHoro.
CrocTepekeHHs MOKa3aju, 110 3aXUCT BCIEKD MEPEKI MPOrpaMHAM OpaHIMayepoM 3a
IIHOO JIOPIBHIOE CEPEIHBOMY armaparHoMy pimieHHo [13].

Ha ocHoBi 11i€1 iH@popmalli BuHUKae 6arato nuTaHb. Skuii Opanamayep Kpaiie
Ta HaaliHINIE (anapatHuii yu nporpamumii)? Yu TpebGa BUKOPUCTOBYBATH iX OKPEMO
OJIUH Bl OJHOrO, a00 pa3zom? Skuii MepexkeBuil ekpaH BukopucToByBatu B 1C307?

Came Ha i nATaHHs cCIpoOyeEMO OTPUMATH BIAMOBIIb Y HACTYITHUX PO3AUIAX POOOTH.
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PO3I1J1 2 - ITPOI'PAMHI TA AITAPATHI bPAH/IMAYEPU
2.1 Oryisia Ta NOpPiBHSIHHSI 0€3KOLITOBHUX NMPOTrPaMHHX OpaHaMayepis

Ha ceoroanimHii nens Ha [1K 3 onepaiiiinoto cucremoro Windows € BliacHHMA
nporpaMHuii paeproisi, ajge HOro MOMKIMBOCTI OOMEXKEHI, O TOTO K BIH HE YK€
npocTtril y BukopuctanHi. Hwxue (Tabmuug 2.1) OyayTh nepepaxoBaHi Ta NOPIBHsIHI

Halkpanil 0e3komToBH1 Opanamayepu uis miei OC, 10 JOCTYITHI Ha PUHKY.

Tabmung 2.1. Ciucok 6E3KOMTOBHUX OpaHIMayepiB

Ne HasBa CywmicHi Bepcii Windows

1 | ZoneAlarm Windows 10 Ta Windows 7

2 | Comodo Windows 10, Windows 8, Windows 7, Windows Vista, XP

3 TinyWall Windows 11, Windows 10, Windows 8.1, Windows 8 Ta Windows 7

4 | PeerBlock Windows 8, Windows 7 Ta Windows Vista

5 | NetDefender Windows 2000, Windows XP

6 | Privatefirewall Windows 10, Windows 8.1, Windows 8, Windows 7, Windows Vista, XP

Ham crBopuMo Tabmuuro (Tabmuns 2.2), B ki Oyae mokaszaHo 1HTepdeiic
KOKHOTO 3 (paepBOJIIB, 0O MOKHA OYJI0 POOMTH BUCHOBKH IOJI0 iX 3p0O3yMUIOCTI Ta

IHTYiTUBHOCTI BUKOPUCTAHHSI.

Tabnuis 2.2. [ntepdeiic OpanamayepiB

Ne HasBa IuTepdeiic
, A ZoneAlarm = X ‘
ZONEALARM 1] Check Point
Free Firewall Update Tools: Help
4l YOUR COMPUTER IS SECURE g Keus! m folow us!  Upgrade Now!
‘ FIREWALL /| MOBILITY
e Basic Firewall s
- - N
1 ZoneAlarm

Application Control

=

rograms secured
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[Tponosskenns: Tadmur 2.2

Ne Ha3zsa IuTtepdeiic
COMODO Firewall - X
adl
Manage Networks Unblock Applications
2 Comodo

Secure
All systems are active and running @

Update

MANAGE PROTECTION

4
=)

Run Virtual

1 UPGRADE

ﬁ Hacrpoiiku paepeona TinyWall

X
Baxtbie | purioxenms - denns | G O
PefakTpyiiTe CINCOK MMMOXEHWiA, KOTOPLIM Bbl XOTUTE JaTk AOCTYN K CeTh. CBA3L OCTYNHA TONBKO
B 3TOM CrIMCKE. ATe kHonky OGHap: b, 4706 TinyWall 06Hapyxun HekoTopsie
NPOrpaMM! M [1063BLTE UK CAMOCTORTENEHO.
Dunep: | |
Mpunoxetne Tun Detanu _‘_ [oGasuTe
G chrome.exe  @ailn C:\Program Files (x86)\Google\Chrome\Applicat. npunoxeHue
. ‘@GoogleUpd .. @aiin CAProgram Files (x86)\Google\Update\Google.
3 Tlny \N/ all @iexpiore.exe Paiin C:\Program Files\Internet Explorertiexplore.exe
@ iexplore.exe  @ain C:\Program Files (x86)\Internet Exploreriiexplor..
‘EMlcmsoﬂEd, Daiin CAProgram Files (x86)\MicrosoftiEdgeUpdate!..
emsedge.exe Daiin CA\Program Files (x66)\Microsoft Edge\Applicati...
Wsmartscreen... ®ain GAWINDOWS\System32\smartscreen.exe
. [pUMeHNTE | “ OTmeHnTs
¥ PeerBlock 1.2 O x
Protection Settings 1 Settings 2 Port Settings
_ Disable | Blocking 0 IPs \ HTTP is Blocked ~ Allow HTTP
‘ List Manager | ’ 1 Lists: 0 up-to-date - O failed updating - 1 disabled View History ‘
| Check Updates J ’ Last Updated Tuesday, January 11, 2022 | Clear log |
Time  Range Source Destination Prot... Action

PeerBlock

23:5... Stopped displ...
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[Tponorsxennst Ta0bmui 2.2

Ne Hazsa InTepdeiic

& NetDefender = X ‘
File Tools Help

@ @ BIQII Mﬁl na ADLD-‘JG Poén @;t

Below are the rules that are cumrently registered by Netdefender.
SOURCE IP I DESTINATION IP I SOURCE PORT | DESTINATION PORT ] PROTO

5 NetDefender

%> Re-Register Rules

For Help, press F1 NUM (% ]

B Privatefirewall 7.0 = (] X
—fl rewall File  V¥iew Help Home Profile Firewall ON - Filter Traffic
p - Y
2@U wad @ @O
MAIN MENU @ Internet Security High Main Menu
| Custom \ - Highly Recommended. The Internet Security -
APPLICATIONS ——— |safestway to access the Internet.
{ Default | | - Appropriate for sites that may
PROCESS MONITOR ~ |have harmful content.

- Default Privatefirewall Setting.

FIREWALL LOG
44 Network Security

PORT TRACKING T - L
Custom | |- Shared drives/printers are
accessible within the local network i
ow

6 Privatefirewall

| DefaullJ (make sure your local network IP

——— |Address/Netmask is listed by

|_Sites | |clicking on the 'Sites’ button)
£ihn nohucck

€D Trusted Sites / IP Addresses € Blocked Sites / IP Addresses
T T s
URLAP Address | Net Mask URLAP Address | Net Mask | your computes
Blocked Web Sites/IPs -
Specify websites or IP
[ Add |[ Edit |[Remove [ Ada || Edit |[Remove]

Tenep crBopumo Tabmuuro (TaGmuus 2.3), B skiii OyayTh BKa3aHi OCHOBHI
MO>KJIMBOCTI KOKHOTO 3 BAIIE3a3HAYEHUX OpaHaMayepiB Ta MOAUBUMOCS, AKi (PyHKIIT
Hajae (200 He HA/IA€e) KOYKEH 3 HUX.

OcTaHHIM KPOKOM HaMm Tpeba MepeBipUTH MPAaBUILHICTE poOOTH OpaHaMayepa.
JIis 1pOro MU 3aBaHTXWIM J04aTKOBY yTHmTy 2ip Firewall Tester. Ilpu
BCTAHOBJICHOMY [HTEpHET-3'€1HAaHH1 Mporpama 3poOuTh cipoly YCTAHOBKH 3B'S3KY 3
CEPBEPOM PO3POOHMKIB, 1 SKIIO 3'€AHAHHS BIAOYAETHCS, TO BACHOBOK HEBTIIHUHI: a00

y Bac B3arajii HEeMa€ MEPEKEBOro €KpaHy, ad0 BIH HE MPUJATHUH 10 BUKOPUCTAHHSI.



15

Sxnio x 3'€I[HaHH$I BCTAHOBHUTH HC BIACTLCA, TO B LIbLOMY BHIIAAKY Ballla CHUCTCMaA

3HAXOAUTHCA TMiJA HaAIMHUM 3axuctoMm. Pesymbratu 1€l

OPOAEMOHCTPOBAHI B OCTAHHBOMY CTOBITYMKY TAOJMIII.

nepeBipkn  OyAayTh

Tabmung 2.3. XapakTepUCTUKH MPOrpaMHUX OpaHIMayepiB

<
2 Krouosi ¢pyHkuii PesyabTaT TecTyBAaHHS
==
* KonTpoap nporpaw,
+ JIBocToponHiii (aepson (OI0Kye XakepiB Ta 30BHILIHI
IP 2ip Firewall Tester = X
BTOPTHEHHSI, POOUTH KOMITHOTEP HEBUAMMUM Y MEPEKi);
g P » P p A y p )’ 'Pp HeBO3MOXHO
< | * MOHITOPHHT KPEIUTHOI KapTKH; coeauHUTbCA !!!
g Baw Firewall ycnewwo MPOLUEN rect 1!
S |« Ilmarin ZoneAlarm Web Secure Free must Opaysepa | | comronm s -
N by http:/i2ip.ru b
Google Chrome (6mokye (imuHTOBI aTaku Ta OE3MEYHO
3aBAHTAXKY€E JOKYMEHTH).
* Pexum Stealth Mode, mo® 3pobutu komm'toTep
MOBHICTIO HEBUUMHIM IJIsl CKAHYBaHHSI ITOPTIB;
* IlepeBipsie WLMICHICTP KOXHOI MPOTPaMH, MEpII HIXK
JO3BOJIUTH ii 3aBaHTa)KEHHS B NaM'siTb KOMIT'IOTEPA,;
* briokye BipycH, TPOSTHH Ta MPOTPaMHU-IIITUTYHHY,
. . . .. |P2ip Firewall Tester = X
» 3anobirae HECAHKIIOHOBAHIH 3MiHI KPUTHYHO BOKIHBHUX
- |P2~m HeBo3moXxHO
g cucTeMHuX (aiiiie Ta 3anucis peectpy Windows; coeanHuTeCA !l
(@] Baw Firewall ycnewso MPOLUEN rect !
O |+ Bxmowae OQyHKIIIO aBTOMATUYHOI MICOYHMLI, SKa Coprin 201 i | [
MIOBHICTIO 130JIFO€ HEHAIHHI (aitny,
* IlpakTnuHO HENMPOOMBHUI 3aXUCT BIX PYTKITIB,
BIPOBA/KEHHSI Y MPOLIECH, KEHJIOITEPIB Ta 1HIINX 3arpo3
«HYJIbOBOTO JTHSY,;
» CTBOpEHHS NPaBUIJI KOPUCTYBAYIB.
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[Tponorsxennst Tabnwui 2.3

<
2 Krouosi ¢pyHkuii PesyabTaT TecTyBAaHHS
==
* AKTHBHO OJIOKy€ COTHI TPOsIHIB, BIPYCiB Ta 1HTEpHET-
XpobakiB;
* He Bumarae Big KOpHCTyBada TEXHIYHHX 3HAHb IPO
MOPTH, TIPOTOKOJIU Ta AETaI TOAATKIB; 1P 2 Fravt st = X
ol 2
Tg » BUKOPHCTOBYE MEPEKEBI 30HH, IO ITO3BOJISIE CTABUTH lPZ"”” Heaosmoxmom
coeauHUTLCA !!!
Z | pisny moseninky daepBony, KOMM BU BIOMA, Ha poOOTi 260 Bow Firewall ycnewno NPOLEN vecr 1
o . . Conyricht fo) 208 Help | {Test |
B IPOMAJICbKOMY MICL; e e T
* 3amobirae cmnpobaM 3JO0BMHUCHOTO  MPOTPaMHOTO
3a0e3medeHHsT 3MiHUTH  mapametpu  bpannmayepa
Windows.
* 3anobiraHHs MepeXKHOMY JOCTYIy 10 KOMITIOTEpa 3a
JOTIOMOT'OF0 HE3aXHIIEHUX MPHUCTPOIB (BeO-cepBepa, 1HII
1K), po3mimenux B [HTepHeTI,
. . IP 2ip Firewall Tester — X
2 | * MoxMBICTh IMIOPTYBAaTH ab0O CTBOPIOBATH CIIUCKU
9 'Pzw HeBO3MOXHO
= KOPHUCTYBAYa, coeAuHUTbCA !!!
5 Baw Firewall ycnewso MPOLUEN rect !
L 1 '
& |°* MokmBiCTh  3aBXAM  JO3BOISTH — KOMITKOTEPY | | coprimicion % | [ ]
mikrogarucs yepes nopt 80 1 443, HaBITH SIKIIO MEPEKEBI
IDKepena 3HaXOASThCS B YOPHOMY CITUCKY;
* [lepernsan sxypHaiy 3'eqHaHb a00 O4YHCTKA JIOT-(haiiny.
* KopuctyBau wmoxe 3a0mokyBatu Bech Tpadix 1
TIO3BOJIUTHU BECh TPadiK JUIIE OMHUM KJIAI[AHHSIM MUIII;
| * MixxmepexeBuil expaH 13 (iIbTPaLi€0 NAKETIB; IP 2ip Firewall Teser = X
[P
< g =
£ | » KopucryBau mOKe BU3HAYMTH NMPABMIIO HA OCHOBi IP- 'P“ Hesosmoxmo'”
coe
< AVHUTBLCA
A | agpecu mxepesa Ta IPU3HAYECHHS, HOMEPH TIOPTY IKEpena Baw Firewall ycnewno NPOWEN recr 1
5 2"::'::;"”1007 Help | [ Test |
Z | Ta IpU3HAYEHHS TA MPOTOKOJIY, IO BUKOPUCTOBYETHCS, e ==
» CkaHep TOpPTIB JIsi CKAHYBaHHSI CUCTEMH HA HAsIBHICTb
BIAKPUTHX TIOPTIB.
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[Tponorsxennst Tabnwui 2.3

Krouosi ¢pyHkuii PesyabTaT TecTyBAaHHS

Hassa

* AHTHBIPYCHUI Ta aHTULINMUTYHCHKUH 3aXHCT BiJ 3arpo3
«HYJILOBOTO JHSY,

* 3aXUCT BIJ PYTKITIB, EKCIUIOMTIB,

|P 2ip Firewall Tester = X

» OunprpyBanus [Pv6/IPv4-nakeriB, BebO-caiitie Ta IP- . HeBOSMORHO
|Pipru

coeAuHuUTBCH !!!

Baw Firewall ycnewno MPOLUEN recr !

* Monyne Anti-Logger; Copyrioht () 207 Heip | [Test |

by http:/i2ip.ru

anpec;

Privatefirewall

* KoHTposnb akTUBHOCTI MpOrpaM Ta MPOLECIB, a TAKOXK
3axucT peectpy Windows;

* BusiBjieHHs1 aHOMaJIi i y CUCTEMI Ta B €JIEKTPOHHIHN MOIITI.

3a pe3yabTaraMH TECTYBaHHS MOKHA MO0AYWTH, IO BCi OE3KOMITOBHI
nporpamHi (paepBOM 3 HAMIOi BUOIPKM BIOPAUCS 31 CBOEKD OCHOBHOIO 33Ja4cH0 1

3a0J10KyBaJIM BCTAHOBJIEHHS 3B SI3KY.

BuCHOBOK M0 mporpaMHuM OpaHaMayepam:

VYci 6e3xkomToBH1 OpaHaMayepH, skl Oyau mepepaxoBaHl BUUIIE, MAKOTh CBO{
nepeBaru 1 HeJOMIKM. AJie, MPOaHAI3YBaBIIM BCKO L0 1H(OpMALi0, BCE K TaKU
MO>KHA TPUITH 10 BUCHOBKY, 1110 JUIsl ONTUMAIBLHOTO 3aXUCTY MEPEXKI B1JT 3arpo3 Tpeda
HajaTh nepepary ¢daeposy Comodo.

Take piieHHs 3’ IBUJIOCS HA OCHOB1 HACTYMHUX (DAKTOPIB:

o [Tpocrora, 3p03yMUTICT Ta 3PYUYHICTh BHKOPUCTAHHSI;
o CyuacHuii iHTep(eiic;
o CymicHicth 3 OuteaiicTio Bepeiid Windows (Windows 10, Windows 8,

Windows 7, Windows Vista, XP);

o KinbKicTh Ta gKICTh MIATPUMYBAHUX (QYHKIIH (0COOIMBO BAKIIMBAMU 3
SAKMX € 3aXHCT MOPTIB KOMI'FOTEPA Bl CKAHYBAHHS, BIJ 3MIHM KPUTHYHO BAKIMBUX
CUCTEMHUX (pailyiiB; BiA BipyCiB, TPOSIHIB, MPOrpaM-LINUIYHIB Ta aTaKk «HYJIbOBOIO

TTHSD ).


http://2ip.ru
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2.2 Oryasia Ta NOPIBHSIHHS aNIAPATHUX OpaHaAMAayepiB

HactynauM kpokoM OyAeMO PO3MIIiIaTH Ta MOPIBHIOBATA HAMMOMYJISPHILII

anmapathi Opanamayepu. Ix cmmcok MokHa noGaumtn y Tabmumi 2.4, B skii

NPEJCTABICHO Ha3BY (pacpBOIIY T HOTO KIFOYOBI (PyHKILII.

Tabmung 2.4. XapakTepUCTUKH anaparHux OpaHaMayepiB

Ne Ha3sga Kimouosi ¢pyHKuii
e 3alesmeueHHs] HAWKPALIOTrO PIBHS KOHTPONKO 33 MOBENIHKOK
JIOOATKIB;
e baratopiBHeBHil MaciiTaOOBaHMI 3aXUCT BEIMKHX MEPEXK 3
. SonicWall BEJIMKOIO KIJIBKICTIO Tpadiky;
SuperMassive e CrpormieHHs! aAMiHICTPYBAaHHS LUIIXOM 3aCTOCYBAHHS MMOJIITUK HA

OCHOBI 310paHNX JaHUX;
o [loBHa neranizoBaHa ineHTH(}IKaLis JOOATKIB,

¢ BusHaveHHS NPOAYKTUBHOCTI TPaiKy B PEXKUMi PEaJbHOTO Hacy.

2 ALTELL NEO

e [llupokuii MonmenbHUH psx  amapaTHUX 1watrGopMm  pi3HOL
KOHpirypari,

e Amaparna miatgpopma Enterprise-knacy (momens 340, ¢opm-
¢dakrop 2U) Mae miIBUIIEHY LIUJIbHICTH MEPEKEBUX iHTEpdeiciB (1o
65 noptie RJ45 GbE/no 64 noptis SFP GbE/no 16 moptis SFP+ 10
GbE),

e IlponykTuBHICTL 13 mmHppPyBaHHSA (3aJe)KHO B amapaTHOL
miatGopMu) TIpU BUKOPUCTaHHI ajroputmy IPsec craHoBuTh Binm 18

MGoit/c no 2,4 I'6it/c, OpenVPN - Bix 14 M6it/c mo 1,4 I'6it/c.

3 Zyxel VPN

e CTBOpEHHsI MPUBATHUX BipTyanpHUX Mepex (VPN);

e Bincrexennss HeOesmeuHux IP-ampec 3a JHOMOMOIOK TEXHOJOTIT
Geo Enforcer;

e brokyBaHHs mino3pijoro Tpadiky 3a monomororo gpyHkuii Content
Filtering;

e (OOmMexeHHs nocTyny A0 HeOakaHUX MPOrpaM Ta CaiTiB,

¢ MOXITUBICTD LIBUIKOTO HAJIAIITYBAHHS BOYIOBAaHUX CEPBICIB,

o KiacTepuzarlisi Ta i ABUIIEHA BiIMOBOCTIHKICTb.
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[Tponosxenns Tadbmum 2.4

HaszBa

Kimouosi ¢pyHKuii

Cisco Firepower

NGFW

o [lIBuaKe BUABJIEHHS Ta OJOKYBaHHS 3arpo3;

e MoOXIuBICTE LITOAOO0BO 3amo0iratv MOPYIIEHHAM MepekeBoi
Oe3neKn Ha aBTOMATUYHOMY DiBHI;

o ['muOoxwuii aHam3 Tpadiky;

e ABTOMaTHYHE BHUABJICHHS ITPIOPHUTETIB MOAIA MepekeBOl Oe3MeKH;
e MOHITOPHHT Ta KOHTPOJIb NPUKIATHUX MPOrpam;

e 3axWUCT BiA YAOCKOHAJIECHOTrO IKiamusoro 113;

o DunprpyBannas URL-agpec.

Cisco ASA
(Adaptive Security
Appliance)

¢ MOXKIMBOCTI MI)KMEPEKEBOTO EKPaHyBaHHSI 3 YPAXyBaHHSIM CTaHIB
3'eTHaHb;

e AHaJi3 NPUKJIAJHUX MPOTOKOJIB Ha IITMOOKOMY PiBHI;

¢ BUKOPUCTOBYIOTBCS MPOTOKOJIH 3a0€3MEeUSHHSI 3aXUCTY JaHHX;

e MOKIUBICTD MIIKIIOYEHHS 10 Mepexki depes BeO-iHTepdeiic (SSL
VPN);

¢ BUKOpPHUCTOBYIOTHCS MPOTOKOIHM AMHAMIYHOI MapIupyTH3amii.

Juniper SRX

e 3axuct Bia Kibep3arpos st opraHizamii Oyab-sKoro Macirady;

o KomrmiekcHa MepexHa Oe3rneka;

¢ MakcuMajbHa MPOIYKTUBHICTH Ta MacIITaOOBAHICTB;,

e Bucokuii piBEHb BIAMOBOCTIHKOCTI,

e IlinTpuMmye mBUAKICHY poOOTY Mepexxi 3  MOKIMBICTIO

BUKOPUCTAHHS KIJIBKOX CITyKO.

Fortinet FortiGate

¢ MixMepexxeBe eKpaHyBaHHS,

o BusiBiieHHs Ta 3anodirands BTopraeHHsM (IPS);
e [PSec ta SSL VPN;

e 3axucT BiA WKIATUBUX nporpaM (AHTUBIPYC);

e AHTHCHAM;

o Web-dinprparmis;

e KOHTpOJIb TONATKIB,;

o WAN-onTUMIi3aLis;

e banaHCyBaHHS HABAHTAXKCHHS,

e MapipyTH3aris/KOMyTawis.




20

[Tponosxenns Tadbmum 2.4

Ne Ha3sga Kimouosi ¢pyHKuii

o KoHTekcTHUI/TIHOOKUI aHAIi3;

e besmeka 101aTKiB Ta CEPBICIB,

¢ BusBieHHs Ta 3anmo0iraHHs BTOPTHEHHSIM,
e besmneka BeO-POTOKOIIB Ta JONATKIB;

e besneka enekTpOHHOI MOIIUTH,

8 Huawei USG
e 3axuCT BiA BUTOKY YyTJNBOI Ta KOH(DI AeHNIiHOI iHpopMarii,

e Mepexena Oe3neka;

e MapmpyTusaris;

e Pexxumu poOOTH Ta MiABUILEHHS BIIMOBOCTIHKOCTI/IOCTYIHOCTI;

e IHTenexTyanbHEe yIpaBIiHHS.

BucHoBok no anapataum OpaHamayepam:

Ha ochoBi 1H(popmanii, HaBeaeHoi Buie B Tadbmuni, kuibkocti [IK B Mepexi Ta
TPYAOMICTKOCTI BIPOBALKEHHS TMPEACTABICHUX anaparHux (PacpBOJiB, MOXHA
3poOMTM BHCHOBOK, IO OJHUM 13 HalKpammx BapiaHTiB Oyne BHUKOPUCTAHHS
Opanamayepy Bia kommanii Cisco abo Fortinet.

KimrouoBUMEU MOMEHTaMU JAJ1sl TAKOTO BUOOPY CTAN0 HACTYIIHE:

o Cisco Ta Fortinet — me BigoMi y BCbOMY CBITI KOMIaHIi, W10
CHEMIANI3YIOThCS Ha Po3po0lll Ta MPOJaXKy HPUCTPOIB MEPEKEBOi OE3MEKH, IO
NPU3HAYECHI [T BETUKUAX OPraHi3auii Ta TeNEKOMYHIKAIHHUX M AIPUEMCTB;

o CHiBBIOAHOIICHHS «IIHA-SIKICTBY (CepeaHs wiHa ctaHoBUTh 100-180 THC.
I'PH.);

o KinbkicTh Ta gKiCTh MATPUMYBAHUX (PYyHKIIH (0COOIMBO BAKIIMBAMH 3
IKUX € CHCTeMa BUSBJICHHS Ta 3ano0iraHHs BToprHeHHsM (IPS); 3axuct Bijg
WIKIJJIMBAX TMPOrpaM, CHamy, MOKJIMBICTb MIJKITIOUEHHS 10 MEPEXi 4depe3 BeO-

iHTepderic (SSL VPN); BuaumicTh 1 KOHTPOJIb AoaaTKiB; putsTpamis URL-aapec).



21

PO3J1 3 — JOCII/IZKEHHS ITUTAHDB 3AXUCTY MEPEXI CYMJ1Y
3.1 Cknan ta cran mepexi CymJ1Y

IT-exocucrema CyMchbkoro aep:kaBHoro yHipepeutety (Cym1Y) saBnse cobotro
CYKYITHICTh TEPUTOPIAIBHAX MiAPO3AUTIB (KamnyciB): ['onoBuuii, LleHTp, Mennunnii
HeTHTYT, MammHoOyaiBHuiA (paxoBuid konemk, [TlocTkuHchkuii Ta KoHOoTONCHKMIMA

THCTHTYT. 3arajbHy CXeMy MOkHA nodauntn Huxue (Puc. 3.1).

* [TTocTRUHCHKIE
IHCTHTYT
+ Konoroncexuit

IHCTUTY T
» ManmHoBy. Komemx

CamocTiitai
cepeloBUINa

Braemoron'szani
CepeIOBHITIA

* L'ooBHUH
* Lentp

o MeauaHui
IHOTHTYT

Puc. 3.1. 3arasibna cxema [T-exkocuctemu Cym1Y

€mHa 1HpopmaniiiHo-TenekoMyHikamiiiHa cucrema CymlY nHamuye 4500
KOMIT'IOTEPIB. BOHa sBase cOOOK OOCUTH MOTY>KHWNA THCTPYMEHT, MPOTE BOHA
3actapina (MEHIIE MOJIOBUHM KOMIT FOTEPIB CY4YacHl 1 MIATPUMYIOTh JIILECH31HHWIA
Windows 10, 1Hma yactuna npairoe Ha Windows 7 Ta Windows XP) ta motpeOye
3aXUCTY.

VY HacTynHOMY PO3ALI1l Ha MpuKiaal kammycy «LIeHTp» Mu caMe po3rasiHEMO
BIIPOBA/DKEHHS anmaparHoro (¢aepsony B 1o [T-tHppacTpykTypy. OCHOBHUMH

3aBJAaHHSAMHA OyJe MpoaHasi3yBaTH ii Ta ONTHUMI3yBaTH (SKILIO Lie Oy1e HEOOXITHO).
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3.2 IT-ingpacrpykrypa kamnycy «LleHTp»

Kamnyc «llenTp» wmictute y co0i Taki cknamosl: Kopmyc Nel-3, wortupu
I'yproxutka, Manex, /Ipykaphs, KoHrpec-ueHTp Ta YHIBEPCUTETChKA KIITHIKA (B T.4.

Poznoaineui nynkrr) (Puc. 3.2).

TTamarr
CTYEHTCHKOTO JpykapHa CymJTY
crropry "MaHex"

TyproxuTok 1-A, Konrpec-1ieHTp

2-A, 3-A, Torem CymJTY

‘VHiBEpCHTETChKa

Kopmye Ne 1,2, 3 i

Puc. 3.2. Crpykrypa kamnycy «LleHTp»

Hactynuum kpokom OyB aHami3 Mepexi Ta moO0yaoBa CXEMH, IO HAMJISIAHO
neMoHcTpye I T-CTpyKTypy BCiX MaiiJaHYMKIB Ta iX B3a€MO3B’SI30K.

3 wi€i cXeMW CTaj0 BHUIHO, IO TOJOBHWHA po3moauibumii myHKT (Puc. 3.3)
3HaxoauThes y Koprmyct Ne2. 3arajoM MoOKHA BIIMITHTH, 1110 4€pe3 HbOTo Bes IT-
1HQPACTPYKTypa OTPUMYyE JIBOCTOPOHHIA AOCTYN 10 IHTEpPHETY, a TakKoX, WIO
maiganuukn «KoHrpec-ueHTp» Ta «Kopryc Ne3y» oOMmiHOThCS 1HPOopMartiiero 3 ['PI1
Ha mBuAKocT 10 rbiT/c, B Toi Yac sk yci 1Hm1 Mi>k co0010 — Ha mBHAKOCTI 1 ThiT/c.

Cam I'PIT namuye y co0i aBa KOMyTaropu (NMPUCTPIiid, NMPU3HAYECHHA AJist
3'€IHAHHS ACKIIBKOX BY3J11B KOMIT FOTepHOT Mepexki ) Cisco 4500 — piBeHb sapa Mepexi,
AecCiaTh TpeACTaBHUKIB Moneni 2960 — piBeHb goctymy, oauH 9300 (piBeHb
posnoaineHHs) ta oguH 3560 3 PoE (Power over Ethernet) sxuBnenHsm st
i’ eqHands Wi-Fi towok gocrynmy;, Zyxel RS — komyratop npoBaiaepy s
130JILOBAHOTO JTOCTYMY A0 MEPexkl IHTEPHET 3 rypTOKUTKIB, KpaioBi (MOrpaHUYHI)
MapuipyTH3aTopu (MPUCTPIH, KU HA OCHOBI MPaBWj Ta TAONHIL MapIIPyTH3aIli
BIINIPABJISIE MMAKETH MK Pi3HUMHU cerMeHTaMu Mepeski) Cisco C3925 ta C3825, ski

pPO3TAIlIOBAHI HAa MEXKI MeEpexkl (mepenae AaHi MK JIOKaJbHOK Ta TJI0OAbHOIO
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Mepeskero); aBa koutposiepu Wi-Fi Cisco WC 2504 Tta mepesxesi ekpanu Cisco ASA

55101 5525-x.

rPM 2¢-237

v

’

URTITITTT

ey

B Tl ol o

Puc. 3.3. ['onoBHMIA po3n0ibUAA TYHKT

Oco0OnuBy poab y Mepexi B muiomy Tta y ['PI1 30kpema BiairparoTh OJIOK 3

mapupytuzaropis (Cisco WC 2504 (2 wr.), C3825, C3925) ta n’satu OpaHamayepis

(uotupu mnpencraBuuku Cisco ASA 5510 ta omun 5525-x). Came uepe3 HHMX

MPOXOJIUTh JOCTYI Mepexi [HTepHeT 10 kamnycy «Llentp» (Puc. 3.4).

3025 10.2.10,150
10.240.150 Vian 10 p0.10 51
212112298 Vian997 p0.997 i
195182202222 Vian 1000 p0.1000 A8
1033404134  VIan626 p0626 —
ﬁv

Reserve channel

105182202 103 p1 |}

5510 10.2.10.148
p0

5510 10.2.10.149
Failover I 0

Active

p2 Vian

Standby
LAN

¢ interface p
(CLASS) Vian . (CLASS)p2 pl 195182202194
Vian 1000

LAN
(]

3825 10.2.1027
j021027 Vian10  pi1
1933494129 WVian626 pi1626 i 3 p0998 Viangos [RECEIEFET]
107.036 i [ p01000 Vian 1000 195 162202 196

5525% 1021010
po 195182.202.197 Vian 1000,

p4 1933494141 Vian626

Vian 1.16,18,24,34,40,107_p1

p3 2121122125 Vieng97

5510 10.2.10.15  VPN1.sumdu.edu.ua

pO.626 1933494131 Vian626

0997 2121122121 Vian 997

10.7.06

102162
102182
102243

1021073

# 001000 195,182 202220 Vian 1000

5510 10.210.6 VPNZsumdu.edu.ua

Mian 1 10.7.0.3 p1 p0 1933494142 Vian 1000
VPN

Puc. 3.4. Cxema nocryny a0 mepexi [HrepHeT kamnycy «LleHTp»
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Hactynaum kpokom Oysio pO3MIISIHYTO TE, SK came BIIOYBAE€ThCS 3B'S30K
kopuctyBauiB 3 [HtepHerom (Puc. 3.5). KopucryBau mepexi kamnycy «LleHTp»
BBOJMTH 3alMT y paaKy Opay3epa Ha kopuctyBaupkomy [IK. Toii, y cBoro uepry,
nepeHanpaniisie ioro Ha DNS-cepBep, sikuii mykae 30iru Mi>k TJOMEHHUM 1M'ssM Ta [P,
[Tpu BusBneHH1 30iriB Opay3ep 3anutye [P-aapecy cepeepa 1 OTpUMYE y BiAMOBIIb

noTpiOHy 1H(OPMAILLIKO, MICHS Yoro Opay3ep BigoOpaxkae ii.

|, |

) m

- -

Il =
= e

Puc. 3.5. Cxema BukoHaHHst DNS-3anuTiB KOPHCTYBaYiB MEPEXKI

Tenep moauBUMOCS Ha Te, K BIApi3HAOTBCA http- Ta https-3anuTu, ski
npoxoasaTh uepe3 paeppon (Puc. 3.6). Sk 6aunmo, no http iHpopmartis nepegacTbes y
3BUYaitHOMy (He3ammppoBaHomy) BUrsAl (To0To kopuctyBad [1K Hajgcuaae 3anur,
BIH NPOXOJUTh 4Yepe3 OpaHaMayep y po3mu(poBaHOMY CTaHl, a Jail, 3riJHO 3
NOJIITUKO0, (pa€pBOJI BUPILIYE: UM MPOIMYCKATH Lei Tpadik, 44 BiH HE BiANOBIAAE
BCTAHOBJICHUM TMPABUJIAM Ta CHOMCKaM KOHTPOJS JOCTYIY, 1 Ha BUXOAl MU 3HOBY
OTPUMYEMO JIaH1 Y He3amu(ppoOBAaHOMY BHIJIsIAN), a 1o https - y 3ammppoBanomy.

Ile mmdpyBanHs naHuX MOTPIOHO MU TOTO, IIOO 3JIOBMHCHUKHA HE 3MOIJIH

HIYOrO MPOYMTATH, SKII0 1H(POopMallis Oy e NepexornyicHa.
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Firewall ASA Firepower http-3anut ‘

Puc. 3.6. HTTP ta HTTPS 3anutu
3.3 bpanamayepu, 10 BHKOPHCTOBYOTHCH B Kamnyci «LleHTp»

3 monepeaHix cxeM MM Bxke Oauwnm, mwo s 3axucty [T-iHdpacTtpykrypu
kamiycy «LleHTp» 3acTocoByroThCs (pacpBosm kommanii Cisco, a came moaeni Cisco
ASA 5510 (Puc. 3.7) Ta ogun npeacraBauk 5525-X (Puc. 3.8). Bonu cnyryroTs s
Toro, o0 OyTh Oap'epoM MK HEHAAIMHUMHU MEpPEKaMW 330BHI, SIKUM HE MOXHA
JOBIpATH (HANpUKIAd, [HTEpHETOM), Ta BHYTPIIIHIMU MEPEKAMU KaMmmycCy, sKi

3HAXOAATHCS 1] KOHTPOJIEM.

Puc. 3.7. ®aeppona Cisco ASA 5510

Puc. 3.8. ®aeppon Cisco ASA 5525-X
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Hwxue (Tabmmus 3.1) MoskHA TOGAUMTH iX TOPIBHSIBHY XapakTepucTUKy. BoHa
3A1ACHIOBAJIACS HA OCHOBI TEXHIYHUX XaPAKTEPUCTUK KOXKHOTO 3 MEPEKEBUX CKPAHIB,

K1 MOYKHA 3HANTH B TEXHIUHIN mokymenTanii Cisco [14].

Tabmung 3.1. [TopiBHSHHS BUKOPUCTOBYBAHUX OpaHAMayepiB

XapakTepuCcTHKH Cisco ASA 5510 Cisco ASA 5525-X
CraTyc miaTpUMKH Bif [TigTpumka 3ynuHmnacs 30
o [TinTpumyeTrbes
komrmasii Cisco BepecHs 2018 p.
Kopucrysaui/By3mu HeoOmesxeno HeoOmesxeno
IIponyckna 3natHicTh IPS Jo 300 Moit/c o 600 Moit/c
IIpomyckHa 37aTHICTD ) )
Jo 170 Mbit/c Jlo 300 Mbit/c
3DES/AES VPN
ITipu IPsec VPN 250 750
BipryanbHi inTepdeticu
Py P 50 abo 100 750
(VLANs)
HoBi ninkmro4eHHs/CeKyHay 9000 20000
Konrtekctu 6e3nexu 0/0 (Base) ado 2/5 (Security 220
(BKITFOUEHO/MAaKCUMYM) Plus)

Bucoxka noctynHicTh

He ninTpumyeTncst abo
Active/Active Ta

Active/Standby

Active/Active Ta

Active/Standby

ITam'se

256 Mb

8I'b

Iarepdeiicn nepenaul maHNX

4 moptu Fast Ethernet abo 2
Gigabit Ethernet + 2 Fast

Ethernet mopTis

8 moptiB Gigabit Ethernet

IToptu USB 2.0

2

Sk OGauumo, wmozenb Cisco ASA 5525-X 3Ha4YHO NEPEBEPIIYE CBOrO
«MOJIOAOro nmodpaTumMa» Maike MO BCIM KPUTEPISIM, 1 1€ HE AUBHO, aJ’KE BOHA
NPU3HAYCHA CaMe€ JJsl PO3LMIMPEHOr0 3aXKMCTY BiJ HOBITHIX 3arpo3 Ta LIKIJJITMBHX
nporpam.

bpanamayep Cisco ASA 3 cepBicamu FirePOWER 3a0e3nedye o0’eaHaHmid

3aXHUCT BiJl 3arp03 MPOTIATOM BCHOTO MPOLIECY aTaKu: Mepe] ii moYaTKoM, IMij1 4ac aTaku
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Ta MICJs TOrO, K BOHA 3aBepuuuiacs. Lle pilleHHs 3HAYHO PO3LIMPIOE MOKIMBOCTI
(aepsoniB HOBOro mokosHHA Cisco ASA cepii 5500-X Ta nepeBepiye iHIN Cy4acH1
MEPEIKEB] EKPAHU.

OcHoBH1 (QyHKIii OpanaMayepiB HOBOro mokojiHHsa Cisco ASA 3 cepicamu

FirePOWER mosxHa nodauntu Hukue (Puc. 3.9).

—[ Bimmamerwii noctyrr 1 mepeska VPN }

* Biranenwit gocTyi 1 Mepeska VPN, a Takoxk po3mmpeHa KacTepr3artist, 3a6e3meyioTh BUCOKOOE3IEUHMUI Ta
BHCOKOIIPOIYKTHBHHUI JOCTYIL, 11100 3a0e31eunTy Ge3nepepBHICTh Gi3Hecy.

—[ Jeransua BuauMicTs 1 KOHTPOE 1oaatkis (AVC) }

* JleTanmbHa BUWMICTE 1 KOHTPOID JoaatkiB (A VC) miarpumye moHa 3000 3aco6iB kepyBaHHS Ha PIBHI
IIPOrpaM 1 Ha OCHOBI PU3HKIB, SKi MOXKYTh 3allyCKaTH CIIEIalbHi OMITUKI BUSBICHHS 3arP0O3 CUCTEMHU
3aro6iranms BropraeHHio (IPS) st ommrMizartii e peKTHBHOCTI Ge3TeK.

IPS (Intrusion Prevention System) }

* [Tposigamit y ramy3i Cisco ASA 3 FirePOWER HoBoro mokomirms [PS (NGIPS) 3aGesmetye
BHCOKOE(EKTUBHE 3aIl00i1TaHHsI 3arpo3aM i IIOBHY KOHTEKCTHY 0013HAHICT KOPUCTYBAUIB, IHOPACTPYKTYPH,
JIOJATKIB 1 BMICTY TSI BUSIBIICHHS 6araToBeKTOPHUX 3arpo3 1 aBTOMATH3AITT 3aXHUCHOT PeaKTIii.

®insrparis URL-ampec ]

» Ourbrpartis URL-ajipec Ha 0CHOBI pellyTaliii Ta KaTeropiit poIoHye KOMIUIEKCHE ITOTIEPE/HKEHHS! Ta
KOHTPOIIb HaJl ITiT03PpLIUM BeO-TpadikoM, a TakokK 3abesIedye JOTPUMAHHS HOMITHKH 1010 COTEHb MITBHOHIB
URL-ajipec y OutbII HixK 80 KaTeropisx.

IR

AMP (Advanced Malware Protection) ]

* AMP (Advanced Malware Protection, Po3mmpenuit 3aXicT BiJ INIKI JIMBUX TIPOTpaM) 3abe3redye MpoBiHy
e(eKTHBHICTh BUSIBIICHHSI TOPYITIEHb, HU3bKY 3arajibHy BapTiCTh Ta yI0BY IIHHICTh 3aXHCTY, sIKa JOIIOMAarae
BISIBILITH, PO3YMITH Ta 3yITHHSATH 37TOBMUCHE [IPOTpaMHe 3a0e3ITedeHH s Ta HOBI 3arPO3H, YITYINEH] THITMA
PpIBHSIME Ge3TIeKy.

Puc. 3.9. ®ynkunii Cisco ASA 3 cepsicamu FirePOWER

VYnopaeniHHsa MmepekeBuM ekpaHom Cisco ASA 13 cepsicamu FirePOWER
3AIMCHIOETHCS TIEHTPAII30BaHO 3 KoHcol ynpasiinHs Cisco Firepower Management
Center (Puc. 3.10), axa Hagae ciy>k0am O€3MeKH MOBHUI KOHTPOJb YCIX Al y MEPEXKI.

3apasku Cisco Firepower Management Center aamiHicTparopu Oe3NeKu
MOKYTh ONTHUMI3YBaTH OMepallii, o0 CHIBBIAHOCUTU 3arpo3u, OI[IHUTH iX BILUIUB,
ABTOMATUYHO HAJAIITOBYBAaTH TMOJITUKY O€3MEKM Ta JIETKO MNPUIKMCYBATH
1AeHTU(IKALIIiHT AaHI KOPUCTYBaviB NoaisM Oe3neku. LIeHTp ympaBiiHHS MOCTIHHO
BIACTEXKYE TE, K MeEpeka 3MIHIOEThCS 3 vacoM. HoB1 3arpo3m aBTOMATUYHO
OLIHIOKOTHCS, MO0 BH3HAYMTH Ti, SIKI MOXKYTh BIUIMHYTH Ha Baml Oi3Hec. [loTim
3yCHJUIL 3 pPearyBaHHs 30CEPEKYIOTBCS HA BHIPABICHHI, a 3aXHCT MEPEXKI

aIANTY€EThCS 0 MIHJIMBUX YMOB 3arpos.
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R0 - . Home -
i sndiiaiiniiin J£ bisnaliisshiai - — 3 ASA FirePOWER Dashboard - (£ piiisiiibibanaiiin T deblusiniiioii
Show the Last | day 2]

w Appliance Information - w System Load - ~ Cumrent Interface Status -
Name firepower Last 1 day Now Name Mode  Media Total R
1Pv4 Address 10.2.10.11 = : i EE i
1PV6 Address Disabled G0 = = o i :
Model ASASS25 U1 5%

!
Versions Rt 2 . A%
St £ Memory 2%
VDB 2%
Rule Update 2017-09-13-001-vrt Load Avg . 0.28
Geolocation Update None e e Ll i)
v Disk Usage =

« Product Updates = ’

Type Current Latest By Category:

Geolocation Update vty

Local Geolocation Update  None Unknown

Rule Update w System Time -

Rule Updat 2017-09-13-001-vrt  Unknows

Loce) ke Lpdnte bl System Time 2022-01-25 08:58:00

Software Uptime 2 days, 03:59:41

1 Device £23 Unknown Boot Time 2022-01-23 04:58:19
« Product Licensing -

License Type Licensed Remaining

ASA5525 Control 1 0

ASA5525 Protection 1 0

3 puc

Puc. 3.10. Inrepdeiic Cisco FirePOWER Management Center

YHKY BUIHO, 010 4epe3 KoHcomb Cisco Firepower Management Center Ha

Bknanui ASA FirePOWER Dashboard anminicTparop O€3MeKW MOXE NEPErsaaTH

HACTYIHY 1H(QOpPMALLiO:

Appliance Information (Inopmantis mpo npuctpiii);
System Load (3aBaHTa)KE€HHS CUCTEMH ),

Current Interface Status (ITorounuii cran iHTEpQETCY);
Product Updates (OHOBIEHHS POAYKTY );

Disk Usage (BukopucTaHHs AUCKY ),

System Time (Cuctemunii 4ac),

Product Licensing (JlineH3yBaHHS TPOAYKTY ).

Bxnanka ASA FirePOWER Reporting (Puc. 3.11) B cBoro uepry Hagae Ab neBny

3BITHY 1H(}O

pMariro.
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Network Overview

Policies

Transactions |

Policy hits

Signatures

Transactions

Signatures

Time Range = Last 30 minutes

08 — e —
m' ek blialbsil E%ll TP E T £V ASA

Network overview Users Applications Web categories Polides Ingress zones Egresszones Destinations Attackers Targets Threats File logs DNS record types

All

Home

Tue 1/25/22 3:25:00 PM (EET) to Tue 1/25/22 3:58:33 PM (EET) 1

Users.
Transactions | All

Users

Web categories
Transactions | All

Web categaries

Applications

Transactions | All
Applications

Top Destinations

Transactions All

Destinations

Puc. 3.11. Inrepeiic Cisco FirePOWER Management Center

3 wi€i BKJIAAKKA MOKHA OTPUMATH 3BIT IO TAKUM KaTErOpisiM:

Policies (ITomitukn);,

Users (Kopucrtysaui);

Applications (Jlomarkm);

Signatures (Curnarypn),

Web categories (Beb-kareropii),

Top Destinations (HaiinomynsipHiin HampsiMKy ).

Takok KOHCOJIb YHpaBalHHA MICTUTH B €001 Bkimanky (Puc. 3.12), mio

CHIBBIJIHOCUTH BC1 MO/I1i BTOPTHEHHS 3 BIUIMBOM aTaKW Ha I[1J1b.

All

Last 1 hour

. Ld L i, hedd

W'mwamu‘\rwwW\fw’.ﬁ,Mf"'w.u-\w-./nm-wmwu

Total

470

61

444

272

77

Puc. 3.12. 3BiTHICTB PO NO1i BTOPTHEHHS
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Hwxae (Puc. 3.13) Mo)kHa MOOAUMTH KPUTEPIi, MO SIKAM 31HCHIOETHCS OLIHKA

BILJIMBY aTaKH.

NPAMOPELb BNNUBY Aii AAMIHICTPATOPA NPUYMHA

Mopia signosigae
ypasnuBocTi,
BifjobpaxeHin Ha xocTi

[LiviTe HeraiiHo,
BpasnBIi

BianosiaHuii BiAKpUTHI
nopt abo NpoToKon, Wo
BUKOPUCTOBYETHLCA, ane
Hemae BiobpaxeHHA
BPa3NMBOCTI

Poscnigyiite,
TIOTEHLIiIHO BPa3nvBuil

BignoBigHuii nopT He
BifIKpUTHiA @bo npoTokon
He BUKOPUCTOBYETLCA

KopucHo 3Hatu, Hapasi
He Bpaanueuin

KopucHo auaty, BiacTexyBaHa Mepexa,
HeBifjoMa Link arne HeBiJoMMil XocT

KopucHo aHati, HekoHTponboBaHa
HesifjoMa Mepexa mepexa

Puc. 3.13. Oninka BruMBy

Lle mo3Boisie aHANITUKAM 30CEPEAMTHCS HA MEHIIIA Tpymni MOAii, BU3HAYAe
NPIOPUTETHICTh 3arpo3, MO CHPSIMOBaHI HAa TEBHI BPA3JIMBOCTI, Ta JIOMOMArae
30CEPEIUTH yBary aHAIITHKIB 3aBASIKM YCYHEHHIO 10 99% «mymy», MOB’S13aHOTO 3
MOHITOPUHIOM O€3MEKU Ta PearyBaHHSIM.

i Ta iHII1 PO31JIM KOHCOJI1 I03BOJISIIOTH BUSIBUTH, 1IEHTU(DIKYBATH, YCYHYTH Ta

MOMNEPEIUTH HA MAHOYTHE 3arpo3u JJIsk MEPEXKI.
3.4 Ilpuxknan HaJamMTYBaHHA (pacpBoJia HA PiIbLTPALio

Y 1upomy migpozauti poOoTv Oyae CTBOPEHO MNPaBWiIO, 3a SKUM (paepBoj
kamnycy «llentp» Oyae HanmamroBaHuwii Ha Qunbrpanito (3adopony aoctymy) URL

caiiTiB (HOMEHIB), B HamoMmy Bumaaky e htip://ukrnet https://ukr.net, ams

komn rotepy 10.7.0.25 y miit Mmepesxi, 1100 NEPEBIPUTH: K BiH CIIPABISETHCS 3 LIE0
3a/1a4€H0.

Ha ckpinmiori (Puc. 3.14) nokazano npasuiio 3 kareropii «Standart Rulesy min
Ha3Bor  «Block-http.ukr.nety. Ilponec #Horo CTBOpPEHHS MPOJEMOHCTPOBAHMIA HA

PUCYHKaX HHAYKYE.


http://ukr.net_https://ukr.net
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l BT { T S aTGS: FUNCy UpeTOeOATE O]

O O ASA FirePOWER Configuration Prefilter Policy: fona SSL Poliey: Default SSL Policy Identity Policy: MNone
E Policies I Rules ] Security Intelligence I HTTP Responses I Advanced I
8 Beeessitaialialicy © Add Category | @ AddRule | Search Rules
& Intrusion Policy |
_ Files Name Source ... Dest Zo... | Source Ne... Dest N... Users Applic... Source ... Dest P... URLs ISE/SG... Action ‘
@ ss
B Actions Alerts Administrator Rules
. Identity Policy
i DN Pali i
- o . = Standard Rules
I, Device Management
{3 Object Management & 1
Local -
System Information 2 Blogk-hitp.ukr.net £10.7.025 & RU-Sites ¥ Block
&t Updates
4 Licenses it e
£ Tools This category Is empty
% gevi(e Setup Default Action Intrusion Prevention: Balanced Security and Connectiy

% Remote Access VPN

|
% Firewall l
\
|

7 site-to-Site VPN Bipkeying 1e\2 of 2 e f

Cancel ]

Puc. 3.14. CtBopene npaBuiio Ha OpaHaMayepi

[Tepm 3a Bce HEOOXIAHO AOAATH MPABHIIO, B TOMY YMCIl OOpaTtu AJisi HbOTO
Ha3BY, TIOCTABUTH TaJIOUKy HaBOpoTH MyHKTY «Enabled» Ta BuOpartu 31 cnucky airo
(Mu o6panu Block), sika Oyne BCTaHOBIIEHA 7151 HBOTO.

Jlam mu nepexoaumo Ha Bknaaky « Networks» (Puc. 3.15) Ta oOupaemo 00’ €ekT,

Ha sKui Oyae mommproBarucs Ais uboro npasuia. Hum cras [1K 10.7.0.25.

Editing Rule - Block-http.ukr.net ? X
Name | Block-http.ukr.net 8 Enabled Move
Action | ¥ Black ¥ - 128 3
ZonesJ Networks l & Users l Applications l Ports l_ URLs l SGT/ISE Attributes I [ Inspection l Logging l Comments
Available Networks ¢& a Source Networks (1) Destination Networks (0)

| 24, Search by name or value | I Source l Original Client
I MNetworks l Geolocation 54 10.7.0.25 @

s-g Private Networks
i staff-CTOIS

(58 staff-Network

Enter an IP address | [ Add ] |L:"::| e

Puc. 3.15. Brmaaka «Networksy

Hacrynaum kpokom obupaemo Biimaaky «URLsy (Puc. 3.16), Ha skiii B Hac €

MO>KJIMBICTB BKa3aTH 3a3aaneriap ctBopeHnii URL-cnucok, 1o mae Ha3By « RU-Sitesy.


http://http.ukr.net
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Editing Rule - Block-http.ukr.net X
MName | Block-http.ukr.net % Enabled Move
Action | 3 Block v M S8 o5
[ Zones I Networks l_ Users I Applications I Paorts| l; URLs l EGT/ISE Attributes [ Inspection I Logging I Comments
Categories and URLs & a Selected URLs (1)
| = Search for a categor | _,:“' &/ RU-Sites @

[ Category I URLs

L Any (Except Uncategorized)

H Uncategarized

® Abortion

B nbused Drugs

B adult and Pornography
® Alcohol and Tobacco

® Auctions

® Bot Nets

® Business and Econamy Enter URL \ [ add |

Puc. 3.16. Bknagka « URLs»

Lle#i cnmcok (Puc. 3.17) 30epiraetecst B KoH(pirypamisx ASA FirePOWER vy
pozaun «URL Lists and Feedsy.

" © © ASA FirePOWER Configuration Global-Whitelist-far-URL List

'@? Security Zones RU-Sites
7 Application Filters Last Updated: 2020-10-13 04:27:03 e
& URL

# Individual Objects
1, Object Groups
@ Geolocation
'g Variable Set
& Securityintelligence
i=) Network Lists and Feeds
—;;E DNS Lists and Feeds
.
(@ sinkhole
[ FileList
.2 Cipher Suite List
] Distinguished Name
PRI
<@ Local
ﬁ System

Puc. 3.17. RU-Sites List

[IpuHun #Horo CTBOpPEHHS MONSATaB B TOMY, IIO Yy TekcToBWM Qaitnm «RU-
domain.txty Oymm BHeceHi URL caiiTiB (momeHiB), micis 4yoro uei (aiin OyB

3aBaHTaxeHuil y Haury Cisco ASA FirePOWER (Puc. 3.18).

Security Intelligence for URL List / Feed ? X
Name: |Ru-sites |
Type: List v

Upload List: C:\ Browse...
(oot )

Upload File: {644
domain. txt

Number Of URLs: 2

( store asa FirePowER Changes | cancel |

Puc. 3.18. 3apantakenumii aiin 31 cnuckom URL
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VY pesyabrari npoeeaeHux aii st 11K 10.7.0.25 6ynm BiadginstpoBani URL 31

CTBOPEHOTO HAMU CIUCKY. Pe3ynmbTar poOoTH mpaBuiia MoskHa nodaunTy Hkue (Puc.
3.19).

o "
1 Cymcokui
@ AepHaBHUIA
yHiBepcuTeT

YBara!

Cropisy, pparmest/Brok, o B HAMAraTHCh O HO By HTH, 326T0K0BaHO A1
Tepermay

¥ 58’ mxy 3 mpmEATIAM Yiasy Ne1 26/2018 sig 14052018

*Tlpo pimersa Pagn nauiosaisnol fesnexa i oboponn Yipeinn sig 2 Taska 2018 poxy’

(<Tlpo sacTocyBatHA Ta cRACYBARHA Hx 1 Tainmnx
sbmeRyEATE

Puc. 3.19. Pezynbrar poOOTH CTBOPEHOTO MPABUIIA
3.5 Pexomengauii moa0 sBuxkopucranusi 0panamayepis y IC Cym/1Y

Ha npuxnam kammnycy «Llentpy IT-ekocmucremu Cym/lY Oyno po3risiHyTO
BIPOBA/DKEHHSI anapaTtHoro Opanamayepa y Mepeky. OpleHTyIOUMCh Ha i1 MOTOYHMN
CKJIaJ 1 CTaH, MOKHA JIaTA HACTYMHI PEKOMEH AALIIT:

1. Tak sk B Mepexl BUKOPUCTOBYETHCS OpaHAMAayep HOBOIO MOKOJIHHS
Cisco ASA 5525-X, mo mae Bl HEOOXiaH1 (YHKIII1, TO BUKOPUCTAHHS MMPOTrPaMHHUX
PILIEHb CTA€ HEAOUITBHUM.

[Tpote, mporpamui (pacpBOIM € CEHC 3aCTOCOBYBATH HA THUX KOPIMOPATUBHUX
KOMIT'FOTEPAX, SIKI BUKOPUCTOBYIOThCS mo3a odicom. Haiibuibin onTuMaibHUM
BapiaHToM OyJie MepexxeBuii ekpaH Comodo, sikuii poOUTh HEBUIMMHUMMU J1JI1 XaKEPIB
nopTu Komm'torepa, Ojokye wmikiumee [13 Big mepeaadi Balmx OCOOMCTUX JaHUX

yepes [HTepHeT, Ta Hajae 0araro IHIMUX KOPUCHUX MOCTYT. TakoXK BAKIMBUM € T€, IO
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el Opanamayep JAOCTYNMHMEM Maifke Ha BCix Bepcisx Windows, 110 J03BOJIMTH
YHUKHYTH TPOOJIEM 3 3aBAHTAKEHHSM Ta CYMICHICTIO.

2. VY SKOCTI amapaTHOro0 3axXUCTy MEPEXl BHKOPUCTOBYETHCS JTOCHTH
notyxHa 0aza 3 ¢aeppoiie Cisco ASA, B Tomy uucii Opanamayep Cisco ASA 3
ceppicamu FirePOWER, mo 3a6e3nedye 00’€qHAHWI 3aXHCT BiJ 3arpo3 MPOTArOM
BCHOI'0 MPOIIECY aTaku: mepes il moYarkom, MijJl 4yac aTaky Ta MICAs TOro, ik BOHA
3aBEPIIMIIACS.

[Tpote, npeacraBuuk mozaem Cisco 5525-X € naunie OqHUM 3 JACKUIBKOX, TOMY
NOTPIOHO MParHyTH A0 TOrO, 00 3aMIHUTH BECh «Iapk» OpaHAMayepiB Ha Il OUIbII

Cy4acHI Ta MOTYH1 MOJECJII.
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BUCHOBKHA

OTxe, MOKHA 3POOMTH BHCHOBOK, IO MEPEKEBI €KPaHW MIHCHO € OJHUM 13
Halikpamux cnoco0iB 3a0€3MeUeHHs] MEPEKEBOT OE3MEKU MIATPAEMCTBA (Y HAIIOMY
BUMAJIKY 3aKJIay OCBITH), 1 y MONEPEAHIX po3iaax Oyna NpeAcTaBlIieHa JOUUIbHICTh
Ta COCOOU iX BUKOPUCTAHHSI.

Ha ocHOBI orsigy Ta NMOPIBHSHHI XapPAKTEPUCTHK, IO MPOBOJMIIUCS SIK JUIs
IPOrpaMHUX PILIEHB, TAK 1 JUTs anapaTHUX, OyJ10 3p0o0IeHO MEBHI BACHOBKH MO KOXKHIN
3 1UX Kareropiii OpanamayepiB. 3BakarOud Ha KIHOUYOBI (YHKIII KOXHOIO
MEPEKEBOT0 €KpaHy, OyJid BUAUIEH] HACTYIHI MPEACTABHUKHU. CEPEN MPOrpaMHHUX
(daeppogiiB jiaepom ctaB Comodo (Haaae omiii 3axUCTy MOPTIB KOMITIOTEpA Bij
CKaHyBaHHS;, B1JI 3MIHM KPUTUYHO BOKJIMBUX CUCTEMHHX (DaiisTiB; BiJl BIpyCiB, TPOSHIB,
MPOrpaM-IINUTYHIB Ta aTaK «HYJIbOBOTO JHS Ta 1H.), a CEpe anapaTHux — (pacprosu
Bi1 kommnaHii Cisco ta Fortinet (HaaaroTh OMIlli CUCTEMU BUSIBJICHHS Ta 3amo0IraHHs
BTOprHeHHsM (IPS); 3axucTy BiA WKIUIMBHX MPOrpaM, ClaMy, MOMIIABICTb
NIIKITOYEHHS 10 Mepexkl uepe3 BeO-iHTepdeiic (SSL VPN), BUAMMICTE 1 KOHTPOJIb
nonarkis; puieTpanis URL-anpec Ta iH.).

Takok, Ha mpuknaal cerMeHTty Mepexi CymlY Oyno BH3HAYCHO sIKI came
daeppomm  (moaem  Cisco ASA 5510 Ta oauH mnpenactaBHHK — 5525-X)
BUKOPHCTOBYIOTBCS, 3a pe3yJIbTaTaMW OMNISIAY JITEPATypu Ta JOKYMEHTaii
JOCHIKEH] iX OCHOBHI TEXHIYHI XAPAKTEPUCTHKH Ta (PYHKIi, CTBOPEHO MPABHIIO
HajallTyBaHHd OpaHamayepy Ha ¢uipTpaiito BuzHadeHux URL, 1 HamaHi
PEKOMEHJaNli II0A0 iX ONTHMAJIbHOTO 3aCTOCYBAHHs y 1H(QOpMAaLiiHIil cHcTeMI
3aKyaay OCBITH.

HactynmHuM KpOKOM Ha LIISXY AOCHIIKEHHS OyAe PO3MIIHYTH HE TUTbKUA OJWH
CETMEHT, a OUTbII BEJIMKY YaCTHMHY MEPEKI, 1 TAKOXK MPOAHAN3yBaTH Ta PO3POOUTH

PEKOMEHAIIIT B)KE CTOCOBHO MEPEXKI B IILJIOMY.
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