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BCTYII

[Tpaus € HeBim eMHMM aTpuOyTOM MOBCAKAECHHOCTI OyIp SKOrO AOPOCIOro
YOJIOBIKA YM KIHKM 1 3aiiMae BH3HAQUHY POJb y JKUTTI KOXKHOI JIFOOUHU. AJUKE
JOKEPEJIO T0X0Ty SBJISIE COOOK0 KITKOY JI0 MOXIIMBOCTEH, SIK BCEPEIMHI KOMMAHII TaK 1
3a 11 Me>KaMu.

[Tomii ocCTaHHIX JEKITBPKOX POKIB, a caMe€ emiaeMli Ta BIHHM 3acCTaBWIIA
JHOACTBO MEPEMVIIHYTH MIIXOAW 10 OpraHizamli TpyAoBOro mpouecy. Binnanenmii
¢opmar poOOTH MO3BOJNMB JOASM BHKOHYBAaTH MEBHI OMEpalii HE 3HAXOASYMCH
(13UYHO HA CBOEMY POOOYOMY MICIIi.

[TpoTe HOBI MOSKJIMBOCTI CTBOPWJIA HOB1 KiOep3arpo3u anst iHpopMamiiHO-
KOMYHIKAIIHUX cHCTEM MiANpueMcTB. KokeH NeHb HAWMOTryTHIIII Ta HAWOIbLII
TEXHOJIOTIYHI KOMMaHIi CTHKaIThC 3 mnpodjemamu KiOepOesneku. [lpu 1npomy
TEXHIYHUH piBEHb KiOepaTak TMOCTIMHO YAOCKOHAIKOETHCA, a KIOEP3JI0UMHI
3HAXOMAThL BCE OUIBIN 1 OUIRIN BUTOHYEHI cnocoOM 3mificHeHHd nuX arak. Bel 1l
NPUYMHU 3aCTABJISIFOTH IMIIMPHEMCTBA BIPOBADKYBATH HOBI CUCTEMH KIOEP3aXUCTY
Ta M1X0aU 10 3a0€3MneUeHHs 10 1H(OpMaIIifHOT OE3MEKN B IIIJIOMY.

MacoBuili Ta chmilHMA nEpexiy; KOMMOaHii Ha BIIAAIEHI PEKUMU PoOOTH
CYTTEBO 3aroCTpuB MpodsieMHu iH(popMaNiiftHOi 6e3nekn. bibmicTh KOMIaH1i BOEPIIE
3ITKHYJIUCS 3 TAKAM 3aBJAHHSM, TOMY TIEpEXia Ha BiAJAJICHy poOOTY BUKJIMKAB Y HUX
YUMAJIO CKJIaAHOIIIB. [[puunHM nepexony Ha BiigajieHy poOOTy — MOpOoAMIM Oe3miy
3arpo3 1 MOXIIMBOCTEW i KiOeparak, OaraTo 13 HHX CHPHUYMHEH] PI3HUMHU
(akTopamu, 30KpeMa HaitHEOE3MEUHIIINM — JTFOJICHKHIM.

Bapro BigzHaunTH HMOBIPHICTH BUTOKIB JAHWX 1 NOIIUPEHHS WKIATUBOTO [13,
OCKUIbKM Oarato CHiBPOOITHHKIB MIAKIOYAKOTECS JO MEPEXKl OpraHizamii 3
BUKOpucTaHHsIM ocoductux [1K. ¥V nepiox auctaHiiiHoi poOOTH 3aXKUCT 0COOUCTUX
OPUCTPOIB CIMIBPOOITHUKIB CTAB AKTYAIBHHUM SIK HIKOJIM PAHILIE.

IIle onquH HeOe3meuHMi BaplaHT - MEPCOHATBHUN KOMITIOTEP 31 3aCTaploro
OMepaliiHO CUCTEMOKO a0 miparchkoto Bepeieto OC, sika He OHOBIIOEThCS. baraTto

KOpPHCTYBayiB OyJAWHKY HE CTEXaThb 34 OHOBJICHHSAM MPOIIMBKA POYTEPIB,



BUKOPHCTOBYIOYH CTaHAAPTHI MapoJii Ta B OLIBIIOCTI BUNAAKIB HE BUKOPUCTOBYIOTh
JIIECH31HH1 aHTUBIPYCHI 3acoOu. BOHM K, SK NOpaBWIO, HAWOLIBII CXWIIBHI 10
(PIMIMHTOBUX KOMMAHI1# 3JI0BMUCHUKIB 3 BAKOPUCTAHHSAM COLIATBHOI IHKEHEPII.

Hactynuuii (paktop pU3MKy — MAacOBE BHUKOPUCTAHHS FPOMAACHKUX XMAPHUX
nocnyr. Jlajgexko He Bci KOMITaHii Mpuadaid KOMEPIIiHI MiAMUCKH, & BUKOPUCTAHHS
0€3KOIITOBHOI MEPCOHANBHOI MIAMKUCKH, IO YaCTO HE TrapaHTye Hi 30€peKEHHS
JaHUX, H1 iX KOH(IAEHIIAHOCTI.

Bignanenuii  pocTyn  MiABMINYE MONUT  TEXHOJOrl  OaraTo)akTOpHOi
aBreHTH(iKanii. Taka aBTeHTH(IKAlLlisl 3 BUKOPUCTAHHSM CEPTU(IKATIB, TOKEHIB
(p13nyHMX/TPOrpaMHKX ) Ta 3 BIPHO HAJIAIITOBAHUMH I'PYIIOBAMH MOJIITUKAMA Active
Directory Bupimye npo6iieMy HECAHKIIIOHOBAHOTO JTOCTYMY A0 1H(opMAaLii.

CrangapTHa mapa JOTIH-MApOJib BXKE JABHO BBAXKAECTHCA HEOE3MEUYHORO,
0coOMMBO M7 4ac aBTeHTH(IKaLli HAa KOPIOPAaTHBHOMY PECYpPCi, AOCTYIHOMY 3
[atepreTy. Y Toi#i ke wac VPN He 3aBxau 3py4YHMid sl 3BHUAHHUX KOPUCTYBAYlB,
Tomy [T-cmy:x6m 3a0e€3MmeuyroTh MOKJIMBICTH CHIBPOOITHUKAM 3BEPTATUCSA IO
KoprnoparuBHux cepBiciB 6e3 VPN, mo notpebye Ouibll HamilHOI aBTeHTH(pIKALi,
110 A03BoJIsi€ mpartoBaty sk 3 OC, Tak 1 3 MOOUTBHUX MPUCTPOIB.

[TpaBuiibHE BU3HAYECHHS METOAIB OpraHi3anii poOOTH Ta SKICHE HAJIAIITYBAHHS
BIJITAJICHOrO0 poO0YOro JOCTyNy — € 3armopykoro Oe3neku iHdopmarlii ta OyIb-sIKux
JaHuX Komnadii. Omke TemMa JaHoi poOOTH MOBHICTIO BimoOpaxkae piBeHb ii

aKTyaJIbHOCTI.



1. AHAJI3 TPOI'PAMHHUX 3ACOBIB IJIs1 3ABE3IIEYEHHSA
BIIJTAJIEHOI POBOTHU KOPUCTYBAYIB B KOMEPIIMHNX
HIANMPUEMCTBAX

1.1  Poas RDS B onepauiiiniii cucremi Windows Server

Cnyx0un BignaneHoro podoudoro croiy (RDS) — 1e 3arajibHuid TepMiH JUIs
¢yHkuiit Microsoft Windows Server, siki JA03BOJSIOTH KOPUCTYBayaM BiIJAJIICHO
OTPUMYBATH JOCTYM 10 rpadiuHux pododmx CTOMIB 1 mporpaM Windows.

KopucrtyBaul MOXXyTh OTpUMAaTH JAOCTYN 10 HACTIIBHUX KOMIT FOTEPIB 1
nporpam, Takok BigoMux sk Microsoft RemoteApp, 3 pi3HUX THIIB KIIEHTCHKUX
oporpam 1 MPUCTPOiB, Y TOMY YMCIl TPUCTPOIB, IO HE € Windows, 3a TOMOMOTO)
MPOTOKONY BijgfaneHoro poodoyoro croay (RDP) Microsoft.

IT wmoxke  peamizyBath  CaykOM  BIIJAJICHOro  poOOYOro  CTOIYy,
BUKOPHCTOBYIOUH KlJIbKa ek3eMITIApiB Windows Server, siki BAKOHYFOTh P13Hi POJIL.

OCHOBHOK POJUTIO poOOYOr0 HABAHTAKEHHS, B SIKIA PO3MILIYIOTBCS PoOOUl
ctosim Ta mporpamu Windows, € XOCT ceaHciB BiaaieHoro pododoro crona (RDSH).
RDSH MicTUTh MOKIIMBOCTI CHIIBHOTO JAOCTYITY HA OCHOBI CEAHCIB, SIK1 TO3BOJISIFOTh
KUTbKOM KOPUCTYBauaM OJHOYACHO OTPUMYBaTH JOCTyH 10 POOOYMX CTOJMIB 1
nporpam Ha ogHoMy ek3eMmiisipi Windows Server.

Poni tHdpacTpykTypu ciayk0 BiIJaNeHOro podOOYOro CTOy, peadi3oBaHi B
Windows Server, BKIIOUYalOTh MOCEPEIHMKA MAKIIOYeHHS 10 RD, muto3 RD,
minen3yBanHs RD 1 BeO-goctyn 1o RD.

CnyxOn BigmaigeHoro podouyoro crtojy aoctynHi B Windows Server 2019,
onHak naeskl @ynkuii oomexeni. Windows Server Desktop Experience 1 RDSH He
BKJIFOYAKOTh HOB1 (PyHKIIIi, Takl sk Microsoft Cortana, Microsoft Store 1 moxaTok 1
ciyk0m Xbox. Kpim toro, RDSH 2019 e miarpumyBartume Office 365 Pro Plus 1
3aMicTh IbOro BUKOpucToByBarumMe juine Office 2019 perpetual.

By3on ceanciB BigganeHUX poOOYMX CTOJIIB PO3MILIYE MPOrpPaMu HA OCHOBI
CEaHCIB Ta poOOYl CTOMM, O SKUX BU HAJAIM KOPUCTYBAuaM CHIJIbHUNA JOCTYTI.

KopucryBauil oTpuMyrOTh 10CTYN A0 OUX POOOYMX CTOJIB TA MPOTPaM 3a JOMOMOI OO



OJIHOTO 3 KJIEHTIB BiaganieHoro pododoro croay s Windows, MacOS, 10S abo
Android. KopuctyBadi Takok MOKYTh IMIIKIOYATHCS 33 JOMOMOTOK Opay3epa, mo

NIATPUMYETHCSA, 3aBJISIKH BEO-KITIEHTY.

PoGoui cronmm Ta mporpaMM MOKHA BHOPSAKYBAaTH B OJHMH CEPBEpP By3la
CEaHCIB BIIJAJICHUX poOOYMX CTONIIB a00 KUIbKA, 1€ 3BaHl KOJIeKIli. Bu moxkere
HAIAITYBATHA I KOJIEKLI] ISl KOHKPETHUX TPyl KOPUCTYBAYIB Yy MEXKaX KOKHOIO
KiaieHTa. Hampuknan, MokHa CTBOPUTH KOJIEKILIIO, 1€ IEBHA IPyNa KOPUCTYBA4lB Mae
JOCTYN A0 KOHKPETHHX MporpaM, ajie OyAb-sSKWH I1HIIWHA KOPUCTYBad, SKWUH HE

BXOIWTL 0 I'PYIIK, dKY BH BI/II[iJ'II/IJ'II/I, HC 3MOKC OTPUMAaTrTH AOCTYII 10 HUX IIPOIpaMm.

Kosekinii MoXHa po3MIMprOBaTH, 10Jal04Ul BIpTyaibH1 MAIIMHA CEPBEPA By3Jia
CEaHCIB BIAJAICHWX PoOOYMX CTONIB y (epMy 1 NpPU3HAYAKOYM [UIS  KOKHOI
BIPTYaJIbHOI MAllIMHU BY3Jia B KOJIEKIT Ty camy Ipyny JOCTYMHOCTI. [le 3abe3neuye
OUTbII BUCOKMH PIBEHb JOCTYMHOCTI KOJEKOii Ta 30upmiye ii macmrad ams

NIATPUMKHA KIJTBKOX KOPUCTYBauiB a00 MporpaM 3 BEIMKWAM HABAHTAKEHHSIM Ha

pecypeu.

VY OubmIOCTI BHMAAKIB KiJIbKa KOPUCTYBA4YlB BHKOPUCTOBYIOTH OJMH 1 TOH
camMuii cepBep By3jJa CEaHCIB BIAAAJCHUX PpoOOYMX CTOJIB, MO JO3BOJISE
Halle(PEKTUBHIIIE BUTPAYaTH pecypcH Azure Juisi BUPILICHHS PO3MIMICHHS POOOUYMX
cTomiB. Y wmiid KoH(irypamii KOpHCTyBayi MMOBHHHI BXOJWTH A0 KOJICKIII 3
HEAMIHICTPATUBHUMH OOJIKOBUMH 3anmucaMi. Bu Takox MOXKETE HaaaTh ACTKAM
KOpPHCTyBa4aM TIOBHMM aAMIHICTPATUBHUI JOCTYN J0 IXHBOIO BIAJATICHOIO
po0OYOro CTOJy HUIIXOM CTBOPEHHS KOJIEKIIH PoOOYMX CTOJIB 3 MEPCOHATbHUMHU

CCaHCaMHu.

JIJIsi MOAaNbIIOT0 HANAIITYBaHHS POOOYMX CTONIB MOXKHA CTBOPUTH Ta
HajIcnaTh BIpTyaabHui >xopcTkuit guck 3 OC Windows Server, sikuidi MoskHa
BUKOPUCTOBYBATH SIK [IA0JOH JUIsi CTBOPECHHSI HOBHMX BIPTyaJIbHUX MAIIIMH BYy3Jia

CEaHCIB BLAJIEHUX poOOUMX CTOMIB. [1]



1.2 Opramnizauis BiagasaeHoro aocryny B cucremi Linux

Linux Ubuntu Server — 1e 0e3kOMTOBHA CEpBEpHA OmNepailiiiHa cucTeMa Ha
0a3i sapa Linux. Ubuntu Server MmoskHa BUKOPUCTOBYBATH sIK matdopmy s Web-
cepBepiB, ceprepiB 0a3 gaHux, DNS-cepBepiB, (paiaoBUX CEpBEPIB Ta IHIIUX THUIMIB
cepeepiB. Ubuntu ny>xe nonyiasipHuii 1uctpuOyTrB Linux, y TOMY 4MCil 1 CEPBEPHUI
BaplaHT, SIKMH AKTMBHO BUKOPHCTOBYETHCS OpPraHi3allisiMd pI3HUX PO3MIPIB, 3a
PaxXyHOK TOro, HI0 rojioBHOK ocobmuBicTio Ubuntu Server, Ta i yciX cepBEpHHX
ornepariifHux cucteM Ha 06as3il Linux, € HaaliiHICTh, MPOAYKTUBHICTD Ta Oe3MeKa.

Haiinonynsprimmm ciocodom BiaaaineHoi podotu Ha Linux € Remmina.

Remmina — ne KmieHT 1uisl BIAJAICHOTO POOOYOro CTOJY, HANUCAHWA Ha
GTK,

100 BUKOPUCTOBYBATH I1HINI POOOYI CTOJM BIAJAJICHO, 3 KPUXITHOTO €KpaHa ado
BEIIMKUX MOHITOPIB.

Remmina miarpuMye AEKUIbKa MEPEXKEBUX MPOTOKOJIB B IHTETPOBAHOMY Ta
y3ro/pkeHOMY iHTep(elici kopucTyBaya. HWHI MIATPUMYIOTBCS Taki MPOTOKOJIM:
X2Go, RDP (nmpotokon BigaaneHoro podouoro croiy), VNC (BipTyanabHI MEPEKEBI
oOuncnenHs) 1 SSH (6e3neyna o6ononka/Biakputuii SSH).

30BHILIHI MJIarTHA TAKOXK MIATPAMYIOTECS ISl AOJABAHHS HOBUX MPOTOKOJMIB 1
GyHKLii. [2]

1.3 Buxopucranas Windows Server AJis1 JOC/Ii/I:KEHHS

Icnye Oe3niu Bepciid omepaniiHUX cUCTEM B Kopropaiii Microsoft, ane
posrisiHemMo came Windows Server, npu3HauYeHy AJisl MIATPUMKH TOTY>KHUX CEPBEPIB
HA BEJIMKHMX MIANPUEMCTBAX. THM 4acoM MKl KOPUCTYBadi 1HOJI BCTaHOBIIFOIOTH
TaKy CHCTEMY Ha 3BUYaliHI KOMM'IOTEPU, OCKUIbKM BOHAa Ma€ PO3LIMPEHU
(yHKIIOHAN y MOPIBHSHHI 31 3BMYAHMMH Bunyckamu Windows, mpo mo gaii
JOKJTQHILLIE.

OnHi€ro 3 rooBHUX 0co0mmBocTel Windows Server € MOKIIMBICTh CTBOPEHHS
noMmeHny Active Directory Ha ii 6a3i, mo 3a0e3nedye BUCOKY CTaOlIbHICTE POOOTH 1

piBeHb O€3MEKM B Takid MEPEXKI 3a YMOBHM TPAMOTHOTO aAMIHICTPyBaHHsA. To0TO



OyJb-sika OKpemMa poOoyva CTaHIlIsl HE MOKE CHUJIHO BIUIMHYTH Ha MIBUAKICTH POOOTH
BCEPENMHI JOMEHY, & BCl BOXIIMBI J1aH1 30epiraroTbes Ha cepBepl 3 RAID-macuBom,
HA SIKOMY PETYJIIPHO POOUTHCS PE3EPBHE KOMIOBAHHSI.

Taka cxeMa BHUKOPHCTOBYEThCS B OaraThOX OpraHizailisx, aji¢ 3 HEIaBHHOTO
4yacy MPOCYHYTI CUCTEMHI AAMIHICTPATOPA BCE OLIbIIEC CTald BUKOPHUCTOBYBATH
pPO3MOMIIEHT Mepexki, NoOyaoBaHI Ha OJIOKYEiHI, B sdKuUX OyJb-gKl omepaii
NIATBEPLKYIOTECS ACJIErOBAHO0 TPYIOK aBTOPUTETHUX BY3IIB. TOOTO MpH LbOMY
BIINAAA€ MOKJIMBICTh MOPYIICHHS (PYHKIIOHYBAHHS JOMEHY LUISIXOM aTaKd OJHOTO
cepBepa 3J10BMUCHUKAMH.

Beb-cepeep(11S) 103BOJsi€ MOBHICTIO KOHTPOIKOBATH THTEPHET Tpa(iK, a TAKOK
OoOMEKyBaTH JOCTYI JO TMEBHUX PECYPCIB YCIM KOMI'HOTEpaM ab0 OKpPEMHM
KOPHCTYyBayaM.

DaiisioB1 CITy>kOM 3aCTOCOBYIOTHCS AJIsi CTBOPEHHS (DaliIOBUX CEPBEPIB, AJle TYT
CJIIJI 3a3HAYMTH, W0 Yy 3BHYAlHMX Bepcisx Windows TakoX ICHYE MOXKITUBICTh
CTBOPEHHS MAIOK 3arajbHOr0 JOCTYIY, MPOTE MPU LBOMY KOMITKOTEP, HA SKOMY
30epiratoTbes (paiiiv, MOBHUHEH OyTH OOOB'SI3KOBO BKJIFOUEHWH IS HOPMaJbHOI
poboTH.

Cny>kOn  JpyKy Ta JAOKYMEHTIB Jal0Th MOXKIIMBICTH MIJKIOYATH  Ta
HAJIAITOBYBATH MEPEKEBY KOIMIIOBAIBHY TEXHIKY.

CnyxOn  posroptanHs Windows BUKOPUCTOBYIOThCS JUIS JMCTAHIIAHOT
YCTAaHOBKH OMNEPALIHHOT CUCTEMH Bipa3y Ha BCl a00 KiJTbKa KOMI ' FOTEPIB.

Cnyxx6u Windows Server Update Services m03BOJISIFOTH OTPUMYBATH PI3HI
OHOBJICHHS 32 PO3KJIAA0M, 00 PO3BAHTAXKUTU MEPEXKY y poOounid yac. [3]

Tomy came g onepaitiitHa cuctema Oyia oOpaHa st JOCTIKCHHS,
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2. AHAJI3 ICHYIOYNX TEXHIYHHUX PIINEHb JIJI51
3ABE3INEYEHH KIBEP3AXUCTY IHOOPMANINHO-
KOMYHIKANINHUX CUCTEM

2.1 SoftEther VPN

SoftEther VPN — mne nporpamue 3ad0e3nedyeHHs s VPN HacTymHOro
NOKOJIIHHS, SKe 3a0e3neuye cTa0lIbHICTh, THYYKICTh TA MOXKITMBICTH PO3LIMPEHHS Ta
CYMICHE 3 yCiMa PO3LIMPEHUMH MEPEKAMH, K1 CTBOPIOKOTH LIMPOKY MPOMYCKHY
CHPOMOYKHICTh 13 BACOKMM HABAHTAKEHHSIM, 1110 BUMAraeThCs BEIMKUM KOPHOpawism
Ta [HTEpHET-IpOBaliicpaM, a TaKOXK MEPEX)aMmH Uisl OKpEMHX 0C10 Ta OyIMHKIB Ta

MEPEK T MAIKX Ta MiAMPHEMCTBA CEPEIHBOTO PO3MIPY.
TyHentoBaHHs Ta IHKANCYISALIs

VPN — e pimeHHs i 1moOyaoBu BipTyalibHOi Mepexi. Y VPN
BUKOPUCTOBYEThCS  TE€XHIKA MiJ HA3BOK  «TYHENIOBAHHS», sKa  J03BOJISE
KOpUCTYBa4aM OyAyBaTH BIPTYaJlbHY MEPEKY MIK JBOMA BIJJAJICHAMH TOYKAMHU

1ICHYr0uO1 myOsmiuHoi [P-mMepeski Ta BUIBHO CITUTKYBATUCS.

3a JOMOMOrOK) TEXHOJIOTI] TYHENIOBAHHS TNAKETH, L0 MEPEAArOThCS Ha
(13UYHOMY CEpPEIOBHIII 3B’SI3KY, TAKOMY SIK 3BUYAWHWNA MepekeBui Kadenb alo
ONTHUYHE BOJIOKHO, IHKAMNCYJIIOKTHCS K JAaH1 IHIIOTO MPOTOKOJY, HAPHUKJIAA NaKeTH
TCP/IP, 06e3 Oesnocepennboi mnepenavl y ¢gizuunid Mepexi. [lludpyBanHs Ta
CIICKTPOHHAMA MIAMAC MOXKHA JOJATH  OAHOYACHO M 4Yac I1HKarCyJsiii.
[HKancyapOBaH1 JaHl NEPENATHCA YEPE3 CEAHC, SIKUH HA3UBAETHCS «TYHETIEM» MIXK
MOYATKOBOKD Ta KIHIEBOKW TOYkaMH 3B’s3ky VPN. [HIIa cTOpoHa, sika OTpUMYE

THKaICyJIbOBaH1 JaH1, BUAAJISE€ OPUTTHATIbHI TAKETH 3 KarcyJl.

Konu mae 3aificHioBatucs VPN-3B’S130K, OCKIJIBKM J1aH1, M0 MEPEAAOTHCS M1K
KOMII'FOTEPOM, SIKMH HAJICWIIA€E JaH1, 1 KOMIT FOTEPOM, SIKHHA OTPUMYE JaH1, MPOXOAITh
4yepe3 TYHENb, HAJCHJIAIOTHCS 1HKAINCYJbOBAHWMHM, HE3aXWUIICHI JaHl HIKOJIHA HE

BIJIKPUBAIOTHCS B MEPEXKI.
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3abe3neueHHs Oe3MeKN NEPEAAHNAX JAHUX 34 TOTOMOTO0 H(PPyBaHHS

Onniero 3 nepeBar BukopuctanHss VPN € migBunieHa Oe3neka 3a JOmoMOror

muppyBaHHS.

[P-mepexa, 10 sIKOT MOYKE OTPUMATH J0CTYN OyAb-XTO, HAMPUKIAL [HTEpHET, 3aBXKAn
MIAAAEThCsl  HEOE3Mmenl  MiJCAYXOBYBaHHS Ta  MacKyBaHHs. HaBite  skuio
BUKOPHCTOBYIOTBCS IOPOT] MOCIYTH Mepeaadl Ta iHQpacTpyKTypH, Takl SIK BUIICHI
JiH1i a00 CYNMyTHUKOBI KaHAJH, JIiHII MOXKYTh OyTH (p13MYHO MPOCIYyXOBaH1, ab0 JaHi
MOXKYyTb OYTH Ta€EMHO MEPEIVIIHYTI CHELaliCTAMA KOMYHIKALIHHOI KOMITaHii
3JIOBMUCHO YM 3 LIKABOCTI, a00 MOXYTh OyTH MPOCIYXOBOBaHI1 Ta MpOaHaN30BaHI
ypsiioM, 1 T. 1. [1py HaACWIIaHHI Ta OTPUMAHHI IaHUX YE€PEe3 TaKy TII00abHY MEPEKY

PEKOMEHY€ThCs, 100 naH1 Oyiin 3amupoBaHi SKUMOCh YAHOM.

besneka Moke OyTM 3HAYHO TMIJBHIICHA 34 PAXYHOK aBTOMATHYHOTO
mu@pyBaHHs 3B’S3Ky Maifke BCiXx mporpam 3a aonomoror [P abGo Ethernet 3a

jJonomoror VPN.
Kpanie miakmoueHHs Ta HE3aIeKHICTh B1JT MEPEXKI

[HIIOK BAXKIIMBOK MEpEeBaror0 BUKOpUcTaHHs VPN € Te, 1110 BOHO moKpallye

NAKITOYCHHS Ta 3a0e3ne4ye HE3AICKHICTh Bl MEPEXKI.

B nyOmiunux [P-mepexax, Takux K I[HTEpHET, sk mpaBwio, Oyab-sikuii [P-
MaKkeT Moke OyTH MEpEeNaHuii 3 KOMIT 1oTepa 3 Oyab-akor0 IP-aapecoro Ha 1HIIMIMA
KOMIT'10Tep 3 Oyab-skor [P-ampecoro. SKkimio gaHi MarwTh MNEpelaBaTHCS YEPE3
[HTEpHET, KONMM 3B’SI30K Ma€ 3AIMCHIOBATHCS MK KIIEHTCHBKUM KOMIT FOTEPOM 1
KOMIT FOTE€POM-CEPBEPOM, CEPBEPHUN KOMIT'IOTEP MOXKE (PAKTUYHO OTPUMYBATH
NAKETH B1J 1HIIOTO KOMI FOTEpa 31 3I0BMUCHUM HamipoMm. HuHI Bpa3nuBi onepariiini
CUCTEMH Ta XpOoOaKH, sK1 BIIKPUBAIOTh IIpH B Oe3meni MporpaMHoro 3a0e3neueHHs
JUIsl  Tiepefadi  Ta CEPBEPHOro0 MpPOrpamHOro 3ade3neueHHs B [HTEpHETI,

NOLIMPIOKOTECS, 1 ICHYE HMOBIPHICTh 3apaxeHHs. OCKUIBKM KOMI'KOTEp, SKHAN
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O0e3nocepenHb0 M €nHaHW 10 I[HTEpHETY, € ICTOTHO HEOE3MEUYHUM, HE
PEKOMEHY€ThCS, OO KOMIT FOTEPH, sIKI 0OPOOIISAIOTh BRKIMBI KOMYHIKALIMHI JaH1
g Oi3HeCy Towlo, MNpu3Hayamu npsmi  rnobanbHi  [P-aapecu [HTepHETY Ta

MIKTIoYaIucs 10 [HTepHeTy.

3aMicTh BHIUICHOI JIIHIT MO>XHA BHKOPHCTOBYBAaTH HEIOPOre MIAKIKOYCHHS A0

InTepueTy

BuxopuctoByroun ctpyktypy VPN, gk ommcaHo paHime, 0€3 BUKOPUCTAHHS
NOCIYT BUIUICHOI JIiHIT, SIKI BUKOPUCTOBYIOTBCS AJIsl CTSATHEHHS BHCOKOI MJIaTH 3a
BUKOPUCTaHHS, 3 OLTbII HAAIMHOIO O€3MEKOI0, HIK CIYKOW BUIUICHOI JIHII, 3B’ SI30K

MO>KE 3/IIHCHIOBATHCS MK KOMIT 0T€pamMu Oy ib-KOi 0a3u uepe3 [HTepHeT.

BuxopuctoByroun VPN, 3aragpHOJOCTYNIHI MEpEXi, 3a IOMOMOTOK SIKHX
OyAb-sKl KOMIT FOTEPH MOXYThb BUIBHO crijKyBaTtucs depe3 [P InrepHer. BiH moxe
CTBOPUTH CHELIATI30BaHy BIPTyaJlbHY KOMYHIKALIHHY MEPEXKYy KOMOaHii B I
MEPEXKI, a TaKoXK Oe3meuHy Ta CTaOUTbHY HE3AICKHY MEPEXKY, SIKYy MOXKHA

noOynyBaTH, He TYpOYyrOUMCh PO HeOE3NeKy [HTepHETY.
TpyAHOLII MPOXOKEHHS MPUCTPOIB MEPEIKEBOTO LILTHO3Y

Bararo gomaniHix 1 Oi3HEC-MPUBATHUX MEPEXK BINOKPEMIICH! BiJ [HTEpHETY
MepexkeBUM  muiro3oM, TakuM sk NAT (IP-mackapax), mpokci-cepBepamu Ta
OpanamayepamMu. TakuMu MPUCTPOSMU LITKO3Y MOXYTh OYTH CHELIaIbHI MPUCTPOi
(mpuctpoi) ab0 BUCOKOMPOAYKTHMBHUI KOMI'KOTEP MiJ KepyBaHHsM Linux Towmio.
[TpucTpiii mUTr03y BUKOHYE K PyHKIIT OE3MEKH, Tak 1 0OMEXKYE KITbKICTh (PAKTHUHUX

IHTepHET-aapec, HEOOXITHUX IS MIKITFOUYCHHS MPUBATHOI MepeXi 10 [HTEpHETY.
OOMEKEHHS TPOTOKOY, SIKAA MOKE CHIIKYBaTHcs B Mexkax VPN

Bararo 3BuuaitHux mpotokosie VPN oOMexeH1 mpOTOKOJIOM PiBHS 3 (PIBEHb
[P Tomo) i, KpiM TOrO, MPOTOKOJOM BEPXHBOro piBHA (piBeHb TCP, npuknagnmii
PIBEHb TOIWIO), a 3B’SI30K 3MIMCHIOETBCS 32 JOMOMOTOK  1HKAnCyJbOBaHOTO

TyHenmtoBaHHA. OfHAK y Wil cuctemi mpoTtokos VPN He moxke OyTH nmpU3HAYCHUMN
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JUTS 1HIMBIAYaJIbHOTO CHiJIKyBaHHA yepe3 VPN 3 mpoTokosiaMu, siKi HE BIAMOBIAAIOTh

BHUMOI'aM.

Hanpuknan, y 6ararbox BHMaaKax 3acTapull MPOTOKOJM, TAK1 K CICHIaTbHUMA
npotokon kepyBaHHs, [PX/SPX 1 NetBEUI, ski 3apa3 BHKOPHUCTOBYIOTHCS
OONaJHaHHSAM 3arajbHOrO TMPU3HAYECHHS, HE MOXYTh BUKOPHUCTOBYBATHCS YEPE3
VPN, i BaXKO mepeaBaTH HasBHI CUCTEMHI KOMYHIKAlii 3a AOMOMOTOK IHTEpHET

VPN 3amicTh BUAUICHOT JIiHIi.
3anexHICTh BiJI NEBHOT MIaTGOPMU

Jlns OGarateox crapux npotokoniB VPN icHye mpoOnema, SIKIIO Aiama3oH
wiarGopm, Kl MATPUMYOTh Pi3HI TpoTOoKonu VPN, He AyXe IMPOKHiA, 1 HaBITh
JKIIO iX MOKHAa BHKOPMCTOBYBAaTM MIK KUIBKOMa IIaTGOpPMaMH, BIIMIHHOCTI Y
BIANOBIAHINA peam3anii mpu3Bead A0 NpoOJeM y MPAKTUYHOMY 3aCTOCYBAHHI B

JNEIKUX BUIAIKIB.

Kpim Ttoro, nedxi mpotokosn VPN BuMararTh amapaTHOro 3a0e3meyYeHHS
NEBHUX MMOCTAYAIBHUKIB MEPEKEBUX MPUCTPOIB 1 CYMICHOCTI MPOTOKOJIB MIiXK

MOCTAYaJIbHUKAMHU, SIKI BIIMOBHITHCSI.
Buicoka BapTiCTh, HU3bKa MPOAYKTUBHICT

[{iHa MepeKeBMX MPUCTPOIB 1 MPOrPaMHOrO 3a0e3MeyeHHs O€3MeKH, SK
MPABHJIO, HAA3BUYANHO BHCOKA, BKIOYAKOUH PILICHHS MEPEKEBOi OE3MEKH, BIIMIHHI
Biag pimenb VPN, [Ilpore, peabHO, NPOAYKTH MeEpexeBoi Oe€3Meku, w00
BUITYCKAIOTBCA 33 BHCOKOK IIIHOK, YacTO HE 33J0BOJIbHSIOTH BUMOTaM [0

NPOAYKTHBHOCTI Ta PYHKIIIHA.
Ocobmusocti SoftEther VPN

Bemukoro nepearoro SoftEther VPN € Te, 1o BiH Qyke MNPOCTO J0Jae

0oOMeKeHHs cTapux piteHs VPN,



14

SoftEther VPN 31iiicHIOE 1HKANCYJIALIIO Ta TYHEIIOBAHHS HA PiBHI 2, IHIIUMH
cioBamu Ethernet. Komu BukopuctoByeThest SoftEther VPN, mepeskeBi mpHCTpOi,
Taki K 3BUYANHI MEPEKEBI aJanTepy, KOMYTALIHHUANA KOHLICHTPATOP 1 KOMYyTauis
piBHs 3, peanizytoTecs nporpamHo. BukopucroByroun SoftEther VPN, xopuctyBau
CTBOPIOE IyXKE€ THYYKWH, O€3MeUHWil TyHENb HAa OCHOBI IIMPOKO JOCTYMHOrO Ta

nerkoro npotokosy TCP/IP.
[lepeBaru cTBOpeHHs BipTyansHoro Ethernet

Ha Biaminy Bijg Oaratbox crapux npotokoniB VPN, SoftEther VPN naninenuii
Ha piBeHb 2 (Ethernet) mns 3B°s3ky VPN. [HiumMu cioamu, 3 VPN, HalijieHuM Ha
cTapuii piBeHb 3, I1HKANCyJboBaHl [P-maketw mnpoTikanu uepe3 TyHENb. Aje 3

SoftEther VPN, inkancynroBani maketn Ethernet OyayTe npoTikaTh 4epe3 TYHENb.

Sk srapyBanocs panime, SoftEther VPN BukopucroBye nporokon TCP/IP
Tk Anst 3B°s3Ky VPN, 1 Oyap-sxi kagpu Ethernet moskna tyHenroBatu. Komnm
3miicHIoeThes 3B’ 530K VPN, SoftEther VPN mmdpye Bci maHi 3a J0mOMOroro
CTaHJAPTHOTO MPOTOKONY LU(pyBaHHs [HTEpHETY, SIKUH HA3UBAETHCA OE3MEYHUM
piBHeEM cokeTiB (SSL). Ha naHuii MOMEHT CHCTEMHMH aaMIHICTPATOP MOXKE
BUKOPUCTOBYBATH OyJb-SKUH aJIrOpUTM IUGPYBAHHS 3 AITOPUTMY €JIEKTPOHHOTO

NIANKUCY, SIKAH BUOMPAE aJMIHICTPATOp.

3apasku SoftEther VPN He nuiie mudpyeThes 3B°430K, aje il MiABHILY€ETHCS
Oe3nexka MmMOAO0 aBTEHTH(IKali KOPUCTYBAa4yiB Ta CEPBEPHOI ayTeHTH(IKaIi.
SoftEther VPN miarpumye aBTeHTH(]iKALI0 KOPUCTYBAUIB 3a JOMOMOTOK CEPBEPIB
RADIUS, ski BUKOPUCTOBYIOThCS KoMmaHisMu, aomeHy NT / Active Directory ta
ayreHTudikami ceprudikarip 3a gonomororo X509 1 RSA. Takox miaTpuMye Aeski
CMapT-KapTKH, SIKI BAKOPUCTOBYIOTHCS JJIs HIJIEH, SIKI BBAXKAIOTHCS HEOOXITHUMU IS

BHUCOKOI O€3MeKH.

[TpoTokos, SKWii BUKOPHCTOBYBABCS Ui MEpeAadl MakeTiB 3B's3ky VPN 1
NEPEBIPOK OE3MEKU, TAKUX K aBTCHTH(IKAL[IS KOPUCTYBaya, MO (PAKTUYHO MPOTIKAE

yepe3 (piznuny [P-mMepexy mia dac 38's3ky VPN, HazuBaeTbest mpoTokosiom SoftEther
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VPN. Tlpotokon SoftEther VPN He Tinbkn mmdpye Becb KOMYHIKaIHHUI BMICT 3a
gonomoror0 SSL, aje BIH BCTAHOBIIOE KIJIbKA OJHOYACHUX 3'eaHaHb SSL,
BcTaHOBJICHUX MK VPN-cepBepom 1 VPN-kmientom abo 3 VPN Bridge. Kpim Toro,
3MIHIOFOUM YaC HAa MEBHUN I1HTEPBAT 1 MOBTOPHO MiJKIFOYAKOYMCh, BIH MOXE
CTaOLIbHO CHUIKYBATHCS YEPE3 ACSAK] CIEHIaTbHI MEPEKEB] MPUCTPOI, 3aBASIKH YOMY
3’eananHs TCP/IP, sike BTpaueHO MPOTATOM MEBHOrO 1HTEpBalny 4acy. CrabinbHHN
VPN-3B'S30K TaKOK MOKE 3/1HCHIOBATUCS 3a JONOMOIOK TENe(POHHUX JIHIA 3
BHCOKOKO IIBUJKICTIO BTpar makeTiB, aeskux ADSL, PHS, 0e3apoToBoi noKanbHOT

MEPEKI TOLIO.

3 SoftEther VPN mnporpamue 3a0e3neuennss VPN-cepepa, VPN-kiieHTa TOIIO
OCHALICHO HAA3BMYAHO po3mMpeHuMHu (pyHKuismMua. Hampuknan, HaBeIeH! HUKYE
(GyHKIIT MOJKHA JIETKO HAJAUITYBaTH Ta BUKOPUCTOBYBATHU Uil OOMEKEHHS 3B SI3KY

VPN, aqMiHICTpYBaHHS MEPEXKI UM 1HIIUX LIJIEH.

e ['Hyuka HacTpoiika napaMeTpiB 3B'sa3Ky npoTtokony SoftEther VPN

e Peectpaitis xxypHany onepauiii VPN abo BMICTy AeSKAX NAKETIB

e Posmmpeni QpyHkuii Oe3neku

e MoniTopuHr 3B's13ky VPN

e (OOpoOKa BEMKHUX CEPEAOBHII 32 TOMOMOIOK0 KlacTepu3ariii

e ['Hyuka ayTeHTH(]iKallisl KOpUCTYBayda

o DyHkuIsA nepeMuKaHHs piBHA 3, QyHKUis BipTyasibHOro NAT 1 BipTyansHOro

cepeepa DHCP

e ABTomaru3ailisl aAMIHICTPYBAHHS

e 1HII
SoftEther VPN Hapasi miaTpuMye pi3H1 TUNM ONEpaliifHuX cucteM 1 komOiHai L1,
TOMY MOKE MpaIoBaTH Ha Pi3HUX MmiaTtdopmax. 3a BUHIATKOM KUIBKOX OOMEXKECHb,

SoftEther VPN mpaitoe oaHakoBo 0€3 3al€KHOCTI BiA TUIly mporecopa ado

wiargopmu, Hanpukiag Windows, Linux, FreeBSD, Solaris 1 Mac OS X.
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[Tporpamunii koa SoftEther VPN nanucanmii Ha mysxe B3aemo3aminHOMy C 1
3alMporpaMOBaHMiA Tak, MO0 HE 3ajekKaTh BIJ MEBHOI OMNEpaliiHOI CUCTEMHU.
SoftEther VPN Hapa31i miarpumye onepainiiHe CEepeOoBHUIIE, 3a3HAUYCHE B
Crenudikauisx, ane B MalOyTHpOMY OyJlie MiATPUMYBATH 1ie OUTbLIE ONMEpaLiiitHuX
CUCTEM 1 amapaTHOro 3a0e3MeueHHs Mpoiecopa. TakoXX TMOJIErIIye I1HTETPallito

MEPEKEBUX MPUCTPOIB, TAKUX SIK MAPLIPYTH3ATOPH Ta OpaHaMayepH.

SoftEther VPN, ski mpaurorTe y pi3HUX CEPEAOBULIAX, TAKOK MOXKYTb OyTH
HAA1MHO 3’ €HAHI OAMH 3 OOHUM Yepe3 [HTepHeT. Takum YMHOM, SIKIIO BU CTBOPIOETE
VPN, mio BukopuctoBye SoftEther VPN, ko KUIbKICTh CUCTEM a00 MPUCTPOIB, SIK1
miarpumyroTh SoftEther VPN, 3011blIMTBCS, 37aTHICTH B3a€EMHOIO MIIKITFOUCHHS

OyJie TEXHIYHO MIATPUMYBATUCS 3 CUCTEMaMHU. [4]

2.2 Firewall

Firewall € mnporpamHo-amapatHuM a00 NPOrPAMHUM KOMILUIEKCOM, KM
BIJICTEKY€E MEPEKEBI MAKETH, OJIOKy€E a00 MO3BOJISE iX MPOXOKEHHS. Y (puibTpartii
Tpadiky OpaHIMayep CHUPAEThCS HA BCTAHOBJICHI MNapaMeTpu Haivacriime ix

HA3WBAIOTh MPaBUJIAMHA MEPEIKEBOTO EKPaHy.

CyudacHi MmibxMmepexoBl ekpann (mami ME) posmimyrorecs Ha nepudepii
MEpPEkKi, OOMEXKYIOTh TPaH3WUT Tpadiky, BCTAHOBICHHS HEOQKAHMX 3'€HAHb Ta

no1i0H1 ii 3a paxyHOK 3aco01B (pinpTpanii Ta ayTeHTU(iKarii.

['onoBue 3aBaanHs ME — ne QumpTpamis tpadiky Mk 30HaMH Mepexi. Bin
MO>KE€ BUKOPHCTOBYBATHUCS JIJIsl PO3MEXKYBAHHSI ITPaB AOCTYITY 10 MEPEXKI, 3aXHUCTY Bij
CKaHyBaHHS MEPEXi KOMMaH1i, MPOBEICHHs MepexkeBuX artak. [Ipocrime Kakyuw,
MDKMEPEKEBUH EKPaH - 1€ OJUH 13 MPUCTPOIB, 33 JOMOMOTOK) SIKOTO 3a0€3MEeUy€EThCS

MepekHa Oe3MeKa KOMITaHii.
DyHKIIT MI>KMEPEIKEBOTO EKPaHy

VsaBuMo, 10 Bama KoMmaHisi OOMIHIOETHCS JaHWUMH 3 OJHMM 13 CBOIX

niApo3aUTiB, Tpu 1poMy Balm [P-aapecu Bigomi. 3MOBMUCHHK MOXE COPOOYyBaTH
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3aMacKyBaTé CBIii Tpadik mig AaHl odicy, aje Haaiciaatu ioro 3 iHmoro IP.

Bpanamayep BUSBUTE 3aMiHY 1 HE AACTh HOMY MOTPANMTH BCEPEANHY BAIIOi MEPEXKI.

3axucTuT KoprnopatuBHOi mepexi Big DDoS-atak. ToOro cutyaumiii, konwm
3JIOBMUCHUKM HAMAararOThCsl BUBECTH 3 JIAJy PECypCcH KOMIMaH1i, HAACWUIAKYH iM
0e3iu 3amMTiB 13 3apaKCHUX MPHUCTPOiB. SIKIIO cucTEMA BMI€ PO3MI3HABATH TakKl
aTaku, BOHA (POpMYye MEBHY 3aKOHOMIPHICTH 1 iepeaac ii Opanamayep Juisi o AaabIiol

(bubTpallii 371I0BMUCHOTO Tpagiky.

brnokyBanHs mnepenadi  gaHux Ha HeBigomy [P-aapecy. Jlomyctumo,
CHiBpOOITHUK (IpMHU 3aBAaHTAXWB LIKIUIMBHA (ailyl 1 3apa3uB CBI KOMIT'HOTEpP, LIO
OPU3BENIO OO0 BUTOKY KoprnoparuBHOi iH(opmarii. [Ipu cnpoOi Bipycy nepenaru

iH(popmalriro Ha HeBiomy [P-anpecy, OpanaMayep aBTOMAaTHYHO 3yITUHUTS IIE.
IIpaBuna ME

Mepexnuii Tpadik, MO MPOXOAWTh 4Yepe3 OpaHaMayep, 3iCTABISETbCA 3

npaBujIaMH, 00 BU3HAYMTH, UM MPOIMYCKATH HOTO.

[TpaBuio MIKMEPEIKEBOTO €KpaHy ckiamaeTbes 3 ymoBH (IP-ampeca, mopt) ta
Ji, SKy HEOOXI1JTHO 3aCTOCYBATH JI0 MAKETIB, IO MIAXOAATh M 3aJaHy yMOBYy. Jlo
T HajeKaTh KOMaHU JO3BOJIMTH (accept), BIIXWINTH (reject) Ta BiakuHyTH (drop).

L1 ymoBu BkazyroTh ME, 1110 came noTpiOHO 3po0uTH 3 TpadikoMm:

® JIO3BOJIUTH - MPOIMYCTUTH TPadik;

® BUIXWINTH - HE MPOMyCKaTu Tpadik, a KOPUCTYBAYEBl BUAATH MOBIAOMIICHHS
NOMMJIKY «HEJOCTYITHOY;

e BIIKMHYTM — 3a0JIOKyBaTH TNEpenadyy 1 HE BHIABAaTH MOBIAOMJICHHS Y

BIJIITOBI/Ib.
Tunu Mi>KMEPEIKEBAX CKPaHiB

Amnaparanii ME — ne, gk mpaBuiio, cnemiajibHe OOJIaqHaHHS, CKIAI0B1 SKOTO

(mpouecopy, TIaTH TOMIO) CIPOCKTOBAH] CIEIIaIbHO sl 00poOKH Tpadiky.
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[lpamtoe Ha cnemianeHomMy [I3 — 1e HEOOX1AHO Ui 30UIBLICHHS
MPOIYKTUBHOCTI oOnaaHaHHs. [IpukiiagaMu amapaTHOro Mi>KMEPEKEBOIO €KpaHy €

Taki npuctpoi, sk Cisco ASA, FortiGate, Cisco FirePower, UserGate Ta iH1i.

Amnapatai ME noTy:xHilI B MOPIBHSHHI 3 MPOTPAMHAMH, TPOTE 1€ BIUIMBAE HA

BapTICTh pilieHb. HEPiIKO BOHA B pa3u BULIA, HDK Y TPOrPAMHUX aHAJIOTIB.

[Tporpamunii ME — me mporpamHe 3a0e3NE4eHHs, SIKE BCTAHOBIKOETHCS HA

OPUCTPOI, peasbHl a00 BIPTyaJIbHI.

Uepe3 Takuii MDKMEPEKEBHNA €KpaH TIEPECHAMpPABISIETbCA BECh  Tpadik
ycepenuny pobouoi Mmepeki. Jlo mporpaMHux HajexaTh Opanamayep y Windows ta

iptables y Linux.

[Tporpamui ME, sk mpaBuiio, ACMIEBII 1 MOXXYTh BCTAHOBJTFOBATUCS HE TIJILKH
HA MEXaX MEPEXI, a i Ha poOOYMX CTAHLISIX KOPUCTYBAUiB. 3 OCHOBHUX HEIOJIIKIB -

HWK4Ya NPONYCKHA 3/IaTHICTh 1 CKJIAIHICTh HAJIAITYBAHHS B Psi/il BUTIA/IKIB.

MikMEPEKEBUI €KpaH 3 KOHTPOJIEM CTaHy CEAHCIB aHAJI3y€ BCIO AKTHBHICTH
KOPHCTYBAYiB BiJl TOYATKY 1 10 KIHIS - KO’KHOT BCTAHOBJIEHOT cecii kopucTyBada. Ha
OCHOBI IMX JAHWX BIH BU3HAYAE THIIOBY T HETUMOBY MOBEAIHKY KOPHCTYBayYa. SKIIO

NOBENIHKa Yy paMKax cecli 3pamacs HoMmy HeTunoBoro, ME Moxke 3a0nokyBatu
Tpadik.

Unified threat management, a0o yHiBepcaabHUH UTIO3 OE3MEKH

Taki MDKMEPEIKEB] EKpaHU BKJTIOYAIOTh aHTUBIPYC, Opanamayep, cnaMpuibTp, VPN 1

cuctemy IDS/IPS (cuctemu BUsIBIICHHS 1 3an00IraHHsI BTOPTHEHD ), KOHTPOJIb CEaHCIB.

OcHoBHA mepeBara ILi€i TEXHOJIOTI] B TOMY, IO aJAMIHICTPATOp MpALOE HE 3
NapKOM PI3HUX MPUCTPOIB, & BAKOPUCTOBYE €MHE pilicHHs. Lle 3pyuHO, TOMY 110
BUPOOHUK mependavyae UEHTPani3oBaHWi 1HTEpdEc ynpaBimiHHA —CHyKOaMu,
NOJIITUKAMU, MPABUJIAMH, & TaKOXK A€ MOKIIMBICTh OUIBII TOHKOTO HAIAINTYBAHHS

oOnaaHaHHS.



19

Y UTM-npucTpiii BXOAATH KUTbKA BUAIB MPOLIECOPIB:

® [IPOLECOP 3arajibHOrO MPU3HAYEHHS, a00 LIEHTPATbHUN TPOLIECOP,
e Mpouecop 0OpoOKK JaHUX,
® MEPEKEBUH MPOLIECOP,

e nporecop 0OpOoOKH MOITUK OE3MEKH.

IIpouecop 3araapHOrO NPU3HAYEHHS HArajaye€ MPOLECOP, BCTAHOBICHHH V
3prvaiiHomy [1K. BiH BHKOHy€ OCHOBHI omepariii Ha MDKMEPEKEBOMY €KpaHl. [Hii

BU U npouecopiB MMOKJIMKAH1 3HU3UTH HaBaHTAKCHHS HHOTO.

[Tpouecop manux BiAmoBigae 3a 0OpoOKy mio3putoro Tpadiky Ta MOPiBHIHHS
HOro 3 BUBYEHHMHM 3arpo3aMu. BiH MPUCKOPIOE OOUMCIEHHS, IO BiAOYBAKOTHCS Ha
PiBHI JOJATKIB, a TAaKOXX BHUKOHY€ 3aBJaHHS AHTHBIPYCY Ta CIyK0 3amoOiraHHs

BTOPIrHCHHAM.

MepexeBuii mpouecop MpU3HAYEHU BUCOKOIIBUIKICHOT 0OpPOOKH MEPEKEBUX
noToKiB. OCHOBHE 3aB/JIaHHS MOJISTA€ B aHAJI131 MAKETIB Ta OJIOKIB JaHWX, TPAHCSIIT

MEPEKEBUX aIPEC, MAPIIPYTU3aLii MEPEKEBOT0 Tpadiky Ta Horo mudpyBaHHI.

[Tporiecop 0OpPOOKKM MOMITUK OE3MEKW BIANOBIIAE 3a BHKOHAHHS 3aBJaHb
aHTHUBIPYCY Ta CIyk0 3ano0iraHHsl BTOPrHEHHSAM. Tako>K BiH PO3BAHTAXKYE MPOLIECOP

3arajbHOr0 MPU3HAYCHHS, ONPALOBYIOYM CKJIaJAH1 O0OUYKMCIIIOBAIbHI 3aBAaHHSI.

AHTHBIpyC. 3a0e3meuye 3axXUCT Bl BIPyCiB Ta MIMATYHCBKOTO [13 y peasibHOMY

4acl, BA3HAYAE Ta HEUTpaIi3ye MIKIUTUBICTh HA PI3HUX MIaTdopmax

®dinbrpyBanHs no URL, abo BeO-PUIBTP, — MOMIIMBICTE OJJOKYBAHHS JOCTYIY

10 caiiTiB a0o 1HIIMX BEO-3aCTOCYHKIB 32 KIIFOYOBHM CJIOBOM B aJIpeCi.

IncnektyBanHs SSL. J[03BOnsie MIKMEPEKEBOMY E€KPaHY HOBOTO MOKOJIHHS
BCTAHOBJIIOBaTH SSL-CECit0 3 KIIEHTOM Ta CEPBEPOM. 3aBASIKM LBbOMY I1CHYE
MOJIMBICTh Tepemisaatd mu@poBanuii Tpadik Ta 3acCTOCOBYBAaTH N0 HBOTO

MOJIITUKH OE3IIEKH.
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AHTUCHAM — QYHKIIIS, SIKA JO3BOJISIE 3aXUCTUTH KOPNOPATUBHUX KOPUCTYBAYlB

BiJl (DILIMHTOBUX Ta HEOAKAHUX JIUCTIB

Application Control. BukopucTtoByeTbCs Uisi OOMEXKEHHS JOCTYyNy 10
nporpam, ix ¢QyHKOid abo wimmx kareropiii mporpam. Bee ne 3amise pyHkmii

BIJICTEXKCHHSI CTAHY MTPOrpaM, 3anyIEHUX KOPUCTYBAYEM, SIK PEAIBHOTO Yacy.

Web Application Firewall — cykynHICTh npaBH Ta MOMITHK, CIPIMOBAHUX HA

3aro0IiraHHs arakaM Ha BeO-I10IaTKA

AyTeHTH(]iKaliss  KOPUCTyBa4iB — 1€  MOXJIMBICTB  HAaCTPOIOBATH

THWBITyaJTbHI MPaBUJIA M1 KOKHOTO KOPUCTYBava ado rpymy.

Sandboxing. Meton, npu sgxoMy ¢aiiyi aBTOMATUYHO TIOMIIIAETHCS B
130JTbOBAHE CEPENOBULIE JUIsl TECTYBaHHS, a00 TaK 3BaHy MICOYHUIIO. Y Hill MOKHA
HIlaMi3yBaTH BHKOHaHHS miAao3puioi mporpamu  abo mnepexinm URL, sxwmid
3JIOBMUCHUK MOKE MPUKPINTUTH 10 JAUCTA. [licouHnns cTBOproe Oe3neuHe Micue AJist
BCTAHOBJICHHSI Ta BHMKOHAHHS MPOTrpamMH, HE HapaXaroud Ha HEOE3MEeKy pelTy

CUCTCMHU.

[305b0BanMil 3axUCT Qyke €PEeKTUBHUN y poOOTI 3 Tak 3BAHUMHU 3arpo3aMu
HyJ1b0BOTO AHs. Lle 3arpo3m, ski paninie Oy MOMIYEHI Y BiAMOBIAAKOTH KOJTHOMY
BiIoMOMY TiKiymBoMy [13. He3pakatoum Ha Te, 110 3BMYakiHI (PUIBTPH €IEKTPOHHOT
NOIITH MOXKYTh CKaHyBaTW €JNEKTPOHHI JIMCTH JUIs BUSBICHHS LIKIJUIMBHX
BiANpaBHUKIB, TUMiB (paimie Ta URL-agpec, 3arpo3u HyJIbOBOTO [HS BUHUKAKOTH

noctiiiHo. TpanuuiiiHi 3acobu PimpTpawii MOKyTh TPOMYCTUTH.

OCHOBHOIK (PYHKIII€I0 KJIACHYHOTO OpaHaMayepa € BIACTEKEHHS Ta (QUIbTpaLis
TpadiKy Ha MEPEKEBOMY Ta TPAHCHOPTHOMY piBHsX monenal OSI. Ha BiaMiHy Bia
HbOT'O MPOKCI-CEPBEP BCTAHOBJIIOE 3B'I30K MIXK KJIIIEHTOM Ta CEPBEPOM, TUM CAMHUM
JO3BOJISIFOYM MMPOBOJUTH MEPEBIPKY HA MPUKIAJAHOMY PiBHI, PUIBTPYBATH 3alATH HA

MIKJTFOYEHHS TOLLIO.
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Haiivacrime npoKci-CEpBep € JOMOBHEHHSIM A0 CTaHJAPTHOIO MIKMEPEKEBOTO
€KpaHy, a MDKMEPEXKOBI €KpaHW HOBOTO MOKOJIIHHS BXKE BKJIKOYAKOTh BCl (DYHKIT

MpOKci-ceprepa. [5]

2.3 BitLocker

[Inudpysanns mucka BitLocker abo BitLocker — ue ¢ynkuis Ge3nexku Ta
mmdpyBanHs Microsoft Windows, sika BkiroueHa B Aesiki HOBI Bepcii Windows.
BitLocker no3Bonsie kopucTyBauam Iu(ppyBaTH BCE HA JUCKY, Ha SKOMY
BCTaHOBJIEHO Windows, 3axuiiarouu 111 JaH1 BiJl KpPaai>Kku ad0 HECAHKI[IOHOBAHOIO

JOCTyIYy.

Microsoft BitLocker nokpamye 3axuct (aiiiB 1 CUCTEMH, MOM’ SKIIYHOUH
HECAHKIIIOHOBAHMM JocTyn 10 naHux. BiH BukopuctoBye anroput™m Advanced
Encryption Standard i3 128- aGo 256-6itHumu kirouamu. BitLocker moennye B cobi

npornec mudpyBaHHS HA AUCKY Ta CHEHIAIbHI METON KEPYBAHHS KITHOUaMHU.

BitLocker BukOpHCTOBY€ crieniani3oBaHui d4in, sKWid HasuBaeTbcs Trusted
Platform Module (TPM). TPM 30epirae xmtouir mmdpyBanHst Pipecta-IIlamipa-
AmieMana, cnenu@iuHl AJii XOCT-CUCTEMM JJisi anaparHoi aBreHTudikauii. TPM
BCTAHOBJIKOETHCS OPUTTHAIIBHAM BUPOOHMKOM KOMII tOTEpa 1 mpatroe 3 BitLocker mis

3aXMCTY JAHUX KOPUCTYBAya.

Ha nomarox mo TPM, BitLocker Takok Moxe OJIOKyBaTH MpOLEC 3aIlycCKy,
JIOKH KopucTyBad He BBeAe PIN-kox ab0 He BCTaBUTh 3HIMHWN MPUCTPIN, SK-OT
¢uiem-HakonuuyBay, SKAA Mae Kimou 3anycky. BitLocker Takox CTBOprOe Kirou
BITHOBJICHHS JIJIsl )KOPCTKOI'O IUCKA KOPUCTYBa4a — HA BUMAIOK, SKINO KOPACTYBad

3a0yae a0 BTpaTuTh CBIA NapoJib.

Komm’torepu, Ha skux HE BCTaHOBICHO TPM, BCce 1Mme MOXyTh
BukopucroByBatu BitLocker mis mmdpysanns muckie OC Windows. Ane st 1iei

peanmizanii motpideH kiatou 3anycky USB, mo0 yBIMKHYTH KOMI HOTEP a00 BUITH 3
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pexxuMy rimOokoro cHy. OmHak Microsoft cTBep/uKye, MO MEPEBIPKA IIIICHOCTI

CUCTEMU NEPE] 3aMyCKOM € OUIbII0K0, Koau BitLocker moeanyerses 3 TPM.

3acoOm nmepernisimy maponiB  BiaHOBAeHHS BitLocker 1 iHCTpymeHTH
mmdpyBanHs gucka BitLocker — 1ne 1aBa m0o#arkoBi  1HCTPYMEHTH, —SIKI
BUKOPHCTOBYIOTbCS [uisi  KepyBanHs BitLocker. 3aci0 mnepermsgy maposis
BigHOBJICHHsT BitLocker mo3Bossie kopucTyBayaM 3HAXOAWTH MApOJii BiTHOBJICHHS
BitLocker, pe3epBHi komii SKMX CTBOPEHI B JOMEHHHX Ciyx0Oax Active Directory
(AD). lleli 1HCTPYMEHT BHKOPHUCTOBYETBCS JUIsS BIJHOBJICHHS JAHWX, WIO
30epiraroThCs Ha BXKE 3aIM(PPOBAHOMY TUCKY. [HCTpYMEHTHM mHMQpPYyBaHHS IHUCKIB
BitLocker — ne koMOiHamis I1HCTPYMEHTIB KOMAHJHOTO pPsAAKa, KOMaHJICTIB
BitLocker nns Windows PowerShell, a Takosk manage-bde 1 repair-bde. Repair-bde,
HANPUKIIAJ, BUKOPUCTOBYETHCS NiJ 4ac COpoO aBapiiHOTO BiAHOBJICHHS, KOJIA
nucku, 3axunieHi BitLocker, HeMokMBO po3070KYBaTH 3BUYAHHUM LUISIXOM a00 3a
JIOTIOMOTOK0  KOHCOJI1 BITHOBJICHHS. [HCTPpYMEHT KOMaHAHOTrO psiaka Manage-bde
BMukae abo Bumukae BitLocker. Bumknenns BitLocker po3umdpye Bci ¢aiinu Ha

JIUCKY, KOJIH 111 JJaH1 OUTbIIIE HE MOTPEOYIOTh 3aXUCTY.

BitLocker yBIMKHEHO 3a 3aMOBUYYBAHHSM. AJE€ SKIO WOr0 BHUMKHEHO,
KOPHCTYBa4 MOXe mepedT a0 psaaka nomyky Windows 1 3HaiitTu KepyBanHs
BitLocker. SIkmo Ha npuctpoi BcraHoBieHo BitLocker, BiH BinoOpakaTUMETbCs Ha
NaHelll KepyBaHHs, a OJHUM 13 BapiaHTiB € yBIMKHeHHs BitLocker. [numn Bapianth
BKJIFOYAKOTh 3aXUCT BlJ NPU3YNHHCHHS, CTBOPEHHS PE3€PBHOI KOMii KIIKOYa

BITHOBJIEHHS Ta BUMKHeHHS BitLocker.

[Ticns BBiIMKHeHHa BitLocker Windows mnounHae mnepeBipKy CHCTEMHUX
HaamTyBaHb. KOpUCTyBau MOBUHEH CTBOPUTH NApOib, SIKWHA MOTPIOEH MIOpasy,
KoM BiH oTpumye aoctyn no cBoro [IK abo mucka. IlotiMm kopucTtyBau BHOMpae
napaMeTpu Kitoya BIOHOBICHHsS. [licns HathckaHHs «/lami» KOpUCTyBad MOXKe
BUOpaTH, SKy YacTUHY CBOro Jucka BiH Oaxae 3ammdpysaru. I[lapamerpu

JBOTOMHOTO MM(PYBAHHSA TNOJATAOTh y IHA(PYBaHHI JMIIE BHKOPUCTAHOIO
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JUCKOBOTO  mpoctopy abo  mmdpyBaHHs  Bchoro  jucka. [lludpyBaHHs
BUKOPHCTOBYBAHOTO JUCKOBOTO MPOCTOPY CTOCYETHCS JIMIIE AUCKOBOIO MPOCTOPY,
KW MICTHTh J1aH1, TOMl K MU(PYBaHHS BChOTO JMCKA O3HAYAE, IO BECh 00CAT

CXOBHIIA, BKJIFOYAKOYH BUIBHUU MPOCTIP, 3alIA(PPOBAHO.

HaruchyBium nie, KOprucTyBay MOKE 3aIyCTUTH nepeBipky cucremu BitLocker,
sgKka rapantye, mo BitLocker Moxke oTpuMaru AOCTYMN O KJIIOYIB BIAHOBJICHHS Ta
mu@pyBaHHs A0 TOro, K Mock Oyne 3amudpoBano. [licns mepeBIpKkUd CUCTEMH
marictep mmdpyBanns aucka BitLocker mepe3aBaHTaxkye komm rOTep, OO Movyaru
npouec mMHUQPPYBaHHS KIHIEBOI TOUYKM. 3aXMCT BMHUKAETHCA JIMIIEC MICIS BXOAY

KOPHCTYBaya Ta peecTpauii MpucTporo B 1omMeH1 AD.

[Ilo6 poswmppyBarn Ta BUMKHYTH BitLocker, kopuctyBauy cimia wmykaTtu
Kepysanns BitLocker Ha maneni momyky Windows, BUOpaTH ONLiO, IO 3’ SIBUTHCH,

a notiM BUMKHYTH BitLocker; po3noyHeThCst mponec po3nm@ppoBKH JaHHUX.

Kimrou BinHoBneHHs BitLocker — ue 48-3Haunmii nuQpoBUii Mapomb, SKHi
BUKOPHCTOBYETBCA JJIsi PO30JIOKYBaHHS CUCTEMHM KopucTyBaua, konu BitLocker
BUSIBJISIE  MOKJIMBY  CNpoOy  HECAHKI[IOHOBAHOro goctymy. Kirwou  ciayxuTh
JOJATKOBUM 3aX0A0M O€3MEeKM sl 3aXMCTy JAaHWX KOpUCTyBada. Windows Takox
MOKE 3anmuTaTy Kiou BimHOBIEHHs BitLocker, skimmo B anaparHe, nmporpamHe ado

MIKpONpOrpamMHe 3a0€3MeUEHHSI CHCTEMU BHECEHO 3MIHM.

SIKIO KJIrOY BIJHOBIICHHS BTPAuYe€HO, €AWHHMI BaplaHT — MEPEBCTAHOBHUTH
Windows. 11106 yHHKHYTH 1bOro, pe3epBHI Komii KJIro4iB BiOHOBIEHHs BitLocker

MOKHa CTBOPHUTH B TaKHUX MiCHHX:

e OOnmikoBuii 3amuc Microsoft kopuctyBaua. SIKImI0 KOpUCTyBay YBiiiae B
oOnikoBuil 3amuc Microsoft Ha 1HIIOMY TPHUCTPOi, BIH 3MOXE NEPETIISHYTH
CBIH KJTFOY 3BIITH.

e ®newmwka USB. USB-¢nem-nakonuuyBad Moke 30epiraTi KIIro4, sIKHA MOXHA

BcTaBuTH B 3a0nokoBanuii [IK, mo0 po3bmokyBatu #oro. SKoio Kiwou
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30epiraeTbcs sIK TEKCTOBHU (haiii, KOPUCTYBa4 MOKE MIJKIFOYUTH HOTO 10
tHoro 1K, o6 npoyntaTi mapoJib.

e OOmikoBwmii 3amuc kopuctyBaya Microsoft Azure Active Directory (AD). Kitrou
MO>Ke 30epiratucs B OibioMy 00M1KOBOMY 3anuci Azure AD, moB’si3aHOMY 3
OPUCTPOEM KOPHCTYBaYa.

e (ucreMa CHCTEMHOTO aaMmiHicTparopa. CHCTEMHUI aaMIHICTPAaTOp MOKE MaTH
KJTFOU BIJHOBJIEHHS, SIKIIO MTPUACTP1 KOPUCTyBaya MiAKIKOUYEHO 10 TOMEHY.

e Bonoainag kopuctyBada. KopuctyBau, MOKIMBO, PO3APYyKyBaB ad0 HaIKCaB

KOJI Ha manepi. [6]

2.4 RDP Defender

Komu Bam cepeep Windows 1oCTynHHMI 1 3araibHOIOCTYIHUN B IHTEpHETI, Ha
HBOIO MOCTIHHO HAMAJAIOTh XaKEPH, MEPEKEB] CKAaHEPH Ta POOOTH rpy0oi CHiH, SIKi
HAMAararThCsl BKPACTH Bamy 1ACHTH(]IKALI0, OO OTPUMATH JOCTYN 10 BalIMX
ocobucTUX nMaHux abo B3ATH MiA KOHTPOJb Bam kKomm totep. o6 edexktrBHO
OPOTUCTOATH I 3arpo3i, BaM MOTPIOHO BCTAHOBWUTH AHTUIINMHUIYHCHKE MPOTPAMHE
3a0€3MeUeHHS.

Sk mpaBuno, B cuctemi Oe3nekn Windows € HEAONIK, SKWH JO3BOJISIE
HIKIJJIMBOMY MPOTPAMHOMY 3a0€3MECUEHHIO CTEKMTH 34 BallMMH 3’ €IHaHHsMU. Lli
PI3HOMAHITHI INOUTYHCBKI MporpaMu B IHTEpHETI Ay:ke HEOE3MeuHl AJIs BaIIOro
cepepa. KoskHOro pazy, KoM BH MIJKITIOYAETECS, ICHYE PU3UK TOrO, M0 OJHE ado
KUTbKA MOTEHIIHHO WIKIATUBUX Tporpam OyJie BCTAHOBJIEHO HA BAIOMY KOMI FOTEPI
0e3 Bamoro Bigoma. Lle Moke craTucsi, HANPUKIIA, KOJIM BU 3aBAHTAXKYyeTe BEO-
CTOPIHKY a00 KJAIla€eTe Mo peKIami, Mi03pIJIOMy BKIIaJICHOMY (aiily B JIKCTI TOLIO.

Ix mera: 30uparu Ta nepegasard iHQOPMALIKD PO CEPENOBHILE, A€ BOHH
npaitorTh. [le 03Hayae Balll KOMIT FOTEP, HOYTOYK, cepBep, MOOLIbHUE TenedoH
Tomo. JIesKkli 3 HUX BUKOPUCTOBYIOThCS sK Tpodaiinepu s 300py JaHUX JUis

HAL[UTFOBAHHS HA €JIEKTPOHHY momty. Lle Moxe 3apa3uTh Balry MaliuHy | 3alyCTHTH
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ii B Oymp-sKMii 4YaCc HEOYIKYBAHMM YWHOM, CIOBUIBHIOIOYM TPOAYKTHBHICTD,
BIJIMBAKOUYM HA crio>kuBaHHA L[ Ta mpomyCKkHOI CIPOMOKHOCTI.

3BicHo, Windows nponoHye BiIacHUA 3axucHUK, «3axucHUK Windowsy, skuii
BUKOPHCTOBYE SIK 3anmOOKHI, TAK 1 BHIPABISAKOYI METOMM, 00 3aXMCTUTH Bac:
NOMEPEKAYN MMPO HEOAKAH1 MPOTpPaMHM, sIKI HAMAraroTbCs BCTAHOBWUTH, 1 HAAAE
IHCTPYMEHTH aHaJl3y, 00 BUSBHTH iX HA BAIIOMY KOMIT FOTEP] Ta JO3BOJUTH BaM
OYKMCTUTH HOTO.

Kpim Toro, el pusrk 0coOIMBO BUCOKHIA, KOJIM BU BlAKpHUBaeTe ceaHc RDS:
poOOTH CKaHYIOTh BIAKPHUTI MOPTH T4 HAMArarOThCS BKPACTH Ballly 1ACHTH(IKALIIO,
mo6 yBiTH. KoOXXKHY XBWIMHY BIJ COTEHb [0 THCAY KOMOIHAIW, sKi
BUKOPHCTOBYIKOTb ~ TMOTOYHI  JIOTIHM Ta CIIOBHMKH TMApOJIiB, ABTOMATHYHO
NEPEBIPAIOTHCS. HA BALIOMY CEpPBEP1 uepe3 30BHiMHI [P-aapecu.

RDP Defender, aHTHmmuryHceke nmporpaMHe 3a0e3MeUeHHs, BCTAHOBJICHE HA
BalIOMy KOMIT 10TEPI, Oy/I€ aBTOMAaTUYHO aKTHBOBAHO 1IOPa3y, KOJIM BH BIAKPHBAETE
3’eananHs RDS, 1 OnokyBatume Oyab-sKy araky.

RDP Defender edpexTnBHO 3axuniae B PEKUMI PeajbHOTO 4acy Balll CEPBEP
RDS a6o Bam I1K, BiacTe)Kyroun HeBAaIl cipoOu Bxoay B Windows 1 aBTOMaruiHO
J0Jarul B HOpHWH cnucok [P-agpecw, o mopymyroTh MpaBwia MICHs KUTbKOX

300iB. [7]

2.5 Mikrotik

Mikrotkls Ltd — e ToproBa Mmapka NpoAyKTHBHOIO iAnNpueMcTBa JlaTsii, mo
BUTOTOBJISIE TA IPOJAE HA PUHKY PI3HI MapUIPyTH3ATOPH, ONepalliiHe 00IaIHAHHS Ta
1HIIe 00JIaiHaHHs. 3aCHYBAJIM KOMIMAHII0 B fajekomy 1995 poiti, roJoBHOK METOK)
K01, OyJsia poOoTa 3 IPOJAKY MEPEKEBOTO 001aJHAHHS HA MI>KHAPOJHUX TOPrOBUX
maiganunkax. Ha nepiog 2007 poky KoMIaHis Maja y CBOEMY PO3NOPSLKEHHI LITAT,

110 CKJIAAAETHC 3 MOHA 70 CIBPOOITHUKIB.

Mikrotik — cknagaeTbes 13 3ai113a, i 3arajlbHUM HalMEHYBaHHSIM

RouterBoard, Ta onepaiiitnoi cucremu RouterOS.
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[Tmrocu mikrotik

[lina. ¥V npomy cniBBigHomeHHI Mikrotik HeMae KOHKYpeHTIB. Moo
Mozenl MaroTh QpyHKIioHan crapumx (RouterOS), a miHa sk y «1oMarHix

POYTEPIBY.

Moskmmsocrti. TP-Link, Dlink, Zyxell, Linksys 1.T.1 MpocTo HE TPaBUIIBHO
MOPIBHIOBATH TOMY IO 1€ poyTepu a mikrotik 11¢ MOBHOIIHHUMA
MapHIpyTH3aTop IKui MOkHA MOPIBHATH 3 Linux abo Cisco. (1 pO3yMIHHS Y
mikrotik Hemae wan noprty Ta lan nopTiB TO0TO OYyaB-SKHA TOPT MOKE OyTH

OyAb-sIKMM 3aJI€KUTh BIJ TOTO SIK BH HanamTyeTe bridge Ta mapmpytusariito)

BucokonaniitHa ta ctadinbHa podota. [Ipy MpoBEAECHHT TECTYOUMX aHATI3IB 1
BIJNOBIIHO MPY MPABWJILHOMY HaamTyBaHnHi, Mikrotik 3naTHuii nparoBatu
TPUBAIMH Yac, 1 IPU IbOMY 30BCIM HE TOCTABJIATH >KOJHUX Tipodiem. 11le
BJIMBOIO JIETAJIIIO € HAIBHICTh CKPUIITOBOI MOBH, SIKA AONIOMArac B
HAJIAINTYBAHHAX NIPpU Oyb-sKiid mpoOseMi, a Takok HasiBHOCTI WatchDog
(System — Watchdog npum. Skmo 8.8.8.8 He miHryeThest OUTbIIE S5 XBUTUH
MEPEBAHTAXKYEMO POYTEP. ), IO AO3BOJISIE YHUKATH MPOOJIEM 13 3aiiBUMHU
3aBUCAHHSIMHU poyTepa. SAkio BuOparu coOi HaIiiHE 3a3€MJIEHHS, 4 TAKOXK
JIBXX, To MOKHA YHUKHYTH O1IbIIy YacTUHY MPOOIEMHMX cUTyauniii. Bapto
BIJI3HAYMTH, II0 HA PI3HUX (PopyMax Qy>KE 4acTO MOKHA 3YCTPITH MOCTH,
MOBIJIOMJICHI jlaram 1 nepefosiM y poOOTI poyTepa, OJIHAK, HAa CBOEMY JOCBIJII S

3 MM HE CTHKABCS (KPIM BJIACHUX KOCSKIB).

OHOBIIEHHS, TOKyMeHTais. /i1 oTpuMaHHs A€TaNbHOI 1H(opMaLii Mpo SKeCh
OHOBJICHHSI, TJOCUTh TPOCTO 3aiTH HA ODILIHHKN CAlT BIKIMEAli, 1€
3HAXOATHCS BC1 MPOIIMBKHU. [IpUMITHO, IO /TS CKavyBaHHs 30BCIM HE
noTpi1OHO OyTH aBTOPU30BAHUM a00 3apEECTPOBAHMM, HA BIIMIHY BiJ TOTO XK
Cisco, ae orpumanHs iHpopmanii - e uija npodiaema (HEOOX1AHUNA CTaTyC

cepruikarii 1 Tak gam).
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e Ckpi3b BUKOpHCTOBYETHCS RouterOS. 1o 103BoJIsi€ AOCTYT A0 MIBUIAKOT 3MIHH
oOnasHaHHs, BIAHOBJIEHHS HA 1HIIE 3aJ1130, @ TAKOXK nepeaaya (adbo mpocto
IPONO3ULIS Y BUTIISLII MOPAJN) IHIIUM KOopucTyBadaM. (TyT € HEBEIMKHIA
HIOAQHC MPH 3MiHI 3a113a 3 BIAMIHHOI Bepcieto OC abo pi3HO KUTBKICTIO
NOPTIB JOBEETHCS JOHATAITOBYBATH PYUYKaMU, AJI€ 11€ HE IOPIBHATH 3

HaJIallITyBaHHSIM BCHOTO 3 HYJIA. )

e Bipryanizauisa. MoxmicTs miaHati RouterOS Ha x86 (sik Ha peanbHO
NOTY>KHIi 3ami3ui Tak 1 B Hyper-v). | 3aBasku nepeHocuMOCT KOH(Irypauii,

BU MOKeTe po3ropHyTy mikrotik Oyab-ne.
Minycu mikrotik

e Jlnsa peanbHO Oe3nepeOdiiiHoi podoTn mikrotik Bce-Taku HE MPU3HAYCHUIMA, TYT
NOTPIOHI KJIACTEPH, AJI€ LIE HE TAK CKJIAJHO OPraHi3yBaTH 4yepe3 TYTilry

BIpTyaTi3allito, aj€ BCE-TAKU 1€ TPOXH THIIIE.
e Takox MIHYC y TOMY BHUIAJIKY, KOJIM € HEOOX1AHICTh u(pyBanHsa 3a 'OCTom

e Baxko HajTamTyBaTH Aj1s JIFOJUHU, 110 a0COIIOTHO HE PO3YMIE B MEPEKAX.

Mikrotik mpucTpiii [yt CHCTEMHOIO aaMIHICTpaTopa.

e By3bKa NONyJIsSpHICTb MAPKK (1 BIAMOBITHO MOIIMPEHHS ). LIeit MiHyC
BXJIMBHIA HE JAIIE 1715 (axiBI[IB BUCOKOTO PIBHS, aJie i sl KOPUCTYBAviB.
Hampuknan, sk RouterOS mano 3arpeGyBanuii, BIAMOBIIHO 1 HOTo (axiBii
MaJjio KoMy IiikaBl. | iHIa cropoHa, skmo ¢gipma, mo kopuctyetbes OC,
BTPATHUTh HA Yac CBOTO aJIMIHA, TO 3HAWTH MOMY 3aMiHY [UIsl BUPILICHHS

NUTAHHS PO BX1J 3 JIAAY CUCTEMH JIy>KE BAXKKO.

e Ha monoammx moaensx cnadkuit Wi-Fi. Benukuii pyHkiionan, ajne cama

po3aaya Baiida crnadka.

e Hemae «KOprnopaTuBHOD TEXTIATPUMKHN Ta TAPAHTII.
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OcTaHHIM YacoM Bce 4acTimie 3ycrpidaemocs 3 Opyrdopcom (Brute force — meron
3710My OONIKOBHX 3alMCIB 3a JOMOMOIOK MiA00pYy maposiiB a0 Hux). Haliuacrime

aTaka e cTaHAapTHI CEPBICH 1, BIMOBIIHO, CTAaHAAPTHI nopTu. Hanpuknan;
SSH - TCP 22 port

PPTP - TCP 1723 port, GRE (He mae mopr)

L2TP - UDP 1701, 4500, 500 ports

RDP - TCP 3389 port

VNC-TCP 5900 port

SIK1110 BU BUKOPUCTOBYETE CKJIaHI NapoJi, miaidparu ix Oyjae Henerko. Tomy
OCHOBHA Mpo0JemMa, o BUHUKAE MM 4ac OpyTdopcCy, 1e MaaiHHs IBUAKOCTI MEPEXKI.
Yacro ne came "mBuakicte iHTepHeTy". Ha 1HTepdeiic mapmpyTtusaropa, mo
BXOJWTh, HAAXOJWTh BEIWKA KIUIBKICTH TAKETIB 3 BHCOKOK IMBHAKICTIO, KaHAJ

3a0MBAETHCA, 1 "KOPHUCHI" MAKETH MPOXOAATh 3 MEHIIOK IIBUIKICTIO, HIK XOTL10CA 0.

Tako>k BapTO 3a3HAYMTH, 110 OAraTto cepBEPIB 1 MAPIIPYTU3ATOPIB BEAYTH JIOTH
cnpoO apropu3amii. SKimo mux cnpod TUCAYl, TO PO3MIP JIOTIB MOXE IOCSATaTH
JEKIJIBKOX ACCATKIB riradaiiT. Ile npu3BoauTH N0 MIJBUIIEHOTO HABAHTAXXEHHS HA

JUCKOBY MIACUCTEMY TA IIBUAKOI BUTPATH MICLISL.

Jlist 3axucty Big Opyrdopc-araku Ha SSH - TCP 22 port 1 PPTP - TCP 1723
port (HanpuKiIaa B3sTI CTAHAAPTHI MOPTH) NOTPIOHO OJIOKYBATH 1p-aAPECH BCIX, XTO
cnpoOy€ BCTAaHOBUTH YOTHUPH 3'€HAHHS TMOCHUIb 3 IHTEPBAJIOM MEHIIE OJHIET

XBUJIMHU.
Lle moke OyTH peaTi3oBaHO TAKMM YAHOM:

e [lpu nepmomy migkaoueHHi SSH nomaemo ip-aapecy B cnucok ssh stagel,
SKIIO MEHII HIDK 4Yepe3 OAHY XBWIMHY MPUXOJWTh 1€ OJWH 3aluT Ha

MIIKTIOYEHHS, T01aeMO B CUCOK sshstage? 1 1.1,

e [licnsa cimcky ssh_stage3 cimigye cnmcok blacklist.
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o Jlna miaknarodeHs o PPTP Taka »x jorika, TUIBKM MIHS€ThCS Ha3Ba CIMCKIB Ha
pptp_stagel - pptp stage3. [ns cmomcky ip-agpec blacklist cTBoproeTbes

npaBujio OnokyBaHHs B Firewall. [8]
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3. PO3POBKA METO/IB TA IIIIXOAIB 10 3ABE3IIEYEHHA
KIBEP3AXUCTY BIJJAJIEHOI'O INAKJIIOYEHHS 10
IHOOPMAIINHO-KOMYHIKAININMHOI CUCTEMU INIAITPUEMCTBA

3.1 HonsTTs KiGEep3axucTy TA HOr0 METOIB

KiGep3axuct — 116 MexaHi3M 3aXUCTy KOMITIOTEPHUX MEPEX, SKUH BKIHOYAE
pearyBaHHs Ha Jii Ta 3aXMCT KPUTUYHO BAKIMBOI 1H(PPACTPYKTYPH, A TaKOXK
3a0e3neyeHHsT 1HQOpMAII€0 JUIsl OpraHizailiii, JAEp>KaBHMX YCTAHOB Ta I1HIINX
MOXJIMBUX Mepex. Kibep3axucT cnpsiMOBaHWN Ha 3anoOiraHHs, BUSBIICHHS Ta
CBOEYACHE pearyBaHHs Ha aTakyd 4d TMOrPO3M, TaK L0 >KOAHA iH(PACTPYKTypa uu
iHpopmalis He OyayTh miapobsaeHi. 31 30UIBIIEHHAM 00CATY 1 CKIIAAHOCTI KibepaTtak
KiOep3axucT cTae HEOOXITHUM OUTBLIOCTI OpraHi3alii K 3aXucTy KOHQIACHIIHHOI

1H(pOpMaIlli, TaK 3aXUCTY AKTHBIB.

[Ipn po3yMiHHI KOHKPETHOTO CEpeAoBMIIA KIOEP3aXHCT aHal3ye PI3HI
3arpo3m, MOXJIMBI JUId IOro cepenosuma. [ToTim BiH gonmomarae y po3poOui Ta
peamizauii crpareriii, HeOOX1IHUX A/ MPOTUALT 3TOBMUCHAM aTakaM 4 3arpo3am. Y
KIOEp3axuCT 3aTy4YCHO WIMPOKHIA CHEKTP PI3HOMAHITHUX BHUIIB MIsUTBHOCTI JJIst
3aXMCTY BIAMNOBIAHOTO O0'€KTa, a TaKOXK Ui MIBUAKOTO PEearyBaHHs Ha JIaHamadT
3arpo3. lle Moke BKIHOYATH 3HUKEHHS MPUBAOIMBOCTI CEPEIOBUIIA JJII MOKITUBUX
3JIOBMUCHUKIB, PO3YMIHHS KPUTMYHHMX MOJOXKEHb Ta KOH(IACHUIWHOT 1HpopMarii,
BXKMBaHHS NPOQIIAKTUYHUX 3aXOAIB s 3a0e3me4eHHs TOro, mo0 araku Oynu
JOPOTUMH, MOKJIMBICTh BUSIBIICHHS aTak Ta MOKJIMBOCTI PEaryBaHHs Ta PearyBaHHS.
Kibep3axuct TakoX MNPOBOJUTH TEXHIYHWNA aHami3, MO0 BHU3HAYMTH UUISIXM Ta

00nacTi, Ha SIK1 MOKYTh HALIJTATH 3JI0BMUCHUKH.

Kibep3axuct 3a0e3neuye Taky HEOOXIIHY TapaHTIIO JJIs 3aMyCKy MPOIECIB Ta
Oiii, He TypOyrouuch mpo 3arpo3u. lLle monmomarae y MiABHMINEHHI €(QEKTUBHOCTI
BUKOPHCTAHHS cCTparerii ta pecypciB Oesneku. Kibep3axucT TakoxK gormomarae
NIABUIIATA €()EKTHBHICTh PECYPCIB OE€3MEKH Ta BUTpPATH HA Oe3MeKy, 0COOIUBO Y

KPUTUYHUX MICIISIX.
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Sk Oyno 3ragaHo, KiOep3axHuCT MPaItoe KOMITJIEKCHO, MAro4H i o000 Oe3114
METOMIB [Isi 3a0e3neucHHs Oe3neku iH(opmanii Ta OyAb-sIKMX I1HIIUX AKTWBIB

KOMIIaHIi, K1 3HaXOASIThCSl HA €IEKTPOHHUX HOCISIX.

Po3risiHeMO KOMIUJIEKC TIAXOMIB 10 3aXUCTY, K (PI3UUYHY NIArOTOBKY KOMITaHIi

10 BlAANeHOi poOOTH, TaK 1 MPOTpamMHi pitueHHs. [9]

3.2 ®izuyHe 3a0e3ne4eHHS Kidep3axucry

[TpoeKkTyBaHHSI CEPBEPHOTO MPHUMILICHHS MAa€ MPOBOIUTHCS 3 YPaXyBaHHSIM
HU3KH (PAKTOPIB. HABAHTAXKCHHS HA MEPEKY Ta KUTbKICTh MEPEKEBUX MIIAKIFOUYECHbD,
HEOOX1/IHA MOTYKHICTh, KOHTPOJb KIMHATHOI TEMIIEPATYpPH Ta BEHTWIALIA, (Pi3nvHa

Oe3MeKa, a TAKOXK 3aXUCT B1J] MOKEXKI Ta HAJA3BUYAHHUX CUTYaIlIi.

CepBepHi KIMHATH MarOThb CYTT€BI BIJIMIHHOCTI BIJ ABOX IHIIMX BaplaHTIB
PO3MILLIEHHST JaHUX Ta POOOYOr0 HABAHTAXKCHHS - y LEHTpPax OOpoOKH HaHMX Ta

MIKpPO-JaTalleHTPax.

LlenTpr 0OpoOKHM JaHMX MOXKHA PO3TMSAATH K OYJIBIIO, IO CKIIAJAETHCS 3
BEIMKOI KIJTBKOCTI BHUIUICHHX CEPBEpPHUX KIMHAT. OJHAK HA MPaKTULl LEHTPH
OOpOOKM JaHWX BIAPI3HAIOTHCS Bl 3BHYAMHMX CEPBEPHUX KIMHAT MEPEKEBOIO
OPONYCKHOK 3JAaTHICTIO. SIKINO cepBEpHA KIMHATa Ma€ JOCUTh HEBEIUMKE
HABAHTAKCHHS HA MEPEKY, HEOOX1IHY JUTS OJHI€T opraHi3aili, HeHTp 00pOOKK JaHUX
MOKE MIATPUMYBATH KUIbKA OPraHizallii, mo CKJIaJarThCs 3 TUCAY a00 MIJILHOHIB

N1IKITHOYEHAX KOPUCTYBA4iB OAHOYACHO. ToMy iM mOTpiOHE BIAMOBIAHE OOIaJHAHHSI.

Mikpo-martaneHTpu OJMK4Ye OO0 KOHLENIIi 3BHYAHUX CEPBEPHUX KIMHAT,
OJIHAK BOHM BUKOPHCTOBYIOTBHCS SIK BHILJIEHI MOPTATUBHI FOHITH, SIKI MOXKYTh OyTH
JIETKO BUKOPHUCTaHI Juisl MaciitaOyBaHHs O13HeCy. 3aBISKH MOMJIMBOCTI IIBHJKOTO
PO3TOPTaHHS MIKPOJATALCHTPU MIAXOAATh I MacmTaOyBaHHS OOYHMCIIFOBATIbHUX
NOTY>KHOCTEH y BigganeHux oOnacTsax, sl 3a0e3nedeHHs CcTaluibHOi poOoTH

CEPBEPHOIO OOJIaAHAHHS M1l YaC CTUXIMHUX JIUX, a TAKOK BOHHU 3/IaTHI 3a0€3MECUNTH
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TAMYACOBY TMOTYXKHICTh MPH MEPEMIMICHHI POOOYMX HABAHTAKEHb MK Jara-

LHEHTPaMHU.
Opranizauis cepBEPHOi KIMHATH

Ha erami npoekTyBaHHs CEPBEPHOT KIMHATH CH1J1 3BEPHYTH 0COOJIMBY yBary Ha
HACTYMHI MOMEHTH: PO3TallyBaHHS Ta PO3MIP KIMHATH, OOJIaJHAHHS, 3aXUCT BIJ
NOKEXK1 Ta OXOJIOKEHHs. Ha oMy eramni BaXKJIMBO OLIHWUTH MaciuTad MaiOyTHBOI
IT-iHppacTpyKTypH Ta 3aJIEKHO Bl OPIEHTOBHMX TEXHIYHUX MOTPEO CHOPOCKTYBATH,
AKOKW Mae OyTH CepBepHA KIMHATa Ta SIKMM YMHOM MOXKHA OYyJ€ MaKCUMaJIbHO

€(PEKTUBHO BUKOPUCTATH BUALIEHUI MPOCTIP.

SIKIIO 3aMIIKATH MPOCTOKOBATH 3aHAATO BEJIMKY YACTHHY MPOCTOPY HABITH 3
ypaxyBaHHSIM MOKIIMBOTO MacIITaOyBaHHs, 1€ MOXKE CIPUYMHUTH 3aiiBl BUTPATH, Y
TOW Yac K HAAMIPHE BHUKOPUCTAHHS MPOCTOPY MOKE MIABHIIWTH PHU3MKH, SKI

MO>KYTh MPU3BECTU A0 BEIMYE3HUX BUTPAT a00 HABITh 1HIUICHTIB.

TexHiuHe 00NaHAHHS KIMHATH BKIIFOYAKOTh OOJAIITYBAHHS 3BYKO130TKOOUMX
CTiH, CHOEL[AJIBHUAX IBEPEH Uisl J0CTyny A0 OOJIaHAHHS, AaHTUCTATHUYHI M1IJIOTHA AJIst
3ano0IraHHs €JICKTPOCTATUYHUX PO3PA/IB, a4 TAKOXK OOJaJHAHHS JUIsl 3a0€3MECUCHHS

TEMIEPATyPHOTO PEKUMY.

[TinrotoBka 0OJagHAHHS BKJIIOYAE PO3PAXYHOK HEOOXIJHOI  IIUTBHOCTI
NOTY>KHOCTI, 110 BUMIPIOETBCS Y Barax Ha KBaapaTHWid MeTp abo B KUIOBaTax Ha
CTIfiKy, a TaKOXX MOWIYK 1 YCTAaHOBKY OOJAaIHAHHS - AHTUCEHCMIYHI OMOpH 1
KPITUICHHS, 3a3€MJICHHS €JICKTPOCHEPrii sl CEPBEPHHUX CTIHOK, 3a30p AJs

NPUMILIEHB, HEOOXITHUX JUTd 3a0€3MeUeHHs] MOOUTBHOCTI OOJIaIHAHHS.

[TpoTumnosxexkHi 3aX0/u BKJIFOYAKOTh BUKOPHCTAHHS HEPIIKHUX
OPOTUINOKEKHUX CHCTEM Ta BIANOBIAHE MPOKIAAAHHSA OONaJHAHHS JJIsl CEPBEPHHX

KiMHAT, 0COOJIMBO SIKIIO Ka0El MPOXOATh YePe3 CTEN0 ado MiyIory.
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Cucrema OXOJOKEHHS BKIIKOYA€ BCTAHOBIICHHS CTEJIBOBUX MOBITPOBOIIB, SIKI

NOJIat0Th OXOJIOXKEHE MOBITPS A0 HAMOLIBII rapsuuX TOUOK.
00CJTyrOBYBaHHS CEPBEPHUX KIMHAT

Bemukuii cepBepHuii 3an CepBepHi KIMHATH TOBMHHI OyTM HE TIUIbKA
oOnasHaHl HAJICKHUM YWHOM, ane W miarpumyBartucs. s 1bOoro iCHye psif
CTaHJAPTHUX POOOYMX MPOUEAYP, BKIIFOUAOUM BCTAHOBIIEHHS! HOBOTO OOJIQIHAHHS Ta
yTHII3amii HecnmpaBHOro abo 3actapinoro. Ock nuuie AedKl PEeKOMEHJALli o0
KpallluX NPaKTHK, $Kl CHiJ PO3MJSHYTH Ta 3aNO3MYATH MpU  OOCIYrOBYBaHHI

CEPBEPHOI KIMHATH:

BcranoBneHHs cepBepa. YCTaHOBKA IMOBMHHA MPOBOJUTHCS 3a HAsBHOCTI
PE3EPBHUX JDKEPENT KUBJICHHS, BUKOPHCTAaHHA CEpTH(iIKOBaHUX KabemiB 3
ypaxyBaHHSM PO3MOUTY Bark HUIIXOM PO3MINIEHHS OUTBII BaXKKUX KOH(pIrypariid Ha
HWKHIX MOJILSX, 3HUKEHHS JOBXKMHU KAOENto, Ikl HE MEPEBUINYIOTh JOMYCTUMUNA

panlyc BUTHHY.

[TpoektyBanHss cxeM Mepexi. KomyTtaropu Ta iHmIe mepexkeBe 00JaaHAHHS
MOBUHHI OYTH PO3TAIIIOBAHI JIOTTYHO, 100 3BECTH JIO MIHIMYMY JIOBKHHY KaO€iB, a
KPUTUYHO B@KIIMBI CUCTEMM, IO MNOTPEOYIOTh PE3CPBYBAHHS, MMOBUHHI MarTu
JIOJIATKOBI KOMYTAaTOpPH Ta MApUIPyTHU3aTOPH, MIAKIKOYEHI JO PE3EPBHUX JKEPEN

JKUBJICHHA.

Bunanenns cepBepa. Yci kaleni Ta cepBepHe 00JaJHaHHS MOBUHHI OYyTH
BUJIQJIEH] Ta HAJICKHUM YAHOM MapKOBaHI MEPe yTHITI3aIlIer0, a 0a3a TaHuX aKTHBIB

Mae OyTH OHOBJICHA, 00 B110Opa3UTH BUAAICHHS CEPBEpPA.

ABapiiine pearyBanHs. [loBMHHA OyTH BM3HAuY€HA Ta BBEJCHA B IO MOJIITUKA
JIH y HaI3BUUYAHUX CUTYyaIllsX, a TAKOK BIANPAIbOBAHO MPOLEAYPH pEaryBaHHsS HA
HaA3BUYaiiHI cuTyanii. Ha BHMagok Takux cuTyamiid MaroTh OyTH nependadcHi

MPABHUJIA 3 HASBHICTIO JOMA aBAP1HUX KOMIUIEKTIB 1 BOTHETACHUKIB.



34

Po3poOka momituk. [ToBUHHI OyTH pO3po0JieHI JOKYMEHTH, 10 OMUCYIOTh YCI

NOJIITUKK Ta MPOLCAYPH, SKI MAKOTh NEPETIISIAATUCS Ta OHOBIIFOBATHCS IOPOKY.

YhpaBiaiHHS 1HCTpyMEHTaMH Ta oOnaaHaHHsM. [loBUHEH BecTHCh OOJIIK
iHBeHTapu3aiii. [loBuHHI OyTHM BCTaHOBJECHI Opoueaypu OOdIKy OOjagHAHHS Ta

THCTPYMEHTIB Ta HOTr0 TEXHIYHOTO OOCIyTOBYBaHHSI.
Po3minieHHs cepBEpHOTO 00J1aJTHAHHS

BapianTiB nm3aiiHy cepBepHOi KiMHaTH Oe3mid. Y wmipy 30iIbLICHHS
KOPUCTYBAIBHHAIIBKOTO TOMHUTY HAa OOYKMCIIOBAJIbHI TOTY>KHOCTI Ta PO3BHTKY
TEXHOJOTI MOPsIA 13 UM 3POCTAaHHSM HA PHHKY, SIK 1 paHille, 3'sIBISTUMYThHCS HOBI
NOCTAYaJIbHUKM Ta TEXHOJOTIYHI MOPOMO3MI[li, W0 OXOIUIIOKTh 3arajibHi Ta

CHELIaTI30BaHI PILLICHHS U CEPBEPHUX KIMHAT.
[ToTy>HICTB: pe3epByBaHHS Ta PO3MOILI

[TapameTpy €HEProcUCTEMM CIPSMOBAHI HA 3aXUCT KPUTUYHMX CUCTEM BiJ
CTpUOKIB HAMpyTH 3a 30epekeHHs Oe3nepepBHOI poOOTH cepBepa. BOHM OXOIITIOIOTH
CUCTEMH AaBApPIHHOTO PE3EPBHOIO JKUBICHHS, PO3MOAUIEHHS EIEKTPOEHEPrli Ta

MOHITOPHHTY MOTYKHOCTI. 3arajibHi BAMOTH IO CEPBEPHOT BKIIIOYAIOTh:

briokn posmoainy skuBneHHs y crimi. LI GlOKkM MarTh KiTbKa PO3ETOK
JKUBJICHHS JUIS PO3MOJUTY €NEKTPOCHEPTTi MK NEKUTbKOMA MPUCTPOSIMH Ta MAKOTh
(dopm-pakTopu, WO MIAXOAATh MPAKTHUYHO MIJisi OyJb-SKOi CEpBEPHOi CTIHKH.
3a3Buyail OJOKM pO3NOMALTY BKIIOYAKOTH 3aXMCT BIJA TNEpEeHAnpyrd, a Oulbll
NPOCYHYTI MOJENI TPOMOHYIOTh BHMIPIOBAHHS TMOTYXHOCTI Ta JUCTaHIlIHHE

KEPYBaHHsI MOTYXKHICTIO.

JIxepeno Oe3nepebiitHoro >kuBiieHHs - JIBXX, Bimomuii sk cuctema pe3epBHOTO
JKUBJICHHsI, 3a0e3neuye OyQep MIK OCHOBHUM SKUBJICHHSM Ta CEPBEPHUMH
OPUCTPOSIMH. Y Pa3l BIAKIKOUEHHS ENEKTPOCHEPrii Il ONOKM 3a0e3nmevyroTh
CNIEKTPOKUBIICHHSI, JIOKM HE BKJIIOYUTHCS OCHOBHE €JIEKTPONOCTa4aHHs abo

AJIbTCPHATUBHC JLKCPCIIO.
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[Tporpamue 3a0e3meueHHs] MOHITOPAHTY €HEProCnoXUBaHHA. B opranizarisx,
J€ Yac NPOCTOK € CEPHO3HOK NPOOIEMOIO, BHKOPUCTAHHS 1HTEJICKTYAIBHHUX
npuctpoie TPDU, partumkiB Ta mporpaMHOro 3a0e3MeueHHst UIi MOHITOPUHTY
LHEHTPIB OOpOOKM AaHWX HEOOXIAHO Ui ONTHUMI3alii onepailiii Ta 3a0e3MeucHHS

0e3nmepepBHOCTI OI3HECY.
KonTpons TeMneparypu

JUIs HEBENTMKUX CEPBEPHUX KIMHAT MOXE OyTH JOCTATHBO OXOJIOJDKEHHS 3a
JOMOMOTOK) CHCTEMH KOM(OPTHOIO OXOJIOMKEHHST OYyIiBMl, ane i OuIbmHX ado
I[UTBHUX MPUMILICHb MOYKE 3HAJOOUTHUCS OLIbII TOYHE KEPYBAHHS TEMIIEPATyPHUM
PEKMMOM 3 BUKOPHCTAHHSIM PIICHb JUIs OXOJOLKEHHS, PO3POOIEHUX CHEIATBHO

Ui BaxuBux [T-001a1HaHE.

Y BUNAQAKYy BUCOKOMPOAYKTUBHHUX OOYMCIIOBAIBHUX JIOAATKIB, HAWOLIbII

NPUAHSATHAM PILIEHHSAM MOXYTh OyTH CUCTEMH PIAMHHOTO OXOJIOHKCHHSI.
CucremMu NoKeKOraciHHs

JUIs HEBEJIMKOrO CEPBEPHOTO0 NPHUMIIIEHHS MOXE HE 3HAJOOWTHCS BIIACHA
CUCTEMA MOXKEXKOTaciHHs. CTPaxOBHKM, K MPABUIIO, MOXYTh AATH PEKOMEHIAIli

3aJICKHO B1J] PO3MIPY TPUMIIICHHS Ta MOTY>KHOCTI.

Skmo mnoTpiOHA TNOXKEXKOTACIHHS, Y NPUMIMIEHHI MOXE 3HAI0OUTUCS

ABTOMATUYHHIA a00 PyYHHiI1 BOTHETACHUK.

ABTOMAaTH30BaHA CHUCTEMA, [0 BUKOPUCTOBYE TexHoJoriro PAFSS, €
€KOHOMIYHUM PIMICHHAM JUIsl OAHiei ab0 MJEKIJIbKOX CEPBEpHUX CTIHOK. BiH
CKJIQIA€THCS 3 areHTa MiJ THCKOM y KaHICTPI, II0 3HAXOUTHCS OPYY 31 CTIHKaMH, Ta
PO3MOAUTLYOro HiaHra BcepeauHl madu. Lmanr po3mimaBuThCs 3a MaKCUMAIBHOI

TEMIEPATYPU HATPIBAHHS, 1100 BUIMYCTUTH BOTHETACHY PEYOBHHY B ady.

CucreMu MOHITOPUHTY
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MOHITOPHHI CE€pBEPHOi KIMHATH CITiJ TAaKOK NMPUIUIATA YBAary MOHITOPHHTY.
Temneparypa Ta BOJIOTICTH Yy CEPBEPHIA KIMHATI 3a3BHYaii € KOHTPOJbOBAHUMH

(hakTopamMu TOBKULISL.

Y ximHati Mae OyTH BCTAHOBJICHWWA ©Oa30BUi OJIOK MOHITOPUHTY 3
BIJIMOBITHAMHU JATYAKAMU. SIKIIO BOHW OTPUMYIOTH MOKA3aHHS, [0 BUXOJATH 3a
MEX1 MONEPEAHBO BCTAHOBJICHOTO MOPOTY, CUCTEMA MOHITOPUHTY CEPEIOBUIIA MOXKE
OyTH HAaCTpO€HA HA HAJACWIAHHS MOMEPEIKEHD 10 MOMEPEAHBO BUBHAYCHOTO CIUCKY

PO3CHJIKH €JICKTPOHHOK) MOIITO Ta SMS.

[Hun (akTopu HABKONMINHBOTO CEPENOBHUINA, SIKI MOYKHA KOHTPOJIFOBATH,
BKJIFOYAIOTh BHUTIK BOJMW, UM Ta BOTOHb, a TaKOXK O€3MEKy MNPUMIMICHHS Ta

NPOHUKHEHHS B CEPBEPHY Wady.

Kamepun BU3HAUEHHS pyXy TaKOK MOKYTh OyTH BCTAHOBJICHI Ta MIAKIKOYEHI 10
BIJINOBIHOT CHCTEMH MOHITOPUHTY HABKOJIMIIHBOIO CEPEAOBMINA s 3a0€3MECUCHHS
BIICO3ANKMCY 3 KaMep BIACOCHOCTEPEKEHHST TMicAs Ta JO0 MOoAll, a TaKoxX

JBOCTOPOHHBOTO 3B'SI3KY B CEPBEPHINA KIMHATI.

[Iloao nerko CTBOPUTH CHELiaTi30BaHuil MpocTip Aist po3miteHHs [ T-cepBepiB
Ta MEPEXKEBHUX MPUCTPOIB. [IpaKTHKK MPOEKTyBaHHs Ta OyMiBHHUIITBA BIAMOBIIAOTH
BUMOIaM BEJIMKMX CEPBEPHUX Ta LICHTPIB OOPOOKM MaHMX, sIKI MacmTaOyrThCs
BIIMOBITHO 70 TMPOEKTHUX Ta OIJOKETHUX BUMOT. PEKOMEHIYEThCS MNPOBECTH
NOTMEPEAHINA aHaI3 MaliJaHYAKa JUIsl BUSIBIICHHS TPOOJIEM, sIKI HEOOX1IHO BHPILIATH
niJ 4ac BCTAHOBJICHHS Ta SIKI MOKYTh BIUIMHYTH Ha 3arajibHy BapTICTh Ta YCHiX

MPOCKTY.

TunoBi mpoOJEMU BKIIFOYAKOTh HABAHTAKEHHS HA CJACKTPUYHMWI JIAHIIIOT,
MPUAATHICTh CTIH 1 NEPErOPOJIOK, MPOKIAAaHHsT KaOeNiB, MPOKIagaHHs OXOJIOJHUX

TPYO, € PO3MICTUTH TEMJTOOOMIHHHMK 1 sIK OOCIIyTrOBYBaTH CEpBEPHY KiMHATY. [10]
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3.3 Ilporpamue 3a0e3neuyeHHs1 Kidep3axucry

HanamryBanns posi RDP Ta BcTaHOB/ICHHS JileH3iiil CJIy:k0Hu BiJaJaeHnx
POOOYHX CTOJIIB
1.  Bcranosaenns poJi RDP na Windows Server

Bceranosnennss poni RDP Ha cepBep Windows BinOyBaeTbesi B JBa €Talu:
CHOYATKy BCTAHOBIIOETHCS CIyk0a BIAAIEHOT0 podOYoro Crody, a MOTIM

BU3HAYAETHCS CEPBEP JIILICH3YBAHHSI.

1.1 VY meHwo, y BEpXHbOMY MPaBOMY KYTKY, BUOMpaeMo «YmpaemiHHsS» (Manage)

— «Jlogatu pomi ta komnoHeHTw» (Add Roles and Features):

f Server Manager = x

Manage Tools View Help

Add Roles and Features

Remave Roles and Features

Server Manager * Dashboard - @ | F

i Dashboard WELCOME TO SERVER MANAGER ‘ e

# Local Server ‘ Create Server Group

BE All Servers Server Manager Properties

1 o Configure this local server
B File and Storage Services P =

QUICK START

d roles and features

d other servers to manage

WHAT'S NEW " =
4 Lreate a server group
Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Rolesi1 | Servergroups: 1 | Servers totak 1
= File and Storage -
g ) g 1 B Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results

Pucynok 1.1 — JlogaBanHs posieii Ta KOMITIOHEHTIB



38

1.2 3amumaemMo nepeMukad Ha «BCTaHOBIICHHsT pOJIEH 1 KOMIIOHEHTIBY

(Role-based or features-based installation):

[ Add Roles and Features Wizard - O X
€ alae ‘natsllati=in Foima DESTINATION SERVER
Select installation type e

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin
— maching, or on an offline virtual hard disk (VHD).
Installation Type
(® Role-based or feature-based installation

erver Selection ) i ) . 3
Configure a single server by adding roles, role services, and features.

glectior

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | Mext » | ncta Cancel

PucyHok 1.2 — BcTaHOBIEHHS poJiei Ta KOMIIOHEHTIB

1.3 BuOupaemo To# cepep 13 MyJy CEPBEPIB, HA sIKUil Oy€ BCTAHOBJICHO CITy KOy
TEPMIHAJIIB;
1.4 Bigznauaemo ponb «Ciyx0Ou BigganeHux podouunx cromiB» (Remote Desktop

Services) y cnucky poJicii. KOMIOHEHTH 3a/IMIIa€EMO Y TOMY BUTJISL, SIK BOHH €;

1.5 Jam HeoOxigHO BMOpaTH BCTAHOBIKOBAHI CITy>kOuM posieid. Ham 3HamoOuThCs
«JlinensyBanHs BiggaseHux podouux croniB» (Remote Desktop Licensing) Ta

«By3ou1 ceanciB Biganennx poodounx ctoiiB» (Remote Desktop Session Host).
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1.6 HOFOIDKy€MOC$I Ha BCTAHOBJICHHA AOJATKOBHX KOMHOHGHTiB, HAaTUCHYBIIMX Ha

«/lonarn komnonentn» (Add Features) y maiicTpi:

= Add Roles and Features Wizard — O 54

DESTINATIOM SERVER
WIN-VVTASSIEFRG

Select the role services to install for Remote Desktop: Services

Role services Description

Remote Desktop Session Host (RD
Session Host) enables a server to
host RemoteApp programs or
session-based desktops, Users can

]
Remote Desktop Services [[] Remote Desktop Virtualization Host connect to RD Session Host servers
in a session collection to run

_ = [] Remote Desktop Web Access
° programs save e, and use

Confirmation resources on those servers. Users
can access an RD Session Host
server by using the Remote Desktop
Connection client or by using
RemoteApp programs.

[] Remate Desktop Connection Broker
[] Remote Desktop Gateway
Remote Desktop Licensing

| < Previous | | Next = | nsta Cancel

Pucynok 1.6 — HeoOxiaH1 ciy:x0u posei

1.7 ¥Yci mapameTpu BCTAaHOBIEHHS poJil BU3HAYeHO. Ha ocTaHHii cTOpiHII
BCTAHOBJIFOEMO Mpanopelb «ABTOMATHYHUI MEPe3anyck KIHUEBONO CEPBEPA, SIKIIO
notpiOHO» (Restart the destination server automatically if required) , miaTBepKyeEMO
BuOIp HarucHyBM «Tax» (Yes) y BikH1 1 HaTucHITh «BcranoButmy» (Install) mis

3aMyCKy YCTAHOBKH CITY>KOMH;
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1.8 Skmo Bce mpoiinuio qoOpe, micias Mepe3aBaHTAKEHHS, HA €KpaHl Oyje
NOB1AOMJICHHS ITPO YCITIIIHE BCTAHOBIIEHHS BCIX BUOPAHMX CITY>KO Ta KOMIIOHEHTIB!
= Add Roles and Features Wizard = O *

DESTINATION SERVER

Installation progress WIN-v7ASSSEFRS

View installation progress

0 Feature installation

Installation succeeded on WIN-VV7ASS9EFRS.

Remote Desktop Services
Remote Desktop Licensing
Remote Desktop Session Host
Remote Server Administration Tools
Role Administration Tools
Remote Desktop Services Tools
Remote Desktop Licensing Tools

Remote Desktop Licensing Diagnoser Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

.
E
g
&
v

Pucynok 1.8 — 3aBepiieHns po6oTu MaiicTpa
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2, BusnaveHnHsi cepBepa JIiICH3YBaHHSI JJIsl CJIYKOM BIIJAJCHHX POOOUHX

CTOJIIB

2.1 Tenep 3anyckaeMo «3aci0 MIArHOCTUKW JINEH3YBAHHS BIAJAICHUX POOOUMX
croniB» (RD Licensing Diagnoser);
2.2 JIOCTYNMHHX JIIEH31M TMOKM 10 HEMAE, OCKIIbKA HE BCTAHOBIEHO PEKUAM

JIIEH3YBaHHS JJIs CEPBEPA BY3J1a CEAHCIB BIAAAIEHUX POOOUYUX CTOJIB:

G} RD Licensing Diagnoser — *
File Action Wiew Help
= |7 HE
?E| RD Licensing Diagnoser; . Actions
RD Licensing Diagnos... &
;II' RD Licensing Diagnoser provides information to help identify possible licensing problems forthe Remote Desktop S Connectto Remo...
/\ﬁ Session Host server.
- = View 3
~ ”
g‘ WINAVVFAISIEFRI |Gl Refresh
E Help
L Number of licenses available for clients: 0
Remote Desktop Session Host server version: Windows Server 2019
Active Directory domain: Mot applicable
Licensing mode: Net configured

RD Licensing Diagnoser Information - 2 warning(s)

Server Problem

Ay WIN-VVTAISIEFRY  The licensing mode forthe Remote Deskiop Session Host serveris not configured.
Ay WINAVVTAISSEFRS  The Remote Desktop Session Host server is within its grace period, but the RD Session Host s

<

Problem S Resoluti

Set the licensing mode on the Remote Deskiop Se
serverto either Per User or Per Device. Use RD Lic
Manager to install the comesponding licenses on th
Server

The licensing mode for the Remote Deskiop Session Host server
is niot corfigured

Remote Desktop Services License Server Information

The Remote Deskiop Session Host server is configured with the following License Servers. To view details about a specific lic
click the name of the license server.

To view details about a specific license server, you need administrator privileges on the license server. f the License Server Ci
Details section displays Unknown, click Provide Credentials in the Actions pane to provide administrator credentials for the lice

Summary: 0 license server(s) specified

MName Credentials Connectivity

The Remote Desktop Session Host serveris not corfigured with any license server,

<

Pucynok 2.2 — [1oka3 1ocTynmHOCTI JiLeH31H

2.3 Cepsep nueH3yBaHHS BKA3YETHCS TEMEP Y JIOKATBHUX TPYMOBUX TMONITHKAX.
JIs 3anycKy peakTopa BUKOHAEMO KOMaHy gpedit.msc;
2.4 BIiJKpUETBCS PEOAKTOP JIOKAIBHOI TPYMOBOI MOMITHKU. Y JEpeEBl 371Ba
PO3KPUEMO BKJIAJIKHU:

Kondiryparis komm'torepa (Computer Configuration) — AaMiHICTpaTUBHI
mabnoun (Administrative Templates) — Komnonentn Windows (Windows

Components) — Cny>x0Ou Bigganennx poodounx croiiB (Remote Desktop Services)
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— Byson ceanciB BigaaieHux podounx croiiB (Remote Desktop Session Host) —
Jlinensypanns (Licensing).

Bigkpuemo napamerpu «BUKOpPHCTOBYBaTM BKa3aHl CEPBEPH JIILICH3YBAHHS
BinaneHux podounx cromiB» (Use the specified Remote Desktop license servers),
KJTAIHYBIIW JBIY1 HA BIAMNOBIAHOMY PSIIKY;

2.5 VY BIKHI pelaryBaHHsl MapaMeTpiB MOJITHKH MEPECTABISEMO MEPEMUKAY Y
nosiokeHHs  «YBIMKHeHO» (Enabled). I[loTiMm moTpiOHO BH3HAYUTH CEPBEP
JIIEH3YBAaHHS ISl CIIy>KOM BlIIAICHUX poOOYMX CTOJIB. BkazyeMo MepekeBe iM's

ado [P-aapecy ceppepa JineH3ii Ta HatuckaeMo «OK»:

B Use the specified Remote Desktop license servers ] X

E} Use the specified Remote Desktop license servers NextSetling

) Mot Configured Comment:
(@) Enabled

() Dicabled

Supperted ont [ At jeast Windows Server 2003 with Service Pack 1

Options: Help:

This policy setting allows you to specify the order in which an RD | &
Session Host server attempts to locate Remote Desktop license
|Ioca|hosti SEIVErS,

License servers to use:

Separate license server names with commas, If you enable this policy setting, an RD Session Host server first
attempts to locate the specified license servers, If the specified
license servers cannot be located, the RD Session Host server will
attempt automatic license server discovery, In the automatic
license server discovery process, an RD Session Host server in a
Windows Server-based domain attempts to contact a license
server in the following order:

Example: Server] Server? example.com,192.168.1.1

1. Remote Desktop license servers that are published in Active
Directory Domain Services,

2. Remote Desktop license servers that are installed on domain
centrollers in the same domain as the RD Session Host server.

If you disable or do not cenfigure this policy setting, the RD

Session Host server does not specify a license server at the Group
Policy level, v

Cancel Apply

Pucynok 2.5 — Cepsep JLEH3YBaHHS
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2.6 Jlam 3MIHIOEMO MapaMeTph TNONITHKM «3aJaTH PEXKUM  JILECH3YBaHHS
BigganeHux poboumx ctomiB» (Set the Remote licensing mode). Taxox
BCTAHOBJIIOEMO TEPEMHUKAdY y MOJOKeHHS «YBIMKHeHO» (Enabled) Ta Bkazyemo
PEKUM JIIIEH3YBAaHHSL AJIi CEpBEpa BY3Ja CEAHCIB BIJAICHUX POOOYMX CTOJIIB.
Mo>knuBi 2 BapiaHTH:

» «Ha xopuctyBaua» (Per User)

* «Ha npuctpiii» (Per Device)

3MIHUBIIM NEPEITIYEHI BUIIE MOJITHKH, 3aKPUBAEMO PEAAKTOP;

A Set the Remote Desktop licensing mode O *

E; Set the Remote Desktop licensing mode Pitions iy

(O Mot Configured Comment:

(® Enabled

() Disabled
Supported on: [ At |eact Windows Server 2003 with Service Pack 1
Options: Help:
Specify the licensing mode for the RD Session Host This policy setting allows you to specify the type of Remote
Seret Desktop Services client access license (RDS CAL) that is required
i to connect to this RD Session Host server.
Per Device W

You can use this policy setting to select one of twe licensing
modes: Per User or Per Device,

Per User licensing mode requires that each user account
connecting to this RD Session Host server hawve an RDS Per User
CAL,

Per Device licensing mode requires that each device connecting
to this RD Session Host server have an RDS Per Device CAL.

If you enable this policy setting, the Remote Desktop licensing
mode that you specify is honored by the Remote Desktop license
SErVer.

If you disable or do not configure this policy setting, the
licensing mode is not specified at the Group Policy level,

Pucynok 2.6 — Pesxum JinieH3yBaHHS JUTs cepBepa

2.7 TloBepraemMocss B OCHACTKy «3aci0 MIarHOCTUKH JIIEH3YBAHHS BlAJAICHUX
po6ounx croniB» (RD Licensing Diagnoser) 1 6auiM0 HOBY MOMWJIKY, IO BKa3y€ Ha
TE, 0 CEPBEP TILUEH3YBAHHS BKA3aHO, aJIc HE BBIMKHEHO;

2.8 Jlns 3amycKy cepBepa JIIEH3YBaHHS mepexoaumMo 10  «Jlucnerdepa

JieH3yBaHHs BianeHux podounx croni» (RD Licensing Manager),



44

2.9 Tyt nokaszaHuii cepBep JineH3yBaHHA 31 crarycom «He axktmBoBano» (Not
Activated). Jlns akTuBamli KimangaeMo 1O HbOMY MPABOK KHOMKOK MHUIIl Ta B

KOHTEKCTHOMY MEHIO0 BUOMpaeMO « AKTUBYBaTH cepBep» (Activate Server):

'1.,71 RD Licensing Manager = m} X
Action  View Help

S el
B o3 F =

-l All servers Narme Activation Status Discovery Scope Configuration

Refresh
Review Configuration...

Install Licenses

Activate Server
Advanced )
Create Report >

Delete Reports...
Manage Licenses

Properties

PucyHok 2.9 — AkTuBanis cepeepa JIileH3yBaHHs

2.10 3anmyctuthes MaiicTep akThBalii ceppepa:

| Activate Server Wizard *

Welcome to the Activate Server
i Wizard

( i To securely install licenses, the Remote Desktop license
* server must first be activated with Microsoft.

tr

After license server activation has completed successfully, you
will be able to install and issue licenses.

I a RD Session Host or RD Virtualization Host server (if
applicable) cannot locate an activated license server with
appropriate licenses installed before the grace period expires,
it will stop accepting connections from unlicensed clients.

Back Cancel

PucyHnok 2.10 — Malictep akTuBauii cepBepa
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2.11 TlotiMm BuOMpaeMo MeTOA MiAKIHOYCHHS («ABTO» (Automatic connection) - 3a
3aMOBYYBAHHSM ),

2.12 BBoaumo BiIOMOCTI PO OPraHi3arito (1 mosst 000B'I3K0B1 AJIsl 3aIOBHEHHS ):

Activate Server Wizard X
Company Information f
&

Provide the requested company information . P E
K

Enter your name, company name, and country/region information

This information is required to proceed.

First name: |Fir¥t |
Last nams: |Last |
Company: |Compan)' Name |
Courtry or Region: United States ~

G@h Name and company information is used only by Microsoft to help you if you need
! E ‘-' assistance. Courttry/Region is required to comply with United States export restrictions

< Back Cancel

PucyHok 2.12 — BigoMocTi po opraHizaiiito

2.13 BBoaumMoO 10AATKOBI BIIOMOCTI PO OPraHi3allito;

Activate Server Wizard X
Company Information r
Enter this optional information. <
=R
Email: |Emai\@enamp\e com |
Organizational unit: |Sﬂme unit |
Company address some address
City: |Ch' |
State/province: |state |
Postal code: |155M1 |

4l f provided, the optional information ertered on this page will only be used by
'-‘_ §)  Microsoft support professionals to help you  you need assistance.

< Back Mext > Cancel

Pucynok 2.13 — JlogaTkoBi BIIOMOCTI



46
2.14 Cepgep JiliCH3yBaHHS aKTUBOBAHO. Ternep moTpiOHO BCTAHOBUTH JIieH311. J{s

nporo Haruckaemo «/Jlam» (Next), 3anuimaroum Mo3HAYKy B 4EKOOKCI «3aryCTHTH
MaiCcTep YCTaHOBKH JIILICH31H

Activate Server Wizard
Completing the Activate Server
Wizard
a | You have completed the Activate Server Wizard.

Status

The license server has been successfully activated
Ta install licenses, click Next.

To postpone license installation, clear the Start Install
Licenses Wizard now check box, and then click Finish.

Start Install Licenses Wizard now

Back Cancel

PucyHok 2.14 — BcraHoBieHHS JTiLIEH311
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3. BcraHoBieHHsI JlileH3iii Ha cepBep JIUEH3YBaHHSI CJIYKOHM BiIJdaJIeHHX

PO0OYHX CTOJIIB

3.1

JILIEH3IH;

Haruckaemo «/lami» (Next) Ha mowarkoBiii cTopiHui MaikicTpa yCTaHOBKH

Activate Senver Wizard

Welcome to the Install Licenses
Wizard

This wizard will install licenses onto your Remote Desktop
license server,

You wil need your license purchase information for
example, retail license codes or volume license agreement
number) to complete this wizard.

License server settings
Activated for: CompanyName
Connection method: Automatic connection (recommended)

License program: License Pack (Retal Purchase)

To change the connection method, click Cancel, and then go
to the Connection Method tab of the license server's
Properties dialog bax

Back Next = Cancel

Pucynok 3.1 — MaiicTep yCTaHOBKM JILEH31M

3.2 Tlotim obupaemo HEOOXIAHY Mporpamy JiLEH3yBaHHS:

Activate Server Wizard b4
License Program '
Choose the appropriate license program - a
al

Every cliertt that is connecting to @ Remote Desktop Session Host server or a virtual
desktop in a Microsoft Virtual Desktop Infrastructure must have a valid license. Select
the license program through which you purchased your licenses

License program:

Description

Format and location:

Sample:

Verify that your license information is similar to the sample before continuing.

Enterprise Agreement ~

This is & volume licensing program for customers with 250 or
more desktops.

The enrcliment number found on your signed agreement form
is required. The enroliment number is seven numeric digits.

< Back

Cancel

Pucynok 3.2 — Ilporpama mineH3yBaHHs
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3.3 BBoAWMMO HOMEDP YTOJIH:

Activate Server Wizard X

License Program

Enter the agreement number.

o)

Enter the agreement number with which you purchased your licenses. To change your
license program, click Back.

License program: Enterprise Agreement

Agreement number: 4965437

Sample: 1234567

< Back Next > Cancel

PucyHnok 3.3 — Yrona jineH3yBaHHs
3.4 BxkazyeMo Bepcito MPOAYKTY, TUM JIIEH31] Ta KUIbKICTh JIEH31H BIANOBIIHO

JI0 TPOrpamHu JILCH3yBaHHS:

Activate Server Wizard *

Product Version and License Type
Select the product version and license type.

o

Select the product version and license type of license to install onto the license server.

License program: Enterprise Agreement
Product version: Windows Server 2019 ™
License type: RDS Per User CAL ki

This type of RDS CAL is assigned to each user connecting to
Windows Server 2019 RD Session Host server

! Ensure that the licensing mode is set to Per User. Please referto
%  Llicensing settings on all machines with RDSH or RDWH roles.

Cuantity:

(The number of licenses that will be available from this license
server)

< Back Cancel

Pucynok 3.4 — KiibKICTh NOTPIOHUX JIILIECH31H
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3.5 OuikyeMo 3aBepuieHHss poOOTH MaiicTpa BCTAHOBICHHS JILECH3IA 3

MOBIJJOMJICHHSIM MPO T€, [0 3aMUTaH1 JIIEH31i yCIIITHO BCTAHOBJIEH],

3.6 Y nmucnerdepl JIEH3YBAHHS MEPEKOHYEMOCH, IO CEPBEP MPAIOE, 4 TAKOXK

0auuMO 3arajbHy Ta JOCTYIHY KUTbKICTh BCTAHOBJICHHX JIILICH31H:

171 RD Licensing Manager

= O X
Action  View Help
e R -
_ &=
E'j-jnl All servers ) License Version and Type License Program  Total Licenses Awailable
i NdARR8 | 2 Windlows 2000 Server - Built-in TS Per De... Built-in Unlimited Unlimited
[Z1 Windows Server 2019 - Installed RDS Per... Volume License 1000 1000

PucyHok 3.6 — Jli€31aTHICTh CEpBEPY Ta KUIBKICTh JIIEH31H

3.7 TlloBepraemocsa A0 «3acoOy AIarHOCTHKHM JILUEH3YBAaHHS BIIJAICHUX POOOUMX

croniB» (RD Licensing Diagnoser) 1 6auumo, 1110 TOMHAJIOK HEMAE:

9|

a:" RD Licensing Diagnoser provides information to help identfy possible licensing problems for the Remote Desktop
jﬁ Session Host server.

@ RD Licensing Diagnoser did not idertfy any licensing problems for the Remote Desktop Session Host server. o

Remote Deskiop Session Host Server Configuration Details

g. WIN-VW7AISIEFRI

Mumber of licenses available for clients: 1000
Remote Desktop Session Host server version: Windows Server 2019
Active Directory domain

Mot applicable
Licensing mode:

Per User

RD Licensing Diagnoser Information - 0 warningls)

Server  Problem

RO Licensing Diagnoser did not identify any problems to report.

Suggested Ri

Remote Desktop Services License Server Information

The Remnta Neskton Sessinn Hnst server iz confinured with the following |icense Servers Tn view detailz abmt 2 enecfic lic:

Pucynok 3.7 — IlepeBipka poOoTH cepBepa
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3axuct RDP migkiaoueHusa

1.  3amina crangaptaoro nopry RDP

3a3Buyail 115 BIAAAJIEHOTO 3'€THaHHS 3acTOCOBY€eThes poTokos TCP 3389, onnak y
JESKUX BUMNAJKaX BUHUKAE MOTpeda B MOro 3MiHI - HAMPHUKIA[, MOXE BUMAararu
NOJIITUKA OE3NEKH.
1.1 Jns Toro mo0 3amMiHUTA TOPT, HEOOXIAHO 3MIHCHATH pPEAAryBaHHS PEECTPY
omepaniiHoi cucTteMu. PenaryBaHHs peecTpy 3I1HCHIOETHCS 34  JI0NOMOTOK)
OPOrpaMu-pPEeIAKTOPa, 3aMyCTUTH SIKY MOYKHA 3aIyCTHTH, HAAPYKYBaBIIM B KOHCOJII
PowerShell komany regedit.

[ToTim y pemakropi moTpiOHO 3HaWTM po3ain RDP-Tcp, 3pobutn e mMoxkHa,
[TPOMIIIOBINN TAKUH NUIAX:

HKEY LOCAL MACHINE\System\CurrentControlSet\Control\Terminal
Server\WinStations\RDP-Tcp

i B Registry Editor s m} *
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tep
) SystemResources A || Mame Type Data ~
.| el 24 MaxDisconnecti... REG_DWORD 0x00000000 ()
) i 7 I Jesminalerves 28 MaxldleTime REG_DWORD 0x0000000D (0)
gﬂ”;smmgs :'o MaxlnstanceCo... REG DWORD OnFFFFFFRT (4204067205)
o 4 MinEncryptionl... REG_DWORD Dx00000002 (2)
DefaultUserConfig ab| NWLogonServer  REG_SZ
KeyboardType Ma || ) OutBufCaunt REG_DWWORD Dx00D00006 (6)
B 4 OutBufDelay REG_DWORD 000000064 (100)
SessionArbitration || &4 OutBufLength  REG_DWORD 000000212 (530)
SysProcs ab] password REG_SZ
TerminalTypes 5] PdClass REG_DWORD 000000002 (2)
TSAppSrv 4 PdClass1 REG_DWORD (x0000000b (11)
Utilities ab] paDLL REG SZ tdtep
VIDEO ab| pdDLL1 REG_S7 tssecsrv
> [} wds 54 PdFlag REG_DWORD 0x0000004e (73)
v || WinStations %4 pdFlagl REG_DWORD 0x00000000 (0)
Consols a5 pdName REG_SZ tep
RDP-Tep 24| pdamel REG_SZ e
TimeZonelnformatio .,. REG_DWORD OxD0000d3d (3389)
Ubpm ccuritylayer  REG_DWORD 0x00DDDDD2 (2)
Unstedidea electNetworkD... REG_DWORD 0x00000001 (1)
tJSS:flags electTransport REG_DWORD 000000002 (2)
e hadow REG_DWORD (00000001 (1)
VAN | UserAuthenticat... REG_DWORD 000000001 (1)
Vides %8| UserAuthenticat... REG_DWORD 0x00000001 (1)
WialletSanvice ab| Username REG_SZ
e 544 WelFlag REG_DWORD 00000036 (54)
Wdf ab| WdName REG_SZ Microsoft RDP 2.0
: Wl v || 28] WalPrefix REG_SZ RDP L
< > < >

Pucynok 1.1 — PengaryBanuns peectpy
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1.2 VYV HboMy noTpiOHO 3HaiiTH enemeHt PortNumber. [lami ciig nepeidtu B
necsatkoBuid (Decimal) ¢opmar BBeAeHHS Ta 3a4aT¥ HOBUU MOPT sl MIJKITFOYCHHS

3a poTokosoM RDP:

Edit WWORD (32-bit) Value X
Value name:
IF‘DrtNumI:uer
Value data: Base
49149 | O Hexadecimal
(®) Decimal
Cancel

Pucynok 1.2 — Hoeuii nopt miakiroueHHs RDP

[Tpu BEOOPI HOBOTO MOPTY IS MiAKIOYEHHS HEOOXIHO MaM'aTaTy, Mo ICHY€
KUJTbKA Kareropii mopTiB y po30MBII 3a iX HOMEpamMHu:

Homepun Bim 0 pgo 10213 — Bigomi nOpPTH, $KI NPU3HAYAKOTBCA Ta
KOHTPOJIIOOTECsL opranizamiero IANA (Internet Assigned Numbers Authority). Sk
IPABHJIIO, iX BUKOPUCTOBYIOTH Pi3HI cucTemHl nmporpamu OC.

[Toptw Big 1024 mo 49151 - 3apeecTpoBadi MOPTH, WO Npu3HavarOThes [ANA.
[X 103BONSETHCS BUKOPHCTOBYBATUME BHPILIIEHHS IPUBATHUX 3aB/IAHb.

Homepu moptiB Big 49152 no 65535 - nuHamiuHi (MpWBaTH1) NOPTH, SKI
MOKyTh BUKOPHCTOBYBATHCh OyAb-IKUMHM Oporpamamu abo mpouecamu s
BUPILICHHSI POOOYNX 3aB/IaHb.

[Ticas 3MiHM MOPTY [Tl BIAJAJIIEHOTO MIAKIOYEHHS HEOOXIAHO BIAKPUTH HOTO
B HAJIAIITYBAHHAX MIKMEPEKEBOTO €KpaHa, 1HAKIIE CPOOM 30BHIIIHBOTO 3'€IHAHHS

OJIOKYBaTHMYThCSI.
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1.3 Jlns 1poro moTpiOHO CKOPUCTATHCA OCHAILEHHSM KepyBaHHsIM bpaHamaeyp
Windows y pexumi nigBumienoi Oesmekn (Windows Firewall with Advanced
Security). Y Hiii norpiOHO BuOpatn nyHKT «[IpaBuna misi BXIAHMX TIAKITFOYEHBY,

HATUCHYTH HA LIEH MYHKT MPABO KHOMKOK MHUIII 1 BUOpaTh « CTBOPUTH MPABUIION

= zmE = H
g ‘g:&”” er;w T ! Group - Profile  Enabled || Inbe
e Comt 2yn Router (TCP-In) Alljoyn Router Demai.. Yes @
% Mon Eilter by Bacifile * syn Router (UDP-In) Alloyn Router Domai... Yes -
Filter by State > achCache Content Retrieval (HTTP-In)  BranchCache - Content Retr... Al No
Filter by Group > 1chCache Hosted Cache Server (HTT... BranchCache - Hosted Cach.. Al Mo 5
- ~chCache Peer Discovery (WSD-In) BranchCache - Peer Discove... Al No 5 4
bl ? Y10 Device funchionality ((Weve-TCP,. Gastto Devicefunctionafity  Privates. Yes
Refresh tto Device functionality (qWave-UDP... Castto Devicefunctionality  Private.. Yes
ExpOELL tto Device 5SDP Discovery (UDP-In)  Cast to Device functionality ~ Public  Yes
tto Device streaming server (HTTP-5t... Castto Device functionality ~ Domain  Yes
Help tto Device streaming server (HTTP-St... Castto Device functionality ~— Private  Yes
€ Cast to Device streaming server (HTTP-St... Castto Device functionality ~ Public  Yes
€ Cast to Device streaming server (RTCP-5t.. Cast to Device functionality ~ Domain  Yes
€ Cast to Device streaming server (RTCP-5t.. Castto Device functionality  Private  Yes
€ Cast to Device streaming server (RTCP-5t.. Cast to Device functionality ~ Public  Yes
€ Cast to Device streaming server (RTSP-5tr... Castto Device functionality ~ Public Vs
& Cast to Device streaming server (RTSP-5t ast to Device functionality Domain  Yes
€ Cast to Device streaming server (RTSP-Str... Castto Device functionality  Private  Yes
€ Cast to Device UPNP Events (TCP-In) Castto Devicefunctionality ~ Public Vs
COM-+ Network Access (DCOM-In) COM~+ Netwark Access All No
COM=+ Remote Administration (DCOM-In] COM+ Remote Administrati... Al No
€ Core Networking - Destination Unreacha.. Core Networking All Yes
@ Core Networking - Destination Unreachs... Core Metworking Al Yes
€ Core Networking - Dynamic Host Config... Cere Networking Al Yes
€ Core Networking - Dynamic Host Config... Core Networking All Yes
@ Core Networking - Internet Group Mana... Core Metworking Al Yes
& Core Networking - IPHTTPS (TCP-In) Core Networking All Yes
€ Core Networking - IPv6 (IPv6-In) Core Networking All Yes
@ Core Networking - Multicast Listener Do...  Core Metworking Al Yes
% Core Networking - Multicast Listener Qu... Core Networking All Yes
€ Core Networking - Multicast Listener Rep... Core Networking All Yes
@ Core Networking - Multicast Listener Rep... Core Metworking Al Yes
% Core Networking - Neighbor Discovery A... Core Networking All Yes -
< > < >
New Rule...

Pucynok 1.3 — [IpaBuna mist BXiIHUX MIIKTHOYEHb

1.4 Mu OyaemMo CTBOPIOBATH MPABUJIO JIJISl IOPTY.
[ToTpibro BuOpaTn Tvn npotokony (TCP adbo UDP) ta Bkazaru nopr, akuii Mu

3aJaBajIv MijI 4ac pearyBaHHs PEECTPY:

B New Inbound Rule Wizard X

Protocol and Ports

Speciy the protocols and ports to which this e applies

Steps:
) Ghid Tgin Daes this ule apply to TCP or UDP?
» Protocol and Ports @ TCP

@ Action O upP

@ Profle

@ Name

Does this ule apply to all local ports or specific local ports?
O Al local ports

(@ Specific local ports: \4515&
Example: 80, 443, 5000-5010

PucyHnok 1.4 — CtBopeHHs nipaBuna st nopTy
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1.5 Ha nacrynHomy erami HEOOX1AHO BUOpATH THII Ali, SKMil BU3HAYAE PABUIO. Y

HAIIOMY BUMAAKy HEOOXIAHO MO3BOJIATH MIAKIFOUEHHS 34 JOMOMOTOK BKA3aHOTO

HOPTY:
ﬂ MNew Inbound Rule Wizard =
Action

Specify the action to be taken when a connection matches the conditions specified in the rule

Steps:
» Rule Type What action should be taken when a connection matches the specffied conditions?

Protocal and Ports .
(@) Allow the connection

fetion This includes connections that are protected with [Psec as well as those are not.
# Profile
. (O Allow the connection if it is secure
Mame
=) This includes only connections that have been authenticated by using [Psec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

() Block the connection

< Back Cancel

Pucynok 1.5 — Tun aii, sxuii BU3HAYa€ TPABUIIO

1.6 [lami HeoOximHO BkazaTu 00nacTh Jii MpaBuia - BOHO 3aJCKHUTh Bl TOTO, JI€

npauroe cepsep (y podouiil rpymi, IOMEHI 200 TPUBATHOMY JOCTYI):

ﬂ New Inbound Rule Wizard x

Profile
Specify the profiles for which this nule applies.

Steps:

y Rule Type When does this rule apply?

» Protocol and Ports
Action Domain

Applies when a computer is connected to its corperate domain.

» Profile
Name Private
Applies when a computer is connected to a private network location, such as a home
or work place.
[ Publie

Applies when a computer is connected to a public network location

Pucynok 1.6 — Obnactb aii npaBuiia
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1.7 Tlotim moTpiOHO BUOpaTy iM'sl AJisl MpaBWiIa (PEKOMEHAYETHCS BUOMPATH HOrO

TaKUM YAHOM, 11100 MOTIM MPABUJIO JIETKO AI3HATUCS CEPE THIINX ):

stion Securnty Hules ‘

1 T R Ay Do, s Hm e

& Allloyn Router (UDP-In) Allleyn Router Domai.. Yes

rin SF__Filter b
ﬁ Mew Inbound Rule Wizard lerlk
Name erb
Specify the name and description of this ule

resl
Steps:
ort
@ Rule Type
@ Protocol and Ports i
@ Action
@ Profile Hesne:
[ROP 43149
@ Name
Description {optional)

< Back Cancel

[ 1T

Pucynok 1.7 — IM’4 nmpaBuia

[Ticas nboro HEOOXITHO MEPE3aBAHTAXKUTH CEPBED.
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2.1  BigkpuBaemo gpedit.msc.
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3axomumo B KoH@irypanis komn'torepa —

AnminictpatuBHi madnouun — Komnonentn Windows — ChayxOu BigganeHuX

pobouux cTojiiB — be3neka. BecraHoBmoemo nmapamerp «Bumarati BUKOPUCTaHHS

CHELIATBHOTO PIBHA O€3NeKM Ui BIAAANCHUX MIAKIOYEHb 3a MeToaoM RDPy» y

3HAUEHHS « YBIMKHEHO)» Ta PiBeHb Oe3mekn Ha 3Ha4YeHHA «SSLy»:

4

-~ _ Security

Require use of specific security

Edit policy setting

Requirements:
At least Windows Vista

layer for remote (RDP) connections

Setting
\=| Server authentication certificate template
A [E] Set client connection encryption level
(=) Always prompt for password upon connection
2| Require secure RPC communication
5 Require use of specific security layer for remote (RDP) conn...

State
Mot configured
Mot configured
Not configured
Mot configured

Mot configured

(m] x

| ™ Require use of specific security layer for remote (RDP) connections

E} Require use of specific security layer for remote (RDP) connections

Previous Setting Next Setting

At least Windows Vista ‘

Help:

O Mot Configured ~ Comment:
(@) Enabled
O Disabled
Supperted on:
Options:
Security Layer |SSL =

Choose the security layer from the drop-down list.

This policy setting specifies whether to require the use of a ~
specific security layer to secure communications between clients
and RD Session Host servers during Remote Desktop Protocol

(RDP) connections.

Pucynok 2.1 — IlapamMeTp BUKOpUCTaHHS CIENIATLHOTO PiBHA Oe3neku RDP

2.2

anroputMu mmdpyBaHHs. B mid ke

piBeHb MMM(QPYBaHHS IS KIIEHTCHKUX MIIKIHOUYEHBY

Tenep HaM TOTPIOHO 3pOOMTHM Tak, MO0 3aCTOCOBYBAIMCS JIMLIE CTIHKI

Il BiLAKpUBaeMo napamerp «BcranoButh

(Set client connection

encryption level). BMukaemo ta odupaemo «Bucokwuity (High Level) piBens.

Set dient connection encryption Setting

level

Edit policy setting

Requirements:

|2 Server authentication certificate template
A ﬁ Set client connection encryption level
|i=] Always prompt for password upon connection

=] Require secure RPC communication

State
Mot configured
Mot configured
Mot configured
Mot configured

& Set client connection encryption level

b i : e
E} Set client connection encryption level

] X

Previous Setting Mext Setting

(O Mot Configured Comment:

| @ Enabled

() Disabled

Supported on:

At least Windows Server 2003 operating systems or Windows XP Professional

Options:

Help:

Encryption Level | High Level i

Choose the encrypticn level from the drop-down
list.

Specifies whether to require the use of a specific encryption level |~
to secure communications between client computers and RD
Session Host servers during Remote Desktop Protocol (RDP)
connections. This policy only applies when you are using native

Pucynok 2.2 — ITapameTp mm@pyBaHHs A KITEHTCHKUX MIKITIOYEHb
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23 Ane ne me He Mexa. HaiiOinbumii piBeHb mudpyBaHHd 3a0e3MeuyeThes
cranaaprom FIPS 140-1.

[I1o6 yBiMkHyTH BHKOpUcTaHHst FIPS 140-1, noTpiOHO B IbOMY K OCHALIECHHI
niti B Kondirypauis xomn'torepa — Kondirypamis Windows — Ilapamerpu
Oesnexkn — JlokanwsHi momitukn — Ilapamerpm Oe3meku. Illykaemo mapameTp
«CucremHa kpunrorpagis: BukopucroByBath FIPS-cyMicHi anroputmu  Ajis

U pyBaHHs, XEUTYBAHHS Ta MMiAMACYBAHHS 1 BMUKAEMO HOTO.

S| m ) ww e vy | omE s

i& Al Serv

ii File and

- Local Computer Policy Policy Security §
+ i Computer Configuration

[4] Metweork security: Restrict NTLM: Audit NTLM authenticatie.. Mot Defin
D R system cryptography: Use FIPS compliant algorithms for .. 7 X Netwark security: Restrict NTLM: Incoming NTLM traffic Not Defin
| Network security: Restrict NTLM: MNTLM authentication in th... Not Defin

Local Secuity Seti
cal Securty Setting | Explain Netwark security: Restrict NTLM: Outgoing NTLM traffic to .. Mot Defin

S System cryptography: Use FIPS compliant algorithms for | Recovery consele: Allow automatic administrative logon Disabled
g sacryphion hashin, ard sigrivg | Recovery console: Allow floppy copy and access to sl drives.., Disabled
;| Shutdown: Allow system te be shut down without having te.. Disabled
Shutdown: Clear virtual memory pagefile Disabled

® Enabled System cryptography: Force strong key protection for user k... Mot Defin

) Disabled 1 System cryptography: Use FIPS compliant algorithms for en... Disabled
124 System objects: Require case insensitivity for non-Windows ... Enabled
System objects: Strengthen default permissions of internal s.. Enabled
| Systern settings: Optional subsystems
4| System settings: Use Certificate Rules on Windows Executabl... Disabled
)| User Account Control: Admin Approval Mode for the Built-i... Mot Defin
User Account Control: Allow UlAccess applications to prom... Disabled
li) User Account Contral: Behavior of the elevation prompt for... Prompt fc
User Account Control: Behavior of the elevation prampt for ... Prompt fc
User Account Control: Detect application installations and p... Enabled
User Account Control: Only elevate executables that are sign... Disabled
. User Account Control: Only elevate UlAccess applications th.., Enabled
| User Account Control: Run all administrators in Admin Appr... Enabled
User Account Contrel: Switch to the secure desktop when pr.. Enabled
User Account Contrel: Virtualize file and registry write failure... Enabled

Cancel Aoty

Pucynok 2.3 — FIPS-cymicH1 anroputmu uist mmpyBaHHs
2.4 1 Ha 3aBepieHHs 00OB'SI3KOBO BMUKAaeMO mapameTp «Bumararu 6e3neune RPC-
NIAKITHYeHH» Ha 1Usxy Kondirypanis komn'torepa — AIMIHICTpaTHBHI aOI0OHU

— Komnonentn Windows — Cnyx0Ou BignaieHnx podounx croiis — besneka.

oft User Experience Virtualization ~ | Security
eting )
te Require secure RPC communication  Setting
Ascictance i . i =] Server authentication certificate template
Edit policy settin A K
liz| Set client connection encryption level
le Operating System Requirements: Always prompt for password upon connectior
tation Settings At least Windows Server 2003 | Require secure RPC communication
o Install L equire use of specific security layer for remot
s Description: e :
Licends ™ Require secure RPC communication m} X
note [ . o
Remil E} Require secure RPC communication Rt Next Setting
note[]
Apph (O Not Configured Comment:
Conn
Devic| (® Enabled
Licen; —
; (O Disabled
Printg S d o5
Profil upported on: | At jeast Windows Server 2003
RD C
Remdl

Pucynok 2.4 — Iapametp 6e3neunoro RPC-niaktoueHHs
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3.  MepexeBa aprenTudikaunis (NLA)

3a 3aMOBUYYBaHHSM, BH MOXKETE MiAKIIOUMTUCS 0 RDP He BBOASYM JIOTIH Ta
napojb 1 nodauntu Welcome-CKpiH BIAAICHOTO poO0UYOro CToiy, JI€ BXKE Bl Bac
nonpocATh 3ajoriHuTucs. lLle 30BCiM He O€3MeYyHO B TOMY IJIaHI, IO TaKuid
BIJJAJICHUI KOMIT FOTEP JIETKO miagaerbes DDoS-atakam.

3.1 B rinmi Konpirypanis komm'iorepa — AJIMIHICTPATUBHI IIA0JIOHUM —>
Komnonentn Windows — CiyxOn BiggaieHux poOoumx croniB — besneka
BMUKAaeMO mapameTrp «Bumaratm apreHTH(iKalii KopucTyBaya Ui BIIAAIEHUX

N1AKITHYEHb NUIIXOM MEPEBIPKU aBTEHTHYHOCTI HA PIBHI MEPEXKI»:

| T
ting System ~ Security
ttings .
Require user authentication for Setting

: remote connections by using A5 S

I iZ| Server authentication certificate template
p Services Metwork Level Authentication = . . P
g 1i£] Set client connection encryption level
ktop Connection Client Edit policy setting A =] Always prompt for password upen connection
ktop Session Host liz| Require secure RPC communication
ion Compatibility Requirements: |i=| Require use of specific security layer for remote (RDP) conn...
7 At least Windows Vista - . -
fions o not allow local administrators to customize permissions
nd Resource Redirection Description: equire user authentication for remote connections by usin...
9 This policy setting allows you te
ledirec - — ) - - .

& Require user authentication for remote connections by using Network Level Authentication O X

1ection i L i . .
. E‘I Require user authentication for remote connections by using Metwork Level Authentication

Previous Setting
Time L|

ary folg

O Mot Configured Comment:

(® Enabled

() Disabled

Supported on: | At least Windows Vista

Pucynok 3.1 — HanamryBanHs aBTeHTH (KA
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4.  3mina iMeHi 00J1IKOBOI0 3aNIHCY

OOmikoBuid 3amuc AMIHICTPATOp HE MNPU3HAYEHWH Ui MOCTIAHOI poOOTH 13
CUCTEMOI0, a JIMIIE JJIS BUMAAKIB, KOJM MNOTPIOHO BCTAHOBUTH mporpamy, ado

HAJIAINTYBATH 1HII KPUTHYHI1 7151 pPOOOTH CHCTEMH KOMIIOHEHTH.

4.1 Bukonaiite [lyck — Ynpaeninas Komn'totepom (compmgmt.msc) — Enter;
4.2 YV BIKHI PO3ropHiTh YnparmiHHsS kKomm'rotepoM (Computer Menagement)—

JlokanwHi kopuctyBaui Ta rpynu (Local Users and Groups) — Kopuctysaui (Users):

A Computer Management
File Action View Help

e 55 6= HFE

&' Computer Management (Locall| Name Full Mame Description
] . =
v [l‘E %Stem el a:-Administratur Built-in account for administering...
ILL) Task Scheduler o, .
s ) ¥4 Defaultbcco.. A user account managed by the s..
@ Event Viewer == —
- E;_,Guest Built-in account for guest access t..
22| Shared Folders — .
= B, WDAGUtility... A user account managed and use..

v $8 Local Users and Groups
| Users
| Groups
lié"gijl Performance
% Device Manager
v &5 Storage
1}'&9 Windows Server Backug
m Disk Management
, Services and Applications
W) Internet Information Sey
E‘_;') Routing and Remote Ag
4 Services
&5 WMI Control

<
=N

Pucynok 4.2 — Kopucrtysaui cepBepa

4.3 BubepiTh kopuctyBaua Administrator, HaTUCHITH Kiasimy F2 ta nepeiimenyiire:

(A Computer Management (Local| Name Full Mame Description
Built-in account for administering...
Defaulthcce... A user account managed by the s...
&.‘,Guest
E;JWDAGUtiIity... A user account managed and use...

v [} Syster Tools

IZE,'ZI Task Scheduler

@ Event Viewer

] Shared Folders

v & Local Users and Groups

| Users
| Groups

"‘E‘Jl Performance

Built-in account for guest access t..

iy Device Manager
v B Storage
1y Windows Server Backup

== ick Mananement

Pucynok 4.3 — IlepeliMeHyBaHHs KOPUCTYBaya
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4.4 Baenith HOBE IM'st Ta 30€pEXKITh 3M1HU, HATUCHYBILM KiaBiury Enter:

Hle  Action  View Help

o= | 5E XE = HE
& Computer Management (Local | Name Full Mame Description
(‘nl o

L L %ystem Tnak Built-in account for administering...
(1) Task Scheduler
- . P, DefaultAcco... A user account managed by the s..
Event Viewer ==t o

Py Guest Built-in account for guest access t...

72| Shared Folders = -
y P WDAGUHility... A user account managed and use...

v @ Local Users and Groups

| Users
| Groups

(%) Performance

% Device Manager

v == Storage
d}'; Windows Server Backug
= Disk Management

+ Services and Applications

Pucynok 4.4 — HoBe iM’s1 KOpUCTyBaya

S.  baokyBaHHs 00J1IKOBOIO 3aNHCY

B onepariiinux cucremax Microsoft Windows nist 3a0e3nedeHHsl HaIIHHOTO
piBHSL O€3MEKM MOKHA ABTOMATMYHO OJIOKYBaTH OOJIKOBMM 3amMc KOPHCTyBaya,
SKIIO BiH 0araTopa3oBo BBIB HEMPABWIBHUM MapOJib.

3 OCHOBHHX NPUYMH OJIOKYBaHHS MO>KHA BUJUIATH:

e [linGip mapousis, Tak 3BaHWil OpyTdopc, WO B Pe3yabTaTi MPU3BOAMTH 0
OJIOKYBaHHSI;

e [licig 3MiHM Maposs y KOPUCTYBaya 3auimiancs crapi miakmoueHHs WIFI na
KOMI'tOTEP1 a00 TenedoHi 31 CTapuMu OOTIKOBUMH JTaHUMHU, SIKI HAMArarThCs
ABTOMATHYHO MIIKIIOYUTHCS 10 CEPBICIB KOMMIAHIi;

e Sk 1y Bunaaky 3 WIFL, y kopucrtyBaya miciiss 3MiHA Napoyisi MOXYTb OyTH
3aKEeNIOBaH1, CTapl Naposl B IOCTynax 10 MepexkHUX KyJib, Outlook kanenmapis
Ta IHIIMX IPOrpam, sKi OJHOTO pa3y MOMPOCUIIM BBECTH JIOTIH Ta MAPOJb;

e [Hoai OyBarOTh 3aBIaHHS y IUIaHYBAIbHUKY Windows, sKi 3amyckamucst Bin
IMEH1 KOPUCTYBAya, 4 HE CUCTEMH,

e 30epeskeH1 naponi y Opayzepax

e Cnyx0Ou, 110 MPAIIOKTh 3 MIOMEHHOTO 00JIIKOBOTO 3aIMUCy
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5.1 BigkpuBaeMo peaakTop rpynoBoi MOJITHKK Ta KJIAllaEMO MPaBUM KJIIKOM MU
3 monituku «Default Domain Policy», 3 KOHTEKCTHOTO MEHIO BHOEPEMO MyHKT

«3mianty (Edit):

b ,, =

Manage Manage

Home Share Wiew Shortout Tools Apphcation 1

|5k Group Policy Managernent

Z File Action View Window Help
e | 2@ X6 HE

|&, Group Policy Management || Default Domain Policy
w _ﬂ Forest: work.local

v [ZL Domains

Scope Detals Seftings Delegatior

v E3 work.local Kilea
=/ Default Namain Display links in this location:
21 Dor | Edit: % and OUs
=t Gro Enforced
7 WMIL Link Enabled
=] St
% Sites:m A Save Report...

Pucynok 5.1 — PenaryBaHHsl MOMITHKH

5.2 Tlepexoammo no Kondirypauis komm'rorepa — [lonitnkn — Kongirypanis
Windows — [Tapamerpu 0e3neku — [lomiTukm o6mikoBux 3anucis — [lomiTrku
osokyBaHHs 00mikoBux 3anucis (Computer Configuration — Windows Settings —

Security Settings — Account Policy — Account Lockout Policy):

5[ Group Policy Management Editor
File Action View Help
= 2HXE= HE

v i Computer Configuration # || Policy

w~ || Policies
| Software Settings
w | Windows Settings
| Name Resolution Policy
=] Scripts (Startup/Shutdown]
= Deployed Printers

| Account lockout duration

| Account leckout threshold

12y Reset account lockout counter after

v Ty Security Settings
v 5 Account Policies
= Password Policy
F Account Lockout Policy

PucyHok 5.2 — IonmiTuku 0OIIKOBUX 3aMUCIB
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5.3 VY monituui € TpU NYHKTH:
1) Yac no ckunanus giunibHuKa 0510KyBaHHs (Reset account lockout counter
after);
2) Tloporose 3naueHHs OnokyBaHHs (Account lockout threshold);

3) TpuBamcte 6moKyBaHHs 001iKOBOrO 3anucy (Account lockout duration).

Suggested Value Changes *

Because the value of Account lockout duration is now 15 minutes, the settings for the following
items will be changed to the suggested values.

Paolicy Policy Setting Sugaested Setting
5] Account lockout threshold Dinvalid logon attempts 5 invalid logon attempts
17| Reset account lockout counter after Mot Defined 15 minutes

£ >

Cancel

PucyHok 5.3 — Hanairoana mosituka OJJOKYBaHHSI KOpUCTyBada

4, 3axucT miAKII0Y€HHd 3’ cqHaHada 3 1onomMoror VPN

VPN-NAKIIOUEHHST € YHIBEPCAIbHUM PIIIEHHAM IJIs 3aXUCTY MEPCOHAIBHOT
BHYTPIIIHBO-KOPNOPATUBHOI 1H(OpMalii Aji1 BIACHUKIB Oi3HECy, SIKi HE MOXYTh
JO3BOJUTH yCTaHOBKY aopororo [13. Ha puHky momiOHOro ceppicy mpeacTaBiicH]
NOCTYTH Y PI3HUX LIHOBUX KaTErOPisiX, € XOpoli O€3KOIITOBHI Ta MaTHI BEpCli, M0
BIAPI3HAOTECA HAOOpPOM (YHKIH, pIBHAMH TOTY>KHOCTL. Takok € mpocti y
BUKOPHCTAHHI CEPBICH, 3 SKUMH 3MOXYTb 3BEPTATUCS PsJIOBI CIIBPOOITHUKH,
aJMIHICTPaTOPH, TOMY BJIACHHKY HE JOBEACTHCS MPOBOJUTH CIEI1ATbHE HABYAHHS

a0o0 HaltMaTH mTar mrary Ajid HaJlaroJKCHHA Vpl’l-3‘€I[HaHH$I.



6.1 YcranoBka cepBepa NOBHHHA BUKOHYBATHUCH IT1]1 OOIIKOM 3 MPpaBaMu

aJMiHicTpaTopa (3amyck Bix IMEH1 AAMIHICTPATOpa).

SoftEther VPN Setup Wizard (Version 4.39.9772) »

Welcome to the SoftEther VPN Setup Wizard C

S

Extremely Powerful Open-Source VPN Software.

SoftEther VPN is freeware developed at University of Tsukuba, Japan. High-performance VPN
with the ultimate compatibilities to many devices, Windows, Mac, smartphones, tablets
(iPhone, iPad, Andreid, Windows RT) and Cisco or other VPN routers are supperted.
SoftEther VPN alsc accepts OpenVPN and M5-S5TP VPN clients,

SoftEther VPN
L SSLVFM 3 EEED - L Ethes[F 3 UESEE WSIEE

| T L Ll

|Pad

Windows Linux Mac .'“.ml oid Tab
Windowss

N AT Wi
m E B

< Back Cancel

(]

Pucynok 6.1 — BikHO BCTaHOBJIEHHS TPOTrpamMu

6.2  Ilicnsa HaTuckaHHs KHOMKM Jlami moTpiOHO BUOpaTH BCTAHOBIHOBAHM I

koMnoHeHT — SoftEther VPN Server.

SoftEther VPN Setup Wizard (Version 4.39.9772)

i

*
Select Software Components to Install c

-
| Sl

g I SoftEther VPN Server
@% SoftEther VPN Bridge

Only the VPM Server Manager will be installed. The VPM Server service program will not be
installed. You can use the VPN Server Manager to connect and manage remote VPN Senvers
and VPM Bridges an other computers which can be run on Windows, Linux, Mac OS5 X, Solaris
and FreeBsD.

< Back ‘ Cancel

PucyHnok 6.2 — BCTaHOBJIEHHS CEPBEPY
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6.3 Jlam HeoOx1a4HO oOpatu pexxumu BukopuctanHs SoftEther VPN Server:

== -

63

SoftEther VPN Server / Bridge Easy Setup *

K J SoftEther VPN Server / Bridge Easy Setup

By using this setup you can easily setup a SoftEther VPN Server or VPN Bridge for the following use and purpose. After exiting the setup, you can use the
VPM Server Manager to freely configure more advanced settings.

Select the type of VPN server you want to build. Multiple types can be selected together.

[] Remote Access VPN Server VPN Server

The Remote Access VPM Server allows VPN Client computers in remaote locations to access
to the existing Ethernet segments, for example company LAMN.
Any WPM Clients who is connecting to the VPM Server will be able to access to the network
gs if they are connected directly and physically to the netwark.

VRN VPN
Client  Client
(] site-to-site VPN Server or VPN Bridge VBN Server

Site-to-site VPM is a VPN configuration to connect between two or more remote Ethernet 5 L &)
segments, E —&‘Epj
Each of the sites are connected together, and become the same segment at Layer-2 level. It e
enables any computers of each sites to communicate to each other as if there is a single VPN Server / Bridge Site #1
netwark. WPN Server / Bridge

- e v
teeod  Bodie

L

VPM Server that Accepts Connection from Other Sites (Center) .
Site #3

VPN Server or VPN Bridge at Each Site (Edge)

[] other Advanced Configuration of VPN

Select this if you are planning to build a VPN system that provides advanced functions such as a clustering function and a Virtual Layer 3 Switch
function.

Click Mext to start Setup. Click Close if you want to exit the setup and manually configure all settings.
MNext > Close

PucyHOK 6.3 — PeMMU KOPUCTYBAHHS
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6.4 BipryaneHuii koHuentparop (xa0, Virtual Hub) ¢yHKIIOHye aHamOrivyHo
pealbHOMY Ta 3a0e3neuye 3B'S30K BCIX MIJKIIOUYEHUX JO CEPBEpPa KIIIEHTIB MIXK
coboro. g reorpagiuHO PO3HECEHUX KIIEHTIB 3a0€3MEUYEThCS BUKOPUCTAHHS
IPOTOKOJIB 3arajibHOr0 AOCTYIY, Oa3u JaHUX, IPOBHX CEPBEPIB TOLIO. TAK CaAMO, SIK
BOHU 3HAXOJATHCS B €IMHINA JOKanbHIA Mepexi. [Hmmmu cmoBamu, ceprep SoftEher
VPN cTBOpPIOE BIpPTyaJIbHI MPOBIAHI 3'€HAHHS Ta BIPTYaJIbHI KOHLICHTPATOPH AJIs
BCIX MIAKIYEHUX N0 HBOrO KiieHTiB. KOHUIEHTparopiB Moke OyTH KuIbKa Ta iX

IMEHA MOBUHHI BIPI3HATUCS:

Easy Setup - Decide the Virtual Hub Name X

%% You have to create one Virtual Hub on the VPN Server at least.
ud Name the new Virtual Hub as you prefer.

Virtual Hub Name: | JEIE

0K Cancel

PucyHok 6.4 — IM s BIpTYalnbHOr0 KOHIEHTPATOPA
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6.5 Ha HacTymHOMY KpOIll MOKHA 1, SIK MPAaBWJIO, HABITH MOTPIOHO HANAIITYBATH

muHamiyauit DNS st manoro VPN cepgepa:

il Dynamic DNS Function X

g2 Dynamic DNS Function

This VPN Server has a Built-in Dynamic DNS Function.

The Dynamic DMNS assigns a unique and permanent DMS hostname for this VPM Server, You can use that hostname to specify this VPM Server
on the settings for VPM Client and VPN Bridge. You need not to register and keep a domain name.

Also, if your [SP assigns you a dynamic (not-fixed) IP address, the corresponding IP address of your Dynamic DMNS hostname will be
automatically changed. It #nables you to keep running the VPM Server by using only a dynamic IP address.
Therefore, you need not any longer to keep static global IP addresses with expenses monthly costs,

Mareover, this VPM Server version supports 'MAT-Traversal' function, If the VPM Server is inside the MAT and is assigned only a private IP
address, you can connect to that VPM Server from the Internet side without any special settings on the NAT beforehand.

Current Status: Madify the Settings:
Assigned Dynamic DNS Hostname:

Change the Dynamic DNS Hostname:
vpn723792425.softether.net Hint:

vpn723792425 .softether.net

SlolalIPed Address: Hostname is with anly alphabets numeric, and dashes *-. Three
91.225.93.13 letters at least.

You can change it any time later.

Global IPv6 Address:

Unable to reach the IPve DDNS Server. Set'to Above Hoshiaine Resitre

DNS Key: xbblw9PkSKZmAZglxxZpkKMsHhEE= Hint

+ [fyou are not connected to IPvE Internet, "Global IPvE Address” should show an error.
\() A few countries or territories might prohibit Dynamic DMS Service,

Connect via Proxy Server.. Exit

PucyHok 6.5 — nuHamiuamii DNS

6.6 Takox, y OyJib-sIKHii MOMEHT 4acy MOKHA HAJTATYBATH BIPTYaJIbHY MPUBATHY
MEPEXKY 3 BUKOPUCTAHHSAM XMapHOi ciy:x0u VPN Azure Cloud, cTBOpeHOI B pamkax

npoekty SoftEther VPN:

VPN Azure Service Settings *

VPN Azure Cloud 3 — .

N o hieed
- Y Global IP
i o Need
Your PC with Open Ports
VPN Server

VPN Azure Cloud VPN Service (Free)

VPN Arure makes it easier to establish a VPN Session from your hame PC to your office PC. While a VPN connection is established, you can
access to any other servers on the private network of your company.

Home

You don't need a global IP address on the office PC (VPN Server). It can work behind firewalls or MATs. No network administrator's
configuration required, You can use the built-in SSTP-VPN Client of Windows in your home PC.

I VPN Azure is a cloud VPN service operated by SoftEther VPN Project. VPN Azure s free of charge and available to anyone. Press the
right button to see details and how-to-use instructions.
VPN Azure Setting

o How to Use VPN Azure
Enable VPN Azure

(Visit the Web)

s Mt ¢

(®) Disable VPN Azure | oK

PucyHok 6.6 — HanamryBanus Azure
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6.7 HactynHuM KpOKOM HEOOXiJHO CTBOPUTH KopucTyBauiB cepBepa SoftEther
VPN. CTBOpeHHS KOPUCTYBA4iB MOYKHA BHUKOHATH y OyAb-SIKHH MOMEHT Yacy,
NIJKITOYABIIACE OO0 CEpBepa Ta OOpaBIIM PEKAM KEPYBaHHS BIPTYalIbHUM

KOHUEeHTpaTopoM — Manage Virtual Hub:

) Create New User X

Security Policy

et

"-.,_;J User Mame: | test |

|:| Set Security Policy Security Policy
Full Mame: | test |
MNote: | | Password Authentication Settings:
.‘33%
I
W {Optionalk

|:| Set the Expiration Date for This Account

Individual Certificate Authentication Settings:

| 6/10/2022 | 12:00:00 AM -

= The users using 'Individual Certificate Authentication’ will be
22| allowed or denied connection depending on whether the S5L
client certificate completely matches the certificate that has
AuthType: | €3 Anonymous Authentication been set for the user befarehand.

% Password Authentication

Individual Certificate Authentication Specify Certificate View Certificate Create Certificate

f\ Signed Certificate Authentication
ﬁ RADIUS Authentication Signed Certificate Authentication Settings:
=38 NT Domain Authentication t t

RADIUS or NT Domain Authentication Settings: -

= L e . i 5 Limit Commaon Mame (CN] Value

)

Specify User Name on Autheritication Server Limit Values of the Certificate Serial Number

Hint: Define a user object with usermame "*' {asterisk] in order to accept a login attempt of a user which
does not match any of registered explicit user objects. Such a special user will use the external oK Cancel
user-authentication server to verify the login.

Pucynok 6.7 — CTBOPEHHSI HOBOTO KOPHUCTYBaya



6.8  Ilicist CTBOPEHHS KOPHCTYBavya CTBOPIOETHCS CAMOMIANMKUCAHUI cepTudikar,
SIKOTO IUJIKOM JIOCTaTHHO BU3HAYEHHS JJOCTOBIPHOCTI KOPUCTYBaya, 110
niaKnodaeTses 10 cepeepy VPN. Tlicns naruckansas Ok Oyzae 3anponoHOBaHO

30eperty CTBOPEHU cepTrdikar:

Save Certificate and Private Key ot
Select the method to save the certificate and private key.

Save Method:
@I Save as X500 Certificate (.CER) and Private Key File [.KEY)

Saving by splitting into two files: a standard Base 64-encoded certificate file
and a private key file,

O Save as PKCA#12 File [(P12)

|?| 5aving as a PKC5#12 (Public Key Cryptography Standard #12) file,
You can stare both certificate and private key ina single PKC5#12 file,

() Wirite to Smart Card

‘When a smart card is connected to this computer, you can write the certificate
and private key to a smart card.

1

Select Which Smart Card to Use..

Private Key Protection:

@ 3 < When saving the private key, you can set a passphrase to encrypt. You will be
| required to enter the passphrase when loading it.

Set Passphrase

Passphrase: | ssssman |

Confirm: | [TITTIT Y] |

Pucynok 6.8 — CTBOpeHHSs ceprudikary
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6.9 VYcraHoBKa KJIi€HTA BUKOHYETHCS 3a 3aMOBUYBaHHsIM. [licisi BCTaHOBJIEHHS Ta
zamycky SoftEther VPN Client Manager noTpiOHO CTBOPUTH BIPTYIbHHUIA MEPEKHUAN
anantep i HoBe VPN-migkitoueHHs. MoskHa Biipa3y HATMCHYTU KHOMKY JOJaBaHHS
HoBoro migkimroueHHss — Add VPN Connection, 1 HEOOXigHI €leMEHTH OYAyTh

CTBOPEHI B MPONEC] A0JaBAHHS,

6.10 ToOto, mepen MAOAAaBaHHSIM HOBOIO MIAKIIFOYEHHST HEOOXIJHO CTBOPHUTH
afgantep BIpTyanbHOI Mepexi. [licias HaTMcKaHHS KHONMKH ~Tak” PO3MOYHETHCS

JlaJior BU3HAUYEHHs napaMerpis agantepa Virtual Network Adapter:

m A new Virtual Network Adapter will be created on the system.
You can specify a name for the Virtual Metwork Adapter, which can be a
maximum of 31 alphanumeric characters.

Virtual Network Adapter Mame: | Vpn

The name of a Virtual Metwork Adapter must be 'VPN' or 'VPNZ' to "'WVPN127",
{Maximum 127 adapters can be created.)

oK Cancel

Pucynok 6.10 — Anantep BIpTyalnbHOI MEPEXKI

6.11 MoxnuBe CTBOpPeHHs A0 127 BIPTyaJlbHHX aJanTepiB, IMEHA SKUX MAarOTh
BIAPI3HATUCh. CTBOPEHHs ajanrtepa 3aiiMae JAEsKWil Yac 1 3aBepIIYEThCS HOro

NOSIBOK) Y HY>KHIM MOJIOBUH1 BIKHA:

ET)
[t .

Connect Edit View Virtual Adapter Smart Card Tools Help

VPN Connection Setting Name Status VPN Server Hostname

=i Add VPN Connection

Pucynok 6.11 — CtBOpeHHs vpn 3’€1HAHHS
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6.12 Tlixg yac CTBOPEHHS HOBOTO MIAKIFOYCHHS MOYKHA CKOPUCTATHCS KOMOIHALIE)

kmasim Ctrl+N:

@ Please configure the VPN Connection Setting for VPN Server.

e

Setting Name: |tepremin |

Destination VPN Server:

g Specify the host name or IP address, and the port
number and the Virtual Hub on the destination VPN
- Server.

Host Name; | 192.168.0.100 |

Port Mumber: [ pisable NaT-T

- |

Virtual Hub Name: |tepraminVPN

Proxy Server as Relay:
You can connect to a VPN Server via a proxy server.
ﬁ Import [E Proxy Server Settings
Proxy Type: @ Direct TCP/IP Connection (No Proxy)
'C' Connect via HTTP Proxy Server
'Cl Connect via SOCKS Proxy Server

Server Certificate Verification Option:

DAIways Verify Server Certificate

Manage Trusted CA Certificate List

Show Indivic

Specify Individual Cert

[Hide Status and Errors Sereens

Virtual Network Adapter to Use:

¥ PN Client Adapter - VPN

User Authentication Setting:

¢ Set the user authentication information that is required when
connecting to the VPN Server,

Auth Type: |Standard Password Authentication v

User Name: | sterben |

Password: | sosssosssene |

You can change the user's password on the VPN Server.

Change Password

Advanced Setting of Communication:

€k d

§
HO)
-

Reconnects Automatically After Disconnected

Reconnect Interval: 15| seconds

Infinite Reconnects (Keep VPN Always Online)

[Juse sst 3.0 (1) Advanced Settings...

0K Cancel

[Hide Ip Address Screens

PucyHok 6.12 — CTBOpPEHHS MIAKITHOYCHHS

6.13 Tlicns cTBOpEHHs 3'€HAHHS MOXHA 3IMCHUTH MIJKIIOYECHHS 10 CEPBEpa 3a

aomomMoror myHKTYy Connect KOHTEKCTHOTO MEHIO,

AKC BHKIIMKACTLCA IIPAaBOXO

KHONIKOK MUILIKH HA BUOPAHOMY ITiIKJTFOUEHHI:

Connect Edit View Virtual Adapter

Smart Card Tools

Help

VPN Connection Setting Name Status VPN Server Hostname Virtual Hub
=1 Add VPN Connection
Eﬁtepramin Connected 192.168.0.100 (Direct TCP/IP Connecti.. tepraminVPN
<
Virtual Network Adapter Name Status MAC Address
Enabled SE-8E-8B-6C-01-4E

/PN Client Adapter - VPN

PucyHnok 6.13 — Jli€31aTHICT MiAKITFOUCHHS
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5. RDP Defender anast 3axucrty Bia nepedopy nmapoJiis

[Toxm Bam cepep Windows € 3arajbHOJOCTYITHUM, YK€ BUCOKA MMOBIPHICTh
TOTO, IO XaKePU, MEPEKHI CKaHEpH a00 OOTH B SKUHCh MOMEHT CIPpOOYIOTh Brajaru

Balll 00JIIKOBI IaH1 JJIsl BXOTY.

Xoua BOHM MOXYTb OyTWM O€3yCHIIIHUMH, 1 COPOOM MOXKYTh BUKIMKATH
HABAHTAXCHHSI HA MPOLECOP 1 MPOMYCKHY 3JATHICTh, TOMY HAMKpaIle iX MOBHICTHO

3a010KyBaTH.
7.1 BCTaHOBIHOEMO Ta PO3TOPTAEMO MPOrPaMy:

=%' RDP Defender - v2.3 - TerminalServicePlus.com - O X

File View Tools Service Help
RDP Defender Status

@ RDP Defender Service is Running - You are Protected
@ Windows Logon Audit is Enabled - Logon Failures are Monitored

@) Windows Firewall is Enabled - Blocked |Ps cannot connect

important Tip: To avoid being blocked

=
To add it. click o

Blocked IPs

ES Unblock IP Provided by TeminalServicePlus.com

Pucynok 7.1 — Intepdeiic RDP Defender
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7.2 BucraBisgeMo MiHIMQJIbHY KUIBKICTh CIPOO MOMUIIOK T1AKITFOUYEHb:

I
P File View Tools Service Help
' RDP s Chabime
I @ry = RDP Defender Settings = b4
: =, IPs Detection
@ wi Maximum failed logon attempts from a single IF address: h >
@ Wiy Reset counters of failed logon attemps after: 10 | =1 hours
IPs Whitelist
i mpd [127.0.0.1 \ nIp
I
I Blockes
I
I
I
I
I
i =
\% Delete
i =
I
I %Cﬂ'ﬂd Qy Save
I
i Unblock IP Provided by TerminalSenicePlus com
' UTE Ty =%

PucyHnok 7.2 — HamamtyBaHHSI COMCKY ITiIKITFOYEHb

JUE3ATHOCTI MPOTPaAMHU:

v V| ) Ly | e

MNMoakntoueHune K yaaneHHoOMY
** pabouemy crony

/

192.168.0.103:49149
BezonacHocTs Windows

Beegute YUETHbIE AaHHbIE

31 yueTHIe JaHHLIe BYAyT MCNONBL30OBATLCA MPW MOAKTOYEHHUM
k 192.168.0.103.

test

D 3anoMHUTL MEeHA

7.3 PoOumo HeBipHY cnpoOy NIAKITIOYEHHS O CEpBEpPY, 3 BHIUMOCTI

* nabled
k
General Programs and Services Remote Computers res
Protocols and Ports Scope Advanced Local Principals Remote Users =
|P Defender - v2.3 - TerminalServicePlus.com = m} x

View  Tools
Defender Status

Service  Help

|DP Defender Service is Running - You are Protected
Vindows Logon Audt is Enabled - Logon Failures are Monitored

Vindows Firewall is Enabled - Blocked IPs cannot connect

portant Tip: To aveid being blocked, we strongly advise you to add you own worlestation IP
address in RDP Defender whiteist.
To add it. click on the Tools’ > Optiens and Whitelist’ menu

Blocked IPs

Provided by Terminz|SanvicePlus.com

% | Unblock IF

PucyHok 7.3 — YMUCHE TOMUJIKOBE MIAKIOYEHHS 0 CEPBEPY
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7.4 Pe3yabTaT HEBIPHOTO MIAKIOYEHHS 10 CEPBEPY:

4! RDP Defender - v2.3 - TerminalSenvicePlus.com — O et
File  View Tools Service Help

RDP Defender Status
@ RDP Defender Service is Running - You are Protected

(@ Windows Logon Audtt is Enabled - Logon Failures are Monitored

@ Windows Firewall is Enabled - Blocked IPs cannot connect

Impartant Tip: To avoid being blocked, we stronaly advise you to add you own workstation [P
address in RDP Defender whitedist.
To add it, click on the Tools’ » ‘Options and Whitelist' menu.
Blocked IPs
152.168.0.106 6/11/2022 11:02 AM

Jiul

I%J Unblock [P Provided by TemminalSemwicePlus.cor

Pucynok 7.4 — IP agpeca, sika moTpanuia B >KypHa
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BUCHOBOK

B pesynbrari BuKOHaHHS KBaiikaiiitHoi po6oTr OyJio MpOBEAEHO aHaN13
IPOrpaMHUX 3ac001B A5 3a0€3MEYCHHS BiIJAICHOT poOOTH KOPUCTYBavlB B
KOMEPLIHHUAX MIAMPUEMCTBAX, 30KPEMA PO3KPUTI TEMH POJII BIAJAICHAX POOOUYHMX
CTOJIIB B OOpaHiii onepamiiiHiii CUCTEMI, PO3IJISIHYTO 1HIIY CUCTEMY JUIS OpraHizamii
BIJITAJICHOTO JIOCTYITY Ta MOSICHEHO, YOMY came OyJ10 00paHO NEBHUNA METO/]

TNOCJTIIDKEHHSA TEMATUKH.

Takok BUCBITJICHO aHAJII3 ICHYKOYNX TEXHIYHUX PIIIEHb AJ1 3a0€3NCYCHHS
Ki0ep3axucTy iHPOpMaLIiHO-KOMYHIKAIHHUX cucTeM, Takux sk SoftEther VPN,
posrisiHyTO cuctemy Firewall, texnonoriro mmdpysanns BitLocker, nporpamue

3abe3neueHHss RDP Defender ta mapupytuzarop Mikrotik.

[TpoBeneHo po3poOKy METOMIB Ta MIAXOAIB 10 3a0€3NEUYCHHS KiIOEP3axucTy
BIJITAJICHOTO MiAKITFOUYECHHS 10 1H(QOpMaIiiHO-KOMYHIKAIIHHOT CUCTEMU
MIIPUEMCTBA. A caMe ONMUCAHO MOHATTS K1IOEP3axuCTy, HOro METOIB, OTJISIHYTE
(13uuHe 3a0e3neueHHs KIOEP3aXUCTy CEPBEPIB MIAMPHUEMCTBA TA PO3POOICHUN
KOMIUIEKC MPOrpaMHOro 3abe3neyeHHs Kibepoesneku. Cepell HUX, HaJlallTyBaHHs
POJI1 BIJAJICHOTO IOCTYIY Ta BCTAHOBJICHHS JIIIIECH31H, @ TAKOK METOAM 3aXUCTY
BIJAAJICHOTO MMIIKITFOYEHHS, TaKi SK: 3aM1HA CTAHIAPTHOTO TOPTY, KA (PPyBaHHS
JaHKUX, MEPEKEeBa aBTCHTH(]IKAIS, 3M1HA IMEH1 OOJIIKOBOIO 3aMuUCy Ta ii OJIOKYyBaHHS,
y BUMAJKY HEBIPHO BBEJICHOTO MAPOJI0, CTBOPEHO BIPTYaJIbHY MPUBATHY MEPEKY Ta

3a0€3MeUeHO 3axXUCT Bl MiA00PY NapoiB.
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