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JIOTIOMOT'OI0 CICTEM KEpYBaHHSI BMICTOM 3a TAKUMU KPUTEPISIMHU:
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Pe3yjibTaTH — MpOAaHAII30BaHO MOIIMPEHI CUCTEMU KEpyBaHHS BMICTOM Ha
IpeaMeT iX MOXKIJIMBOCTEH JUIsi CTBOPEHHS 3aXMILIEHUX BEOPECYpCiB; CTBOPEHO
BeOpecypcu 3 BUKOPUCTAHHSM CHUCTEM KEPYBaHHS BMICTOM Ta MPOBEJEHO aHali3 ix
3aXMIIEHOCTI. Y TMpoIeci JOCIKEHHS 3a JOMOMOIOI  CIeliallii30BaHOTO
IHCTPYMEHTApII0 TPOTECTOBAHO KOXKEH 31 CTBOPEHHMX BEOpECypCiB BIAMOBIAHO 0
BU3HAYCHUX KpPUTEPIiB, MPOAHATI30BaHO PE3YJIbTAaTH 3aXMILEHOCTI BeOpecypcis,

cTBopeHux Ha 6a31 WordPress Ta Joomla.

CUCTEMA KEPYBAHHS BMICTOM, AHAJI3 3AXUILEHHOCTI,
[UTATIH, WORDPRESS, JOOMLA, DRUPAL, BEGPECYPC, HTTP METO/I,
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BCTYII

3 pPO3BUTKOM TEXHOJIOT1H 3aco0u 30epiranHs Ta nepeaayi iHpopmariii y Mepexi
CTJIM TOJIOBHUMH (paKTOpamH, sKi BU3HAYAIOTh 3arajlbHUi pIBEHb PO3BUTKY
CYCITUJIBCTBA Ta JIEPKaBHU B IIOMy. TakuM 4MHOM, MOKHA CKa3aTH, 110 1H(pOpMAIIis €
OJIHHM 13 TOJIOBHHX PECYPCIB, 3a JOIMIOMOTOIO SIKOTO MOXJIMBO 31HCHUTH Oyab-sK1 Aii,
a Oesmexky i1H(OPMAIIIHHOTO MPOCTOPY TOJOBHO CKIIAOBOIO O€3MeKu Oyab-sSKOi
KpaiHUu. 3 KOXXKHMM POKOM 3pOCTa€ poiib iH(oOpMaIlii B Cy4aCHOMY CYCHUIbCTBI,
MOCTIHE BJIOCKOHAJICHHS 1H(OOPMAaLIMHUX TEXHOJIOTIH aKTyalli3ylTh MMUTAHHS 1010
1H(popMaIliitHoi Oe3MneKu.

Bce Oinbiie komnaHiili moyaiau CTBOPIOBATH BIIACHI BEOPECYpPCH, IO CIOYATKY
CJIYT'YBaJIU SIK BI3UTIBKA, sIKa 3HAXOJAUTHCS Y MEPEXKI, Ta 3 INIMHOM Yacy Il Bebpecypcu
noYyaJii BUKOPUCTOBYBATHCS B SKOCTI OCHOBHOTO I1HCTpyMeHTa y Oi3Heci, 3a
JIOTIOMOTOI0  SIKOTO MOXKHa OyJI0 OTpUMAaTH JOCTYIl 10 HEeoOXiaHoi iH(opmailii,
KOHTaKTYBaTH 3 KJII€HTaMH, ITATBEPKyBaTH 3aMOBJICHHS TOIIIO.

Xoya B Cyd4acHOMY CBITI 0araTo Jt0jJeil MaloTh OCOOMCTI BeOpecypcu, aje
JTAJTIEKO HE KOXKEH CIIPOMOXKHHUI CTBOPUTH BeOpecypc 3 HyJs. [ Takux KOPUCTYBayiB
oymu po3podaeni Content Management System (CMS) cucremu, siKi € 3pydYHUMH Ta
IHTYITUBHO 3pO3YMITUMHU IHCTPYMEHTAaMHU [JIi CTBOPEHHS BeOpeCcypciB, KOTpi He
NOoTpeOyIOTh CeliaIbHUX 3HaHb AJIS 1X €(PEKTUBHOIO BUKOPUCTAHHA. Y MEpPEXKI ICHY€E
6e3miu CMS cuctem, KokKHA 3 SIKAX BIIPI3HAETHCS BiJ 1HIIOI Ta Ma€ CBOI CHEIliabHi
IHCTPYMEHTH.

3 KOXHUM JIHEM PI3HOMaHITHUX BEOPECYPCIB CTa€ BCe OLIbIIIE, 10 MIATBEPIXKYE
Te, 110 y MEepeX1 IHTepHEeT € MePCIEeKTUBH JIJIsI PO3BUTKY. AJle, 3 IHIIIOr0 OOKY, 1€ Ha1ae
OUTbIIIE MOXJIMBOCTEW i KiOep3nmouuHIiB. Tum camum, 3a0e3neueHHs Oe3meKu
KOPHUCTYBayiB Y MEPEX1 CTa€ ChOr'0JIHI HArAIbHOIO HEOOX1IHICTIO.

MeTtoto poOOoTH € aHATI3 CUCTEM KepyBaHHS BMICTOM BEOPECYPCIB 3 TOUKHU 30PY
iX MOXJIMBOCTCH JUIsl CTBOpPEHHS OC3MEYHUX IPOJIYKTIB, a TAaKOX IPOBEACHHS
JTOCIIDKEHHSI CTBOPEHUX BEOpECYypCiB 3 BHUKOPUCTAHHSM  CIICI1aII30BaHOTO

IHCTPYMEHTApII0 Ha 1X 3aXHUIIEHICTh BiJ KibepaTak.



1  THO®OPMALIAHUM OIS

1.1 AmnHaui3 MOKJIMBHX 3arpo3 AJs BeOpecypciB

VY CBITI icHY€ BelMKa KUIBKICTh BEOpecypciB, Ha sKi MOxe OyTd 3iilicHEHa
kibepataka. Ha mepmmii mormsm, Moke 3AaTcs, IO IMaHC OyTH aTaKOBaHUM
HACTIJIbKM HU3BKUM MOTHUBYIOUHM II€ THM, LI0 HIKOMY HE OyJe IIKaBUW 3BUYANMHUIMA
BeOpecype, ane 3aBkAM € IIaHC TOro, Hio BeO-pecypc Oyne TpeHyBaJbHUM
MalJaHIMKOM Il KiOep3iouuHIliB. ToMy 3aBXKau HEOOXIAHO 3BEpTaTH yBary Ha
O€3IeKy 1HTEepHET-pecypcy y Mepiry 4epry, Ui Toro, moo0 30epertd HUTCHICTD 1
KOH(D1IeHLIMHICTh 1H(QOpMaIllli, sIka 3HAXOAUThCA B cepeauHi BeO-pecypcy. Takum
YMHOM KO’X€H BJIACHUK TMOBUHEH OYTH O3HAHOMIIGHUN 3 PEKOMEHJIAISIMU, IO IO
Oe3neKu.

Sk mpuknag Toro, MO 3aXUCT BeOpeCcypciB € HEOOXIAHICTIO, MOKHA MPUBECTU
DDoS-araky nHa BeOpecypc Ilpesumenta VYkpainu, sika Oyjia HeHTpasii3oBaHa
cnemiajgictamMu 3 KiOepOe3neku Ta 1€ HEe €JuHa aTaka, sika Oyja HamnpaBlieHa Ha
JepkaBHI Ta KomepliitHi BeOpecypeu. 3 nucronana 2019 poky y mepexi mUpUBCA
oorHer mixn Ha3Boto KashmirBlack, skwuii artakyBaB BeO-pecypcu, —sIKi
BUKOPHCTOBYBAJIH MTOMYJIIPHI CUCTEMHU KepyBaHHS BMiCTOM, BiH BUKOPHUCTOBYBAB B)KE
BIJIOM1 BPa3JIMBOCTI HA CEpBEpax *KEPTBH, B CEPEIHHOMY BUKOHYIOUU MIJIHHOHH aTaK
3a JIeHb, THM CaMUM Harajaylo4d KOpHUCTyBadaM MPO HEOOXiMHICTh JOTPUMYBATHCS
BCTAHOBJICHUX IpaBwI Oe3mneku [1].

B cucremax kepyBanus BMmictoM (Content Management System, CMS)
OUIBILIICTh €KCIJIONTIB MpUNAJae Ha CTOPOHY Opay3epa, HaNpuKIIaJ JOBUIBHUN KOJ
BUKOHYEThCSI Opay3epaMu JIOKaJbHO, IO MOXKE MPHU3BECTU JI0 HEmependadyBaHUX
HACJI/IKIB, TAaKHX, SIK BUTOK 1H(popMaIlii a00 BUKIMKATH KPUTUYHY MOMUIIKY. Takox
JIOAATKOBI pU3UKHU JyIsi KopucTtyBadiB CMS cucTeM CTBOPIOIOTH CIUIMBaKOYl BIKHA,
TUJIariHKA Ta JIOAATKH, SIKI TIPAIOI0Th y BeO-Opay3epax. Bennka KimbKICTh TaKMX aTak
MOXJIMBa 4Yepe3 Te, M0 KiOep-3J0YMHIIl BHKPAJAIOTh aKayHT poO3poOHHMKA Ta

BUIYCKAIOTh OHOBJICHHS, B SIKUX JOJaHUM HeOesneunuit koi. He ciijg HamaBaTu
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JOCTYN 70 KOJy JOTMOBHEHb KIHIIEBUM KOPHUCTyBadaM 1 HEOOXIJHO 3a0e3neduTH
po3poOKy monatkiB 3a gomomorow APl WCMS.

besneka CMS OyTu mopyiieHa 3a JOIOMOTOI0 CTOPOHHBOT'O KOJY Ha CTOPOHIi
kiieHTa. OcHOBHA mpo0jema MoJsirae B TOMY, 10 OUTBIIICTh AOAATKIB BKIIOYAIOTh B
cebe creHapii, skl BUKJIUKaIOTh iHTepdericn APl 17151 OHOBJIEHHSI CEpBEPHHUX JaHUX
CUCTEM KEpyBaHHs BMICTOM, 3a JOTIOMOI'OI0 YOT0 KiOep3JI0YMHEIhb MOKE HAJICIATH
mKigmuBui 3anut. OgHuM 13 npukiagiB € SQL komaHau, HecnoiBadl ¢popMaTu Ta
crenapii. Takum unnom Oyito 3mamane APl Drupal [2].

Onnak OUTBIIICTB JTIOJICH BBaXKae, 1110 ockiabku WordPress, Drupal Ta Joomla €
MOMYJISIPHUMU 1 Y€pe3 CBOKO TMOMYJISIPHICT, BOHM MOBUHHI MaTH HaJIAHUM 3aXUCT.
Opnak 4epe3 CBOIO MOIMYJSIPHICT, BOHM € MPUBAOJIMBUMHU MIIICHSIMU IS KiOep-
3JIOYMHINB. SIK MpPUKIIAa] MOKHAa HAaBECTU CHCTEMY KEpYBaHHS BMICTOM IIiJl Ha3BOIO
WordPress, sika MiCTUTBh y CBOEMY sIIpi, TeMax Ta Tuiarinax npuommsao 14 000 tuc.
BiloMux BpasnuBocTei. [Ipubmmsno 55% ycix aTak mpoBOASTHCS Yepe3 BCTAHOBJICHI
IJIariHy, sIKI MaroTh CJIAOKUU 3axucT abo0 OyJd MOKUHYTI CBOIMH PO3POOHUKAMMU.
Takox OJHIEI0 3 TOJOBHUX BPA3UBOCTEH € BCTAHOBJICHHS MPOCTOTO JIOTIHY Ta
napoJis, 0 HaJla€ 3MOTy 3JIaMaTH BEOpecypc 3a JOMOMOTOI0 TPOCTOTO MiA00PYy JaHUX
Bigomoro sk “Brute force” [10]. OxauM i3 HaAIHUX CHOCOOIB 3aXUCTY, KKK MOXKE
HaJaTH TIEpeBary, — I1¢ BUKOPUCTaHHs 0€3 TOJOBHOTO MiAXOMdY, KU BIAMOBIJIA€ 3a
yHIBEpCalbHUI KOHTEHT (OEKEHI), 3a JIONOMOTrOK SIKOI0 MOKHA aBTOMAaTHU3yBaTH
PO3MOBCIOJKEHHSI KOHTEHTY Ha 1HIII MIaTHOPMH, SKi BUKOPUCTOBYIOTh JIAHE «T1JI0Y.

CucreMu KepyBaHHS KOHTCHTOM, SIKi BUKOPHCTOBYIOTh TaKUM X1, HAAAIOTh
MO>KJIMBICTB JT0 OUTBII KOPCTKOTO KOHTPOJTIO 3a JocTyrnoMm 110 camoi CMS.

[Tonpu Bce omucaHe BWIle, HEOOXITHO OHOBIIOBATH OJATKH, CIHapii Ta
iHCTpyMeHTH. Yepe3 Te, 10 cTapi Bepcli MOXYTh MICTUTH B cOO1 J1a31BKH, fKI
3aKPHUBAIOTHCS 3 BUXOJAOM HOBOI BepCii, THM CaMHM 3MEHIITYIOYH IITaHCH TOTO, IO BaIll
caift OyJe 3:1amMaHo, ajie HeOOX1THO MaM’ITaTH, 10 OHOBJICHHS MOXe OyTH BUITYIICHE
0e3 BijoMa aBTOpa 1 BOHO MOXe MIcTUTH Hebesneunuit kon. Ille oguum crocodbom

HAJ1MHOTO 3aXUCTY, € MapoJl sIK1 BIAMOBIIAI0Th YCIM CY4acCHUM CTaHJApTaM, a came,
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NapoJib MOBUHEH MICTUTHU BEJIMKY JIITEPY, CIEL-CUMBOJ, MAJIEHbKY JIITEPY, IUPPY Ta
OyTH 3aBJOBXKH B BICIM CHMBOJIB. J[7s1 301NIbIICHHS HAIIHOCTI, pO3TallyBaHHS
CUMBOJIIB TTOBUHHO OyTH AOBUIBHUM. ByBaioTh BUNAAKW, KOJM JIIOAMHA HE MOXKE
npuIyMaTd HaAiMHUN Mapoiib, B TaKWX BUIIAJKaxX OUIBLIICTh CaWTIB MPOMOHYIOTH
KOPHUCTYBady BUMAAKOBO 3T€HEPOBAHUH ITAPOJIh, BHKOPUCTAHHS SIKOTO YHEMOXKJIUBHUTH
HMIBUJKANA 371aM aKayHTy KOpUCTyBaya Ta MiJIBUIIUTH PIBEHb OE3MEKH [aHUX, SIKI
30epiraroThes Ha caiiri [3].
1.2 3arajpHa XapaKTepHCTHKA CHCTeM KepyBaHHS BMICTOM
VYci CMS cuctemu BUKOHYIOTH OJIHY 1 Ty caMy (DYHKIIiFO — IIBUKE CTBOPEHHS
BeOpecypciB 0Oe3 cmemianpbHuX 3HaHb. PosrisHeMo paeski Hanommpenimi CMS
CUCTEMHU.
1.2.1 WordPress
WordPress — mie cuctema KepyBaHHS BMICTOM 3 BIIKPUTHM KOJOM, SKa
BUKOpUCTOBYEe MOBY mporpamyBaHHsi PHP ta CYBJ] MySQL, siki miaTpuMyroTbes
O1IBIIIOI0 YACTUHOO XOCTUHT1B. OTHAK, MOMIk O€3KOIIITOBHOTO BUKOPHUCTAHHS MOKHA
KYIIUTH TUJIaH, SKAH JacTh OLIbIIE PI3HOMaHITHUX MOXJIMBOCTEH. 3a3Buyait mro CMS
CUCTEMY BHKOPHUCTOBYIOTH JJIsI CTBOPEHHS MPOCTUX a00 MalleHbKUX BeOpecypciB,
Takux, sk Ojor. Tum maue, 3a TOMOMOTOI BOYIOBaHUX 1HCTPYMEHTIB, BeOpecypc,
skuii 0yB ctBOpeHmit y WOrdPress mMoxHa mepeTBOpUTH Yy Oyab-sKHH IHIIHHA THII
pecypey.
OcHOBHI TIepeBaru:
e Benuka KUIBKICTh MOB;
e [IpocroTa 0CBOEHHS,
e Benuka KiTbKICTh IHCTPYMEHTIB IEpCOHATIZAINIT;
e BukopucTraHHs miariis;
e [IpocTroTa OHOBJICHHS,
e BiakpuTuii nporpaMHuii Ko/.
OCHOBHI HEOOJIKH:

e UYac 3aBaHTaXEHHS CTOPIHKHU;



e [IpoGsiemu 3 6e3mekoro [4].
Jliis po3poOnuka cropinku WOrdPress maroth BUTIISA, HaBeaeHU Ha puc. 1.1, 1.2,

1.3.
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Pucynox 1.1 — Intepdeiic rooBHOT CTOPIHKH pO3POOHUKA.
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Pucynok 1.2 — InTepdeiic cTBOpeHHS HOBOI CTOPIHKH.



@ Koxcons

A 3anucu

Q) Mepmadaitnn

B Crpanuus

P KommeHTapun

2 Buewnuit sug

Tembt

HacTpouts
Bupxerst

Mexio

3aronosox

®on

PepaxTop

K¢ Mnaruss

& [Monssosarenn
& WHcTpymenTsi
Hacrpoiiku

© Caepryrs MeHio

10

BUODKETDI  Mepeiitu x suayansroii HacTpoiike

DoCTynHbie BUAXETbI

Yro6bt aKTHBMPOBATL BUAXET, NEPETALUMTE Ero Ha GOKOBYIO KONOHKY MAK

HAXMUTE Ha Hero. YTo6bl AeaKTMBMPOBATL BUAXKET UAW YAANUTL ero

HACTpOKM, NnepeTawure ero o6parHo.

RSS

3ani 3 moboi o RSS
Atom

Kanenpapb

Kanerpaps 3anuceit sawero
caira.

06nako merox

06NAKO YACTO HCNONbIYeMBIX
MeTOK

MNpou3asonbHoe MeHio

Ro6asbTe Ha 6OKOBYIO KONOHKY
NPOHIBONEHOE MEKIO

Caexue 3anucu

Cambie cBeXue 3anucu Baiero
caira.

Crpanuus!

Apxusbl

Apxus 3anuced Bawero caiTa no
Mecauam

Mera

Cchinky Ha sxoa/stixon, RSS-
newty u WordPress.org.

Mouck

DOpMa NOUCKa ANK BaWero CaikTa.

Py6puku

CrnCOK Wni BENBABIOLICE MEHO
pyBpHK

CBexue KOMMEHTapuu

Cambie CB@XMe KOMMEHTapUH
8awWero caira.

Teker

Mnouannnnsni TaveT unu HTMI -

BokoBas KONoHKa

Csexue 3anucu

Ceexue KOMMeHTapuu

Apxusbt

Py6puxu

Merta

Mop copepxumbim 1

Oro6paxaeTcs NoA COAEPXUMBIM Ha CTPAHMUAX U
anuCHX.

Pucynox 1.3 — Intepdeiic HanamTyBaHHs 30BHIIIHBOTO BUTTY.
1.2.2 Drupal
Cucrema KepyBaHHs BMICTOM T Ha3Boro Drupal Oyna 3acHoBaHa Ha creri
LAMP, sikuii € HabopoM MPOrpaMHOTro 3ade3neucHHs 3 BiAKkpuTiM kojoM [6]. Drupal
Ma€e MOJYJIbHY CTPYKTYpPY, fKa HaJlae 3MOr'y 3MIHIOBaTH 30BHILIHIN BUJ BeOpecypcy,
OCHOBOIO SIKOTO € spO, SIKe MICTHTh B co01 PHP ckpunrtu, siki HEoOXimHi i
KOpekTHOi pobotu CMS.
OcHOBHI nIepeBaru:
e MoXIuBICTh POOOTH Ha MPUCTPOSX 3 PIZHOIO KOH(DIrypaliero;
e JlerkicTp HajmamTyBaHHs, MOJU(]IKaIlli Ta OHOBJICHHS BEO-pecypcy;
e JlOCTYIHICTb;
e [lIBuakicTh pobOTH;
e [linTpumKa BeJIUKOi KIIBKOCTI MOB;
e SEO-onrumisans.
OCHOBHMM HEJOJIKOM € Te, IO Iig CHUCTeMa KEpyBaHHS BMICTOM €

3arajbHOCHPSAMOBAHOIO, IO HE HAJAa€ KOPUCTyBayaM MOKIMBOCTI BHOpaTH THM

BeOpecypcy [5].
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Jlnst po3poOHMKa CTOPIHKY MarOTh BUIJISA, HaBeJAeHu Ha puc. 1.4, 1.5.

E Manage * Shortcuts 1 admin

|k Content (v]
ch Structure (V)
’4\ Appearance
ﬁ' Extend
‘\ Configuration o
2 reople Search Welcome to drupal8
'Il Repors o No front page content has been created yet.
© Help Q Add content
Tools
Add content

Pucynok 1.4 — InTepetic rosonoi cropinku Drupal.

O Backtosite =— Manage Y Shortcuts I admin

I Content I'!'l Structure '& Appearance ﬁ- Extend ‘\ Configuration .'1 People o1 Reports O Help

Extend 7

List Uninstall L

Home » Administration

Download additional contributed modules to extend your site's functionality.

Regularly review available updates to maintain a secure and current site. Always run the update script each time a module is updated. Enable the Update
Manager module to update and install modules and themes.

Filter by name or description

Enter a part of the module name or description

v CORE
Actions » Perform tasks on specific events triggered within the system.
Activity » Enables tracking of recent content for users.
Tracker

Aggregator » Aggregates syndicated content (RSS, RDF, and Atom feeds) from external sources.

- Auntamatar » Pravidec an autamatad wav ta run rran inhe hu avacutina tham at the and of a carver racnnnca

Pucynox 1.5 — Inrepdeiic HanamTyBaHHs 10JaTKIB.

Opnak, He3BaKalOYM Ha BCl IepeBaru, U0 HaJae L CHCTeMa KepyBaHHs
KOHTEHTOM, BOHA, SIK M IHIII CUCTEMHU KEPYBaHHSIM BMICTOM Ma€ CBOi HEJOJIKH. SK
MPUKJIA] MOKHA HAaBECTH BPa3NUBICTh, 110 Oyia 3HaiiaeHa y 2014 poii ta orpumana
Ha3By «DRUPALGEDDON)Y. BusiBneHa Bpa3nMBICTh HajaBaja MOXJIIUBICTb
BIJIMIPABIISITH CHeIiaibHO cTBOpeHI SQL-3anmuTu HanpsiMy 10 6a3u JaHUX, 110 MOTJIO

NPU3BECTH 10 HecnpaBHoCcTi y podoTi PHP ckpunra. Takox y Drupal 6ymu nmpodaemu
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13 3axucToM Bij Bimomoi BpasnuBocTi Cross-Site Scripting (XSS), sixa Oyna 3HaiineHa
B OJHIA 3 ocrtaHHiX Bepciil. g BpasnuBicTh HagaBajga 3MOTY JAHUCTaHIIHHO
BIIPOBA/)KYBATH IIKIUIMBI CKpUIITH 0€3 103BOJIY BIaCHHKa ab0 kopucTyBada [11].

1.2.3 Joomla

Joomla, sk 1 BuIIE omuMcaHi CUCTEMHU KEPyBaHHS BMICTOM, PO3IIOBCIOIKYETHCS
3a ginensietro  General Public License (GPL), mo Hamae 3MOry BiIbHO
BUKOPHCTOBYBATH, MOJAM(IKYBaTH Ta PO3MOBCIOKYBATH MPOTPAMHE 3a0€3TEUCHHS.
Joomla Oya Hanmcana Ha MoBi iporpamyBanns PHP ta BukopuctoBye Taki CYB/], sik
MySQL, PostgreSQL a6o MS SQL.

[Ipu BcTaHOBJIECHHI cucTeMd Joomla KOpUCTyBad OTPUMYE KOMILUICKT
HEOOXITHUX 1HCTPYMEHTIB JJIi CTBOPEHHS MOBHOIIIHHOTO BeOpecypcy Ta 3 IIMHOM
yacy 1ei Habip Oyze 30UIbIIYBAaTUCS 3aBISKHU 1HIIIUM KOPUCTYBauaM, siKi CTBOPIOIOTh
CBO1 IHCTPYMEHTH.

OcHOBHI TIepeBaru:

e 3pyuHe ynpaBiHHS 00JIKOBUMHU 3alMCaMUu;

e Bennka KUIBKICTh TOTOBHUX I1A0JIOHIB;

3pyunuii iHTEpdeiic;

o [liaTpuMKa BEIMKOI KIIBKOCTI MOB;

o CrangapTu3oBaHuM iHTEPEIC;

o DyHKIIIOHATBHICTH [7].

Oxkpim nepesar aiisa Joomla BUsIBIIEHO IEK1IbKa BPA3JIMBOCTEH, SIK1 MPU3BOIUITU

JI0 HEKOPEKTHOi poboTu abo BUTOKY nanux. OmHIEI0 3 TakuxX, Oyjia Bpa3jiuBICTb
CHUCTEMH KepyBaHHSAM BMIicTOM A0 SQL-1H’eKIiii, 110 BUKJIMKAIO HemepeadavyBaHi
Hacmiaku. L{sg BpasznuBicTs Oyna 3HaiigeHa y 2017 poui. Takok MOXKHA 3rajaTH Mpo
BPa3JIMBICTh, SIKa HaJlaBaJjla MOKJIUBICTh CTBOPHUTH aKayHT 3 TIpaBaMu aIMIHICTpaTopa,
KWW B CBOIO UEpT'y HaJlaBaB MOXKJIMBICTh BCTAHOBUTH HeOe3MeuHi n1oaaTku [12].

Jliis po3pobOHmKa cTopinku Joomla MaroTh BUTIIsA, HaBeaeHui Ha puc. 1.6, 1.7,

1.8.



':ﬁ Change language

Select Language

English (United Kingdom)

0 Setup Login Data

Enter the name of your Joomia site. *

Alex Harper

etup Login Data »

Pucynok 1.6 — [nTepdeiic cTBopeHHs caiTy.

> & Control Panel

R =

Sample Data o

Joomla! 4.0.0-dev

(7, X

W

Extensions
are up fo date.

Modules

Logged-in Users
¥ Blog Sample data

. P Super User Administration
Sample data which will set up a blog site.
If the site is multilingual, the data will be tagged to the

active backend language. Popular Articles

No Matching Results
Recently Added Articles L4

e PO ® B i K &

No Matching Results

Pucynok 1.7 — Intepderic KOHTPOJIBHOT TAHENI.

e = &

1 2015.07-23 10:56.

13
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2 3
% > Media Joomla! 4.0.0-dev = A4 a
& Upload W Create New Folder ~ % Delete & Options ? | Help
- Images &  images = (|| A
banners
headers
sampledata

banners headers sampledata joomla_black png powered_by.png

e PO B i ® &

Pucynox 1.8 — Intepdeiic qy1s1 BcTaBkM Meia (aiiiis.

1.3 TIlocranoBka 3axaui

Ha ocHOBI npoBeieHOT0 aHai3y MOCTaBlIeHI HACTYITHI 3aBAaHHS:

1. BuOpatu 1Bi cUCTEMH KepyBaHHA KOHTEHTOM 3 BUCOKUM piBHEM O€3MEKH Ta
KOPHCTYBAIbKOi JOBIpHU. PiBeHb Oe€3MeKkM BHU3HAYAETHCSA 3a KUIBKICTIO HasSBHUX
Bpa3JIMBOCTEH, 1aHI MPO SIKI MOKHA 3HAWTH B [HTEpHETI.

2. JlocHiAuT MOKIIMBOCTI BUOPAHUX CUCTEM KEPYBaHHS BMICTOM Ta CTBOPHUTHU
JIBa OJTHAKOBUX BeOpecypcH Ha iX OCHOBI.

3. BusHaunt etanmm Ta 1HCTPYMEHTH IS JOCHIDKCHHS 3aXHIICHOCTI
BeOpecypciB.

4. TlpoBecTu TeCTyBaHHs BEOPECYPCIB JIJIsl aHATI3Y iX 3aXHUIIEHOCTI Ta 3pOOUTH

BHUCHOBKHM.
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2 CTBOPEHHA BEBPECYPCIB 3A JOIIOMOI'OIO CMS TA AHAJII3
IIJIATTHIB BE3ITEKA

JIJist MOanbIIoro KOPEKTHOTO aHalli3y CTBOPIOEMO BeOpecypcH Ha 0a3l Takux
CMS-cuctem:

— WordPress;
— Joomla.

CrtBopenHsi BeOcaiity 3a gonomororo CMS-cucreM mnoyuHaeThCs 13
3aBaHTAXXEHHS I[i€] CHCTEeMHU Ha POOOUYM KOMITIOTEp, Ha SKOMY OyAe MpOXOAUTH
CTBOpPEHHS BeO-caiiTy, Ta BUOOPY TEMATUKH CTBOPIOBAHOTO BEOCAMTY.

2.1 CTtBopenHs Bedpecypcy 3a gonomoror \WordPress

Jliis mouaTKy poOoTH HEOOX1THO BCTaHOBUTH Ta HamamrtyBaTu CMS cuctemy.
[Ticns 3aBanTaskenHs CMS cuctemu Ha JTOKambHUIN cepBep KOPUCTYBAy MOTPAILIsE HA
ctopiiky 3 omucom CMS cucrtemu, micnsi O3HAMOMIIEHHS 3 SIKOKO KOPHUCTYyBau
NEePEXOAUTh Ha HACTYIIHY CTOPIHKY, /1€ TPOXOJAUTh KOH(IrypyBaHHS AOCTYIy 10 0a3u

nanux (puc. 2.1).

Hupkue BM MacTe BESCTV CEOT ASTaNI NIAKNKUEKHA A0 Bazw AaHKK, AKILO BV He ENesHEHI, 3B AXITLCA 31 CEOTM
XOCTWHI-NPOEaAAEPOM.

Hazea Dazu AaHUX. AKy BV XOUETE
eukopuctoByeati 3 WordPress,

Ha3pa 6a3au pgaHux “-\-ordpress

Inm'a KOpUCTYBa4va username cawe IM A KOpUCTyBada Gazn gaHnx.

Mapone napok Baw napone 6azu faHux.

Bu moxeTe OTPMMATK Ui BIAOMOCTI Bif CBOrO
XOCTUHr-NpoBaiaepa, akwo localhost He

XocT 6a3m AaHux localhost

npauwos.
TabauuHwnin npedike Akuto eu xouete MaTi ofHY Bazy AaHUX ANA

Kinbkox iHcTanauin WordPress, 3miHiTe ue.

| Bianpaeutu |

Pucynox 2.1 — HanamryBanHs 3’ e qHaHHS 3 023010 TaHUX
Hanani HeoOXimHO BKa3aTW Ha3BY BEOCAWTy, IM’sl TOJIOBHOTO KOPHUCTyBaya, 3

poisist IKOro Oy/ie MPOBOIUTHCS MOIaJIbIlIa poOOTa Ta IEKTPOHY aapecy (puc. 2.2).
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JNackaBo npocrnmo

JNlackaeo npocumo 40 BIACMOro N'ATUXBMAMHKOIC Npolecy BcTaHoenssHa WeordPress! MpocTo sanoeHits
iHGOPMaLIKD HUXKUe, T3 ckopo BK ByAeTe KOPUCTYEATHCE HAHBINBLW POSUMPHIEAHOH Ta MOTYKHOK MAATHOPMOD
nepcoHaneHoT nyGaikawji B ceiri.

HeobxiaHa iHdopMaLin

Byae nacka, HaaaliTe HacTyMHy IHGOPMaLIKD. By 33EK4M 2MOKETE SMIKUTK Ui HANSLTYEIHHA NizHiWe,

Hasea caity Il l

Im's KopucTyBaua | |

IneHa KOpUCTYBaYiE MOXKYTe MICTUTH Tinbki BYKBK, LndpK, NpoBinu, HWKHI AiHii,
Aedicv, Kpankw, Ta cumeon @.

Mapone
FndvGUUOYMD7bO%4T77
CuneHnii
Baxcnueo: Bam Gyae notpibeH Wed naponk, wob yeidT4. byae nacka, 36epirafte
Aoro B Gesneuxomy Micui.
Baw e-mail

[sivi nepesipTe caoio e-mail aApecy Nepes TM, AK NPOACEXMTM.

Buaumicte gna
NOWYKOBUX CUCTEM

(_) 3anponoHyBaTit NOWYKOBIMM CCTEMaM He IHAEKCYBaTM el calT

TMoWIYKOBI cUCTEMM MOXYTh ITHOPYBaTH LIeW 3aMuT.

BcrawoeuTi WordPress

Pucynox 2.2 — CtopiHka CTBOPEHHSI Ha3BU Ta IPOo(d1It0 aiMiHICTpaTopa

Binpa3y micns cTBOpeHHsI KOpHUCTyBada 3’ SIBISIETbCS CTOpiHKA (puc. 2.3), sKa

noBiomJisie po Te, 1o WordPress 6ys10 BCTaHOBJICHO KOPEKTHO.

Bitaemo!

WordPress ectadoeneHo. Haconomxyitecs!
InM'A KOpUCTYBaYa Eugen

Mapone Baw exazanuld napos.

Pucynok 2.3 — [ToBigomiteHHs npo kopekTHe BcTanoBieHHs WordPress
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HactynHuM Kpokom € BXiJ 10 OOJIIKOBOTO 3allMCy KOPUCTYyBay 3 MpaBaMu

aZIMiHICTpaTOpa.

B BMALLAM 3 CUCTEMIA.

Im's kopwcTyBada abo Email agpeca

|

Mapons

| ®

|_| 3anam Atatk mewe e

BTpatvau ceili napons?

— Hazag o sportclothest

G | Ykpainceka v | l Change

Pucynok 2.4 — BikHO BXoay B IpoQiiib

Onpasy micist BBEACHHS JaHUX ISl BXOAY B MPOQiIb KOPUCTYBAY MEPEXOTUTH
Ha FOJIOBHY CTOPIHKY (puc. 2.5), e MoxHa Oyze OubI 1eTanbHo HajmamTyBaTd CMS-

CUCTEMY.

WordPress

Build the site you've always wanted — with blocks

What's New Credits Freedoms Privacy

Maintenance and Security Releases
Version 5.9.3 addressed 19 bugs. For more information, see the release notes,

Version 5.9.2 addressed some se: d fixed 1 bug. For more information, see

Version 5.9.1 addressed 82 bugs. For jon, see the release notes

Full Site Editing is here

It puts you in control of your whole site, right in the WordPress Admin.

Pucynok 2.5 — I'onoBna cropinka WordPress
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JIns CTBOpEHHSI CalTy 3 MIHIMAJIbHUMHU (PYHKIIOHAJIBHUMHU MOKJIUBOCTSIMHU

HEeoOX1THO BCTaHOBUTH TeMy «Astray (puc. 2.6) ta turarin Starter templates (puc. 2.7).

The works of Berthe Museum of Modern Art

Morisot, 1800s-era i "N -
French painter - _

Astra m nepeayi nepecna | Hello Elementor Twenty Twenty

Create and grow your website
fast, with Neve

Twenty Seventeen Twenty Nineteen Neve

Pucynox 2.6 — Bubip temu

Beautiful, Conversion
Optimized Templates

FREE TEMPLATES FOR ELEMENTOR. BEAVER BUILDER AND BLOCK
EDITOR

Pucynok 2.7 — Becranosnennst riariny Starter templates

[Ticas BcTaHOBICHHS IUIariHy HeoOXimHo BuOpatu «builder» (puc. 2.8), 3a

JIOTIOMOT'O10 SIKOTO OyJ1e CTBOPEHO BEO-CTOPIHKY.
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Select Page Builder

Please choose your preferred page builder

® 0 @

Block Editor Elementor Beaver Builder

Pucynok 2.8 — Mento Bubopy «builder» B mutarini Starter templates

Hactynaum kpokoM KopucTyBad BubOupae maket (puc. 2.9).

Selocted Template =
Plant Shop ] Greenstore

Logo

WELCOME TO THE GREENSTORE

Let’s Bring the Spring to

Don't have a logo? No problem!

You can upload it later Y u
our Home
Logo Width
Back
Visiting for localhost...

Pucynox 2.9 — Bubip ma6iony

[Ticnst Toro, ik MakeT oOpaHO, OyJe MPOXOIUTH Tpolec «OyayBaHHS» BeO-

CTOPIHKH, SIKUH BigoOpakeHo Ha puc. 2.10.
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We are building your website...

1. Installing required theme, plugins, forms, etc

Installing Reguired Plugins

Pucynox 2.10 — [To6ynoBa Be6-cTOpiHKH Ha 0a31 BUOpaHOTO MIa0JIOHY

Jlnst momanmeiioi poOOTH HEOOXITHO 3MIHWUTH JM3aiiH Ta HAIOBHEHHS BeEO-
CTOPIHKH JIJIs TOTO, 00 BiH BiAMOBiAaB 00paniit Tematuili. Ha puc. 2.11 BimoOpaxeHo

TOJIOBHY CTOPIHKY BeO-CaiTy.

Premium quali Global Shippin: 100% Money Back
- quality =N pping ~ Y

Best value for the money Shipping arount the world f the item didn't suit you

Pucynok 2.11 — I'onoBHa cTopinka moOyn0BaHOTO BeO-calTy

JI1s1 ToKparlieHHsI 3aXUINEeHOCTI BeOpecypcy BUKOPHCTOBYEThC Tutarin Jetpack.
[leit marin BUKOPUCTOBYE HAO1p IHCTPYMEHTIB, pe3€pBHE KOIIIOBaHHS B PealbHOMY

Jaci, BIIHOBJICHHS JJAHHUX Ta 3aXUCT Bij crnamy (puc.2.12).
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o

Safer. Faster. /\/
More traffic.

Speed, & Gr...
—

Jetpack — WP Security, Backup,

Description | Installation FAQ Changelog  Screenshots  Reviews

Version: 10.9

The most popular WordPress plugin for just about everything. Author: Automattic

Last Updated: 2 weeks ago
WordPress security, performance. marketing, and design tools — Jetpack
is made by WordPress experts to make WP sites safer and faster, and ':5‘1“““ e BET
igher
help you grow your traffic
Compatible up to: 5.9.3

24/7 AUTO SITE SECURITY Requires PHP Version: 5.6 ar higher
Active Installations: 5+ Millien

We guard your sit 5o you can run your site or business. Jetpack Security
WordPress.org_Plugin Page =

provides easy-to-use, comprehensive WordPress site security including

auto real-time backups and easy restores, malware scans, and spam Plugin Homepage =

protection. Essential features like brute force protection and downtime /
AVERAGE RATING
uptime monitoring are free.

* Back up your site automatically in real time and restore to any point (based on 1,763 ratings)
with one click, Unlimited storage for your backup. Great for
eCommerce stores especially Woo. REVIEWS

« Manage migration to a new host, migrate theme files and plugins to R O R
3 new database, easily duplicate wabsites, create full database CLSR
backups, clone websites, repair broken websites by restoring older

backups or easily set up a test site by creating a duplicate of your

Pucynok 2.12 — Cropinka miariny Jetpack

2.2 CTBOpeHHs BeOpecypcy 3a aonmomoror Joomla
[Ipouec crBOpenHs BeOpecypey Ha 6a3i CMS cuctemu Joomla nmounHaerbes i3
3aBaHTA)KEHHS 11€]1 CUCTEMH.
[Tporiec BcTaHoBsIeHH JOOMIA POXOIUTH y TPH €TaITH, IEPIINM 3 SIKUX € BUOIp

Ha3BH BeOpecypcy Ta MoBH iHTepdeiicy puc. 2.13.

€5 Joomla Installer soomis 414

0O Select Installation Language

§ Setup Site Name

tér the hameé of

portcloth

Setup Login Data >

Pucynox 2.13 — Bubip Ha3Bu BeOpecypcy
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I{pyrI/IM €TaroM BCTAHOBJICHHA € CTBOPCHHA 00JIIKOBOT'O 3allnucy

amMiHICTpaTopa, 3a JOMOMOrOI SKOro Oylne BHKOHYBAaTHCh MOJajblia podoTa
(puc. 2.14).

02 Joomla Installer iomi 14

& Login Data

Pucynox 2.14 — CtBopeHHsI 00J1IKOBOTO 3aIllUCy aJMiHICTpaTopa

TperiM eTarmoM BCTaHOBJICHHS € HaJAIITyBaHHS 3’€IHaHHSA 3 0a3010 JaHHX
(puc. 2.15).

25 Joomla Installer jcomis <14

= Database Configuration

Pucynox 2.15 — HanamryBanss 3’enHanss 3 6a3010 JaHUX
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[Ticnst BctanoBnenHss CMS cucrtemu 3’SBUTHCS BIKHO 3 TOBIJOMJICHHSM PO
TOTOBHICTh JI0 POOOTH Ta MOKJIMBICTIO TEPEHTH B MEHIO aJMiHICTpaTopa YH

0e3mnocepenHbo 10 BeOpecypey (puc. 2.16).

22 Joomla Installer icomis 114

¥ Congratulations!

Congratulations! Your Joomla site is ready.

Install Additional Languages »

Display Errors o] on
Output Buffering Jon ] on

Pucynoxk 2.16 — [loBimomienHs npo kopekTHe BctaHoBiIeHHs CMS cucremu

Jlns mouatky Oe3mocepeaHboi po3poOKH BeOpecypcy HEOOXITHO MPOBECTH
aHaji3 JOCTyMHUX Ta I[IJIbOBUX IUIAriHIB, OCKUIBKA HE BCl IUIAriHU Ta TEMHU €
OC3KOIITOBHUMH.

Jlns cTBOpeHHS BeOpecypcy IHTEpHET-Marasuny 3a jornoMororo CMS cucremu
Joomla 3naitneno Ta Bctanoieno rutarin HikaShop, ma6mon ET_SHOES, a mis

noJinmeHHs 6e3neku BeOpecypey BeranopiieHo iarid Watchful.

2.3 Onuc miariviB, BHKOPUCTAHMX /1JIs1 po3p00JieHHs BeOpecypciB

Starter Templates
[Tnarin Starter Templates wamae nmoctynm no monax 280 mmiabioHIB Ta
IHIUBIIyaIbHUX CTOPIHOK JJISi PI3HOMAHITHUX IHCTPYMEHTIB MOOYJOBH CTOPIHKH.
OxkpiM 1Ia0JIOHIB, 1I€M TUIariH HaJae MOXIJIMUBICTh 3aBaHTAXUTHU JIEMOBEPCIIO
BeOpecypcey. Ilnarin BUKOpUCTOBYIOTH OUIbIIIE OJHOTO MUIBMOHA JIFOACH 3 PI3HUMH
HABUYKAMH Ta 33Jja4aMH 4epe3 Te, 1110 BiH MIBUIKOIIWHUM, JIETKUHA y HaJaIlITyBaHHI,

Mae€ MiKCeJIbHO-1AealIbHUM TU3aiiH Ta oIy IHTerpaito 3 IHIIMMHA IHCTPYMEHTaAMHU.
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OcHoBHI (yHKIII1, IIT0 BUKOHYE TIJIariH:
— 1o0yaoBa BeOpecypcy Ha OCHOBI BUOpAHOTO 11a0JI0HY;
— MOMJIMBICTh MIOBHOTO PeJaryBaHHsI OKpEMUX OJIOKIB CTOPIHKH;
— BEJIMKA KUTbKICTh PI3HOMAHITHUX O€3KOIITOBHUX 300paxeHs [13].
WooCommerce
WooCommerce € ofHi€l0 3 caMuX MNOMYyJSApHUX IIaTdopM Uil 1HTEpHET-
MarasuHiB 3 BIAKpUTUM KojioM. [iarin Mae BIIKpUTHI MOYATKOBUHN KO, III0 POOUTH
HOro THyYKHUM Ta OE€3KOIITOBHUM 32 PaXyHOK BEJIHKOI KUTBKOCTI PO3POOHUKIB.
Lleli mnarid Jonomarae CTBOPIOBATH OHJIAH-MarasuHu Ta Ma€ Takl QyHKIII:
— MOJKJIMBICTb PO3POOKH BITPHH Ha OCHOBI BUOPAHOI TEMaTHKHU;
— MOXIIMBICTb BHCTaBJIEHHS Ha TNPOAAXK TOBapiB, 3aBaHTAXKCHHS Ta
COpTyBaHHs 1HQOpMaIlii PO TOBAp;
— PpI3HOMaHITHI COCOOM OILIATH;
— HaJANITyBaHHS Mporecy Kymisii [14].
Jetpack
Jetpack 3abesmneuye 3axucT BeOpecypcy 3a JOMOMOr0I0 KOMILIEKCHOTO HAbopy
MPOCTUX 3ac001B 3axucTy. [lnarin Bkirovyae B ce0e MOKIUBICTh CTBOPEHHSI PE3€PBHOI
KOIlli B peaJIbHOMY 4aci Ta 3py4YHE€ BIIHOBIEHHS, MOIIYK IIKIJJIMBOTO MPOrPAMHOIO
3a0e3MedeHHs] Ta 3axUCT Bia cnamy. OkpiM 3a3HaueHMX (QYHKIIHA, TaKOX MOXKe
MOJICTIIUTH TIEpexi] BeOpecypcy Ha HOBUN XOCTHUHT, CTBOPHUTH NYOJIIKAT CaWTy s
TECTyBaHHs, CTBOPEHHS pe3epBHUX KOMil 0a3 JaHUX Ta MOXKJIMBICTh BIJIKAaTy J10 CTapoi
Bepcii BeOpecypcy, Ma€ MOXKJIMBICTh BECTH O0OJIIK BHECEHUX 3MiH Ta THUX, XTO 31HCHUB
1i 3minm [15].
HikaShop
HikaShop — me muiarin, sskuii 1ormomarae CTBOPIOBATH IHTEPHET-Mara3uHu Ha
BCiX Bepcisx Joomla.
HikaShop Takox mMae mupokuii CIEKTp MApKETHHTOBUX 1HCTPYMEHTIB, & TAKOXK
MOTYXHI 1HCTPYMEHTH IS CKJIAJaHHS CTaTUCTHKU, SKa BITOOpaKa€ThCs Ha

1H(dopMarliiiHii maneni, 1o0 MOJETIUTH KOPUCTYBady KOPUCTYBAHHS CBOIM IHTEpPHET-
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Mara3uHoM. Tako el A0JaTOK HaJa€ pOo3IIUpEHe KepyBaHHs M0JIaTKaMH, 30HAMH,
MOBaMH Ta BaJIFOTaMU JIJIs TPOJIAXKiB, @ TAKOXK PO3IIMPEHI MOKIMBOCTI HAJTAITYBAaHHS
BAIIIOro IHTEpPHET-Mara3uny [16].
Watchful
Watchful — me Habip iHCTpyMeHTIB, SKWH 3aolia/pkye Oarato 4acy Ha
kepyBanHs BeOpecypcamu. Watchful no3Bossie aBromatusyBaTu Taki 3aBIaHHS, sK
CTBOPCHHSI PE3€PBHUX KOITii Be0-CalTIB, CKaHYBaHHS HA HASIBHICTh O3HAK BTOPTHEHHS
Ta MacoBE€ OHOBJICHHS IUIAriHiB. TakoX J03BOJII€ CKaHyBaTU BeOpecypc Ha MpeaMeT
BUKOPHUCTAHHS HalKpallluX METOAIB O€3eKH, BAKOHYBAaTH TTIMOOKE CKaHyBaHHS, 11100
3HANUTH TOTEHIIiHI 3arpo3u Oe3meni, 1 CTBOPIOBATU 3BITU BEOpECypCiB AJiA CBOIX
KJIIEHTIB.
OcHoBHUH (DyHKIIIOHAJ TUIArIHY:
— HaJamTyBaHHS 1H(OpMaIiiHOT maHemi, mod OTpUMATH OIJIAJl BChOTO
CBOT'O areHTCTBA;
— CTBOPEHHS 3BITY PO TEXHIYHE 0OCIYrOBYBaHHS CBOiX KIIIEHTIB;
— MOXJIMBICTh aBTOMaTHYHOTO PE3EPBHOIO KOMIIOBAHHS IIOAHS, IIOTHKHS
a00 IIOMICSIIS;
— HeoOMeXeHa KUIbKICTh pe3epBHUX KOIIIif;
— aBTOMAaTHYHE BUSBIICHHS 3aCTapUIMX pPE3EpPBHUX KOMIA 1 TOMHIIOK
KOH(]irypariii pe3epBHUX KOIIiif;
— TMOCTIHE BIACTEXKYBaHHS BeOpecypCiB 3a JOMNOMOTOI0 IIOJAEHHOIO
CKaHYBaHHsI BUSIBJICHHSI BTOPTHEHb;
— OHOBJICHHSI KOMEpIIIHMX TIUJIariHiB, BUKOPUCTOBYIOUM 0a3zy JaHHUX

IICHTPaIi30BaHUX KJIFOUiB a00 JiilieH3ii oHOBJIeHH: [17].
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3 METO/IUKA TA PE3YJIbTATH JOCJ/ILIKEHHA

3.1 Mertoau Ta 3aco0u AJs aHAJI3Y 3aXUIIEHOCTi BedpecypciB

AHaJti3 3aXMIIeHOCTI BeOpecypciB Moxke OyTH peasi3oBaHUN TBOMA METOJIaMU .
pYYHUM Ta aBTOMAaTH30BaHWM. PyuHe TeCTyBaHHS TMpeACTaBiisie CcO00I0 Take
TECTyBaHHsA, J¢ Oe3MOoCcepeaHIo0 yJacTh Oepe JoauHa, TOOTO JIOAMHA BUOHWpAE, sKi
napamMeTpu TECTyBaTH Ta SIKUM YMHOM. ABTOMATHM30BAaHE TECTYyBaHHS IMPEACTABIISIE
co00I0 TeCTYBaHHS 3 BUKOPHUCTAHHSM CIICIiaTi30BaHUX YTUIIT. Po3risiHeMO neski 3
HUX.

Nikto2

Nikto2 me ckanep 3 BigkputuM KojoM. CKaHep BHKOHYE KOMIUICKCHE
CKaHyBaHHS BeO-cepBepiB, MICTUTh B COOl CIIMCOK, SKHUH CKJIAMAETHCS 3 OUIBII HIXK
6700 nebesneunux ¢aiinip abo mporpam, nepesipse 1200 cepBepiB Ha 3acTapiie
nporpamie 3a0e3nedyeHHs Ta 270 cepBepiB Ha crnenu(piyHl Bpas3IUBOCTI, KOTPI
nputamMaHHi Juiie nuM - cepBepam. Okpim  mporo, Nikto2 Takox mepeBipse
KOHpirypaniitai ¢daim, daiinu 3 Ha3zBoro «index», ommii nporokoixy HTTP ta moxe
11eHTU(IKYyBaTH BCTAaHOBJIEHE NporpaMHe 3a0e3rneueHHs Ta BeO-cepBep. Ckanep
J03BOJISIE CKaHYBaTH BCTAHOBJICHI IJIATTHU Ta NEPEBIPATH 1X Bepcito. L yTumita He €
3ac000M JUIsi TIACMBHOTO TECTyBaHHsS, BOHA TECTye BeOcepBep Yy IIBUIKICHOMY
pexumi [18].

OWASP ZAP

OWASP ZAP (Zed Attack Proxy) moske NpOBOAWTH aKTHBHE 1 IMacHUBHE
CKaHyBaHHSI Bpa3iuBocTed. [lacuBHUI TECT 1€ TaKUil TECT, IKUM MepeBipsie BeOCaUT
Ha HasiBHICTh BIJIOMUX BPA3JIMBOCTEH Ta HIIKUM YMHOM HE BIUIMBAE HA JJaH1 BeOCcauTy,
mo € Ourbll Oe3MeYyHUM CHOoCOOOM CKaHyBaHHS. AKTHBHE CKAaHYBaHHS MOXKeE
BUKOPUCTOBYBATH P13HOMAHITHI METOAM NMPOHUKHEHHS, BOHO MOK€ 3MIHIOBATH JIaH1
Ta BCTaBIISITU HEOE3MEYHi CKpPUMNTH. TOMYy akTUBHUM BHJIOM CKaHYyBaHHS Kpare
KOPHUCTYBATHCS 3 METOIO TIEPEBIPKU BEOCANTY, KU 3aIMyIIIEHUI HA TOKATHHOMY XOCTI.
OWASP ZAP moxxe reHepyBaTH TECTOBI PAIKH PI3HUMU METOJAMH, 110, B CBOIO

4yepry, T0BOJII KOPUCHO MPpHU TIEpBICHOMY BUsiBIIeH1 3arpo3u. llle oqHier0 0coOIMBICTIO
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IOT0 I1HCTPYMEHTY € Te, 10 B HBOMY € MOXIIUBICTh TE€HEpYBaTU 3alUTH
0e3mocepeTHbO MPU BUSBIICHI 3arpO3d, BIJMOBIIb HA IIi 3alUTH BiTOOPaXKAETHCS Y
TOMY X poO0YOMY BiKHI, III0 3HAYHO MOKPAIIY€E MIBUAKICTh MPUHHATTS PIIIICHHS 1010
neBHoi 3arpo3u [19].
Sglmap

Sqlmap BUKOPUCTOBYETHCS IS TECTYBaHHS HA IPOHUKHECHHS Ta Ma€ BIAKPUTHI
MOYaTKOBUH KOJ, 110 3a MOTPeOO0I0 A03BOJsIE MOAU(IKYBATH MOTO MiJ HETPHUBIaIbHI
3amayl. lleld 1HCTpyMEHT aBTOMATHU3y€ TMPOIEC BHIBICHHS Ta EKCIUTyaTallli
Bpa3JIMBOCTEH, TaKOX MICTUTh B cOO1 OaraTo pi3HOMaHITHMX (YHKIIHA Big 300py
B1IOUTKIB 0a3 JaHUX 32 OTPUMAHOIO BiJl HUX 1H(OpMAIIIl JO MOKIUBOCTI OTPUMATH
noctyn a0 ¢ainoBoi cuctemu. [linTpumye maiixke yci cUCTeMU KepyBaHHAM Oazamu
nanux (CYBJ), Moxe HanpsiMy MiAKI0YaTUCS 10 0a3 JaHUX, aBBTOMATUYHO PO3IMI3HAE
dbopmatu 3amu@poBaHUX JTaHUX, HAsSIBHA MOKJIMBICTh CTBOPEHHS AaMIly 0a3u JTaHUX
ta inme [20].

Nmap

Nmap 1e 6e3K0ITOBHA YTHIIITA 3 BIIKPUTUM KOJIOM, SIKY BUKOPUCTOBYIOTH JIJIsI
aynuty Oe3neku Ta Momyky mepex. L{g yrumita BukopuctoBye Hemoaudikonani IP
MaKeTH, 10 JO3BOJISIE BA3HAYUTH, SIKI XOCTU JOCTYITHI Y MEpPEXI, sIKI CEPBICH 11 XOCTU
MPOTIOHYIOTh, AKY OTepalliifHy CHCTEMY BUKOPUCTOBYIOTh, IKHH (haiiepBoi1 abo (hiIbTp
MaKETIB BUKOPUCTOBYETHCS Ha JaHUN MOMEHT. el 1HCTpyMEHT po3poOsieHui aJist
CKaHyBaHHSI BEIIMKMX MeEpeX Ta €(PEeKTUBHO TMpaIloe 3 OJWHOKMMH XOcTamu. B
J0JIaTOK 10 Kiacu4Horo ¢yHkiionany Nmap Hajgae npocyHyTHil iHTepdeiic, THyUKy
nepenavy JaHUX, MEepEeHANpaBiICHHS Ta IHCTPYMEHTH Il JeOariHry, TakoX Hajae
MOJKJIMBICTh TIOPIBHIOBATH PE3yJIbTaTU Ta 1HCTPYMEHT MJisi TEHepallii Ta aHaizy
nakeTiB [21].

VegScanner

Ile#i 1HCTpYMEHT € OE3KOIITOBHUM CKAaHEPOM Ta TECTOBOIO IIATHOPMOIO 3

BIIKPUTUM KOJIOM JJISI TeCTyBaHHs Oe3neku BeOpecypciB, Mae BOYJOBaHUM CKaHEp

BpPa3IMBOCTEH [IJIi IIBUJKOTO TECTyBaHHS. VegScanner mpomoMo)ke 3HaWTU Ta
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niarBepaut SQL  iH’eKkIii, KpOCCAUTUHTOBUM CKPUITHUHT, HE3aXHUIIECHY YYTIUBY
iHpopMmariito Ta iHme. OKpiM IBOTO MOXKE 30HIYBATH HaJalITyBaHHS Oe3MeKu
npotokoiy TLS/SSL i 3anpomnonyBaTi MOKJIHMBI PIIlICHHS JJIs TMOKPAICHHS 3aXUCTY
cepBepa. Po3pobreno meil iHCTpyMEHT Ha MOBiI mporpamyBaHHs Java. Bin wmae
rpadiunuii inTepdeiic Ta cymMicHUH 3 yciMa BiJIOMUMH OIeparliiHIMH cucTeMaMu [22].
WPScan

WPScan mie ckanep Bpa3iIMBOCTEH, SKUH Ma€ 3aKPUTHUH TOYATKOBHHA KOI 1
po3pobiieHuit s CKaHyBaHHS BeOpecypciB, cTBopeHux Ha 6asi Wordpress. Llei
IHCTPYMEHT Mae CBOI0 0a3y JaHMUX Bpa3auBOCTEH, ki nmpucyTHi B WordPress. Ckanep
Ipaitoe 3a MPUHIUIOM «YOPHOI» CKPUHBKHM 1 IMIJI Yac CKaHYBaHHS BIH IMITY€
XaKkepchKy ataky [23].

WhatWeb

WhatWeb ctBopenuit mist Toro, mo0 ineHTH(iIKyBaTH BeOpecypcn. MeToro
[[bOTO THCTPYMEHT € CKaHyBaHHs BeOpecypcCiB Ta 1IeHTU(IKAIIIS TEXHOJIOT1H, K1 OyIH
BUKOPHUCTaHI TpPH CTBOpPEHHI pecypcy, a Ttakoxk CMS cucremy, SKmo Taka
BukopuctoByBayiacsi. WhatWeb mae Gisbie 1700 GyHKITIOHYOUNX TUTAriHIB, KOXKEH 3
AKX BUKOHYE CBOIO 3a1auy. Lleit 3acid nepenbdayae MOKIUBICTD PETYJIIOBAaHHS PIBHS
arpecUBHOCTI, SIKUW BUKOPUCTOBYETHCS y BHITAIKAX KOJIM 3 MEPILIOTO pazy He BAAJIOCS
OTpUMATH yCr0 HeoOXiaHY 1H(opMaIlito. biablIicTh miariyiB, M0 BUKOPUCTOBYIOTHCS,
€ (yHDaMeHTaTbHUMHU Ta Y CBOId poOOOTI BpaxOBYIOTh BEJIHUKY KUIbKICTh
pi3HOMaHITHUX JaHuX. Jleski BeOpecypcu BUAAIAIOTH Ter <meta>, 3a AKUM MOXHa
Bu3HauuTH BuKopuctany CMS cucremy, tomy WhatWeb mnpu TtecryBanHi

BUKOPUCTOBYE 15 pi3HOMaHITHUX TecTiB [24].

3.2 Opramnizanist 10cJizKeHHS

TecTtyBaHHs Oe3MeKkH 116 METOJ OIIHKM OE3MEeKH CUCTEMU YU MeEpexi, II10
nepeBipsie Ta MIATBEPIKYE €PEKTUBHICTH CUCTEMU KOHTPOJIIO O€3MEKU PEeCcypcCiB.
TectyBanHs BeOpecypciB 30cepemkeHe Ha oliHil Oe3neku BeOpecypciB. [Iporiec
TECTYBaHHS BKJIIOUAE€ aKTUBHUM aHaI3 BeOpecypcy Ha Bpa3auBOCTi. [Hdopmarris npo

OyIb-sIKy BpaslMBICTh, 110 BUSIBICHA T Yac TECTYBaHHS, OBOAWTHCS IO BigoMa
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BJIaCHMKA BeOpecypcy, pa3oM 3 MOSCHEHHSIM TOro, SIK CaMe BpPA3IUBICTh MOXeE
BIUTMBATH Ha O€3MEeKy Ta HUIAXU BUPIMICHHS I[i€] MPOOIeMH.

J171s1 MOBHOITIHHOT'O PO3yMIiHHS HEOOX1JHOCTI TECTYBaHHS MOTPIOHO YTOYHUTH,
110 Take BPa3MBICTh, HeOe3MeKa Ta TecT. Bpa3nuBicTh 1ie HEAOMIK AU3aHY CUCTEMH,
SAKUH MOXe OyTH BHUKOPWUCTAHWW I TPOHUKHEHHS 10 MPOTPaAaMHOTO KOOIy
BeOpecypcy. Hebesneky mist BeOpecypciB MpENCTaBISIE yce, IO MiJJIa€E CUCTEMY
HeOe3melll, Y4 TO 30BHIIIHI aTaKd, Y1 TO BHYTPIIIHS HeAOamicTh po3poOHuKiB. Ilix
TECTOM PO3YMIIOTh 10, sIKa CIIPSMOBAaHA Ha MEPEBIPKY CUCTEMHU Oe3MeKH BeOpecypey
Ha BPa3JUBICTh Ta BIJIMOBIIHICTh BUMOTaM O€3IEKH.

J171st poBEICHHSI JOCIIII)KEHHS 3aXUIIIEHOCT1 CTBOPEHUX BEOPECYPCIB IK OCHOBY
Bukopuctaemo meroaosiorito OWASP Web Security Testing Guide (OWASP WSTG
- v4.2) [25]. Metomomnoriss OWASP 6a3yeTbest Ha Mixo1i «90pHOT CKpUHBKI». CyTh
HiAXO0AYy «4OpHA CKPUHBKA» IMOJIATAE Y TOM, IO TECTYBaJIbHHUK BOJOJIE TEBHOIO
MIHIMAJIBHOIO KUTHKICTIO 1H(GOpMAIIIT IPO CUCTEMY, IO TECTYETHCSI.

3rimno metomonorii OWASP Web Security Testing Guide tectyBaHHs
MOJUIAIOTH Ha JIBa BUJIM: TTACBHE Ta aKTUBHE.

[lacuBHe TecTyBaHHS TMOJSTa€ y TOMY, IO TECTyBAIBHHUK HaMaraerbecs
3pO3YMITH JIOTIKY MOOYJI0BH BeOpecypcy Ta JOCHIIIKY€E BeOpecypce, K KOPHUCTYBad.
Takox TeCTyBaJIbHHUK MOXE BUKOPHUCTOBYBATH PI3HOMAaHITHI IHCTPYMEHTH JIJIsl 300py
iH(popmarii. Hanpuknan, HTTP mpokci MoXkHa BUKOPHUCTATH 3 METOK OTJISIAY YCiX
3amuUTIB Ta BiAMOBiNeH Ha HUX. [lo 3aBepiieHHIO Ii€l cTaall TeCTyBaJbHUK ITOBHHEH
3HATH YC1 TOYKH JIOCTYITYy Ta YBECh (DYHKI[IOHAT CUCTEMH.

AKTHBHE TECTyBaHHS MOAUIIETbCS Ha 12 KaTeropiii, KokHa 3 IKUX Ma€ CBOKO
METy Ta cIoci0 peanizarii.

ITlin yac akTuBHOrO TecTtyBaHHs 3a Metoaosiorieco OWASP Web Security
Testing Guide nepeadayaloThCs TaKl €Tay NEPEBIPKU:

— 30i1p iHpopMarlii;
— KOHITypaIlis Ta pO3rOPHEHHS TECTY MEHEPKMEHTY,

— TECTYBaHHsI YIPAaBIIHHSA 1I€HTU(IKALIEIO;
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— TEeCTyBaHHs ayTeHTH(]IKaIlii;

— TEeCTyBaHHsI aBTOPH3AIlil,

— TECTYBaHHsI CeCili MCHEDKMEHTY;

— TECTYBaHHsI IEPEBIPKU BBEICHHS,

— 00poOKa MOMHUIIOK;

— Kpunrorpadis;

— TeCTyBaHHs O13HEC-JIOT1KH;

— TECTyBaHHS Ha CTOPOHI KJIIEHTA,

— tectyBanHs API.

Xoua 3a merononoriecto OWASP WSTG nepenbavaerhcsi nepeBipka y 12

eTariB, KO>KEeH 3 IKUX MICTUTb € i MIJeTanu, JIJIs aHal3y 3aXUIIEHOCTI BEOpeCypciB,
cTBOpeHHX 3a qonomoror CMS cuctem, 00paHo came Taki eTaru:

— 301p 1Hopmallii mpo Bedpecypc;

TecTyBaHHA MeToniB HTTP;

TCCTYBAaHH: Ha MOJKJIMBICTB BBCICHHI CTOpOHHiX CKpI/IHTiB;

tectyBaHHs Ha SQL 10’ exii.

PosrasineMo neranpHile KOKEH 3 €TarliB.

1. 36ip iudopmartii mpo Bedpecypc.

VY koxHOTO BeOpecypce € HTML 3aromoBku, COOKies Ta ctpykrypa TupeKTopiid.
Yeci mi yactuHU BeOpecypcy JONOMararoTh 17eHTU(IKYBaTH, IO came OyJo
BUKOPHUCTaHO TMIpH po3pobieHHi BeOpecypcy. bimbmiicte CMS cucreM MaroTh
CreriagbHl MapKepH, K1 I0NMOMararTh BIPI3HUTH 1X Bij iHITUX. [{e B OcHOBHOMY Te,
[0 aBTOMATH30BaHI IHCTPYMEHTH 3IHCHIOIOTH: INIYKAIOTh III MapKepu, a IMOTIM
MOPIBHIOIOTH 13 0a3amMu JaHUX.

3a3BHUuai 111 MapKepH PO3TAMIOBYIOTHCSA Y TAKUX MICIISX:
— 3arosioBku HTTP;
— cookies;

— Buxigaui HTML xoz;



31

— creuugiyHi ¢ailny Ta nankwy,
— po3mmMpeHHs (aimis,;
— TOBIJIOMJIEHHS PO MOMUJIKH.

OcHoBHUM criocoOoM inerTudikaiii € nepesipka nonst X-Powered-By B HTTP
3arojioBkax. [HImM HaziitHM criocoooMm € niepeBipka Cookies.

2. TecryBanuss meroxiB HTTP mpomonye Habip MeTofiB, sKI 3a3BUYal
BUKOPHUCTOBYIOThCS TIpH pobOoTi BeOpecypcy. Camumu Bitomumu HTTP meronamu €
metonu POST ta GET, 3a A0momMororm SKUX HaAa€ThCs JOCTyN A0 iH(popMarrii
BeOcepBepa. Ajie OKpiM HHMX ICHYIOTH IHIII BiJIOMI METOJHU, 32 JIONIOMOIOKO SIKHX,
3JIOBMUCHUK MO>K€ OTPUMATH JOCTYII 10 1H(pOopMaIlii.

[lepenik icuytounx HTTP metonis:

- GET;

— POST;

— HEAD;

— PUT,

— DELETE;

— CONNECT;
— OPTIONS;
— TRACE.

HesBaxkarouu Ha Taky BEJIMKY KIJIbKICTh PI3HOMaHITHUX METO/IIB, y BeOpecypcax
3a3BUYail BUKOPUCTOBYIOTh MeTou POST Ta GET, sixi oTpuMyroTh 1aHi KOpUCTyBayda
3 psaaka URL, mo BBomaThest kopuctyBauem. CTaHmapTHI MOCUIaHHSA, SK 1 Gopmu,
BU3HaueHi Oe3 iHimiamii metoay GET. JavaScrips ta AJAX 3anuTu MOXKYTh HaJICUJIATH
IHITIT METOJHW, ajieé 3a3BUYail 1bOro He poOyATh. Yepe3 Te, MmO 1HINT METOAH
BUKOPHUCTOBYIOTHCSI HE JIyKE 4acTO, OUIBIIICTh pO3POOHUKIB HE OEPYTh J0 yBaru Te,
K BeOpecypc B3a€EMOJIE 3 TUMU METOAAMH.

3. TecTyBaHHS HA MOKJIUBICTh BBEJICHHSI CTOPOHHIX CKPHUIITIB.

KpoccaiitoBuii ckpunTiuHr a60 XSS Bpas3nuBICTh 1€ TaKUI BUJ BPa3JIMBOCTI B

IHTEPaKTUBHHUX YaCTUHAX BEOPECYpCy, KO ICHYE MOXKJIMBICTh BBEJICHHS CTOPOHHIX
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CKpunTiB. XSS Bpa3auBOCTI BUHUKAIOTh Y CUTYallIsIX, KOJIU y 3T€HEPOBAaHY CEPBEPOM
CTOPIHKY MOTPAIUISIIOTh KOPUCTYBAllbKi CKpUNTH. BimoOpaxkeni XSS sk oauH 3
PI3HOBH/IIB KPOCCAUTOBOTO CKPHUIITUHTY 3 SIBJISIOTHCS KOJM 3JIOBMUCHUK BBOJUTH
BUKOHYBaHHI Koj B Opay3ep B ogqHomy HTTP 3amuti. OqHak ko, Ik BBEACHO HE
30epiraeTbCcsi BCEpEeAMHI BeOpecypcy, 1 TpU TEPEe3aBaHTAKCHHI CTOPIHKHA BCe
MOBEPHETHCS IO TOYATKOBOIO CTaHy. ATaKyHOUHH psiIOK BXOJIUTH J10 cTBopeHoro URL
psiagka abo HTTP mapamerpa, sKi HEKOPEKTHO OOpOOJSIOTHCS BeOpecypcoMm.
BigoOpaxeni XSS ne oauH 3 HalO1IbII BUKOPUCTOBYBaHMX BHIB XSS arak. Taki
aTakd 1€ BIJOMI, K HETOCTIiHI, OCKUIbKM HaBaHTaXCHHS aTaKW IMOCTA4Ya€ThCs Ta
BUKOHYETHCS 32 JIONMOMOTOI0 OJTHOTO 3alUTy Ta BIAMOBIIL, 1X 111€ MOXHA TOOAUYUTH ITi]1
HA3BOIO aTaKy NEPILIOTO MOPSJIKY.

Komnu BeOpecypc Bpa3iuBHil 10 TAKOTO TUITY aTak, BIH MIPOITYCKA€ HENEPEBIPEH]
BXIJIHI JlaHl. 3BUYaHUM CIIEHApIEM € HaJaHHs KopucTyBauy 3miHeHoro URL
MOCWJIAHHS Ta MEPEKOHAHHS KOPHUCTYyBaua y JIETITUMHOCTI 1IbOro mocuiianus. [licmus
nepexoly 3a HaJaHUM I[IOCHUJIAaHHS HEOE3MEUYHW CKpUNT TMOYMHAE [IATH 3
BUKOPHUCTAaHHAM Opay3epa KOpUCTyBaya.

OpHi€ro 3 TOJMOBHUX YacTUH MpoTHIIi XSS ckpumnrtam € npaBuibHE KOAYBaHHS
CUMBOJIB. Y NedKuX BUIaJKax BeOcepBep abo BeOpecypc HE MOXYTh (PUIbTpyBaTU
JIesIKI KOZyBaHHS, HaNpHUKIag, BeOpecypc Moxe BiAdiibTpyBaTH <SCript>, ame He
3Moke BiadumbTpyBaTH %3cscript%3.

4, TectyBanns Ha SQL 10’ ekiii.

TectyBanns Ha SQL iH’ekIii mepeBipse Yu MOXKIMBO BIPOBAKYBATH JaHl y
BeOpecypc Tak, 100 3aMuT BUKOHYBABCs HA CTOPOHI KJIieHTa. Biana excrutyarariis miei
BPa3JIMBOCTI JO3BOJISIE HEABTOPHU30BAHOMY KOPUCTYBaua MaHIMyIIOBaTH JaHUMHU.

Ataka 3a gomomororo SQL iH’ekiiii BUKOHYEThCS 3a JOMOMOTOIO 1H €KIIIT
KOMaH/JI B MiATOTOBJICHOMY 3anuTi. B 0OCHOBHOMY Taki Bpa3JMBOCTI MOXJIMBI Yyepe3
HasIBHICTh MOMMJIOK y HamucaHii po3poonrkom SQL koManau, sika npuitMae 1aHi Bij

kopuctyBauya. Hanpuknan, select title, text from news where id=$id, ne 3minna 3id,
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sKa SIBJISE€ COOOO JIaHi, BBEJICHI KOPUCTyBa4eM, a iHIIA YacTHHA 3alUTy HamucaHa
PO3POOHUKOM Ta HE 3MIHIOETHCS, 1110 POOUTH 3aIUT TUHAMIYHUM.

VYemimua SQL  iH’ekmiss  moTpeOye CTBOPEHHS TAaKOrO CHHTAKCUYHO
MPaBUJILHOTO 3aIUTY, IO BEOpecypc HE MOMITUTh BTPYYaHHS i BUKOHAE HAITMCAHHMA
3amuT. SIK10 BeOpecypc MmoBepTae MOBIIOMIICHHS PO HEMPABWIIBHHM 31T, 11€ MOXKE

AOINIOMOI'TH 3JIOBMHUCHHUKY IICPCIINCATH 3aIINUT, TAK, H_[O6 MOro HE MOKHA 6y.]'IO BHUSABUTH.

3.3 Pe3yabTaTH NPOBEIEHOI0 J10CiKEeHHSI

JIJist ekcepruMeHTaIbHOI YaCTUHU OyJI0 MPOaHali30BaHo JBa BeOpecypcH, 110
oyno ctBopeno Ha CMS cuctemax Joomla ra WordPress. ITinan gociaimkeHHs KOKHOTO
3 BeOpecypciB nepeadavaB aHaji3 pecypcy 0€3 BUKOPUCTAHHS 3aXUCHOTO TUIariHy Ta 3
BUKOPUCTAHHAM BIANOBigHOTO 1ariHy. Jns koxknoi CMS cuctremu o0paHo
HAWUTIOMYJISIPHIII Ta O€3KOIITOBHI IJIAriHU OE3MEKH.

AHami3 3axXuIIEHOCTI PO3POOJICHUX BEOPECYPCIB CKIANAETHCS 3 UYOTHUPHOX
gactuH. Ilo-mepmre, HeoOXigHO 310patw iHGOpPMaIlI0 Mpo BeOpecypc, Ha SKOMY
cepBepl pO3TaIllOBaHa, SIKI TEXHOJIOT1l BUKOPUCTOBYBAIUCS Tomo. Jis peamizarii miel
3amadi Oynme BukopucroByBatucs iHctpymeHT WhatWeb. Lleit iHcTpyMeHT Mae Tpu
PIBH1 arpeCUBHOCTI, ajie JJis 300py 1Hhopmallii 1mo0 BeOpecypey, SAKUNH TECTYEThCS
JIOCTATHBO MEPIIOTO PiBHS.

Jlst Toro, mo06 novatu 361p iHdopMaliii HeoOX1THO BBECTH Y KOHCOJIb KOMaHy
whatweb [onmii] <URL>. ITepmuMm O6yio nposeaeHo 30ip iHdopMartii mpo BeOpecypc
Ha 0a3i CMS cucremu WordPress 3 neaktrBoBaHMM Iniarinom (puc. 3.1 - 3.2).

[licnss oTpuMaHHS pe3yJbTaTiB aHali3y 3 J€aKTUBOBAaHUM IUIAriHOM OYJo
npoBeneHo 30ip iHdopmarii nmpo BeOpecypc Ha 6a3zi CMS cucremu WordPress 3

aKTUBOBAHUM ILIariHoMm (puc. 3.3 — 3.4).



http://localhost/wordpress/wordpress/
report for
Ho-Ho Ha-Ha
Country

Summary : Apache[2.4.53], HTML5, HTTPServer[

1, JQuery[3.6.0

]
], MetaGenerator[WooCommerce 6.5.1,WordPress 6.0], PoweredBy[SportClothes], Script[text/javascrip
t], UncommonHeaders[link], WordPress[6.0]

Detected Plugins:

[ Apache ]
The Apache HTTP Server Project is an effort to develop and
maintain an open-source HTTP server for modern operating

stems including UNIX and Windows NT. The goal of this

project is to provide a secure, efficient and extensible
server that provides HTTP services in sync with the current
HTTP andards.

Version : 2.4.53 (from HTTP Server Header)
Google Dorks: (3)
Website : http://httpd.apache.org/

]

HTML version 5, detected by the doctype declaration

HTTPServer ]
HTTP rver header string. This plugin also attempts to
identify the operating system from the server header.

0s
String 8 (from server string)

JQuery ]
A fast, concise, JavaScript that simplifies how to traverse
HTML documents, handle events, perform animations, and add
AJAX.

Version .6.0
Website http://jquery.com/

MetaGenerator ]
This plugin identifies meta generator tags and extracts its
value.

tring
PoweredBy ]

This plugin identifies instances of 'Powered by x' text and
attempts to extract the value for x.
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Pucynox 3.1 — Ilepia yactuna 360py iHpopMaiiii mpo Bedpecypc 6e3 akTHBOBAHOTO

3axucHOTO miariny Ha 6a3i CMS cuctemu WordPress

[ Script ]
ipt HTML elements and

mmon HTTP r ders. The blacklist includes a

and many non standard but common ones.

ommon headers s e their ov
and X i

ystem commonly used a

GMT
. (Debian
lhost/wordpress/wordpress/ind

wordpress/ind

Connection: clese
Content-Type

Pucynoxk 3.2 — JIpyra yactuna 300py iHdopmaiiii npo Bedpecypc 0€3 aKTHBOBAHOTO

3axucHoro miariny Ha 6a3i CMS cucremu WordPress
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= http://localhost/wordpress/wordpress/
WhatWeb report for

Status : 200 OK

Title : SportClothes &#8211; Ho-Ho Ha-Ha

IpP : <Unknown>

Country

Summary : Apache[2.4.53], HTML5, HTTPServer[ 1L ], JQuery[3.6.0
], MetaGenerator[WooCommerce 6.5.1,WordPress 6.0], PoweredBy[SportClothes], Script[text/javascrip
t], UncommonHeaders[link], WordPress[6.0]

Detected Plugins:

[ Apache ]
The Apache HTTP Server Project is an effort to develop and
maintain an open-source HTTP server for modern operating
systems including UNIX and Windows NT. The goal of this
project is to provide a secure, efficient and extensible
server that provides HTTP services in sync with the current
HTTP standards.

Version : 2.4.53 (from HTTP Server Header)
Google Dorks: (3)
Website : http://httpd.apache.org/

HTML5 ]
HTML version 5, detected by the doctype declaration

HTTPServer ]
HTTP server header string. This plugin also attempts to
identify the operating system from the server header.

0s S
String < (from server string)

JQuery ]
A fast, concise, JavaScript that simplifies how to traverse
HTML documents, handle events, perform animations, and add
AJAX.

Version : 3.6.0
Website : http://jquery.com/
MetaGenerator ]
This plugin identifies meta generator tags and extracts its
value.

String

PoweredBy ]
This plugin identifies instances of 'Powered by x' text and
attempts to extract the value for x.

Pucynok 3.3 — Ilepiia yactuna 300py iHpopmallii mpo BeOpecypc 3 aKTUBOBAHUM

3aXMCHUM Tu1ariHoM Ha 0a3i CMS cuctemu WordPress

3a pesynbratamu 300py iHpopmarii npo BeOpecypc Ha 6a3i CMS cuctemu
WordPress sik 3 BUKOpHCTaHHSIM 3aXHUCHOTO TUIATiHY, TakK 1 0€3 HbOTo, 0yJI0 BU3HAYCHO,
0 3aXWCHHUM JOJATOK HE BIUIMBAE HA pe3ynbTaTH 310paHoi 1H(popMauii Mmpo
BeOpecypc.

[Ticnst 360py iH(opMalii nmpo Bedpecypce, sikuit 6yB cTBopenuit Ha 6a31 CMS
cucremu WordPress, HeoOXigHO ipoBecTH 30ip iH(popMaIlii mpo Bedpecypc, skuii OyB
cTBopenuii Ha 6a3i CMS cucremu Joomla, 3a Ti€ro K CXEMOKO SK 1 MOMEPEAHIM.

PesynbraTu 300py iHpopmaIrii 6e3 3aXUCHOrO IJIariny HaBeJeHo Ha puc. 3.5 — 3.7.
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[ Script ]
This plugin detects instances of script HTML elements and
returns the script language/type.

String

[ UncommonHeaders ]
Uncommon HTTP server headers. The blacklist includes all
the standard headers and many non standard but common ones.
Interesting but fairly common headers should have their own
plugins, eg. x-powered-by, server and x-aspnet-version.
Info about headers can be found at www.http-stats.com

String 2 (from headers)

[ WordPress ]
WordPress is an opensource blogging system commonly used as
a CMs.

Version : 6.0

Aggressive function available (check plugin file or details).
Google Dorks: (1)

Website : http://wm .wordpress.org/

HTTP Headers:
HTTP/1.1 200 OK
Date: Mon, 06 Jun 2022 17:00:02 GMT
Serve Apache/2.4.53 (Debian)
Link: <http://localhost/wordpress/wordpress/index.php?rest_route=/>; rel="https://api.w.o

Link: <http://localhost/wordpress/wordpress/index.php?rest_route=/wp/v2/pages/1305>; rel=
"alternate”; type="application/json"

Linl <http://localhost/wordpress/wordpress />; rel=shortlink

Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 23624

Connection: close

Content-Type: text/html; charset=UTF-8

Pucynok 3.4 — JIpyra yactuna 300py iHpopmaiiii npo BeOpecypc 3 aKTHUBOBAHUM

3aXYMCHUM IuIarinom Ha 6a3zi CMS cucrtemu WordPress

ory, Meta-Author|ye MotaGenerator|He
€], UncommonMeaders[referrer-policy,cr

Bootstrap ]

are not returned t¢

Pucynok 3.5 — Ilepiia yactuna 360py iHpopmaiiii mpo Bedpecypc 0€3 akTUBOBAHOTO

3aXHMCHOTO Iiariny Ha 6a3i CMS cucremu Joomla



Website

Meta-Author ]

MetaGenerator |

This plugin identifies meta generator

String

String
script ]

This plu,

returns th

String

UncommonHeaders ]
Uncommon HTTP

String

WordPress |

(from heade

WordPress is an opensource bl i system commonly used as
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Pucynox 3.6 — JIpyra gactuna 300py iHpopMaiIrii mpo BeOpecypc 6e3 akTHBOBAHOTO

3axXUCHOTO Iuiariny Ha 6a3i CMS cucremu Joomla

HTTP Headers:
HTTP/1.1

SAMEORIGIN
trict-origin-w

Pucynok 3.7 — Tpets uactuna 300py iHpopmallii npo Bedpecypc 6€3 akTUBOBAHOTO

3aXHMCHOTO Iiariny Ha 6a3i CMS cucremu Joomla

Pesynbratu 300py iH(hOpMalii 3 aKTUBHUM 3aXHCHHUM IIJIariHOM 300pa)K€HO Ha

puc. 3.8 — 3.10.
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~

ocalhost/Joomla/

nknown>

Country
Summary : Apache[2.4.! , Bootstrap, Cookies[e ; 4], HTML5, HTTPServ
er[ 10 1, Httponly[ 574], JQuery, Met
a-Author[ye hﬂn], MetaEenerator[Hn11- Ul’r_lm:‘ra - Th ! Templ Framework.], 0O

i search?format=opensearchGamp; Itemid=

dule], UncommonHeaders[1e+911 olicy,cross-or n-opener-policy

\EORIGIN]

[ Apache ]
The Apache HTTP Project
i in an open-source HTTP ser
ind Windo

is an effort to develop and
" modern cpnquing

om HTTP Server Header)

site : http://httpd.apache.org/

[ Bootstrap ]
Bootst

rap.c

¢ the names of i in the HTTP headers. The
not returned to save on space.

String

]

HTML wersion 5, e doctype declaration

[ HTTPServer ]
This plugin also attempts to

system from the server header.
(from server string)

[ HttpOnly ]
If the HttpOnly

Pucynox 3.8 — Ilepma wactuna 360py iHpopMaliii mpo Bedpecypc 3 aKTUBOBAHUM

3aXMCHUM IuIarinom Ha 6a3zi CMS cucremu Joomla



[ JQuery ]
A fast, conci
HTML document

A

se,
55

Website : http://jquery.com/

[ Meta-Author ]
This plugin retrieves the author name from the meta name

ebmarketingnow.com/tips/meta-tags-uncovered.html

[ MetaGenerator ]
This plugin identifie
value.

ring

[ OpenSearch ]
This pl n identifies open search and extr
i ollection of simple format
ults.

[ Script ]
This plugin dete : s and
returns the i

string

[ UncommonHeaders ]
Uncommon HTTP server headers. The blacklist includes all
the standard he rs and many non standard but common ones.
i irly common headers should have their own
d-by, server a X-aspnet-version.
can be found at www.http-stats.com

(from headers)

[ WordPress ]
WordPress is an opensource blogging system commonly used as
v CMS
sive function available (check plugin file or details).
Dorks: )
: wordpress.org/

Pucynoxk 3.9 — JIpyra yactuna 300py iHpopmailii npo BeOpecypc 3 akTUBOBAHUM

3aXMCHUM T1ariHoM Ha 0a3i CMS cuctemu Joomla

39
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[ X-Frame-Options ]
This plugin retrieves the X-Frame-Options value from the
HTTP header. - More Info:
http://msdn.microsoft.com/en-us/library/cc288472%28VS.85%29.
aspx

String

HTTP Headers:
HTTP/1.1 200 OK
Date: Mon, 06 Jun 2022 21:11:17 GMT
Server: Apache/2.4.53 (Debian)
Set-Cookie: e31daa51b@78f1b19549e76742823674=ctgtr6blfgmeht2m3ueecgr9qu; path=/; HttpOnly

x-frame-options: SAMEORIGIN

referrer-policy: strict-origin-when-cross-origin
cross-origin-opener-policy: same-origin

Expires: Wed, 17 Aug 2005 00:00:00 GMT
Last-Modified: Mon, 06 Jun 2022 21:11:17 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 5377

Connection: close

Content-Type: text/html; charset=utf-8

Pucynox 3.10 — Tpets yactuna 300py iHpopmMarlii mpo Bedpecypc 3 aKkTHBOBAHUM
3aXMCHUM Tu1arinom Ha 6a3i CMS cucremu Joomla

Pesynbprar 300py iH@opMarii mono Bedpecypey, crBopeHoro Ha 6a3zi CMS
cucremMd Joomla, 3 aKkTUBOBaHMM 3aXMCHHUM IUIariHOM Ta 0€3 HBOTO J03BOJISIE
KOHCTaTyBaTH BIJICYTHICTh BiAMIHHOCTEH. ToMy MoO’kHa 3pOOMTH BHCHOBOK, IO
BCTAHOBJICHUM 3aXMCHUH IUIATIH HISIKUM YMHOM HE TIEpelIKokae 300py iHpopmarrii
po Bedpecypc.

Hanani neobximno nposectu anami3 goctynuux HTTP mertonis. Jlns anamizy
3actocoByeMo iHcTpymeHT Nmap 3 BukopuctanHsMm ckpunta http-methods. ITlpu
TIepeBipIll BUKOPUCTAEMO TaKy KoManay nmap -A -T4 --script http-methods --script-
args http-methods.url-path="unsix 10 BeOpecypey' localhost, B sikiit BkazaHo Ha3By
1HCTPYMEHTY, OISl BAKOPUCTAHHS CKPUITA Ta LJILOBUN peECypC.

[Tepmmm  mpoaHamizyemo BeOpecypc, cTBopeHmid Ha 06a3i CMS cucremu
WordPress. Pe3yiabTati TeCTyBaHHS HaBeaeHO Ha puc. 3.11.

Pesynbrar anamizy BeOpecypcy, ctBopenoro Ha 0a3i CMS cucremu Joomla,
HaBeJIeHO Ha puc. 3.12.

3a pesynbraramu anamnizy poctynHux HTTP MeroaiB BeOpecypciB, CTBOPEHUX
Ha 6a3i CMS cucrem WordPress ta Joomla, 3 aktuBHMM 3aXMCHUM ILIariHOM Ta 0€3
HBOTO MOHa MPUHTH 0 BUCHOBKY, IO IJIAriH HE BIUIMBAE Ha gocTymHicTh HTTP

METO/IIB 110 BIIHOIIIEHHIO JI0 BEOPECYPCIB, 1110 PO3TOPHYTI HA JIOKAJLHOMY CEpBEpI.
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http-methods t-ar http-methods.url-path="http://loc 1ost/wordpress/wordpres localhost

Starting Nmap 7.92 ( https://nmap.org ) at 2022-06-06 17:31 EDT
Nmap scan report for localhost (127.0.0.1)

Host is up (0.000060s latency).

Other addresses for localhost (not scanned): ::1

Not shown: 998 closed tcp ports (conn-refused)

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.53 ((Debian))
| http-methods:

| Supported Methods: GET HEAD POST OPTIONS

|_ Path tested: http://localhost/wordpress/wordpress/
| _http-server-header: Apache/2.4.53 (Debian)

3306/tcp open mysql MySQL 8.0.29

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 7.63 seconds

Pucynok 3.11 — Ananiz noctynaux HT TP meToniB a1t BeOpecypcy, CTBOPEHOTO Ha

0a3i CMS cucremu WordPress 3 akTHBHAM 3aXUCHUM ILIATIHOM

t httb—methods t-args http-methods.url-path="http://localhost/Joomla localhost

Starting Nmap 7.92 ( https://nmap.org ) at 2022-06-06 17:33 EDT
Nmap scan report for localhost (127.0.0.1)

Host is up (0.000060s latency).

Other addresses for localhost (not scanned): ::1

Not shown: 998 closed tcp ports (conn-refused)

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.53 ((Debian))
| http-methods:

|_ Path tested: http://localhost/Joomla/

| _http-server-header: Apache/2.4.53 (Debian)

3306/tcp open mysql MySQL 8.0.29

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.51 seconds

Pucynox 3.12 — Anani3z noctymanx HT TP MeroxiB s BeObpecypcy, CTBOPEHOTO Ha
6a3i CMS cuctemu Joomla 3 akTHBHUM 3aXHCHHUM ILJIariHOM

Pesynbratu anamizy goctynuux HTTP MmeroziB 36iratoThest uist BeOpecypciB,

sKi cTBopeHi Ha pizHUX CMS cucremax, depes Te, mo i BeOpecypcH po3ropHYTI Ha
OJIHOMY JIOKaJIbHOMY CepBepi.

HactynHum etanom OyJie TeCTyBaHHS Ha BIPOBAKEHHSI CTOPOHHIX CKPHUIITIB,

K€ BUKOHYETHCA 3a qonoMororo iHctpymenta OWASP ZAP, kotpuit MicTUTh B c001

pI3HOMAaHITHUM (YHKIIIOHAT Ta Ma€ pi3HI BapiaHTH CKaHyBaHHs. J[i1 mouaTky

HEOOX1JIHO BUOpaTH BHUJ CKaHyBaHHs (aBTOMAaTW30BaHMU uuM py4yHuit). OOupaeMo

aBTOMATHU30BaHUI Ta BBOJMMO TOCWUJIaHHS Ha BeOpecypc. Ha pue. 3.13 — 3.14

HaBEJICHO pe3yibTaTU CKaHyBaHHS BeOpecypcy, ctBopeHoro Ha 0a31 CMS cucremu

WordPress 6e3 akTHBHOTO 3aXHMCHOTrO IUIATIHY, K1 CBiAYaTh MPO Te, IO BeOpecypc

CXHJIBHUN JTO BIPOBAKEHHSI CTOPOHHIX CKPHUIITIB.



42

Cross Site Scripting (Reflected)

URL: http://localhost/wordpress/wordpress/?amp;embed=true&page_id=1304
Risk: ® High

Confidence: Medium

Parameter: username

Attack: " onMouseOver="alert(1);

Evidence: " onMouseOver="alert(1);

CWE ID: 79

WASCID: 8

Source: Active (40012 - Cross Site Scripting (Reflected))
Description:

Cross-site Scripting (XSS) is an attack technigue that involves echoing attacker-supplied code into a user's browser instance. A browser instance can be a standard web browser client, or a browser
object embedded in a software product such as the browser within WinAmp, an RSS reader, or an email client. The code itself is usually written in HTML/JavaScript, but may also extend to VBScript,
ActiveX, Java, Flash, or any other browser-supported technology.

Other Info:

Solution:

Phase: Architecture and Design

Use a vetted library or framework that does not allow this weakness to occur or provides constructs that make this weakness easier to avoid.

Examples of libraries and frameworks that make it easier to generate properly encoded output include Microsoft's Anti-XSS library, the OWASP ESAPI Encoding module, and Apache Wicket

Reference:
http://projects. webappsec.org/Cross-Site-Scripting
http:/fcwe.mitre.org/data/definitions/79.htrml

Alert Tags:

Key Value =]
OWASP_2021_A03 https:/fowasp.org/Top10/A03_2021-njection/
WSTG-v42-INPV-01 https:/fowasp.org/www-project-web-security-testing-quide/v4 2/4-Web_Application_Security Testi.
OWASP_2017_AO7 https://fowasp.org/www-project-top-ten/2017/A7_2017-Cross-Site_Scripting_(XSS).html

Pucynok 3.13 — Pesynbrar aHanizy Ha MOXJIMBICTh BBEICHHS CTOPOHHIX CKPHUITIB
0€3 aKTUBHOT'O 3aXMCHOIO IJIAriHy

i Cross Site Scripting (Reflected) (2)
B POST: http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress

Pucynox 3.14 — [lepenik 3arpo3 KpUTUYHOTO PIBHS HA MOKJIMBICTh BBEJICHHS
CTOPOHHIX CKPHUMNTIB 0€3 aKTUBHOT'O 3aXUCHOTO IJIAriHy
[IpoBenenuit anamiz BeOpecypcy 3 aKTMBOBAaHUM 3aXHCHUM IUIariHOM 3a
nornomororo OWASP ZAP 3acBifmuuB, 110 II€il MJIariH HEe MOKpaIly€e 3aXHIICHICTh

CaiTy BiJ BOPOBAPKEHHS CTOPOHHIX CKpHunTiB (puc. 3.15 — 3.16).

Cross Site Scripting (Reflected)

URL: http:/flocalhost/wordpress/wordpress/?amp;embed=true&page_id=1304
Risk: o High

Confidence: Medium

Parameter: username

Attack: " onMouseOwver="alert(1);

Bvidence: " onMouseOwver="alert(1);

CWE ID: 79

WASCID: 8

Source: Active (40012 - Cross Site Scripting (Reflected))
Deseription:

Cross-site Scripting (XSS) is an attack technigue that involves echoing attacker-supplied code into a user's browser instance. A browser instance can be a standard web browser client, or a browser
object embedded in a software product such as the browser within WinAmp, an RSS reader, or an email client. The code itself is usually written in HTML/JavaScript, but may also extend to VBScript,
ActiveX, Java, Flash, or any other browser-supported technolagy.

Other Info:

Solution:

Phase: Architecture and Design
Use a vetted library or framework that does not allow this weakness to occur or provides constructs that make this weakness easier to avoid
Examples of libraries and frameworks that make it easier to generate properly encoded output include Microsoft's Anti-XSS library, the OWASP ESAPI Encoding module, and Apache Wicket.

Reference
http://projects webappsec.org/Cross-Site-Scripting
http://cwe. mitre.org/data/definitions/79.html

Alert Tags:

Key Value =]
OWASP_2021_A03 https://owasp.org/Top10/A03_202 1njection/
WSTG-42-4NPV-01 https://owasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security_Testi.
OWASP_2017_A07 https://owasp.org/www-project-top-ten/2017/A7_2017-Cross-Site_Scripting_(XS5).html

Pucynox 3.15 — Pe3ynbrar ananizy Ha MOKJIUBICTh BBEJCHHSI CTOPOHHIX CKPHIITIB 3

AKTMBHUM 3aXHCHHUM I1JIariHOM
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i Cross Site Scripting (Reflected) (2)
| POST: http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress

-

Pucynok 3.16 — I[lepenik 3arpo3 KpUTUYHOTO PIBHS HA MOXJIMBICTH BBEICHHS
CTOPOHHIX CKPHIITIB aKTHBHUM 3aXHUCHUM TUIAriHOM
[TpoBenenHo ananoriyHi 1ii 1Mo BITHOMIEHHIO 0 BeOpeCcypcy, CTBOPEHOTo Ha 6a3i
CMS cucremu Joomla 3 akTMBHMM 3aXMCHHM ILIariHOM. Pe3ysbTaTH mepeBipKu

pOAEMOHCTpOBaHO Ha puc. 3.17 — 3.18.

Cross Site Scripting (Reflected)

URL: http:/localhost/joomlafindex.php/cormponent/finder/search?ltemid=101&q=]avascript %3 Aalert %281%29%3B&t %5B%5D =
Risk: m High

Confidence: Medium

Parameter: q

Attack: javascript:alert(1);

Evidence: javascript:alert(1);

CWE ID: 79

WASCID: 8

Source: Active (40012 - Cross Site Scripting (Reflected))
Description:

Cross-site Seripting (XSS) is an attack technique that involves echoing attacker-supplied code into a user's browser instance. A browser instance can be a standard web browser client, or a browser
object embedded in a software product such as the browser within WinAmp, an RSS reader, or an email client. The code itself is usually written in HTML/avaScript, but may also extend to VBScript,
ActiveX, Java, Flash, or any other browser-supported technology.

Qther Info:

Selution:

Phase: Architecture and Design

Use a vetted library or framework that does not allow this weakness to occur or provides constructs that make this weakness easier to avoid.

Examples of libraries and frameworks that make it easier to generate properly encoded output include Microsoft's Anti-XSS library, the OWASP ESAPI Encoding module, and Apache Wicket
Reference:

http://projects webappsec.org/Cross-Site-Scripting

http:/fewe mitre org/data‘definitions/79.html

Alert Tags:

Key Value =
OWASP_2021_A03 https:/fowasp.erg/Top10/A03_2021-njection/
WSTG-v42-INPV-01 https:/fowasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security_Testi...
OWASP_2017_AQ07 https:/fowasp.org/www-project-top-ten/2017/A7_2017-Cross-Site_Scripting_(XSS).html

Pucynok 3.17 — Pe3ynbTat aHaiizy Ha MOKJIMBICTh BBE€JAEHHSI CTOPOHHIX CKPHIITIB 3

AKTUBHUM 3aXHCHHUM IIJIariHOM

f Cross Site Scripting (Reflected) (5)
. GET: http:/flocalhost/joomla/index.php/corr
. GET: http:/flocalhost/joomla/index.php/corr
. GET: http:/flocalhost/joomla/index.php/corr

GET: http:/Mlocalhost/loomla/index.php/corn
. GET: http:/flocalhost/joomla/index.php/corr

Pucynok 3.18 — I[lepenik 3arpo3 KpUTUYHOTO PIBHS HA MOKJIMBICTh BBEJACHHS
CTOPOHHIX CKPHIITIB aKTUBHUM 3aXHUCHUM TUIATIHOM
PesynbTaTu anamnizy BeOpecypcy 0e3 akTMBHOTO 3aXHCHOTO IUIariHy HaBEJEHO

Ha puc. 3.19 — 3.20.
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Cross Site Scripting (Reflected)

URL. http://localhost/joomla/indesx.phpfcomponent/finder/search?amp%3Bltemid= 101 &q=javascript%3Aalert%281%29%38
Risk: R High

Confidence: Medium

Parameter: q

Attack: javascript:alert(1);

Evidence: javascript:alert(1);

CWE ID: 79

WASC ID 8

Source: Active (40012 - Cross Site Scripting (Reflected))
Description:

Cross-site Scripting (XSS) is an attack technigue that involves echeing attacker-supplied code into a user's browser instance. A browser instance can be a standard web browser client, or a browser
object embedded in a software product such as the browser within WinAmp, an RSS reader, or an email client. The code itself is usually written in HTML/avaScript, but may also extend to VBScript,
ActiveX, Java, Flash, or any other browser-supported technology.

Other Info:

Solution:

Phase: Architecture and Design
Use a vetted library or framework that does not allow this weakness to occur or provides constructs that make this weakness easier to avoid
Examples of libraries and frameworks that make it easier to generate properly encoded output include Microseft's Anti-XSS library, the OWASP ESAPI Encoding moedule, and Apache Wicket.

Reference:

http://projects.webappsec org/Cross-Site-Scripting
http:/fewe.mitre.org/data/definitions/7 9. html

Alert Tags:

Key Value =]
OWASP_2021_AC3 https://fowasp.org/Top10/A03_2021-njection/
WSTG-v42-NPV-01 https:/fowasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security Testi..
OWASP_2017_AO7 https:/fowasp.org/www-project-top-ten/2017/A7_2017-Cross-Site_Scripting_(XSS).htrl

Pucynok 3.19 — Pesynbrat aHanizy Ha MOXJIHBICTh BBEICHHS CTOPOHHIX CKPHUITIB

0€3 aKTUBHOI'O 3aXMCHOIO IJIAriHy

i Cross Site Scripting (Reflected) (5)
B GET: http://localhost/ljoomlafindex.php/comg
| GET: http://localhost/loomlal/index.php/com
| GET: http://localhost/joomlafindex.php/comE
| GET: http://localhost/loomlal/index.php/com
| GET: http://localhost/joomlafindex.php/comE

Pucynox 3.20 — I[lepemik 3arpo3 BUCOKOTO PiBHS HAa MOXKJIUBICTh BBEJICHHS
CTOPOHHIX CKPHMTIB 0€3 aKTUBHOTO 3aXMCHOTO IUIATTHY

[Ipu nopiBHSAHHS pe3ynbTaTIB MEPEBIPKU 3 BUKOPUCTAHHIM 3aXMCHOTO IJIATriHy
Ta 0€3 HbOTr0, MOJIMNIICHHS 0€3MeKU y BIIHOUIEHH] /10 3arpO3H BBEACHHS CTOPOHHBOTO
CKpHIITa, He OyJIO BiJI3HAYECHO.

Tenep mpoBeaemMo aHaji3 Ha MOXJIMBICTH BIpoBakeHHs SQL iH’ekmiit 3a
nornomororo OWASP ZAP. Ilin yac ckanyBaHHSI BeOpecypcCiB Ha 3aXHIICHICTh BiJ
BBEJICHHSI CTOPOHHIX CKPHUMTIB TaKoXK OyJI0 MPOBEACHO aHali3 Ha MOXJHBICTh SQL
1H €Ki, OyJI0 MpoaHaIi30BaHO BeOpeCypcH 3 aKTUBHUM 3aXMCHUM IUTariHOM Ta 0e3
Hporo. Pesynpratu anamizy BeOepecypcy, crBopeHoro Ha 6a3zi CMS cuctemu

WordPress 6e3 akTHBHOTO 3aXUCHOTO IUIaTiHy, HaBeACHO Ha puc. 3.21 — 3.22.
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SQL Injection

URL: http:/flocalhost/wordpress/wordpress/?amp;embed=true&page_id=12
Risk: # High

Confidence: Medium

Parameter: wpforms[submit]

Attack: wpforms-submit AND 1=1 --

Evidence:

CWE ID: 89

WASCID: 19

Source; Active (40018 - SQL Injection)
Description:

SQL injection may be possible

Other Info:

The page results were successfully manipulated using the boolean conditions [wpforms-submit AND 1=1 -- ] and [wpforms-submit AND 1=2 -]
The parameter value being modified was NOT stripped from the HTML output for the purposes of the comparison

Data was returned for the original parameter.

Solution:

Do not trust client side input, even if there is client side validation in place.

In general, type check all data on the server side

If the application uses JDBC, use PreparedStatement or CallableStatement, with parameters passed by '?"

Reference:

https:/fcheatsheetseries.owasp.org/cheatsheets/SQL _Injection_Prevention Cheat Sheet.htmi

Alert Tags:

Key Value ®
OWASP_2021_A03 https://owasp.org/Top10/A03_202 1-Injection/
WSTG-v42-NPV-05 https:/fowasp.orgiwww-project-web-security-testing-guide/v42/4-Web_Application_Security Testi.
OWASP_2017_A01 https:/fowasp.orgiwww-project-top-ten/2017/41_2017-njection.html

Pucynox 3.21 — Pesynbrar anaimizy Ha MOxJIMBICTE SQL iH’ €Ki CKpUITiB 0e3
Yy Y. Yy

AKTHUBHOI'O 3aXHCHOI'O HHaFiHy

B SOL Injection (12)

| GET: http://localhost/wordpress/wordpress/’

| POST; http://localhost/wordpress/wordpress

| POST: http://localhost/wordpress/wordpress

| POST; http://localhost/wordpress/wordpress

| POST: http://localhost/wordpress/wordpress
: http://localhost/wordpress/wordpres:

| POST: http://localhost/wordpress/wordpress
| POST; http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress
| POST; http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress
| POST; http://localhost/wordpress/wordpress

Pucynox 3.22 — [lepenik 3arpo3 KpuTHIHOTO piBHS Ha MOXKIUBIcTh SQL i’ ekiit 6e3
aKTUBHOTO 3aXHCHOTO TUIariHy
PesynpraTn amamizy BeOepecypcy, crBopeHoro Ha 06a3t CMS cucremu
WordPress 3 akTHBHIM 3aXUCHHUM IUTariHOM, 300paxeHo Ha puc. 3.23 — 3.24.
Pesynbratu ananizy Bedepecypcy, ctBopenoro Ha 6a3i CMS cucremu Joomla 3

aKTMBHUM 3aXWCHUM ILIariHOM, HaBeACHO Ha puc. 3.25 — 3.26.



SQL Injection

URL. http://localhost/wordpress/wordpress/?amp;embed=true&page_id=12
Risk mHigh

Confidence: Medium

Parameter: wpforms[hp]

Attack: ZAP" AND "1"="1"
Evidence
CWE ID: 89

WASCID: 19

Source:  Active (40018 - SQL Injection)
Description:
SQL injection may be possible

Other Info

The page results were successfully manipulated using the boolean conditions [ZAP" AND "1"="1" — ] and [ZAP" AND "1"="2" — ]
The parameter value being modified was NOT stripped from the HTML output for the purpeses of the comparison
Data was returned for the original parameter,

Solution

Do not trust client side inpLit, even if there Is client side validation in place

In general, type check all data on the server side

If the application uses JDBC, use PreparedStatement or CallableStatement, with parameters passed by ‘7'
Reference

https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention Cheat_Sheet.htrmi

Alert Tags

Key Value
https://owasp.org/Top10/A03_202 L-njection/
https://owasp.org/www-project-web-security-testing-guidef42/4-Web_Application_Security_Testi..
https://owasp.org/www-project-top-ten/2017/A1_2017-njection.html

a

OWASP_2021_A03
WSTG42-NPV-05
OWASP_2017_A0L

Pucynox 3.23 — Pe3ynbrat anamnizy Ha MOXKJIUBICTh SQL 1H’€KIIi# 3 aKTUBHUM

3aXHMCHUM ILIArTHOM

f SQL Injection (9)
1 GET: http:/flocalhost/wordpress/wordpress/
| POST: http:#localhost/wordpressf/wordpress
http://localhost/wordpress/wordpres:
| POST: http://localhost/wordpress/wordpress
| POST: http://localhostfwordpress/wordpress
| POST: http:fflocalhostfwordpress/wordpress
| POST: http:f/localhost/wordpress/wordpress
| POST: http:#localhost/wordpress/wordpress
| POST: http:#localhost/wordpressf/wordpress
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Pucynox 3.24 — [lepenik 3arpo3 KpUTUYHOTO PiBHS HA MOKIUBICTh SQL 1H’€KIIiH 3

AKTUBHUM 3aXHCHHUM IIJIariHOM

SQL Injection

URL: http:#localhost/joemlafindex php/component/finder/search?itemid=101%27 + AND + %27 1%27%3D %27 1%2 7 + -+ &format =feed&type=atom
Risk: mHigh

Confidence: Medium

Parameter: Itemid

Attack: 101" OR '1'="1" -

Evidence:

CWE ID: 89

WASC ID: 19

Source: Active (40018 - SQL Injection)
Description:

SQL injection may be possible

Other Info:

The page results were successfully manipulated using the boolean conditions [101' AND '1'='1" -- ] and [101' OR '1'="1" - ]
The parameter value being modified was stripped from the HTML output for the purposes of the comparison
Data was NOT returned for the original parameter.

Solution

Do not trust client side input, even if there is client side validation in place.

In general, type check all data on the server side.

Ifthe application uses |DBC, use PreparedStatement or CallableStatement, with parameters passed by '?'
Reference

https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.htrnl

Alert Tags:

Key Value

https:/fowasp.org/Top10/A03_2021-njection/
https:/lowasp .orgiwww-project-web-security-testing-guide/v42/4-Web_Application_Security_Testi
https: ffowasp.org/www-project-top-ten/2017/A1_20174njection htmi

E:

OWASP_2021_AG3
WSTG42-INPV-05
OWASP_2017_AO1

Pucynok 3.25 — Pe3synbrat a"amizy Ha MOKJIUBICTE SQL 1H’€KI[1# 3 aKTUBHUM
y M y

3aXUCHUM ILIariHOM
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i SOL Injection (2)
B GET: http://localhost/joomla/index.php/comg
|| GET: http://localhost/oomla/index.php/comi

Pucynok 3.26 — Ilepernik 3arpo3 KpUTHYHOTO PiBHA Ha MOKJIMBICTE SQL 10’ €Kit 3
AKTUBHUM 3aXUCHUM IJIaTiHOM
Pesynbratu anamizy Bedepecypcy, ctBopeHoro Ha 6a3i CMS cucremu Joomla

0e3 aKTUBHOIO 3aXWCHOrO0 IUlariHy, HaBeaeHo Ha puc. 3.27 — 3.28.

SQL Injection

URL: http://localhost/oomla/index.php/component/finder/search?itemid=101+AND+ 1%3D1 + -+ &format =feed&g=ZAP&type =atom

Risk: ® High

Confidence: Medium

Parameter: Itemnid

Attack: 101 AND 1=1 -

Evidence:

CWE ID: 89

WASCID: 19

Source Active (40018 - SQL Injection)
Description:
SQL injection may be possible,

Other Info:

The page results were successfully manipulated using the boolean conditions [101 AND 1=1 -] and [101 AND 1=2 -]
The parameter value being modified was NOT stripped from the HTML output for the purposes of the comparison

Data was returned for the original parameter.

Solution:

Do not trust client side input, even if there is client side validation in place.

In general, type check all data on the server side.

If the application uses |DBC, use PreparedStatement or CallableStatement, with parameters passed by '?'

Reference:

https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prewvention_Cheat_Sheet.html

Alert Tags:

Key Value =]
OWASP_2021_A03 https://owasp.org/Top 10FA03_2021njection/
WSTG-v42-INPV-05 https://owasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security Testi...
OWASP_2017_A0O1 https://owasp.org/www-preject-top-ten/2017/A1_2017-njection.html

Pucynok 3.27 — Pesynbrar aHanizy Ha MOXJIHUBICT BBeAeHHS SQL iH’exiit 6e3

AKTHUBHOI'O 3aXHCHOI'O HJ'IaFiHy

B SOL Injection (2)
.| GET: http://localhost/joomlafindex.php/com
B GET: http://localhost/loomlafindex.php/comi

Pucynox 3.28 — [lepenik 3arpo3 KpuTUYHOTO piBHS Ha MOXKIMBICTE SQL 1H’ekIIiit 6e3
aKTUBHOTO 3aXMCHOTI'0 IUIariHy

[TopiBHIOIOYM pe3yJbTAaTH aHAJI3Y IBOX BEOPECYPCIB, MOKHA KOHCTATYBATH, 1110
3aXUCHUM TUTAriH JIO3BOJISIE 3HU3UTH KITBKICTh BpA3IMBOCTEH, MOB’si3aHux 3 SQL
1H’€KIIsSIMU, JIUIIE Y BUMAAKY BeOpecypcy, ctBopeHoro Ha 6a3i Wordpress. V Toii xe
yac, SIK y BUMAJKy BeOpecypcy, CTBOpEHOro Ha 6a3i Joomla, 3aXucHUii Iarid He J1aB
HISKUX PE3yNbTaTiB. J{JIs mepeBipKU paHilie BUSBICHUX BPA3JIUBOCTEH BUKOPUCTAEMO
iHCTpyMeHT SQLmap. 11 moyaTKy aHasizy BBOIMMO KoMaHAy SClmap -uU “nocunanHs
Ha BeOpecypce” --batch —banner/--password, micis 4oro BeOpecypc aTakyeTbes 3

BukopuctanusaM SQL in’exiit (puc. 3.29 — 3.30).
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Pucynok 3.30 — Pesynbrat anamizy Ha SQL iH’exiii BeOpecypcy Ha 6a3i Joomla

AHamizytoun oTpumaHi pesynbTaTd, SQLMap He BUSIBUMB MOXIUBOCTI Ha
BBeneHHsT SQL in’exuiit 1o BeOpecypci, xoua npu ckanyBanai OWASP ZAP Taki
BpasnuBOCTI Oy ineHTudikoBani. [lornpu Taki pe3ynbTaT 0yIJio MPOBEACHO 1€ OJUH
anamiz. bynma 3miificHeHa cripoba arakyBaTH 3HaAWJIEHI BPA3JIMBOCTI 3a JIOMOMOTOIO
BBEJICHHS 3allPONIOHOBAHMX 1H €KIIA y Bpa3iauBl Micls, SKi OyJno 3HailieHo 3a
JOTIOMOT'OFO OWASP ZAP. ITpn BHUKOHAHHI1 3aMUTy
«http://localhost/Joomla/index.php/component/finder/search?itemid=101+AND+1%3
D1+--&format=feed&q=ZAP&type=atomy, y ctBopeHomy BeOpecypci Ha 6a3zi CMS

cuctemu Joomla Oymno otpumano Taki pesynastatu (puc. 3.31).
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C @ QL

Kali Linux #8 Kali Tools « KaliDocs & o & Kali NetHunter Exploit-DB Google Hacking DB OffSec

What should Firefox do with this file?

ith  Firefox ESR (default) 1 O 1

natically for files like this from now on.

Cancel K und [name, type, prefix]: article, html, site

Pucynok 3.31 — Pesynbrar anamizy Ha SQL i1 ekii BeOpecypcy Ha 6a3i Joomla 3a
JIOTIOMOT'OI0 PYYHOT'O aHaJi3y
VY pe3ynbTaTi OTPUMAaHO 3alMT Ha 3aBaHTAXCHHs (aiTy ITiJl Ha3BOKO «Searchy,

KWW MICTUTH B cOO1 Taki JaHi, 300paxkeHi Ha puc. 3.32.

C @ O file:///home/kali/Downloads/search

KaliLinux #8 KaliTools <« KaliDocs % KaliForums o Kali NetHunter Exploit-DB Google Hacking DB OffSec
Home zap is required http://localhost/Joomla/index.php/component/finder/search 2022-06-07T13:47:57+00:00 Joomla! - Open Source Content Management

Pucynok 3.32 — Bmict ¢aiiny mig Ha3Boro «Searchy

SIK MO’KHA IEPEKOHATHCS, )KOJHUN YyTIIMBUX JaHUX He OyJio BUsBIEHO. O1HAK
1€ MiABOAUTH HAC J0 TOTO, [0 MOKJIMBICTh MPOHUKHEHHS Ty’KE BUCOKA.

[Tpu cripo6i1 pyunoro BBeaeHHs SQL iH’ ekt y BeOpecypc, CTBOpeHuit Ha 6a3i
CMS cuctemu WordPress, Takux pe3ysbTaTiB JOCATHYTO HE OYJIO.

3a miacyMKaMHy aHalli3y 3aXMIIEHOCTI MOKHA BIJI3HAYMTH, 110 301p 1H(popmaii
nmpo BeOpecypcH BHanocs 3AIMCHUTH TPOCTO Ta 0e3 mepemkoa. Y pe3ynbTaTi
3’ICOBaHO SIKMIl cepBep OyB BUKOPUCTaHUN Ta Moro Bepcito, iHGOpPMAID PO
BUKopucTaHi TexHosorii Ta CMS cucremy npu cTBOpeHHI, ii Bepcito. TecTyBaHHS
HTTP meroniB nmokazano, mo gocrynaumu € Taki merogau: GET, POST, OPTIONS Ta
GET. Ananiz Ha MOXJIMBICTh BBEJCHHS CTOPOHHIX CKPHUIITIB 3aCBIIYMB, L0 TakKa
3arpo3a ICHye B HE3aJEeKHOCTI BiJ YBIMKHEHOTO 3aXHMCHOIO IUIariHy. AHaji3 Ha
MOXJIUBICTh BBeAeHHs SQL iH’ekIiii mokasas, 10 Taka 3arpo3a iCHye, Xo4a 1 He

BJIAJIOCS 1I€ TIATBEPIUTH 3a JIONIOMOIOK) aBTOMAaTHU30BaHOI CHUCTEMH Ha 000X
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BeOpecypcax. [IpoTe BUKOPUCTOBYIOYH pyYHE TECTYBaHHS, OYJI0 MATBEPIKEHO OTHY
13 BUSIBJIGHUX BPas3IIMBOCTEH y BeOpecypci, ctBopeHOMY Ha 6a3i CMS cucremu Joomla.
3aranpHi AaH1 aHajizy BijgoopaxeHi y Tabmmi 1.

Tabmuis 1 — [lopiBHSIHHS pe3ynbTaTiB aHATI3Y

WordPress 3 Joomla 3 WordPress 6e3 | Joomla 6e3
CMS cucrema 3aXHUCHUM 3aXHUCHUM 3aXHCHOTO 3aXHCHOTO
MJIariHOM IUIariHOM IIariny Iariny
BBenenusa
CTOPOHHIX 4 3 4 3
CKPHIITIB
SQL in’exi 4 3 3 3
Pyunwmii anams3
SyQL 1H ekl ° 3 > 3

OuiHky BUCTaBJICH] y Aianas3oHi Bix 1 1o 5: 1 — He 3axwuineHa, 2 - Maibke He
3axXUIIEHA, 3 — CEPEIHS 3aXHUIIEHICTh, 4 — MaiikKe 3aXHINeHa, 5 - 3axuIeHa.

3aranoMm aHai3 3aXUINEHOCTI BeOpecypciB, CTBOpeHUX 3a jonomororo CMS
cucrem WordPress ta Joomla, nokasas, mo y mmx BeOpecypcax IOCTYIMHUH 30ip
1H(popMaIlii, a TAKOXK BAANOCA J13HATUCS, SIKI IOPTH BUKOPUCTOBYIOTHCS Ta JOCTYIIHI
Metoau HTTP. Ananiz Ha BpaznuBicTh 10 XSS 3acBiuMB, 110 CTBOPEHI BeOpecypcu
MarTh TaKl BPa3JIMBOCTI, @ 3aXMCHI IUIAriHU HE JIOMOMAararTh iX no30ytucs. OnHax
JCSIKI Bpa3IuBOCTI, ki moB’s3ani 3 SQL iv’exmissmu, miarinn Jetpack Tta Watchful

3MOIJIM 3a0JIOKYBAaTH.
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BUCHOBKH

VY BunyckHid poOOTI JOCHIIKEHO OCHOBHI BpAa3JIMBOCTI CHUCTEM KEpYBaHHS
BMICTOM Ta PO3POOJICHO METOJUKY aHAIIi3y 3aXHUIIEHOCTI BeOPECypCiB, CTBOPEHUX 3a
nornomoroto CMS cuctem. s mpoBedeHHS aHami3y 3aXMILEHOCTI CTBOPEHO
BeOpecypcu Ha 6a3i CMS cucrem WordPress ta Joomla. OcHoBoo i1t po3poOKH
METOJMKH JIOCHI/DKEHHS CTajla 1ICHYI0Ya METOJIOJIOTISl TeCTyBaHHA Oe€3IeKH
BeOpecypciB OWASP Web Security Testing Guide, 3 sikoi o6pano okpeMi etamu. s
oOpaHuX eTamiB 3[1MCHEHO aHali3 Ta ONUC AaBTOMATU30BAHHUX 1 PYYHUX METOJIIB
aHai3y 3aXUIIEHOCTI, PO3TJSHYTO CHEIlali30BaHui IHCTPYMEHTapil, 3a JOMOMOTOIO
SKOTO MOMKJIMBO TMPOAHANNI3yBaTH 3aXHUIIEHICTh BeOpecypcy. 30Kpema, ISl aHajizy
obpano Taki iHcTpyMenTH, sk WhatWeb, Nmap, OWASP ZAP ta SQLmap. Koxen 3
[IUX 1HCTPYMEHTIB Ma€ TIeBHI (YHKIIOHAJbHI MOJKJIMBOCTI Ta BIJIOBIIAaE 3a
KOHKPETHHUH eTarl.

[TpoBencHMIT aHAITI3 3aXHINEHOCTI BeOpecypciB, cTBOpeHux Ha 6a3i CMS cuctem
WordPress ta Joomla, mokasas, 110 IpH J0CTaTHHOMY PiBHI 3aXHCTY ITEBHI HEIOJIKH
B 3aXHUILIEHOCTI PECYpCiB BCE K TaKH ICHYIOTh. 3Ba)XKAIOUM Ha Pe3yJbTaT aHamli3y,
BCTAHOBJICHO, 110 BEOpeCypcH, Kl pO3pOO0JIEHO 3 BUKOPUCTAHHSM IMEBHUX ILIAriHIB
(Starter Template, WooCommerce, Jetpack) mas WordPress ta (HikaShop, Watchful)
U1 Joomla, MaroTh cepeiHii piBeHb 3aXHINEHOCTI. BU3HaUYeHO OCHOBHI Bpa3JIMBOCTI
BeOpecypciB, ctBopenux Ha 0a3i CMS cuctem WordPress ta Joomla. Ilpu mpsomy,
Tpeba BpaxoByBaTH, W0 aHai3 31HCHIOBABCA B «CTEPUIIbBHHX» YMOBaxX Ha
JIOKaJTBbHOMY CEpPBEPI, III0 MOTJIO BIUIMHYTH Ha pe3yibTaTH aHamizy. OJHaK, 3arajom
BUSIBJICHI 3arpOo3d HE € KPUTUYHUMHU, TOMY CTBOPEHI BEOpECypCcH MOKHAa BBaKaTH
Oe3MeYHUMU 1)1 KOPUCTYBAYiB.

AHani3 marsepauB (HakT TOro, Mo BUKOPUCTAHHS CUCTEM KEPyBaHHS BMICTOM €
JOIUTBHAM 4Yepe3 TPOCTOTY CTBOPEHHS BeOpecypciB Ta BOYJAOBAHHM 3aXUCT IS

KOPHUCTYyBauiB 0€3 crelialbHuX HABUYOK PO3POIOJIEHHS BEOpECypCiB.
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