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ANALYSIS OF THE IMPACT OF MAJOR CYBER INCIDENTS ON THE
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In the modern world where information reigns supreme, cyber threats
pose a significant risk to the financial stability and security of organizations. Data
privacy and cybersecurity issues have emerged as major drivers of business risk in
recent years. Major cyber incidents such as hacking, data breaches, and malware
have the potential to cause significant financial losses and impact a company's
stock price. Understanding the financial impact of such cyber incidents is crucial
as it enables investors, financial analysts, and regulators to develop effective risk
management strategies and make informed investment decisions. This analysis
also contributes to the development of cybersecurity policies and practices at a
global level by identifying vulnerabilities and deficiencies in data protection
systems. Measures can be developed to prevent and respond to cyber threats while
improving risk management practices in this area. This paper provides a basic
overview of the aftermath of the 2017 Equifax cyberattack.

There are many definitions in this field, but let us focus on the following
- major cyber incidents can be defined as serious breaches of information system
security that lead to unauthorized access to sensitive data, information leakage,
disruption of computer networks and serious consequences for organizations and
individuals (NCSC, 2023). Such incidents can include hacking attacks, viruses,
phishing attacks, data breaches, attacks on critical infrastructure, and other forms
of cyber threats. They can occur either within a single organization or on a national
or international scale.

In terms of company shares, first of all, they are a tool, and I play an
essential role in the financial sector. They represent shares in companies that
investors can buy. Stocks allow you to invest money and benefit from growth and
dividends. They also reflect the capitalization of companies, which indicates their
importance and attractiveness to investors. Changes in stock prices can be an
indicator of economic health and market confidence. Companies may also issue
new shares to raise additional capital. Stocks provide liquidity to the market,
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allowing investors to buy and sell them. In general, stocks provide an investment
opportunity, access to capital and serve as an indicator of the health of the
economy.

But we are going to focus on a relatively recent incident that happened to
Equifax. This situation is one of the most popular - this large-scale cyberattack
compromised the personal information of approximately 147 million people. In the
wake of the attack, Equifax's stock plummeted and the company faced significant
financial and reputational losses, but let's go in order.

Equifax is a widely recognized multinational consumer credit reporting
agency based in Atlanta, Georgia. It is one of the top three largest credit reporting
agencies in the world, alongside Experian and TransUnion. With millions of
consumers and businesses globally, Equifax collects and analyzes credit and
demographic information. It offers credit monitoring, fraud prevention services,
and data insights to both individuals and businesses. Notably, Equifax is a member
of the S&P 500® Index, and its common stock is traded on the New York Stock
Exchange under the symbol EFX. (Investopedia, 2023)

To avoid describing the details of the attack process itself, for easier
understanding we can use the illustration by Government Accountability Office,
based on information provided by Equifax (GAO, 2018):

How Attackers Exploited Vulnerabilities in the 2017 Breach, Based on Equifax Information
Equifax dispute portal servers
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Source: GAQ, based on information provided by Equifax. | GAO-18-559
Figure 1. Scheme How Attackers Exploited Vulnerabilities
The announcement of the cyberattack triggered a negative reaction from

investors and the market, resulting in a sharp drop in the stock price in the first two
days after the announcement. The decline in the share price was more than 30%, a
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significant drop. This indicates the seriousness and magnitude of the incident and
caused a loss of investor confidence. The stock price continued to decline in the
following weeks, with a total loss in value of approximately 35%. This share price
decline reflects the serious negative impact of the cyberattack on the company's
financial position and reputation in the market, and reputation is more important
than anything else in our time, and investors simply do not want to take those risks
and try to get out of the market as quickly as possible (Carsten Giebe, 2020). Below
we can see the graphic (Investing.com, 2023):

May 1, 2015 - May 23, 2023 Custom

" Price Close (Div & Spit Adjusted) x  ~  Gross Proft %

Figure 2. Price History - NYSE:EFX

Following the decline in Equifax's stock price, the company faced a
period of market volatility. Restoring investor and market confidence was
paramount to the company's ability to halt this steep decline. According to the
company's financial reports, Equifax reported a 2.7 percent decline in annual
revenue compared to the previous year. The stock’s drop wiped out about $6 billion
of its market value This shows that the incident had a negative impact on the
company's overall financial performance. (MarketWatch, 2017) The attack did not
put the company out of business, but it did result in serious legal repercussions and
a significant amount of compensation and fines - It is clear that ultimately good
risk must result in increased profitability or company value. Most times this will
be reflected in business and financial metrics such as profitability and company
valuation. (E. Ted Prince, 2016) And until all these nuances are settled, we can't
see any stability in the stock price, and it wasn't until 2019 that the company agreed
to pay a $700 million fine to the U.S. Federal Trade Commission and other
regulators. In addition, a $380.5 million restitution agreement was reached that
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included cash payments to affected customers and expenses related to fraud
protection and credit identity monitoring (Investopedia, 2023).

Summarizing all of the above, we can formulate a kind of prediction of
the consequences of cyberattacks. The impact of these actions on stocks can be
seen with the naked eye - in Equifax's experience, we can see that the company
can lose up to 35% of shareholder value in an instant. Although the stock has
recovered somewhat over time and with the implementation of security
enhancements, the impact of the cyberattack has left a lasting impact on the
company's reputation and financial performance. All of this suggests that cyber-
attacks can have serious financial consequences for companies, including
significant losses in stock value and the emergence of a period of market volatility.
It is important to note that the change in Equifax's stock price as a result of the
cyberattack is only part of the complex financial impact. The company also faced
high investigation and remediation costs, fines and legal fees, and a loss of
customer and market confidence. This case is an example of how cyber incidents
can seriously impact a company's financial position and reputation, particularly in
the context of our company's specific circumstances.
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