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Шановні колеги! 

 

Дякуємо всім, хто, попри складні часи, знайшов можливість взяти участь у 

щорічній міжнародній конференції «Економічна кібернетика: теорія, практика та 

розвиток». 

Сучасні виклики вимагають від науковців нових підходів, де важливу роль 

відіграють математичні методи, інформаційні технології та програмні засоби. 

Пошук ефективних управлінських рішень в умовах кризи потребує застосування 

штучного інтелекту, гнучких комунікаційних технологій і цифрових двійників із 

модельними додатками. 

У зв’язку з цим економічна кібернетика стає ключовою сферою, що 

займається розв’язанням нетипових завдань управління та розробкою 

теоретичних і прикладних рішень. 

Метою конференції є розвиток та узагальнення теорії й практики 

економіко-математичного та імітаційного моделювання складних економічних 

систем; впровадження сучасних інформаційних технологій у процеси прийняття 

рішень на різних рівнях економіки; обмін досвідом і результатами досліджень; 

поширення знань у підготовці майбутніх фахівців-кібернетиків. 

Організаційний комітет сподівається, що конференція сприятиме співпраці 

між фахівцями, налагодженню нових наукових і ділових контактів. 

Бажаємо учасникам плідної роботи, наукових досягнень і натхнення для 

відновлення економіки України. 

Сподіваємось на подальшу плідну співпрацю! 
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In today’s world, digital technologies provide the competitiveness of enterprise 

by optimizing production processes, improving customer interactions, and helping to 

make informed management decisions. On the other hand, the expansion of digital 

presence has made companies more vulnerable to cyberattacks that can lead to data 

leakage, financial losses, and reputational damage. The rise of cyberthreats, such as 

phishing, malware, and exploitation of system vulnerabilities, requires the 

implementation of effective cybersecurity systems. Artificial intelligence offers new 

opportunities for increased protection, but its use is associated with certain risks, 

including the automation of cyberattacks. 

Analysis of recent studies and publications by foreign and domestic researchers, 

such as Jain V. [1], Chouhan S. [1], Kate V. [1], Nigam N. [1], Bhalerao S. [1]. Shostak 

L. [2], Fedoniuk A. [2], Pomazun O. [2] make it possible to identify key trends in this 

area. Researchers today focus on the importance of multi-level approaches to 

protection, which include technical, organizational and educational measures. Studies 

[3,4] confirm the effectiveness of a combination of security policies and modern 

technologies, such as machine learning, in improving cybersecurity. 
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The goal of this research is to develop a comprehensive approach to ensuring 

cybersecurity of enterprises, considering new opportunities and risks associated with 

the use of artificial intelligence. 

According to a study by IBM and Ponemon Institute, data breaches worldwide 

cost $4.35 million in 2023, up from $4.24 million in 2021 and $3.9 million in 2020 [5]. 

A comprehensive approach to effectively counteracting modern threats involves 

implementing measures that include asset identification and classification, constant 

monitoring, threat analysis, and rapid incident response. Regular monitoring of the 

information environment and analysis of collected data allow enterprises to detect 

anomalies and respond to potential threats promptly, minimizing the risks of 

confidential information leakage and disruptions to information systems. 

The proposed monitoring model, which is depicted in Figure 1, is based on 

constant observation of the system status, data analysis, and prompt response to 

incidents. 

 
Figure 1 – Monitoring model of enterprise information systems security. Source: 

compiled by the authors. 
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This information security monitoring scheme is built on modern methods of data 

analysis and machine learning. Artificial intelligence enables to analyze big amounts 

of data in real time, detect anomalies and threats. Machine learning algorithms can 

predict new types of attacks using historical data and current trends, and automate 

incident response, such as blocking suspicious activity or isolating affected systems. 

The implementation of AI systems will reduce the risks of cyberattacks, maintain 

data confidentiality and ensure the smooth operation of business processes, but their 

use is associated with challenges. One of the problems is that such systems may not 

always accurately determine the full context of threats. This can lead to false positives 

or to some security problems going unnoticed. Enhancing the contextual awareness of 

such systems requiers expanding the range of data analyzed by artificial intelligence. 

Another challenge is the complexity of configuration and maintenance, which requires 

special knowledge and skills. To solve this problem, it is important to train staff, 

engage external experts, simplify interfaces and create user-friendly tools. Also, AI 

systems are vulnerable to manipulation and deceptive tactics by attackers. To protect 

them, it is necessary to use advanced anomaly detection tools, create reliable and 

sustainable security protocols for training and testing models. Beyond technical 

challenges, the ethical use of AI in cybersecurity is a critical consideration. Clear 

ethical principles must be developed and adhered to prevent unintended negative 

consequences.  

Implementing a comprehensive approach to cybersecurity using artificial 

intelligence will allow enterprises to optimize threat monitoring and analysis processes, 

automate incident response, and minimize financial and reputational risks associated 

with data leaks and information system outages. In further research, it is important to 

focus on the ethical issues of using artificial intelligence in cybersecurity, including 

analyzing potential risks related to data confidentiality, algorithm transparency, and the 

possibility of manipulation. 
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