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TEOPETHUYHUX 1 IPUKIIAIHUX PIIICHb.

MeToro KOH(EpeHIli € PpO3BUTOK Ta Yy3araJlbHEHHd Teopli # MNpaKTUKU
€KOHOMIKO-MaTEMaTUYHOTO Ta IMITAIITHOTO MOJIENIOBAaHHS CKJIAIHUX €KOHOMIYHUX
CUCTEM; BIPOBAXKEHHS Cy4acHHUX 1H(OpMalIiHUX TEXHOJIOT1H y MpoLiecH NPUHHATTS
pIllIEHb Ha PI3HUX PIBHSAX €KOHOMIKH; OOMIH JOCBIZIOM 1 pe3yJibTaTaMu JOCIIKECHb;
MOIIMPEHHA 3HaHb Y MIJATOTOBLI MailOyTHIX (axiBI[1B-KIOEPHETHKIB.

OpraHizaniiHui KOMITET CIIOIIBAETHCS, IO KOH(PEPEHIIIS CIPUATUME CITIBITpalll
MDXK (DaxiBISIMHU, HAJIATOJKEHHIO HOBUX HAYKOBUX 1 IIJIOBUX KOHTAKTIB.

baxxaemo ydacHuKaMm TUTiAHOT POOOTH, HAYKOBUX JIOCATHCHBb 1 HATXHEHHS JJIS
BIJIHOBJICHHSI EKOHOMIKH Y KpaiHHU.

CrnoziBaeMOCH Ha MOJAJIBINY LI IHY CHIBIIPAIIo!
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HaBuanbHO — HayKOBOro [HCTUTYTY €KOHOMIKH Ta MEHEJKMEHTY

HarionansHoro yHiBepcutery «OnecbKa MomiTeXHiKa» 3os COKOJIOBCBKA
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In today’s world, digital technologies provide the competitiveness of enterprise
by optimizing production processes, improving customer interactions, and helping to
make informed management decisions. On the other hand, the expansion of digital
presence has made companies more vulnerable to cyberattacks that can lead to data
leakage, financial losses, and reputational damage. The rise of cyberthreats, such as
phishing, malware, and exploitation of system vulnerabilities, requires the
implementation of effective cybersecurity systems. Artificial intelligence offers new
opportunities for increased protection, but its use is associated with certain risks,
including the automation of cyberattacks.

Analysis of recent studies and publications by foreign and domestic researchers,
such as Jain V. [1], Chouhan S. [1], Kate V. [1], Nigam N. [1], Bhalerao S. [1]. Shostak
L. [2], Fedoniuk A. [2], Pomazun O. [2] make it possible to identify key trends in this
area. Researchers today focus on the importance of multi-level approaches to
protection, which include technical, organizational and educational measures. Studies
[3,4] confirm the effectiveness of a combination of security policies and modern

technologies, such as machine learning, in improving cybersecurity.
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The goal of this research is to develop a comprehensive approach to ensuring
cybersecurity of enterprises, considering new opportunities and risks associated with
the use of artificial intelligence.

According to a study by IBM and Ponemon Institute, data breaches worldwide
cost $4.35 million in 2023, up from $4.24 million in 2021 and $3.9 million in 2020 [5].
A comprehensive approach to effectively counteracting modern threats involves
implementing measures that include asset identification and classification, constant
monitoring, threat analysis, and rapid incident response. Regular monitoring of the
information environment and analysis of collected data allow enterprises to detect
anomalies and respond to potential threats promptly, minimizing the risks of
confidential information leakage and disruptions to information systems.

The proposed monitoring model, which is depicted in Figure 1, is based on
constant observation of the system status, data analysis, and prompt response to

incidents.

Establish clear purpose and scale of monitoring

Centralized data collection and processing
Define monitoring objects (events, vulnerabilities, anomalies) Define the goal and scope
Data collection and aggregation
Installation of systems for storing and analyzing information

Calculate the necessary resources (budget, human resources)

Setting up a notification system to inform about threats
Notification and response
Configuration of software and hardware for data collection . § )
Developing response scenarios for different types of incidents

Monitoring of
enterprise
infarmation
security

Selection of tools for monitoring the network, servers and sensors " B
4 Conducting trainings
Tool settings

Staff training
Setting up systems for log collection, traffic analysis
Advanced training

Continuous data analysis to identify anomalies and vulnerabilities Regular assess monitoring effectiveness
> Threat analysis and detection ‘f Analysis and optimization
Create rules and scenarios to analyse potential attacks . .
ysep Make changes to system configuration and analysis rules

/

Choosing the most appropriate means for monitoring and security — Selection of tools and technologies ] Ensuring monitoring security

Figure 1 — Monitoring model of enterprise information systems security. Source:

compiled by the authors.
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This information security monitoring scheme is built on modern methods of data
analysis and machine learning. Artificial intelligence enables to analyze big amounts
of data in real time, detect anomalies and threats. Machine learning algorithms can
predict new types of attacks using historical data and current trends, and automate
incident response, such as blocking suspicious activity or isolating affected systems.

The implementation of Al systems will reduce the risks of cyberattacks, maintain
data confidentiality and ensure the smooth operation of business processes, but their
use is associated with challenges. One of the problems is that such systems may not
always accurately determine the full context of threats. This can lead to false positives
or to some security problems going unnoticed. Enhancing the contextual awareness of
such systems requiers expanding the range of data analyzed by artificial intelligence.
Another challenge is the complexity of configuration and maintenance, which requires
special knowledge and skills. To solve this problem, it is important to train staff,
engage external experts, simplify interfaces and create user-friendly tools. Also, Al
systems are vulnerable to manipulation and deceptive tactics by attackers. To protect
them, it is necessary to use advanced anomaly detection tools, create reliable and
sustainable security protocols for training and testing models. Beyond technical
challenges, the ethical use of Al in cybersecurity is a critical consideration. Clear
ethical principles must be developed and adhered to prevent unintended negative
consequences.

Implementing a comprehensive approach to cybersecurity using artificial
intelligence will allow enterprises to optimize threat monitoring and analysis processes,
automate incident response, and minimize financial and reputational risks associated
with data leaks and information system outages. In further research, it is important to
focus on the ethical issues of using artificial intelligence in cybersecurity, including
analyzing potential risks related to data confidentiality, algorithm transparency, and the

possibility of manipulation.
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