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OOrpyHTYBaHHS aKTYaJIbHOCTi TeMH po6oTH: Po3BUTOK iHGOpMAIIHHUX Te-
XHOJIOTiM y Cy4aCHOMY CBITI CIIPUYMHUB MOSIBY BETUKUX JOAATKIB Ha 0a3i Mikpocep-
BICHOT apXiTeKTypH. Taki 10JaTKK CTBOPEHI 3 METOIO0 B HAMKOPOTIIT TEPMIHH 3aJ10BO-
JBHATH JUHAMI4HI ToTpedu kopuctyBauiB. QA, DevOps imkeHnepu 1 0coOIUBO PO3po-
OHHMKH 4aCcTO CTUKAIOTHCS 3 MPOOJIEMOIO 3aJIeKHOCT1 MIKPOCEPBICY Bij IHIIUX 30BHIII-
HiX a00 BHYTPIIIHIX KOMIOHEHTIB B MpoOlieci HOTO BIAJIArOJKEHHS Y4 TECTyBaHHS B
1301b0BaHOMY cepefoBullll. [HCTpyMeHT it cTBopeHHs (ikTuBHUX APl momomoixke
3MEHIIUTH 4ac BUTPAaYeHU Ha po3poOKy, MIATPUMKY Ta PO3IIMPEHHS POTPAMHOIO
IPOIYKTY Ha 0a3i TaKkol apXITEKTYpH, a TAKOK I03BOJUTH (PaxiBIsIM JOKIAAATH MEHIIIE
3yCHJIb TIiJ] 9aC TECTYBaHHS MPOTPAMHOTO MPOIYKTY.

O006’exT mocaimxenHsi: TecTyBaHHA MIKPOCEPBICIB B 130JIbOBAHOMY CEpEO-
BUILIL.

Ipeamer pocaimkenns. [HhopmarriitHa TEXHOJIOTIS TECTYBaHHS MIKPOCEPBICIB
B 130JIbOBAHOMY CEPEIOBUIIII.

Meta po6oTu: Po3pobka iHhopmaliiftHOT TEXHOJIOT11 TeCTYBaHHS MiKpOCEPBICIB
B 130JIbOBAHOMY CEPEJIOBUIIll 3 BUKOPUCTAHHSM 1HCTpyMeHTy APl MokyBaHHsI, opi€H-
ToBaHOTO Ha cuctemy gRPC.

Metoau pociaimxenHsi: Anainiz poOboTu cydacHux iHCTpymeHTiB APl Moky-
BaHHSI, TIOPIBHSHHS 1HCTPYMEHTIB OpPIEHTOBAaHUX Ha CTBOPEHHS MAKETHUX CEPBEPIB
gRPC API, meronu po3poOkwu, 110 0a3yr0ThCsl Ha MOBI porpamyBanHs Python i3 Bu-
KOPHCTaHHSM MOBH I1a0JIoHi3aIlii1 jinja2.

Pe3yabtatu: Po3pobieHo i mporectoBano yTuiity st MokyBanHs JRPC API
CEepBEPIB, sIKa MICTUTh OTblIE (YHKIIIM MOKYBaHHS B IOPIBHSHHI 3 aHAJIOTaMH, CTBO-

pPEHO pEKOMEHIAITi Ta IHCTPYKIIIT 1010 11 BUKOPUCTAHHSI.

MIKPOCEPBICH, TECTYBAHHSA, MOKYBAHHA API, GRPC API
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BCTYII

OOrpyHTyBanHsi TeMu BUOOpy podoru. Bubip Temu 00yMOBIEHUN TOCBIIOM
PO3pOOKH 1 TECTYBaHHS MIKPOCEPBICIB B 13071p0BaHOMY cepenopuiii. Crerudika Mik-
POCEPBICHOI apXITeKTypHU BUMarae Bija ¢axiBiisi OCOOIMBUX IMIJIXOMIB 10 B3aEMOIIT 3
KOMIIOHEHTaMU J0/1aTKy. BuGip mpaBUuiabsHOTO MiAX0MY 1 BIAMOBIIHE IHCTPYMEHTAIbHE
3a0e3neyeH s JOMoMoXke e()eKTUBHO BUPIIIYBATH 3a/1a4yl pO3pOOKH 1 TECTYBaHHS Mi-
KpPOCEPBICIB.

AKTyaJIbHICTb. SIKICTh MPOrpaMHOro 3a0€3MEeYEHHs] Ta 4Yac, BUTPAYEHUN Ha
HOTo po3poOKy 1 TECTYBaHHS, € BaXKJIMBUM JUIsI TOAATKIB HA 06a31 MIKpOCEpBICHOT apXi-
TEKTYPHU B YMOBAX KOHKYPEHLII M1 MOCTa4aJIbHUKaMU MOCIYT rany3i iHhopMainHux
TEeXHOJIOT1H. 3abe3neueHHs (paxiBLiB 1I€l Taly31 (yHKIIOHATbHUMHU 1IHCTPYMEHTaAMHU
J03BOJIUTh 3pOOUTH TECTYBAaHHSI KOMIIOHEHTIB JI0JIaTKy B 130JbOBAHOMY CEPEIOBUILII
MPOCTILNM, IIBUAIINM Ta AKICHIIIUM.

00'exT nmocaimkeHHs. TecTyBaHHS MIKPOCEPBICIB B 130JbOBAaHOMY CEpPEJIO-
BUIIII.

Ipeamer nocaimkenns. [HpopmaiiiiiHa TEXHOJIOTIS TECTYBaHHS MIKPOCEPBICIB
B 130JIbOBAHOMY CEPEOBHIIII.

HoBusna. 3anpononosano HoBuit iHCTpyMeHT JRPC APl mokyBanHs, sikuii Ha
BIIMIHY B1J] ICHYIOUMX DIlIEHb BKJIIOYA€E B ce0e BeCh HA0Ip IMHAMIYHOTO MOKYBaHHS
GbyHKIII HA BIAMIHY BiJl ICHYIOUHX PIIICHb.

Crpykrypa. [lana poboTa CKIaga€eThes 13 BCTYIY, aHAII3y MPEIMETHOI Tally3i,
MOJIETIIOBAaHHS Ta MPOEKTYBAHHS, IPOTPAMHOI peaji3allli, CIMCKY BUKOPUCTAHUX JIXKe-

peJt Ta JOJIaTKiB.



1 AHAJII3 TPEJMETHOI T'AJTY3I

1.1 MikpocepBicHa apxiTeKkTypa

MikpocepBicHa apXiTeKTypa — Ii€ TIX1iJ 0 po3pOoO0KH IporpaMHOro 3ade3re-
YEeHHsI, AKHUH MOJIArae y MOIUIl MPOorpaMy Ha HEBEIHKI He3aexkHi ciryx0u. Lli cmyxou
CIJIKYIOThCA Yepe3 1o0pe Bu3HaueH1 AP, 1110 103BoJIsI€ 1€TKO pO3pOOIISATH Ta MIATPH-
MyBaTH iX aBBTOHOMHUMU KoMaHaMu. L{e poOuTs MikpocepBicH HalO1IbII MacITabo-
BaHUM METOJIOM PO3POOKHU MPOTPaMHOIO 3a0€3MeUCHHS.

Jn3aiiH MIKpPOCEPBICIB € MPSIMOI0 MPOTHIICKHICTIO MOHOJITHOT apXiTEKTYypH.
MonomiT — 11 0JIHa BeJIMKa KoJ0oBa 0a3a, sika peanizye Bci ¢yHKIii. Bes jorika no-
JATKy 3HAXOAMUTHCS B OJHOMY MICIIi, 1 KOJIEH KOMIIOHEHT HE MOXE MpaIfoBaTH OK-
pemo. ['010BHOTO TIepeBaror0 MOHOJITIB € Te, MO X JIETKO HAAIITOBYBaTH Ta PO3TOp-
TaTH.

MikpocepBicu J03BOJIAIOTH KOMIIAHIIM YTPUMYBATH KOMaHIU HEBEIIUKUMHU Ta
THy4YKUMH. ['0JIOBHA i€ MIKPOCEPBICIB MOJISATA€ B TOMY, 11100 PO3KJIACTU MPOTpaMy
Ha HEBEJIMKI CIY>KOH, sIKI MOKYTh aBTOHOMHO PO3POOJISATUCS Ta PO3rOPTATUCS TICHO
3TypTOBaHUMH KOMAaH]IaMHU.

IcHye nekinbka npuyuH, YoMy cydacHi [T-komnaHii BUKOPUCTOBYIOTh MIKpO-
CEPBICHY apXITEKTypy JJISI CBOIX MPOYKTIB:

1. CoponieHe oOcayroByBaHHs 1 pO3BUTOK MPOEKTY. [IOKM MOHOTITHUIN MPOEKT
Ma€ HEBEJIMKUM pO3MIp, pO3POOHUKH MOXKYTh IIBUIKO Ta JIETKO BHOCUTH 3MiHH, OCKI-
JIbKU 3B’ SI3KM MK PI3HUMH YaCTHHAMU MOHOJITY 1po30pi. OJHaK y Mipy TOro, K 30i-
JBUIYETHCA 00°€M 3ahad, SIKI Ma€ BUKOHYBATH JOJATOK, 30LIBIIYETHCS 3B SA3aHICTh
HOTO YacCTHUH 1 301TBITY€ETHCS BIMOBITHO KUIBKICTH KOMaHI, SIKI TIPAIIOIOTh HAJ| €1H-
HOIO KOJIOBOIO 023010, pO3BUTOK MOHOJIITY CTa€ MPoOJIeMHUM. 3aBesIiKa KUIbKICTh Ya-
CTHUH B OJTHOMY MICIIl pOOUTH MPOIEeC 0OCIYyTrOByBaHHS 1 PO3MIMPEHHS (PYHKIIIOHATY
JOJIaTKy CKJIAJIHUM 1 MOBUTBHUM. B TO1 jxe yac MiKpOcepBiCHA apXiTeKTypa J03BOJISIE
PO3MOIIIUTH JOAATOK Ha c1abo MOB’sA3aHl YaCTUHM, 1110 JA03BOJISE KOMAaHIaM JICTIIE

00CITyroByBaTH 1 pO3BUBATH J0JIATOK.
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2. Bumora mBHIKOrOo pO3BHUTKY MPOEKTY. YacTo MiKpocepBiCHa apXiTEKTypa
BUKOPHCTOBYETHCS B IPOEKTI, SIKIIO AOAATOK TOBHHEH 3a0€3MeUyBaTH IBUIKE peary-
BaHHS Ha MOTPEOM KIHIIEBUX KOPUCTYBadiB B YMOBaX KOHKYpeHIlli. MoHOMITHUH J10-
JATOK BUMarae JJOBTOCTPOKOBHUX ITUKJIIB BUITYCKY HOBHX BEpCiii, B TON Yac sk 0co0Iu-
BOCTI MIKPOCEPBICHOTO JIOAATKY J03BOJISIOTH BUKOPUCTOBYBATH HabaraTo MEHIII ITH-
KJIU BUITYCKY OHOBJICHb, ajike (haxiBIsIM MOTPIOHO MEHIIE Yacy Ha PO3IIUPEHHS Tiel
YH 1HIIOI MIJCUCTEMH, 3aMICTh PO3IIUPEHHS YChOTO JAOAATKY. 3 i€l MPUUYUHU MIKpPO-
CepBiCHA apXiTEKTypa BUKOPUCTOBYIOThCS B SaaS miatdopmax [4].

3. EdexruBne macmrabyBanus. Komau 101aTOK MOHOITHUH 1 IEpeBaHTaKEHU N
KUIBKICTIO 3aIUTIB, BIH NOTpeOy€e MaciTa0yBaHHsA. MOHOMITHUI JOJIATOK 3 YCIET JI0-
T'KOI0 B OJTHOMY MICIIl CKJIaJIHO MacIlTa0yBaTH, OCKUIBKH YaCTUHH TICHO MOB’s13aHi1. B
TOH 4Yac K MIKpPOCEPBICHHUI JJOIATOK Ja€ MOMJIMBICTh MACIITA0yBaTH KOXKHY YaCTUHY
OKpEMO, 110 3HAYHO IMIBUALIE 1 IPOCTIIIIE.

Jlo ycix mepeBar MiKpoCepBiCiB MOKHA BiJIHECTH:

1. MacmTaboBaHICTh. SKIIIO MIKpOCEPBIC BCE YACTILIE AOCATAE CBOTO MIKOBOIO
HABAHTAXKEHHS, MOYKHA IIBUJIKO JIOMPAIFOBATA MOTO JJIsl MATPUMKH MacCIITaOyBaHHS
1 LIBUJIKO PO3TOPHYTH HOBI €K3EMIUISIPU B CYNIPOBIIHOMY KiacTepi, abu 3MEHILIUTH Ha-
BAaHTAKEHHA Ha OJIMH POOOYMUI €K3EMIUISIP CEPBICY.

2. Bucoka BigMOBOCTIHKICTh. [IepeBaroro po3mnoaiieH0i CUCTEMH € MOKITUBICTh
YHUKHYTH OKPEMHUX TOYOK BIIMOBU. MiKpocepBiCH MOXKHA PO3rOPTaTH B PI3HUX 30HAX
JIOCTYITHOCTI 3a JIOTIOMOTOI0 XMAapHUX TEXHOJIOT1!, TapaHTyIOuH, 110 KOPUCTyBayl Hi-
KOJIM HE 3a3HaI0Th 30010.

3. Menun komanau. 3aBIsgKu MIKpocepBicaM KoMaHau (axiBIiB MOXKYTh 3aJIU-
IIATUCS HEBEJIMKUMU Ta 3rypTOBaHMMHU. UM MEHIIa rpyma Mpaioe Hal OJTHIEIO0 1 TIEK0
K YaCTHHOIO, TUM MEHIIIC HaKJIaJHUX BUTPAT Ha CIUIKYBAaHHS Ta Kpalla CITiBIIparls.
Amazon, HanpuKJIaa, BU3HAUAE pO3Mip KOMaHIX 3a MpaBUiIoM ABoX Till. Lle o3Hauae,
110 KOMaHJ1a Ma€ OyTH I0CTaTHbO MaJIEHBKOIO, 100 i MOkHa OyJI0 HaroyBaTu ABOMa

MMIIaMH.
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4. TlpuckopeHHs BIPOBAa)KCHHSI 1HHOBAI. MikpocepBiCH € HE3aJIeKHUMHU
IPOrpaMHUMU KOMIIOHEHTaMH, SIK1 MOKYTh MPAIOBATH HA OCHOBI PI13HUX MIIATHOPM 1
TexHoJoTi. Criabka B3a€MO3aJICKHICTh MK MIKpOCEpBICAMH J103BOJISIE KOMITAHISIM
IIIBU/IITIIE OHOBJTIOBATH OKPEMi KOMIIOHCHTH y BEIMKOMY JOAATKY, Ha BIAMIHY BiJ MO-
HOJIITHOTO 3 €JUHOIO KOJIOBOIO 0a3010.

5. CBoboja BUOOPY CTEKy TEXHOJIOT1. B MOHOMITHOMY 10/1aTKy TTapaMeTpH MO-
BHOT'O Ta TEXHOJIOTIYHOTO CTEKY 3aKJajeHi 3 caMoro movyaTky. HoBi po3poOHuKH 110-
BUHHI aJJaNITyBaTUCS J10 OyAb-sIKOT0 BUOOPY, 3p00JICHOTO B MUHYJIOMY. Y MIKpOCEpBi-
CHIM apXITEeKTypl HaBIIAKH, KOKEH CEPBIC MOKE BUKOPUCTOBYBATU CTEK TEXHOJIOTIMH,
AKUWA HAUOLIbIIE MIAXOIUTh JUIsl BUPIIIEHHS MTOCTaBJICHOT 3aAa4i. TakuM 4MHOM, KO-
MaHJ1a MOK€ BHOpaTH HalKpamuii iHCTpyMEHT i1 poOOTH Ha OCHOBI CBOiX HABUYOK.

6. Menmmii UK po3poOKH 1 BUIYCKY MPOAyKTy. LIuka po3poOku Ta TecTy-
BaHHS KOPOTIIWM, 00 MEHIII KOMaHIu MBUIIIE 3IIMCHIOIOTh po3poOKy. KoxkHa 3 KO-
MaH]1 3/1aTHa pO3ropTaTH CBOi OHOBJICHHS B Oyb-sIKUIi 4ac, TOMY MIKpOCEPBICH MOKHA
OHOBJIIOBATH YaCTIILIE.

MikpocepBicu BUPIIITYIOTh HU3KY TTPOOJIEM /IJisi MPOTPaMHOTO 3a0e3MeUeHHs Ta
KOMIIaHi#, 0 pOo3BUBAIOTHCA. AJie BOHU aX HisK He € imeanpHumu [1, C. 9].

1.2 IIpodaemaTnka

@axiBIl, U0 NPALIOKTh 3 MIKPOCEPBICHUMHU JIOAATKAMU YaCTO CTUKAIOTHCA 3
POOIEMOI0 3aJIeKHOCTI MIKPOCEPBICY BiJl IHITUX BHYTPINTHIX 200 30BHIMIHIX KOMIIO-
HEHTIB. B mporeci po3poOku, po3ropTaHHs YM HaJalITyBaHHS OJHOTO HE3aJEXKHOTrO
KOMITOHEHTY HEOOXiJTHO MEePEeBIPUTU KOPEKTHICTh HOTO pOOOTH, ajie KOMITIOHEHT YacTo
MOKEe BUMaraTH B3a€MO/IIi 3 IHITUMHU YaCTUHAMHU BChOTO J0oAaTKy. DaxiBIsiM HEOOXi-
JTHO BUTpAYaTH 3yCHILIA, 9ac i PECypCH JIJIsl TOTO, 00 PO3TOPHYTH 3aJICKHI YACTHHH
a00 THMYaCOBO BUAAIUTU YACTUHY KOJY, KA BIAMOBIIA€ 32 B3aEMO/IIIO 3 IIUMH J107a-
Tkamiu. Lle crocyerbest QA 1 DevOps iHXeHepiB 1 0cO0IUBO PO3POOHUKIB.

Hamnpukias, MaeMo BETMKUH MPOEKT, SIKAN CKIaAa€Thest 3 20 MIKpOCEPBICIB, 1110
B32€EMO/IIFOTh OJIMH 13 OJTHUM BUKOPHCTOBYIOUN MEPEKeB1 MPOTOKOIN. KOXKeH eleMeHT

CUCTEMH PO3POOISETHCA OKPEMO BiJl IHIIMX, ajieé BiH OOOB’SI3KOBO TOBHUHEH



9
B3a€EMOJIISATH 3 THITUMU YaCTUHAMU yChOTO J0JIaTKy B Iporieci poOoTu. BizbMemo miis
NPUKIATY OIUH MIKPOCEPBIC, SIKUH B3a€MOJIE 3 I’ siIThbMa 1HIIUMU. PO3poOHIKY HEOO-
X17HO ToAaTH HOBY O13HEC JIOTIKY JI0 IIbOr0 KOMIIOHEHTY. /{7151 aganTepiB cepBicy (THX
YaCTHH, K1 BUKOHYIOTh (DYHKIIIIO B3a€MO/IIi 3 1HIIUMHU MIKpOCEpBICaMU) HEOOXITHO
3iMiTYyBaTu ab0 PO3TOPHYTH IHIII 3aJ€KHI MIKPOCEPBICH JIJIsl TECTyBaHHS 1 BIJIaro-
JKEHHS aJianTepiB. Y OUIBIIIOCTI BUTIAIKIB 1€ BUMArae JO0BOJII BEJIMKO1 KIJIBKOCTI Yyacy
Ha BUBYCHHS KOJOBOI 0a3W amanTtepiB, MOIIYK 1HAMBITYyaTbHOI CTpaTerii I 3ariy-
IICHHS [MX aJanTepiB ado 11e BUMAarae 4acy 1 OOYMCIIIOBAIbHUX PECYpPCIB HAa TTOBHO-
I[IHHE PO3TOPTAHHS 3aJIeKHUX cepBiciB. OCHOBHA Mpo0jeMa — I1€ 3aBEIMKa KITbKICTh
yacy, BUTPAYEHOTO Ha MiATOTOBKY poOOYOTO cepeoBuilia a0 Ha MEPEBIPKY IMpaiie-
3JIATHOCTI UM BIJIJIaTOJ[KEHHS IIUX KOMITOHEHTIB. J{ye BayKJIMBO BUTPATUTH Ha MPOIIEC
HiATOTOBKH POOOYOTO CEpeIOBHINA TECTyBaHH, a TAK0X Ha caM MPOIEC TECTYBaHHS
SIKOMOTa MEHIIIE Yacy.

Pa3zom 13 3MiHaMu B KO/l pO3pOOHHK 3a3BUYAM J0J/Ia€ TAKOXK 1 aBTOMATU30BaH1
MOJYJIbHI TECTH, ajJi€ B MIpY TOT'O, 110 MIKPOCEPBICHA apXITEKTypa Ma€e PO3BUBATHUCS
IIBUJIKO, TOKPUBATH aBTOMAaTU30BAaHUMH T€CTaMH BC1 BUIAJIKH MOXKE OYTHU HEIOI1Ib-
HUM, aJDKe 11 3aTpaTHUM 3a yacoMm mporiec. HaToMicTh MOIUIBHUM € pydHE TecTy-
BaHHs. IHTErpalliiiHe, KOMIIOHEHTHE ab0 HACKpI3HE, JJI BUIAJIKIB, Kl CTOCYIOTHCA
TITBKH BHECEHUX B KOJ JOJIATKY 3MIH B yMOBaX HAOJMKEHUX 70 BUPOOHUYOTO cepe-
JIOBHIIIA.

TecTyBaHHS JOATKy TaKUM CIIOCOOOM KOPHCHE PO3POOHMKAM ITiJ 4ac itepa-
IIAHOT pO3pOOKH y MPOIIEC] BIIJIAr0I>KEHHS BHECEHHUX 3MIH B KOJ JIOJIaTKY, a TaKOXK
nepe JOCTaBKOKo 3MiH y BUpoOHUYe cepepoBuine. QA iHXeHepy Takuil miaxXiJl KOpH-
CHUH y BUMAJKy TECTYBaHHsI 3MiH BXK€ JOCTABJICHHUX y BIJMOBITHE CEPEIOBUIIE, KON
YMOBH TECTIB BaXXKO BIITBOPUTH B CEPEAOBHILI 200 KOJIM BOHO 3 TI€i UM 1HIIOI MPH-
yrHU HepocTynHe. DevOps iHnkeHepaM Take pillleHHs] MOKe OyTH KOPUCHUM TIPH Bij-
JIaroHKEHH] IPOOJIeM 13 pO3ropTaHHSIM MIKPOCEPBICY B KJIacTepi, OB’ sI3aHMX 13 OTO

3aJIEKHICTIO B1j 30BHIIIHIX API.
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Jlsist Toro abu 3a0e3MeunTy MIBUAKE PyYHE TECTYBAaHHS B YMOBaX HaOJIMKEHUX
70 BUPOOHMYOTO CepefioBUINA HEOOXiAHI e(EeKTHBHI TOMOMIXKHI IHCTPYMEHTH, SKi
3MOXKYTh 3€KOHOMHTH 4Yac, M030aBUTH (haxiBIliB 3aiiBOi poOOTH 1 JIO3BOJISITH OLIBIIE
30CepEeINTH Ha BUpPINIEHH] O13HEC 3a/1a4.

Haii611p111 momupeHrM IPOTOKOIOM 32 SIKUM OyAyEThCS B3aEMO/1sI M1’ KOMITO-
HEHTaMH MIKpOCEPBICHOI apXiTeKTypH € mpotokos HTTP Bepcii 1.1, a #ioro Hairmonm-
PEHIIKM apXITeKTypHUM CTUJIEM B3a€MO/IIi MK KiieHTOM 1 cepBepoM € REST API.
Jpyrum 3a MOMIMPEHICTIO MIX0JA0M MOXHa Ha3BaTH BUKOPUCTAHHS CUCTEMH B3a€MO-
Jii MK KITIEHTOM 1 cepBepoM 1111 Ha3Boto JRPC, sika BukopuctoBye HT TP Bepcii 2, a
TaKOX OKpEeMy MOBY onucy iHTepdeiici. B mepexi icHye 10CTaTHS KIIbKICTh IHCTPY-
MEHTIB, 5IK1 1at0Th MOAJIUBICTh cTBOpUTH API cumysiniro muist HTTP/1.1 cepBepis, siki
MOEHYIOTh y c001 BCl MOXKJIMBI (DYHKIIII, YOr0 HE CKAXKEIl NPO 1HCTPYMEHTapid aJs
cuctemu gRPC, B Mipy TOro, 10 BOHA 3yCTPIYAETHCSA JOBOJI PIAKO 1 OUIBIIOI0 MIPOIO
B MIKPOCEPBICHIM apXiTEKTypi, TAKUX YTHIIT ICHy€ HE0araTo 1 BOHU MOXKYTh MaTH He-
JOCTaTHBO PyHKIIOHATY aiist TectyBanHs APl [2-3].

1.3 IncrpymenTun APl MmokyBaHHs

Yrumita qs cumyssnii APl mikpocepBiciB BITHOCATBCS 10 TPYIU TaK 3BaHUX
iHcTpyMeHTiB imitarii APl a6o APl mokysanust (APl mocking tools) i 3a3Buuaii 3a-
0e3MmevyroTh crocid cTBopeHHs MakeTHO1 Bepcii API, HanmamTyBaHHs ii Ay moBep-
HEHHSI KOHKPETHHUX BIATOBIEH Ha BXIJIHI 3aIIUTH Ta IMITAIlli pI3HUX CIICHAPIiB 1 IMOBE-
niHkd. L1 mporpamu A03BOJISIFOTE PO3POOHMKAM TECTYBATH CBOI JOJATKH UM CITYXKOH,
HE TIOKJIafarounch Ha aiicHuid API, BoHr MOXXyTh BKJIIOUATH IMITAIliI0 TIOMUAJIKOBHUX
BIJIMOBIJIEH, 3aTPUMKY TIpU 00poOIIi 3aITUTIB Ta 1HII TUIW BIAMOBIIEH, K1 BaXKKO a00
HEMOXKJIMBO BIITBOPUTH 3a JOMIOMOT0I0 JiiicHoro API.

3aranoMm MOKHA BUAUIMTH HACTYIHI CUTYyaIlii, as sskux APl mokyBaHHS MOxke
OyTH KOPUCHUM:

1. TectyBanus: imitamiitai APl Mo>kHa BUKOpUCTOBYBATH )1 TIEPEBIPKH (DYHK-
I[IOHAJIPHOCTI MPOTPaMu 4M CIIykOu, He mokagarounchk Ha aitounii APL. Ile moxHa

BUKOPUCTOBYBATH JUIsl IEPEBIPKU CTIMKOCTI Ta HAAIMHOCTI MPOrpaMH Yd CIIyKOH, a
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TaKOXX MOXXE JJOTIOMOTTH PO3POOHUKAM BUSBUTH Ta YCYHYTH OY/b-Kl MPOOIEMHU, K1
MOXYTh BUHHKHYTH.

2. Po3po0Oka: imiTariiiini APl Mo)xHa BUKOPHCTOBYBATH JJIsi pO3POOKH Ta TECTY-
BaHHs mporpaM abo MOCIyT, HE YeKalouyH, MOKH cTaHe nocTynHuM xuBuil APL. Lle
MOKe OyTH 0COOJTMBO KOPUCHHUM, KOJIH pOo3po0Ka JIeskoi (PyHKITIOHATBHOCTI 3/11HCHIO-
€ThCS JEKUTbKOMA (paxiBISIMUA OJHOYACHO, KoM akTuBHUI API e HepocTtynHuit a6o
H0T0 111e HEMOKIIMBO BUKOPUCTOBYBATH akTUBHUM API 117151 po3poOKu uu TecTyBaHHs
1HIIIOTO KOMIIOHEHTY.

3. Cumynamis: imiTariini APl Mmo)kHa BUKOpUCTOBYBATH ISl MOJICIIFOBAHHS Pi-
3HUX CIICHApiiB 1 MOBEMIHKH, SIKI BaXKKO a00 HEMOXJIMBO BIATBOPUTHU 32 JOMOMOTOIO
)kuBoro API. Ile Mmoxke BKIIFOUATH IMITAIIiIO BIAMOBIAEH 3 TOMUJIKAMH, IMITaIlli 94acOBOL
3aTpUMKH a00 0COOMBI BUIAIKK BijnoBiaei Bix API.

4. [3omawis: imitauiiHi APl Mo)kHa BUKOpPHCTOBYBATH ISl 130151111 ITpOorpamMu
a00 ciry»)0u, 10 PO3POOIISIETHCS, B/l IHIIUX CUCTEM, JO3BOJISIIOYM PO3POOHUKAM 30Ce-
peauTucs Ha GyHKLIOHATBHOCTI TPOrpamMu ado CiIy»KO0u 0e3 BIUIMBY 30BHIIIHIX (hak-
TOPIB.

['onoBHUMU TIepeBaramMu siKi HaJlal0Th IHCTPYMEHTH MOKYBaHHS €.

1. IlpuckopeHHst po3BUTKY AoAaTky. [HcTpymentn APl cumymsnii mpuckopro-
I0Th IIPOILIEC PO3POOKH 1 TECTYBAHHS JOJIATKY Y BUIAIKAX, KOJIA KOMIIOHEHTH BiJ IKUX
APl 1HTEpdeiiciB 3aIeKUTh A0JATOK, IO PO3POOISIETHCS, TAK CAMO 3HAXOIATHCS B
poIieci po3poOKU. 3aMiCTh TOro abK YeKaTH peari3aliii HeOOX1THUX JUIS TECTyBaHHS
KOMITOHEHTIB, (haxiBIlli MOXKYTbh CKOPUCTATHCS 1HCTpyMeHTaMu MOKyBaHHs. [Iporiec
pO3poOKU MOKe BiAOyBaTHUCS MapajeiabHo, €IUHE, 110 moTpioHo — APl inTepdeiicu 3a
SKUMH JIOJIATKH MAIOTh B3aeMOAISATH. KpiM TOTO, IHCTPYMEHTH MOKYBaHHSI ONITHMI130-
BaH1, TAKUM YMHOM, 1100 JaTU MOXJIMBICTh IIBUIKO HAMIOBHIOBATH MAKETHI CEPBEPHU
(GIKTUBHUMU JaHUMU, 4oro Hemae y aiiicaux APl cepBepax.

2. Huzbka BapTicTh. [HCTpYMEHTH CHUMYJIALIT TO3BOJISIOTH MO30YTUCS JOPOTO-
BapTICHUX KOMILUIEKCHUX pillleHb a00 CTOPOHHI MOCIYT, HEOOX1THUX JIJIsl TECTYBaHHS

APIl. Jlo Takux pilieHb MOKHA BITHECTH YTPUMaHHS OKPEMOTO KJIACTEPy BCHOTO
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MIKPOCEPBICHOTO JOAATKY IS 1HAUBITyalIbHUX MOTpeO TecTyBaHHA. KpiM TOro BUKO-
pPHUCTaHHS IHCTPYMEHTIB MOKYBaHHS 3aMicTh AificHoro APl cepBepy 11t TecTyBaHHS i
PO3pOOKM BUMAarae MeHIIe 4acy, 1o camo o co01 Jja€ MEHIITY BapTIiCTh HAa PO3POOKY
JOJIATKY.

3. TouHicTh 1 HaAiHICTL PO3poOKH Ta TecTyBaHHs. [HcTpymentu APl Moky-
BaHHS JIO3BOJIAIOTH CTBOPIOBATH Pi3HOMaHITHI clieHapii moBeminku API, sxi Moxe
OyTH Ba)kko ab0 3aTpaTHO BIATBOPIOBATH Ha HilicHomy API.

4. TTpuckopenns criBnpaiil ¢axisiiB. Komu daxisiil npaioTh Hajl po3poOKor0
PI3HUX YACTHH OJHOYACHO 3aBJSKH 1HCTPYMEHTAM MOKYBaHHs, MOMUJIKU IHTETparlii
BUSIBJICHI OTHUM (haxiBLeM, OyAyTh BIIOMI (paxiBIsAM, IO MPALOIOTH 3 1HIIUMH Yac-
TUHAMHU 3HAYHO paHimie [6].

[HCTpyMEHTH MOKYBaHHsI MOKHA TOJUIMTHA HA 2 THUIU 3aJIe)KHO BiJ poOOYOTro
CepeIOBHIIA:

® 3araJIbHOJIOCTYIIHI — Ti, IO MPaIIOI0Th Ha BIJJAJICHOMY CEpBEDI;

® JIOKaJIbHI — IIPU BUKOPUCTaHHI Tpadik HE BUXOJIUTh B II100aTbHY MEPEKY.

YTUmiti TakoX NOAUISIOTHCS HA TUIU 3aJIEKHO Bl KOMOIHAIIIT I[IJTLOBOTO MPO-
TOKOJIY 1 apXITeKTYpHOTO CTHIIIO, 3a SIKUM 3JIIMCHIOETHCS KOMYHIKAITIS MK KJIIEHTOM 1
cepBepom. Tak icayroth imiTamiiai API s REST API, GraphQL, Kafka Async API,
Thrift Ta 1111

[HCTpyMEHTH MOKYBaHHS BHKOPHUCTOBYIOTH TaK 3BaHI 3ariyliku a00 (piKTUBHI
naHi. [le BpyuHy BCTaHOBJIEH1 KOPUCTYyBaueM JIaH1 BiAMOBIEH IKMMU Ma€ BIAMOBIAaTH
cepBep I imMiTallli moBeaiHku fiicHoro APl. 3armymku MoxXyTh OyTH:

® CTaTU4YHI — BMICT (DIKTUBHUX JIaHMX Yy BIAMOBII HA OJIMH 1 TOM CaMHil 3allUT
3aBXU OJHAKOBUH 1 HE 3MIHIOETHCS 3aJIEKHO BiJl yMOB. CTaTU4HI 3ariyliku € 6a30-
BOIO QYHKIIEIO OYb-SIKOTO 1IHCTPYMEHTY MOKYBaHHS;

® TMHaMI4H1 — BMICT (D)IKTUBHMX JIaHUX Y BIJIMOBIA1 HA OJWH 1 TOM caMuUii 3aMUT
3MIHIOETHCA 3aJIEKHO B1J] BMICTY 3allUTy a00 1HIIMX YMOB.

[Ipu BU3HAYeHH] PyHKI[IOHAIBHUX MOXHBocTe yTumit APl cumymsii, Oynu

B3ATI 10 yBard JIMIIE€ Ti, SKI € Ba)XJIMBUMH caMe€ J/Jii PYYHOIO TECTYBaHHS
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MIKPOCEPBICHUX JOJATKIB, MOMJIMBOCTI JIJI1 aBTOMaTHU30BaHOTO TECTYBaHHS 1HCTPY-
MEHTIB He OynH B35Ti yBaru. OCHOBHUMHU (PYHKIIISIMH IHCTPYMEHTIB MOKYBaHHSI IS
PYUYHOT'O TECTYBaHHS €:

1. CtBOpeHHs (IKTUBHOTO cepBepy I IMITallii HOBEIIHKH A1MCHOTO CEpBEpY,
Tak abu 1HIIT CEPBICH MOTJIU B3a€EMOISATH 3 (DIKTUBHUM, Ha4ue BiH TIACHUN.

2. 3axO0IUICHHS BX1JHUX JIaHUX 3aIUTIB BiJl CEPBEPIB, 10 B3AEMOIIIOTH 13 (PIKTH-
BHUM JIJIS1 1X TTOJAJIBIIIOTO aHaI3y.

[HCTpyMEHTH MOKYBaHHS 3arajloM MOKYTh MaTH HACTYIIHI MOKJIMBOCTI JIJISI 1Mi-
Tallii TOBEIIHKH CEPBEPIB:

1. 3armymku 13 cTaTMYHUMU (DIKTUBHUMHU JTAHUMU.

2. 3ariaymiky i3 TMHAMIYHUMU (PIKTUBHUMH JTAaHUMHU.

3. ImiTaris 4acoBoi 3aTPUMKH MIPH 0OPOOIIl 3aMHTIB.

[Ipouec TecTyBaHHA JOAATKIB 3 BAKOPUCTAHHSIM 1HCTPYMEHTIB MOKYBaHHS 3Ha-
YHO MPUIIBUJIITYETHCS, SIKIIO IHCTPYMEHT MOKYBaHHS Ma€ MATPUMKY AUHAMIYHUX (i-
KTUBHUX JaHUX. MOKHA BUIUTMTH HACTYIIHI CTpATErii CTBOPEHHS TUHAMIYHHUX (DIKTH-
BHUX JIaHUX:

1. Ila6moHM — JO3BOJISAIOTH TOAABaTH 3HAYCHHS BIACTHBOCTEH BXiTHUX JaHUX
y BHUXIJHI J1aHl 0€3 J0JaTKOBOI JIOT1KM OOpOOKH 1uX BXiAHUX AaHuX. Hanpuknan, Ha
3alUT JI0JIaBaHHSI KOPUCTYyBaya CEpPBEP Ma€ BIAMOBIIATH CYTHICTIO, SIKa MICTUTh TOU
caMuil JIOT1H KOpHUCTyBaya, 1o 1y 3anuTi. KopuctyBad iHCTpyMEHTY caM BKa3ye, sIK1
m1abJIOHN BUKOPUCTATH MPpU 00pOoOIIi TOTO UM 1HIIIOTO 3aMHuTy.

2. [Ipoxci pexxum — 103BOJIsIE TIEPEHANPABIIATA OKPEMI 3aIUTH HA IIACHUIN cep-
Bep, IO MPAIIOE€ B XMapi 3a YMOB, SKIIO LIeH 3aUT HE 3MIHIOE cTaH cepBepy. llpu
IOMY KOPHCTYBay IHCTPYMEHTY BpYUHY BKa3ye€ aJpecy cepBepy Ha sIKUi He0OX1THO
TIEpEeHAIIPaBUTH 3aIlHT.

3. Ckpuntu-oOpoOHUKN — BUKOHYIOTH MEBHY JIOT1KY T'€Hepallli BIAMOBIII BUKO-
pPUCTOBYIOUM JAaHi 3anuTy. KopucTyBad 1HCTpyMEHTY CTBOPIOE CKPHIITH 13 JIOTIKOIO

00pOoOKHU CaMOCTIIHO.
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4. Ctanu — J103BOJISIFOTh KOPUCTYBauy CTBOPUTHU CTaHU, B SIKUX MOXeE Iepely-
BaTHU CEpBEp, CTBOPUTH YMOBH 32 SKHX IIPOrpaMa 3MIHIOE CBiif CTaH 1 OKpeMy MOBEeIi-
HKY CEpBEpY B KOXKHOMY 13 I[UX CTaHIB.
3aranbpHUNA aarOpUTM POOOTHU 13 IHCTPYMEHTOM MOKYBAaHHS BUTJISAE HACTYII-
HUM YUHOM:
1. Busznauenns crpykrypu API cepgicy, s sskoro HE0OX1THO CTBOPUTH CUMY-
JISIIIO!
a) ajpeca cepBepa, cepTudikaTu O€3MeKH.
0) CTpyKTypa BXIJTHUX JTaHUX — 3aIUTIB;
B) CTPYKTYpa BUXIJTHUX JIaHUX — BIATOBIAEH.
2. BusnaueHHs HaOOpy 3ariyIloK 1 HAIAIITYBAaHb AJI HUX 3aJI€KHO B1Jl MOXKJIN-
BOCTEH IHCTPYMEHTY MOKYBaHHSI:
a) BU3HAYEHHSI TUIIIB JJIS 3arJylIOK: CTATUYHI 800 TMHAMIYHI;
0) BU3HAUEHHS HAIIOBHEHHS 3arTylIOK (DIKTUBHUMHU JaHUMU ISl €MyJIsi-
11 HOpMaJIbHOI MOBEAIHKHN a00 crenugiuHoi JjIsl TECTOBOIO BUIAJKY MOBEI-
HKU;
B) BCTAHOBJICHHS B3a€MO3B’ 3Ky MIXK 3alUTOM 1 (DIKTUBHUMHU JAHUMHU.
3. Peanizariis BU3HAU€HUX HAJTAMTYBaHb (DIKTHBHOTO CEpBEpa 1 HOTO 3ariyIIoK
3 BUKOPUCTAHHSIM 1HCTPYMEHTY MOKYBaHHSI.
4. HanamtyBaHHs NporpamMu, Ky HEOOX1JHO MPOTECTYBATH AJid poOOTH 3 (Dik-
TUBHUM CEPBEPOM 3aMICTh IHCHOTO CEPBEPY.
5. IlepeBipka MOBEIIHKHU MPOTPAMHU, 1110 TECTYETHCS B PI3HUX CIIEHAPIsIX 31 CTBO-
PEHUMH 3arayIIKaMu.
3aneXHO BiJ YMOB TE€CTYBaHHS 1 MOXKJIMBOCTEH LIJIHOBOIO 1HCTPYMEHTY aJIro-
PUTM HEOOXI1JTHO MOBTOPIOBATH, OCKUIBKU KOJIM 3MIHIOIOTHCSI YMOBU T€CTYBaHHS, 3Mi-
HIOIOTHCS 1 HAJAIITYBaHHS (PIKTUBHOIO cepBepy ad0 Moro GIKTUBHUX JaHUX.
3aranoMm 4yuM OUIBITY KiJTBKICTh (DYHKITIH IHCTPYMEHT iMITallli cepBepiB Hazae

KOPUCTYBauy THUM OLIbIIE€ BIH THYYKOCTI MPU CTBOPEHI TECTOBUX BHUMNAAKIB 1 TUM
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MEHIII€ Yacy HeOOX1THO Ha BUPIIIECHHS 3a7a4l, OJIHAK BOJHOYAC BaXKJIUBO a0u 1HCTPY-
MEHT 3aJIMIIABCS TIPOCTUM Y BUKOPUCTaHHi [6, 7].

Tepminu, onuc, kiacudikals IHCTPYMEHTIB MOKYBaHHsI 1 Kjacudikaris iXHIX
¢GyHKIi# BU3HaU€HA TaKOK HAa OCHOBI aHAJI3y JOKYMEHTAIlli 1 TJOKaJIbHOTO TECTYBaHHS
HavmonyssipHimmx pimtens REST APl mokyBanHs [5].

1.4 Cucrema gRPC

BinbIIicTh IHCTPYMEHTIB MOKYBaHHS CTBOPEHI U1 apXiTekTyp Ha 6a3i HTTP/1.1
i apxitektypHoro ctwiro REST API. Cuctemu B3aemozii gRPC 6a3yerscst na HTTP/2
1 TOMY 3Ha4HO BiJIpi3Hs€ThCs Bi HUX. JRPC Mae BennKy KUIbKICTh OCOOJIMBOCTEH, SIKi
MO>KYTb BILUIMBATH Ha peaji3aliio yTHIITH, OPIEHTOBAHOI caMe JUIsl LIbOTO MIJIX0Ty KO-
MyHIKaIii.

gRPC (Google Remote Procedure Call) — 1ie Haaiiina cucreMa BigaaJeHOrO BH-
KITUKY TIPOIEAYP 3 BIAKPUTHUM KOJOM, SIKa BUKOPHUCTOBYETHCS JIJISI CTBOPEHHS MacIIl-
taboBaHuX 1 MBUIKUX APl. OCHOBHUMHU CKJIaJIOBUMHU IIOTO IMPOTOKOIY €:

1. Mepexesuit mporokon HTTP Bepcii 2.

2. Apxitektypuuii ctuiib RPC (Remote Procedure Call).

3. Moga oncy APl xoutpakTie (IDL — Interface Definition Language) mix Ha-
38010 Protocol Buffers abo Protobuf.

VY gRPC kitieHT MOke Oe3nocepeIHbO0 BUKIMKATH METOJ] CEPBEPY HA 1HIIIN Ma-
IIMHI, TaK, HaYe e JOKaJIbHUU 00’ €KT, 110 MOJIETIIYE CTBOPEHHS PO3MOIJICHUX MPO-
rpaM 1 cIyx0.

Sx 1 B apxitektypHomy ctuiii RPC, gRPC Ga3yeTscs Ha 171e1 BUSHAUYCHHSI CITy-
x&0u abo cepBicy, 1 BU3HAYCHHSI METO/I1B Ha KOXKHIHM 3 TAKUX CITY>K0, SIKI MO>KHA BUKJIHU-
KaTH B1JIaJIEHO, 3 iXHIMU NTapaMeTpaMu Ta TUIIaMu oBepHeHHs. [lapameTpu 3anuTy 1
napameTpy pe3ysIbTaTy 3alrcaHi B MOBITOMIICHHX. [10BIJOMIIEHHS € OJJHOYACHO Ti-
JIOM 3amuTy a00 TUIOM BiJMOBIJII 1 OJHOYACHO € CYTHICTIO 3 JIOTTYHO 00’ € JTHAHUMH BJia-
CTUBOCTSIMHU a00 MapamMeTpamu.

KirouoBumu ocobuBocTsiMu apxiTektypHoro ctmio RPC MoxHa Ha3BaTu Te,

10 KJIIEHT PO3TISAaE MEXaH13M B3a€MO/I11, IK BUKJIMK MIPOLIEAYP 13 HEBHUMHU BX1THUMHU
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1 pe3yJbTYyIOUMMH [apaMeTpaMu Ha CTOPOHI cepBepy, B TOW 4Yac SIK B KIACUYHOMY
REST npunIuii KIi€HT po3risgac MEXaHi3M B3a€MOJII1l SK Oomeparlii Haa pecypcaMmu
a00 CYTHOCTSIMH Taki SK CTBOPEHHS, OTpHMaHHS, Mojaudikaiis ado BUIIAJCHHS
(CRUD).

Ha cropoHni cepBepa peanizoBaHuil iHTepQeiic y BUTIIAI CIY>K0 13 METOJaMHU 1
MOBIJIOMJICHHSIMH 1 3aITyCKA€ThCS MPOIIEC MPOCTYXOBYBaHHS 1 0OpOOKH KITIEHTCHKUX
BUKJIHMKIB. Ha cTOpOHI KiTi€HTa iCHY€ ajmamnTep, KU Tak caMo 3HA€ TPO CITyXOu, Me-
TOJM 1 TOBIJJOMJICHHS, SIK1 Ma€ cepBep 1 MOXKeE 3’ €IHYBATHUCS 13 CEPBEPOM IS BUKITUKY
METO/IIB Ha CIIy’k0ax 13 MEeBHUMU MapaMeTpaMu y BUTJIAII TOBITOMJICHb.

Cry>x0u, METO1, MOBIJOMIIEHHS 1 iX MapaMeTpH OMKUCaHl y YITKO BU3HAYEHUX
OJTHOMY a00 JEeKIIbKOX KOHTpaKTaX B3aEMOJIi, SIKi sBJISIE COOOIO TEKCTOBI (haiiim.
@ailin KOHTPAKTIB OMUCYIOTHCS CIIELIAIbHO CTBOPEHOIO MOBOIO ONUCY 1HTEp(deiciB
(IDL) Protobuf i3 po3mmpennsm .proto. OcoOIuBICTIO € Te, IO KIIIEHT 1 cepBEP BHKO-
PHUCTOBYIOTH 111 (haliiIu i1t KOMIIJIAIIT 3 HUX BUX1JHOTO KOJY, 110 1HKAIICYJIIOE JIOTIKY
e(eKTHBHOIO B3a€MO/Ii1 3a BcTaHOBIIeHUMHE y Protobuf konTpakramu.

BaxxnuBoro BimMiHHICTIO cucTemu B3aemoiii JRPC e miarpuMka Takux GyHKITii
SK CTPUMIHT Ha CTOPOHI KJII€HTA, CTPUMIHT Ha CTOPOHI CEpBEpa, a TAKOXK JIBOHAIIPAB-
JICHUU CTPUMIHT, SIKAW MOJSITa€ B TOMY, IIO MiJT Yac B3aEMO/III SIK KJIIEHT TaK 1 cepBep
MOXYTb BIAMPABISATH MOTIK MOBIIOMJICHb 3aMICTh JIUIIIE OJJHOTO MOBiAOMJICHHS. 3a-
MicTh 3arosioBkiB B JRPC miist kopucTyBarbKkux motped (aBTopu3allis, TpacyBaHHS 3a-
MIUTIB, 1HIII CJIY>k00B1 J1aH1) BUKOPUCTOBYIOTHCSI ME€TaJ1aH1, K1 BIAMPABISIOTHCS TUTBKH
OJIMH pa3 3a ceaHc 3anuTy. [loyaTkoBi MeTaaHi BiANPABISIOTHCS KIIEHTOM OJIMH pa3
nepes BiJIMPaBKOIO MOTOKY MOBiIOMIIeHb. KiHIEeBI MeTaaHi BIAIPaBISIOTECS CEpBe-
POM OJIH pa3 MiCJIsl 3aKIHYCHHS BIATPABKY MOTOKY MOBIIOMJICHB JI0 KITIEHTA.

[Mpotokon HTTP/2 xapauHansHO Binpi3HseThes Bix kiaacuuHoro HTTP/1.1 3a
HACTYITHUMH KPUTEPISIMU:

1. Binapuuit popmar nepeaaui nanux — Ha Biaminy Big HTTP/1.1, ne nepenaya

JaHUX Bi10YyBa€eThbCAd B 3BHYANHOMY TEKCTOBOMY (popmaTi, opMar AaHHX AaHUX B
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gRPC 6inapHuid, 1110 3MeHIIy€e 0OCSIT JaHUX 1 MPHUIIBUIIYE TX MEPECUSIaHHs 0 Me-
pexi.

2. MyJIbTUIUIEKCYBaHHS — JCKIUJIbKA 3alUTIB Ha CEPBEP MOXKYTh BiJOYBaTUCS B
napajebHOMY pexuMi B Mexkax ogHoro 1CP/IP 3’emnanus, npu 4oMy cepBep MOXKe
BIIMIHUTH 0OpPOOKY OJTHOTO 13 3alIMTIB HE BIUIMBAIOYHY HA 1HIII 3aITUTH B MEXaX OJTHOTO
TCP ceancy. B Toii yac sk B npotokoai HTTP/1.1 3anutu B Mexxax oxunoro TCP ce-
aHCY, MOTJIU 0OPOOJISITHCS TUTHKH TTOCITIIOBHO, & BIIMIHA OJTHOTO 13 3aMMTIB BiIMiHsIIA
00pOoOKYy BCIX 3alMTIB B MEXKaX CEaHCY.

3. IlinTpuMKa TBOCTOPOHHBOTO CTPUMIHTY — CEPBEP MOXKE HAJCHIIATH BIMOBIII
II€ /IO TOTO, SIK KJII€HT 3aBEPIIUTH BIAMPABKY 3aIHTY, III0 MOXKE 3HAYHO MTPUCKOPIOBATH
00pOOKY 3amuTiB.

4. IIpiopUTeTH MOTOKIB — KJIIEHT MOXE BCTAHOBJIIOBATH MPIOPUTET HA OOPOOKY
3anuTiB B Mexkax ogHoro TCP/IP 3’emnanns, cepBep OTpUMYIOYH 3alUTH 3 TIPiOpUTE-
TaMu 00p0o0JIs€ iX B MOPAJKY BiJl HAUOUIBIIIOTO 32 MPIOPUTETOM.

5. CtucHeHHs 3aroioBKiB 3anuTy depes3 anroputM HPACK — npu nepenaqi na-
HUX 3aMUTy CTUCHEHHSI 3ar0JIOBKIB 3/IIHCHIOETHCS HA PIBHI MPOTOKOJITY, B TOW Yac 5K B
HTTP/1.1 crucHenns BinOyBaeThest Ha piBHI TLS/SSL, npu niboMy cTapuii anroputm
crucaenns DEFLATE B wiii Bepcii npotokomy Bpasnusuii 1o CRIME-arak.

B ninomy onucani Bigminaocti HT TP/2 npotokosny Big HTTP/1.1 npussenu no
MIJBUIIICHHS MBUAKOCTI TIepeaadl JaHUX 1 J0 MiABUILIECHHS PiBHA 0€3MEKH MPOTOKOITY
[3,7,8].

1.5 Anani3 icHyl4uX pilleHb

Byno 3aiiicHeHo momryk iHCTpYMeHTIB aisi ctBopeHHs APl cumyssimiii gRPC
cepBepiB. Cepen ycix MOKIMBUX pillieHb OyJM BiJIIOpaHi TUIbKY Ti, 110:

® HE MAIOTh MPHUB’SI3KH 10 MOBU MPOrpaMyBaHHS a00 KOHKPETHOI TEXHOJOTil
po3po0Ku mporpaMHoro 3adesnedyeHns. lle crocyerbes 0i0moTek Mt Hanucaras Unit
TECTIB Jy1sl PpelMBOPKIB MEBHUX MOB IPOrpaMyBaHHs a00 YacTUHU GPEMBOPKIB, SKi

MOyTh 3amyckaTu JRPC cepepu;



18

e OyJM CIIPOEKTOBAHI 3 JUI MIATPUMKHU TibKU cuMyiisiii cepepiB gRPC API.
PimenHns, siki BUMararoTh JOAATKOBUX 3YCHJIb JIJIsl BCTAHOBJICHHS a00 HaJlallITyBaHHS
miariniB g marpumka gRPC abo komrekcHi pimenHs APl MOKyBaHHS HE PO3TIIs-
JTANCh,

® ¢ IIOBHICTIO 200 YaCTKOBO OE3KOIITOBHUMU, 0€3 00MEKeHb a00 3 0OMEKEH-
HSIMHU Y BUKOpHUCTaHHI. [1naTHi pimenHs He Opaiuch 10 yBaru.

3arajioM 3HaWICHO OHE PIIICHHS, SIKE IMiAIaaae i IouyKoBi kpurepii: Grip-
Mock.

GripMock — 11e KoHCONIbHUI THCTPYMEHT, KU 103BoJIsie cTBOproBaTH APl cu-
myJsanii gRPC cepBepiB 3 auHaMiYHUMU a00 CTaTUYHUMU BianoBimsmu. GripMock —
e mMaker-cepsep A ciyx0 gRPC. Bin BukopuctoBye (aiisiu .proto aJii CTBOPEHHS
ciyk0 gRPC. Gripmock Mo)kHa BUKOPHUCTOBYBATH JJIsi HANAIUTYBAHHS HACKPI3HOTO
TeCTyBaHHs a00 K (PIKTUBHUN cepBEp Ha €Taml po3poOKH MpOrpaMHOro 3adesrme-
yeHHs1. CepBep peannizoBaHo Ha GoLang, kiieHTOM Moske OyTu OyAb-siKa MOBa porpa-
MyBaHH4, sika miarpumye gRPC.

[lepeBaru i HEIOJIIKK IHCTPYMEHTY BU3HAYEH1 B MPOIIEC] aHAITI3Y JOKYMEHTallli,
a TAKOX JIOKAJIbHOTO TeCTyBaHHs 3 iHCTpyMeHTOM popmyBanus gRPC 3amuTis grpcurl.
Ha moment nopiBusHHs Bepcis GripMock nopiaroBana 2.6.17.

[TepeBaru:

1. [linTpuMy€e MOKYBaHHS 3 BUKOPUCTAHHSAM CTaTUYHUX (PIKTUBHUX JAHUX.

2. [linTpuMye MOXKIIMBICTH 3aJjaBaTU AWHAMIYHI (IKTHBHI JaH1 3 BUKOPUCTaH-
HSIM 11a0JIOHIB.

3. Jlae MmoxTMBICTh 3MiHIOBAaTH (DIKTUBHI JaH1 0€3 Tepe3anyCcKy MaKeTHOTO cep-
Bepy gRPC 3a nonomororo okpemoro REST API ceprepy.

Henomnixwu:

1. He miarpumye MOXIHMBICTh 3a/1aBaTH AMHAMIYH1 (IKTUBHI JaH1 3 BUKOPHC-
TaHHAM PEXUMY MPOKCI (MepeHanpaBIeHHs 3alUTy Ha HIIUNA CEPBEP).

2. He minTpumye nuHaMivHe MOKYBaHHS 3 BUKOPUCTAHHSIM CTaHIB IIPOTpamMHu.
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3. [HCTpyMEHT 4acTKOBO MIJATPUMY€E MOXKIMBICTh 3aJlaBaTH BJACHY JIOTIKY 00-
pPOOKH 3aIUTIB: HE MATPUMYETHCS MOXIIUBICTh CTBOPIOBATH KOPUCTYBAIIbK1 CKPHUIITH,
OJIHAaK € MOXJIMBICTh CTBOPIOBATH HA0OPHU (DIKTUBHUX JAHUX JJI OAHOTO 1 TOTO X Me-
TOJly Ha OCHOBI THYYKHX MPaBUJI CIIIBCTABJICHHS aTpUOYTIB 3aMuTy 13 (IKTUBHUMH Ja-
HUMH, K1 MalOTh OyTH BIANPABJICHI KITIE€HTY.

4. Hemae MOXJIMBOCTI HaJAIITYyBaTH CHUMYJIALIIO 3aTPUMKH MpU oOpoOIi 3a-
MUTY.

5. JlomaTkoBa MOXKIIMBICTb 3MiHIOBATH (DIKTHUBHI JIaH1 B Mpolieci poOOTH IHCTPY-
MEHTY JIeII0 YCKIaHIOE HOT0: 3alylleHa MporpaMa Mae J0JIaTKOBUM cepBep Jisl 00-
pOOKH 3MIH y (PIKTUBHUX JIaHUX.

B oMy 10 HaWroJOBHIMIKX HEAOJIKIB ICHYIOUOTO PIlIEHHS] MO>KHA BiJTHECTH
HEJOCTaTHIN (PyHKILI0HAT AUHAMIYHOTO MOKYBaHHS . BIJICYTHICTh PEKUMY IIPOKCI, TiA-
TPUMKH MOKYBaHHS 3a JIOIOMOTOIO CTaHiB, HEMOXKJIMBICTh 3a/1aTH BIIACHY JIOTIKY 00-
pOOKM 3amuTIB, a TAKOXX HANAIITYBaTH 3aTPUMKUA 0OpoOKM 3anutiB. KpiM Toro mss
CIPOLIEHHS apXITEeKTYpH JOJIATKY 1 3MEHUIEHHS HOr0o po3Mipy MOXHa MpuOpaTH Haj-
mumkoBuit APl cepBep i kepyBaHHs piKTHBHUMHU gaHumu [9].

Mertoto poOoTH €:

Po3po6ka inctpymenty APl MokyBaHHS opieHToBaHOrOo Ha cucrtemy gRPC,
KU BKIJIFOYA€ BC1 OCHOBHI MOXJIMBOCTI IHCTPYMEHTIB MOKYBaHHS, Ha BIIMIHY BIJ ic-
HYIOUYHMX PIIIEHb!

® MOKYBaHHS CTaTUYHUX (PIKTUBHUX JAHUX;

® MOKYBaHHSI JUHAMIYHUX (DIKTUBHUX JTAHUX 3 BUKOPUCTAHHSM IIa0JIOHIB, Me-
peHanpaBJICHHS 3aMHUTIB HA 1HINI cepBep (ITPOKCI-PEKUM), KOPUCTYBAIIBKUX CKPHII-
TIB 1 OOpOOHUKIB CTaHY;

® [ITPUMKA HaJAIITyBaHHS 3aTPUMKHU MTPU 0OPOOII 3aMUTY;

® 3aXOIUICHHS JJAaHUX 3alMTIB 1 BIAMOBIAEH JJIs MOJATBIIOT0 aHAII3y KOPUCTY-

BaueM gRPC kiienTa.
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2 MOJIEJIOBAHHS TA IPOEKTYBAHHSA

2.1 ApxiTeKkTypa 10JaTKY

JloJ1aTOK CKIJIaJa€ThCS 3 5 OCHOBHUX KOMITOHEHTIB:

1. IMapcep HanmamTyaHb — YacTUHA MPOTPAMH, SIKA 3YUTY€E HAJAIITyBaHHS BKa-
3aH1 KOpUCTyBaueM 3 KoH]irypariifHoro ¢ainiy i nepeBipse iX KOpEKTHICTb.

2. HanamtyBanss — HaOip 00’ €KTiB, siKi 30epiraloTh HaJIAIITYBaHHS BKa3aH1 KO-
pHUCTyBa4yeM JIJIsl BAKOPUCTAHHS 1HIIUMU KOMIIOHEHTaAMHU.

3. Kommninstop Protobuf — BukopucToBye BkazaHi kopucTyBaueM (haiim onucy
iHTepdeiiciB APl cepeepy y gopmarti .proto, anamizye ix BMICT 1 CTBOPIOE 00’ €KTU
OIKCY KX JJIs1 KOKHOTO (pailiry.

4. O6’extn ommcy Protobuf — mictsate mani ctpyktypu Protobuf ¢aiinis, 30k-
pemMa HabOpiB MOB1JIOMJIEHb, CEPBICIB, METO/IIB, X aTpUOYTIB Ta B3a€MO3B’S3KIB, a Ta-
KO BU3HAYaIOTh JIOTIKY cepiali3alli Ta jecepiaiizaliii HoB1AOMIIEHB Mij yac 00poOKu
3alMTIB BiJ KIII€HTA 10 CEpBepa 1 HaBNaKu. BUKOPHUCTOBYIOThCS 1HIIUMU KOMIIOHEH-
TaMU IpOTpamHu.

5. Kondiryparop gRPC cepBepiB — BUKOPHCTOBYE CTpYKTYpy Protobuf daiinis,
cepiaiizaTopu 1 Jiecepialli3aTopy MOBIIOMIIEHb, a TAKOX HaJAIITyBaHHS BiJl KOPUCTY-
Baua JJisi cTBOpeHHs Habopy gJRPC cepBepiB 3 J0TiKOK0 0OpPOOHUKIB 3aMUTIB, BiJIIO-
BiJTHO JI0 HaJallITyBaHh KOPUCTyBaya.

6. OOpOOHMKH 3aMUTIB — 1HKAINCYJIOIOTH JIOTIKY OCHOBHUX 3aBJaHb JTOJATKY:
CTBOpEHHsI (DIKTUBHUX JAHUX BIJIMOBIJIEH, HA OCHOBI JIaHUX 3alHUTY, a TAKOX JIOTY-
BaHHS JaHUX 3aIIMTIB 1 BIAMOBIAEH.

7. gRPC cepBepu — mporiecH, siKi 3AIACHIOIOTH MpociyxoByBaHHs (RPC-
3aMuTIB, KOKEH cepBep Hamae APl B3aemo/ii 3 cepBepoM BIAMOBIIHO 10 BKa3aHUX KO-
puctyBauem APl intepdeliciB, mpuiiMae aHi 3amuTiB, 00poOIis€ iX BIAMOBIAHO 10
BCTAHOBJICHUX KOPUCTYBAaueM HaJIalITyBaHb 1 BIJIa€ pe3ybTaT 00OpOOKH 10 KITI€HTA.

ApXiTeKTypa y BUTJIA/I JiarpaMd KOMIIOHEHTIB HaBejieHa Ha puc. 2.1.
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Pucynok 2.1 — ApxiTektypa 1oaaTKy

ApXITeKTypa CTBOpEHa 3a JIOTIOMOT0I0 MOBHU CTBOpeHHs aiarpam PlantUML rta
OHJIalH cepBicy BimoOpaxkenHs miarpam PlantText [11, 12]. Onuc aiarpaMd MOBOIO
PlantUML naBenenuii B 1ogaTky A.

2.2 HanamryBaHHSA 10JaTKy

HanamryBanuass gRPC API cepBepiB 3iHCHIOETHCSI BUKIIIOUHO 32 JOMOMOTORO
€IMHOTO KOH(IrypamiiHoro ¢aiy, skuii mpo3opo Binmoopaxkae APl cTpykTypy KOX-
Horo gRPC cepsepy:

1. Cnucox map XoCT-OPT, Ha SIKUX CEpBEP MA€ MPOCIyXOBYBAaTH 3aIIUTH.

2. IlceBnoHIM cepBepy — KOPOTKa Ha3Ba, MPUB’s3aHA 10 KOKHOTO 3aMUTY 1 BiJI-
MOBI/I1 y JIOTax MpOorpamu.

3. lepenik Protobuf ¢aiinie, y skux 3amucani BCi CIy:KOU 1 METONH, SIKI Ma€e
00CITyroByBaTH CepBep.

4. HanamrryBanusa ¢iktuBHux aanux gRPC-Biamosial Bif cepBepy 3a Ha3BOKO
cepsicy 1 Metoay. /laHi B 1bOMY BUIIAJAKy MOXYTh OyTH ONMMCaHI CTATUYHO a0 3 BU-
KOPUCTaHHSM I1a0JIOHIB, KOKHA CEKI[is HAJAIITyBaHHS MPO30pO OIKCYE BIANOBIAb

gRPC cepsepy:
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1. Cek1is IOBIIOMJIEHB. OJIMH a00 AEKUJIbKa MOBIJOMIICHD, IK1 Ma€ BIJII-
paBUTH CEpPBEP.
2. Cek11is KIHIIEBUX METaJaHUX BIAIIOBIII.
3. CexIrist TOMHJIKH 3 KOJAOM ITOMUJIKH 1 TTOBIJOMJICHHSIM.
4. Cex1ig HaJaITyBaHHS MPOKCI.

2.3 TexHoJI0Tii Ta iHCTPYMEHTH

MoBo¥0 IporpaMyBaHHsI JJIs pO3POOKH IHCTpyMEHTY 00paHa MoBa Python, ocki-
JIbKH:

® MOBa BXOJHUTh B IT'SATIPKY HAHUMOMYJSpHIIKX MOB nporpamysanHs (Python,
Java, JavaScript, C++, C# — BiZnoBiIHO [0 3arajbHOr0 PEHTHHIY IOITYJISIPHOCTI MOB
3a PYPL na muctoman 2024 poky [13]), oT:xe Mae OuibIne 01010TEK, JOKYMEHTAIIH
JI0 HUX 1 OUIbIIIE BI/IMOBI/IEH HA TOMIMPEH] 3alMUTaHHS HAa Popymax;

e miaTpuMKa odimiiiux 6i6miorex mia podotu 3 gRPC: po3pobHuUK cucteMu
gRPC po3po0isie 1 miarpumye i 6i0moTeku At Mo Python [14];

e IMHAMIYHA THITi3allis MOBH Python mo3Bonsie peanizyBaT THyYKe HAJIAIITY-
BaHHs (ailry KoH(Irypariii.

HaiiGinpm nmomynsipHUMHU 1 HaWKpamie MiATPpUMYBaHUMHU O10Ji0TeKaMu s
CTBOpPEHHsI cepBepiB 1 kiieHTIB Ha 0a31 JRPC e odiriiini 616110TeKH Bl po3pOOHUKA
cucremu gRPC — xommanii Google. Bonu Oynu oOpaHi B sikocTi 0a30BUX 0i010TEK
Ut peantizarii B3aemoii 3 gRPC [14].

B sikocTi ocHOBHOT 610110TEKH /17151 peaizaiiii MOKIMBOCTI OJHOYACHOT 00pOOKHU
gRPC 3anutiB Oyso oOpaHo 6i0moTeky asyncio [15].

JIist MATPUMKHN MOKIIMBOCTEN CTBOPEHHSI TMHAMIYHMX (DIKTUBHUX AaHUX 00-
pana 6i0mioTeka jinja2. Bona m103BoJisle KOPHCTYBauy CTBOPIOBATH MIA0IOHHU, BMICT
AKUX 00poOJII€ThCS MEXaHI3MOM Bizyanizallii. Bizyamizaris npuitMae Ha BX11 PSAIOK,
a00 TekcToBH (aiin y Oyab-sikomy GopMari, o MICTUTh CHHTAKCHC MOBH I1a0JIOHI-
3allii CXOKUH Ha eJIeMEHTH MOBH mporpamyBanus Python. Ieit cuaTakcuc mae:

1. 3minHI.

2. Jlitepanu.
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3. BOynoBani ¢yHkIii (TecT-GpyHkiii, QyHKIii GuUIBTpH), SKI MOKYTh 3MIHIO-
BaTH 3HAYCHHS 3MIHHMX, a Takox Python meTou.

4. KomeHTapi.

5. Kepytodi KOHCTPYKIIii: yMOBHI ONEPaTOpH, UKIH, MAKPOCH, PUIBTPHU, KOHC-
TPYKIIii HACIIyBaHHs, PO3IIMPEHHS, IMIOPTYBaHHs Ta BOYJOBYBaHHs 1HIIUX (ailiB
11a0JIOHIB, KOHCTPYKIIii CTBOPEHHS 3MIHHUX 1 IPHCBOIOBAHHS 3HAYCHB 3MIHHUX.

6. Oneparopu: JOT14Hi, MaTeMaTH4Hi, OTIEPATOPH MOPIBHSHHSI.

CunTakcuc madaoH13aIlii J03BOJISE 3a]1aBaTH JIOT1KY TeHeparlii TeKCTOBO1 1H(O-
pMartii asst 6yab-IKoro TeKcToBoro gopmary. PesyiapraTom MexaHizMy Bizyalizallii €
psIoK, chopMOBaHMIA B pe3yibTaTi 331aH01 madaoHOoM JoTiku [16].

3arayioM JijIs1 peastizallii IHCTpyMEHTY BUKOPHCTAHO HACTYIIHI A07aTkoBi Python
010J110TEKU:

e grpcio 1.67.1 — 6iomioreka st ctBopennss JRPC cepBepiB Ta kitieHTiB B Py-
thon, miaTpumye nmapasneibHy 00pOoOKY 3alUTiB 3a JOOMOTOK CTAHIAPTHUX 010J110TEK
threading — Ha 6a3i 6araTomoTOYHOrO IMporpaMyBaHHs abo asyncio — Ha 06a3i aCHHX-
POHHOTO LKKITy moii. bibmoTeka BianoBinagbHa 3a mpociayxoByBanHs JRPC 3amu-
TiB, cTBOpeHHs TCP 3’€qHaHb, BCTAHOBIIEHHS MHU(PPOBAHOTO KaHATY 3B’S3KY 3 BHKO-
puctanasm SSL/TLS i nepeaadi 1aHUX 3aMUTy HAa 00POOKY 10 CKOMITLILOBAHOT'O KOJTY
3 Protobuf ¢aiinis [14];

e protobuf 5.28.3 — 6i0ioTeka, 1m0 MicTUTh 00’ €kTH omucy BMmicty Protobuf
GaiinniB, Tak 3BaHUMHU JECKPUNTOPAMH 1 Hajaae iHTepQehcHu sl B3aeMOJIi 3 LUMHU
00’extamu [17].

e grpcio-tools 1.67.1 — 6i6mioTeka aus B3aemomii 3 Protobuf daitnamu. Kimacu
neckpuntopu Protobuf ¢aiinis 3 1iei 610:110TeKH BUKOPUCTOBYETHCSI B YTHITITI JIJIST JTU-
HaMIYHOI TeHeparlii 00’€KTIB OMHUCY CTPYKTYyp mux ¢aimis. Jleckpuntopu pazom i3
IIUMHU 00’ €KTaMU BUKOPUCTOBYETHCS TI1J] YaCc OOPOOKH MOBIJOMIICHh HA CTOPOHI Cep-
Bepy [18].

e grpcio-reflection 1.67.1 — Gi0mioTeka, MO0 MICTHTh (DYHKIIOHAT JUIS J10/a-

BaHHs cyx0 peduekcii Ha gRPC cepsepi [14].
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e pyyaml 6.0.2 — Gibmioreka-koHBepTep daitis i TekcTy y popmari YAML, Bu-

KOPHUCTOBY€ETHCS JUIsl YNTAHHS (ailily HaNIaITyBaHb JOJATKY, a TAKOXK JJI1 KOHBEPTY-
BaHH: BMicTy JioriB y YAML ¢dopmart [19];

e pydantic 2.9.2 — 6i6mioTeka KepyBaHHS HAIAIITYBAHHSIMH MPOEKTY 1 TPaBU-
JaMH TIepEeBIPKU JOMyCTUMHX 3HAY€Hb CYTHOCTEH M0NaTKy. BukopucTtoByeTbes uis
NePEBIPKYU MPABWIBHOCTI (hailily HaamTyBaHHS Ta iHIIUX cyTHOCTeW nporpamu [20];

e jinja2 3.1.4 — 6iGmioTeka s GOpMyBaHHS BMICTY TEKCTOBUX (haiiiniB 3 BUKO-
pPUCTaHHSAM MOBHM 1Ia0JIOH13alli. BUKOpUCTOBY€EThCA AJiA TeHepallii JuHaMIYHUX (ik-
tuBHUX JaHux gRPC BiamoBiiel CTBOPEHHUX 3a JOIMOMOTO0 1€l MoBH [16];

e pyinstaller 6.11.1 — 6iGrioTeKa, sika BUKOHY€E KOMITUISIIIFO BUX1IHOT'O KOJTY JI0-
JATKy Y BUKOHYBaHi (pailyiy, siki MOXKHA 3allyCTUTH 0€3 cepefoBHIlNa BUKOHaHHS PYy-
thon. BukopucToByeThCs I8 CTBOPCHHSI BUKOHYBaHUX (hailiB iHCTpyMeHTy [21].

Jliig TecTyBaHHSL poOOTH IPOrpaMu B MPOLECT PO3POOKU BUKOPUCTAHO 1HCTPY-
meHT s popmyBanHs gRPC 3anmri — grpeurl. Lle koHCOMbHME KIiEHT s hopMy-
BaHHs 1 BignpaBku gRPC 3anutiB Ha gRPC cepBepu. J103BoJIsi€ BCTAHOBIIOBATH MOBI-
JOMJICHHS ISl 3alIUTY Ha CEpBEP, METa/IaHi, a TaKOX IeperisaaTH JaHUuX BiAMOBIII:

TIOBIIOMJICHHSI, METaJIaH1, 3ar0JI0BKH, KOJI 1 TIOBIJOMJICHHS y BUTIJKy TOMUJIKH [22].
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3 IPOI'PAMHA PEAJIIBAIIIA

3.1 CTpykTypa nporpamu

JloJ1aTOK € KOHCOJIBHOIO TIPOrpaMor0. Y M0AaTKy BUKOPUCTAHO 00’ €KTHO-Opi€-
HTOBaHMH 1 QyHKIIOHATBEHUHN Miaxoau. CKIagaeTbes 13 HACTYITHUX €JIEMEHTIB:

e MoyJh 10gS — kimacu 1 pyHKIIT, B IKUX pearizoBaHa Jorika st KoHpiryparii
JIOTepiB MPOrpaMH IHIIMMHA KOMIIOHEHTaMH J0JIaTKY, a TAKOXK JIOT1Ka yTBOpEeHHS (op-
MaTy TIOB1JIOMJICHb JIOTiB;

e Moayib config — HaOip KiaciB-CyTHOCTEH, IO MICTSTH JaHI KOHQIrypariii-
HOTO (haiiy, a TAKOK MOB’A3aH1 13 HUMU (DYHKIIIT 1 METOAHM 13 JIOT1KOIO MEPEBIPKHU KO-
PEKTHOCTI HAJIAIITyBaHb;

e MoyJb protobuf — HaGip kiacis 1 GyHKIIH, 110 BiAMOBIAATBHI 32 JOTIKY KOM-
nisnii ¢ainie APl cnienundikamnii Protobuf y meckpunropu ta 06’ekTr onucy ixHIX
CTPYKTYD;

® MOAYJIb SErvVer — Hallp KiaciB 1 PyHKIINA BIIMOBIIAIbHUX 3@ CTBOPEHHS 1 KOH-
¢irypaniro gRPC cepBepiB y j01aTKy Ha OCHOBI HaJlalITyBaHb KOHQITYpaIiifHOTO
daiiny, teckpunTopiB Ta 00’ ekTiB onucy Protobuf;

® MOAYJIb SEIVEr.processors — MIiCTUTh JIOTIKY OOpOOKH 3ariyIloK: JIOTYBAaHHS
JTAHUX 3aIMTIB 1 BIAMOBIIEH, @ TAKOXK GopMyBaHHS (DIKTUBHUX JTAHUX BIATOBIIEH 1 Tie-
peHanpaBJIeHHs 3allMTIB HA 30BHIIIHIN cepBep;

e (aiin utils.py — Habip qOoMOMIKHUX QYHKIII BHKOPHCTOBYBaHUX BCIMa 4aCTH-
HaMU TIPOTpaMH;

e (baiin constants.py — HaOip KOHCTaHT BHUKOPHUCTOBYBAaHUX BCiMa YaCTUHAMH
Iporpamu,

e ¢ariin templates.py — HaOip po3mMpeHb JOTIKK 1a0I0HIB JiNja2 ays peamisarii
00pOOHUKIB TUHAMIYHUX (PIKTUBHUX JaHUX;

e (haiin args.py — MIiCTHUTH JIOTIKY poOOTH iHTep(eicy KOMaHIHOTO PSJIKY MPO-

rpamy,
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e (haiii main.py — TO4Ka BXOJly B IpOrpamy, Jie B3a€EMO/IIIOTh BC1 €IEMEHTH PO-
rpamu;

Buxigauii Kog 101aTKy pa3oM 13 KOPOTKOIO IHCTPYKIIIEIO 3 BUKOPUCTAHHS 3aBa-
HTa)XKEHO B XMapHuii penosutopiii GitHub. Incrpyment mae Ha3By cap-grpcC i momm-
PIOETHCS 3a JileH3iero BigkpuToro kogy MIT, ToMy Moske OyTu BUKOpHCTaHUN OY/Ib-
skuM (axisuem [23]. Python ko nporpaMu Takox HaBEJACHHH y 104aTKy b.

3.2 BctaHOBJIEHHS

BcraHoBiieHHs mporpaMu MO>KHA 3A1MCHUTH 2 CITOCOOaMH

1. BukopucTanHsi CKOMITIILOBAHOTO BUKOHYBaHoro ¢aiiny. He morpelye nona-
TKOBHX KOMIIOHEHTIB a00 HajamTyBaHb. KopucryBauy juiie He0OX1JHO 3aBaHTaXUTU
BUKOHYBaHM (haii1 mporpamu 13 perno3uTopito NpoeKTy. BukonyBanuii aitn MoxHa
3allyCTUTH BUKOPUCTOBYIOUM KOMaHJHY 000J0HKY BianoBigHoi OC. BukonyBaHi
daitmu miarpumMyroThes 1t wiatdopm Linux 1 Windows 64-0iTHOT po3psiTHOCTI.

2. BukopucTtanHs BUXiAHOTO KOy porpamMu. BuMarae BcTaHOBIIGHHS 1 Hajall-
TyBaHHs CEpEOBHILA BUKOHAHHS, JOLIIBHO BUKOPUCTOBYBAaTH Y BHUIIQJIKy IpoOsieM
CyMiCHOCTI 13 J1boBOrO OC Mpu BUKOPUCTAHHI NIEPIIOro cnoco0y. CkiiagaeTbes 3 Ha-
CTYITHUX KPOKIB!

1. 3aBaHTaXUTH BUXIAHUN KOJ TMPOTrpaMU 3 XMapHOTO PEMO3UTOPII0

GitHub.

2. BcranoButH inTeprperatop MoBu Python Bepcii 3.12, intepmperarop

Mae OyTH TOCTYIHHH 13 KOMaHIHOTO PAAKY Oyab SKHUM JTOCTYITHUM METOIOM.

3. BcranoButu makeTHmii MeHeKep pip A Python 3.12, menemxkep mae

OyTH TOCTYIHUH 13 KOMAHIHOTO PAJIKY;

4. BCTaHOBUTHU THCTPYMEHT ISl KEPYBaHHS 3aJIEKHOCTSIMU Ta BIpTyalb-

HUM OTOYeHHSM MoBH Python pipenv;

5. Ilepeiitu B mamnky 3 BUX1THUM KOJIOM TIPOTPAMH;
6. BcraHoBUTH 3a1€KHOCTI Iporpamu, Bkaszasi y ¢aitmi Pipfile, 3a momo-

MOI'OK0O KOMaHAM:

python -m pipenv install
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/. AKTUBYBATH BIpTyaJIbHE OTOUEHHS MIPOTPaMU 13 BCTAHOBIIEHUMH 3aJie-

JKHOCTSIMU.

python -m pipenv shell

8. Iicnst uboro nmporpamy MoKHa 3aIyCTUTH KOMaHJI0I0 3 KOHCOJI:

python main.py

KopoTka iHCTpyKIIisl 3 OIICOM MPOTPaMH, BCTAHOBIICHHSM Ta i1 BUKOPUCTAHHSAM
Takox 3HaxoauThes y daiini README.md B peno3utopii mpoexTy.

3.3 HajamTyBaHHsI MPpOrpaMu

OCHOBHMM CcTHIOCOOOM HaJalITyBaHHS MPOTpaMU € BUKOPUCTaHHS KOHQIrypa-
uiiHoro daity y popmari YAML. Kondirypariiiauii ¢aitn 101aTKy MOKHA BKa3aTH
yepe3 OKpEMHUil mapameTp y KOMaHIHOMY PSIKY.

VY Ttabn. 3.1 1 3.2 onucaHi nmapaMeTpu SIKI MOKHAa BCTAHOBHUTH 3a JIONIOMOTOIO
apryMeHTIB KOHCOJI Ta (pailily HanamTyBaHb.

Tabnus 3.1 ApryMeHTH KOHCOJIBHOTO 1HTepdeicy

AprymeHr Onuc 3HaveHHs 3a 3aMOBUYYBAHHAM

--help BuBOAUTH y OTIK BUBOY CTO-
PIHKY JIOTIOMOTH 13 OIMCOM

yCiX apryMEHTIB IPOrpaMu

-C Bkasye mnporpami nuisix 1o Psmox 6e3 mpo0i- cap-grpc.yml

daitiry koH]irypartii cepBepiB |JiB

-€ BuBoauTh y MOTIK BUBOTY MPH-

KJ1aJ1 KoH(irypariiaoro dairy

®daiin HamamtyBaHHs cepBepiB Mae popmaT YAML i ckinagaeTsest 3 3 OCHOBHUX
CEKIIIH:

1. servers — TyT HaJamTOBYEThCA TEPEIIK CEPBEPIB, M0 BUKOPUCTOBYBATUME
nporpama, 30KpemMa, KOpoTKa Ha3Ba cepBepy, Mepesiik ajpec cepBepiB 1 cepTudikarin
s Hux, Protobuf gaiimis, sxi HE0OXiTHO CKOMIILTIOBATH, BMMKATH Y HE BMUKATH

peduiekciro Ha cepBepi. Bkaszyerbes mepenik 3arimymiok 3anutiB. KokHa 3armymika
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BIJIMOBIIa€ OJTHIM KOMOiHAIIIl CEpBIC-METOI B MEKaxX HaJallITyBaHHS OJTHOTO CEpBEpY,
1€ BKa3y€ CepBEpPY BIAMOBIIATH 3arayIIKOIO JIUIIE Ha 3alUTH CIIPSIMOBaHI Ha IIei cep-
Bep 1 Metoj. KoxHa 3ariyiika € 00’€KTOM TUITY KITI0UY-3HAUEHHS, /1€ KJIIIOYEM € Biac-
TUBICTb MMOBITOMJICHHS SIKHM Ma€ BIATOBIaTH CEPBEP, a 3HAUCHHS € BIMOBIIHUM 3Ha-
YEHHSIM BJIACTHBOCTI,

2. general_logging_config — TyT BCTaHOBIIIOIOTHCS MMapaMETPH 3arajbHOTO JIO-
TyBaHHS Tporpamu. 30kpeMa MoxHa oOpatu (opMart JIOTyBaHHS: TEKCTOBHUHN PSIOK
a6o popmar YAML, MmoxHa 00paTH BIACTUBOCTI, K1 HEOOX1THO B1IOOPA3UTH JIJIsl Te-
KCTOBOTO (popMaTy, MO’KHA BCTAHOBUTHU IIA0JIOH MOBIIOMIICHHS. MOXHA BCTAaHOBUTHU
piBEHB JIOTYBaHHS, BAMKHYTH 200 yBIMKHYTH BUBiJ B moTik STDOUT, a Takox nepe-
JiK (haitniB, Ky 11 HEOOX11HO 30€perTy MOBIJOMJICHHS JIOT1B. 3a 3aMOBYYBaHHSIM BCTa-
HoBisieHO piBeHb JoryBanHs INFO, BuBix B STDOUT i 3Buuaiinuii TekcToBHiA hopmar
13 JIOTYBaHHSM BJIACTUBOCTEN MOBIJJOMIICHHS JIOTY 1 pPIBHS JIOTYBaHHS.

3. api_logging_config — TyT BCTaHOBIIOIOTHCSA MapaMETPH 3arajbHOroO JIOTY-
BaHHs MporpaMu. 30KpemMa Mo>kKHa 00paTi (popMar JIOTYBaHHS: TEKCTOBUW PSAOK 200
dbopmatr YAML, MoxHa 0OpaTy BIACTUBOCTI, sIKI HEOOX1HO B1IOOPA3HTH JJIs TEKC-
TOBOTO (hopMaTy, MO’KHA BCTAHOBUTH 111a0JI0H MOB1IOMJICHHSI. MOYKHa BCTAaHOBUTH Pi-
BEHb JIOTYBaHHS, BAMKHYTH a00 yBIMKHYTH BUBiJ B moTik STDOUT, a Takox mepeik
daiiniB, Kyau HeOOX1THO 30€perTH MOBIIOMIICHHS JIOT1B. 32 3aMOBUYBaHHSAM BCTAaHOB-
neno piBenb JoryBanHs INFO, Busix 8 STDOUT i 3BuuaitHmii TekcToBHi opMmar i3
JIOTYBaHHSM TOBIJIOMJICHHS 1 piBHS JIOTYBaHHSI.

JleTanbHilie mpo CeKIlii HajamTyBaHHS daiiny KoHGITypallli, TUIIH TaHUX, iX

3HAYEHHSA 32 3aMOBUYYBaHHSM 1 00OMEKeHHs B Ta0J. 3.2.
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Enement Tun 3a 3aMOBYYBaHHAM Onmnc Oo0MesxeHHS
Ba3zosuii enemenT koHbirypauiitnoro | Config OO0’ekT i3 3HaueHHsIMU | EnemMeHT, 1m0 BCTaHOBIIOE KOHIrypamito ycix | -
Gaiiny 3a 3aMOBUYBAHHAM cepBepiB, 1X 3amuTiB, BIANOBINEH 1 HalAIITYBaHb
JIOTYBaHHsI 3aMUTIB 1 BiMOBIIeH
Config.servers Crucok OpuH exeMeHT i3 3Ha- | CeKIlisl OMUCY CIHCKY CepBepiB, MO MaroTh OyTH | Sk MiHiMymM 1| emeMeHT B
YEeHHSM 3a 3aMOBYY- | 3aIlylleHi CITUCKY
BaHHAM
Enement Config.servers ServerConfig - OO0’ €eXT HANMAIITYBaHHS CEPBEPY -
ServerConfig.alias Psmox - Koportka Ha3Ba cepBepy He nycruii
ServerConfig.sockets Crmcok - CrHcok HalamTyBaHb aJapec, sKi Mae Ipociyxo- | Psamok mae matu dpopmar me-
BYBATH 3aIlyILLICHUI1 cepBeEp PEXKEBOrO COKETY, HE IyCTUI
Enement ServerConfig.sockets SocketsConfig - HanarryBansst anpecu, SIKy Ma€ POCIYXOBYBaTH | -
cepsep
SocketsConfig.socket Psmox - MepeskeBHil COKET, Ha IKOMY CEPBEp MPOCIYXOBY- | Psamox moBuHEH MaTu (op-
BaTHMeE 3aIIUTH MaT MEpEKEeBOr0 COKETy —
xocT abo IP anmpeca i mopt ve-
pe3 ABOKpAIIKY, He IMyCTHIH
SocketsConfig.certificates CertificatesConfig - HanamrryBanHst 0e3neyHoro 3’€JHaHHS 3a aupe- | -
COI0, SKIIO BKa3aHO, JaHi, LIO NEpelaroThCs 3a
i€ agpecoro OyayTe mmpyBaTucs 3a BKasa-
HUMH cepTudikaTamu
CertificatesConfig.certificate Psmox - Insx o ¢aiimy TLS/SSL ceprudikary y ¢aiino- | daitn Mae icHyBaTH y daiiio-
Bilf cucremi Bilf cHcTeMi, HE MyCTHH
CertificatesConfig.key file Psinok - Insx mo daiiny kiaroua TLS/SSL ceprudikary y | daitn mae icHyBaTu y daiiio-

(hatinoBiii cuctemi

Bilf cHcTeMi, HE MyCTHH
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Enement Tun 3a 3aMOBYYBAHHAM Onuc Oo0mexeHHs
CertificatesConfig.root_certificate Pamok - [Instx mo kopereBoro CA ceprudikary st mepe- | daitn Mae icHyBaTn y ¢aiino-
BipKH KJII€EHTCHKHX cepTu(iKaTiB y (ailioBiil cuc- | Biif cucTemi
Temi
ServerConfig.reflection_enabled Bynesuit YBIMKHEHO Bwmuxkae abo Bumukae peduekcito Ha gRPC cep- | He mycrtuii
Bepi, KO pedriekcis yBIMKHEHa, KIIIEHTH 110 Po-
OJISITH 3aITUTH HA Lieil cepBep He NOTPeOYIOTh SIBHO
Bkaszanux Protobuf ¢aiinis ockineku cepsep mo-
3BOJIsI€ KiIieHTOBI oTpuMatu APl koHTpakTH Bin
cepeepy
ServerConfig.proto_files Crucoxk - Crucok Protobuf daiinis mis komminsii i moxa- | -
JIBIIOT0 BUKOPHUCTAHHS YTUIIITOIO
Enement ServerConfig.proto_files Psox - BignocHuit no aupekropii ¢daiiny HanamryBanus | Daiin Mae icHyBatH y ¢aiino-
a60 abcosroTHHI 1UX 10 daitny Protobuf y daii- | Biit cucremi, BMicT ¢aiiny
JIOBiit cucremi Mae Bianosigatd Qopmary
sammcy Protobuf IDL. Imena
¢aiiniB He MOBUHHI MOBTO-
proBaTHCs, cyTHOCTI y Proto-
buf daitnax e noBuuHI 1y0-
JIFOBATHUCSI, HE ITYCTHUH
ServerConfig.proto_files_base_dir Psmox - BbazoBa aupekropist ans daitni onucannx y po3- | Aupekropis Mae icHyBaTH Y
nimi ServerConfig.proto_files, skio mporpama Bu- | (aiiosiii cucremi
3HaYMIa 6A30BY JUPEKTOPII0 HEMPABUIHHO
ServerConfig.mocks O0’exT THIy KIHOY-3HA- | - Onucye KoH}Irypariro 3ariayIioK st CEpBepy -

YCHHs
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Enement Tun 3a 3aMOBYYBAHHAM Onuc Oo0mexeHHs
Kirou ServerConfig.mocks Psnox - Im’st cepBicy s sikoro y 3HaueHHI Oyne BkasaHe | Bkasane iM’s cepsicy 3 mpe-
iM’ sl METOTy /71 3aTITYIIKH. IM s cepBicy TOBUHHO | (hiKCOM MaKeTy Ma€ iCHyBaTH
MatH npedikc makery, 10 SKOTo BigHOCUThCS cep- | y Protobuf daitmax
BiC
3nauenus ServerConfig.mocks OO0’ekT THIy KIIOY-3HA- | - Omnucye 10 SIKOTO cepBicy Mae BiHocUTHCS 3arity- | He mycruit
YCHHS IKa y 3HAYCHHI 32 KIII0YeM
Kirou 3nauenns ServerConfig.mocks | Psmok - IM’st MeTomy AJIsI IKOTO y 3HAYeHHI Oyze BkazaHe | BkasaHe iM’s METOIy Mae€ ic-
tino moBimomiieHHs it RPC Binmosiai. IM’s Me- | HyBaTH B MeXax CepBICY Y
TOJIy HE MOBUHHO MaTH npedikc makery, a0 skoro | Protobuf daitmax
BIZTHOCHTBCS METOJ
3unaueHns y 3HaudeHHi ServerCon- | ResponseMockConfig a6o | - Konirypamis 3armymku mas KOHKpeTHOro cep- | He myctuit
fig.mocks PAIOK 3 MOBOKO 11a0JI0HI3a- Bicy i metoay 3 Protobuf daiinis
wii jinja2
ResponseMockConfig.messages OOG’exT THIYy KIIOY-3HA- | - HanarrryBansst Tifa BigmoBiai (MOBiIOMIICHHS) ¥ | -
YEHHS YU CHHUCOK TaKuxX BUTJISIII 00’ €KTy KiIto4u 3HaueHHs. Kirou mae Bing-
00’€KTIB i1 CEPBEPHOIO MOBIJJaTH OJHOMY 13 BJIIACTHBOCTEH BiJIOBITHOTO
CTpUMIHTY a00 PSIOK 3 MO- MOBIJIOMIICHHSI, 1110 moBepTae meron y Protobuf
BOIO ImabJIoHI3alii jinja2 ¢aiimi. Sxmio BIACTHBOCTI 3a KIFOYEM HE iCHYE,
TOJIi BCTAHOBJICHHS BJIACTHBOCTI Y BiIIOBii Oye
MIPOIrHOPOBAHO. SIKIIO 3HAYEHHS BJIACTHBOCTI Ma€
HEeBIiIMOBIAHMIA THII, Oye BUKOPHUCTAHO 3HAYEHHS
32 3aMOBYYBaHHSIM.
ResponseMockConfig.metadata OG’exT THIy KIIOY-3HA- | - HanarmrryBansst mMetamannx BignoBimi y Burmsiai | Jlume Ti  imentHdikaTopw,
4eHHs a00 PSIIOK 3 MOBOIO Tap KJIt04Y 3HAYECHHS oo  BKa3aHi B CeKIil

nrabowizarii jinja2

Config.responses
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EnemenT

Tun

3a 3aMOBYYBAHHAM

Onuc

OO0Me:KkeHHA

Kirou

ResponseMockConfig.metadata

Pamox

Kitrou saxmit HeoOXiqHO T0IaTH B MeTaJaHl

TinbkH CHMBOJH JIATHHCH-
KOTO andaBiTy B HIKHBOMY
perictpi, 1mdpH, i CUMBOIU
HIDKHE MIAKPECTICHHS, TUpE 1
Kparka, JOBXHHa Big 1 10

256 cUMBOJIIB, HE ITyCTHI

3HaueHHs

ResponseMockConfig.metadata

Psanmok, skuii MOXe BKIIIO-
4aTh MOBY IIIa0IIOHi3amii

jinja2

3HaueHHsA SKi HEOOXigHO IOoJaTH B METajaHi 3a

KIIIO4YEM

TiIbKH JATUHCHEKI CHMBOJIH B
HIDKHBOMY pericTpi, mudpw, i
CHMBOJH HIDKHE ITiJKpec-
JICHHSA, THUpPE 1 Kpamka, TOB-
sxuHa Bix 1 mo 8192 cumBo-

JB, HE MyCTUI

ResponseMockConfig.error ErrorConfig a6o psimok 3 Mo- | He BkazaHo O6’ext nanmamryBauus §RPC Bixnosini 3 nomun- | -
BOIO mIaboHi3arii jinja2 KOO
ErrorConfig.code Iinte uncio ado psgok 3 Mo- | 2, mo  Bignosigae | Kox moMunkwu, siky HE0OXiTHO OBEPHYTH Yucrno Big 1 10 16 BKIOYHO,
BOIO I1abJIoHi3arii jinja2 gRPC KOy 10 BiAMOBIIAE KOJAM MMOMH-
UNKNOWN nok gRPC
ErrorConfig.details Psnox, sikuit moxe Brmo- | [lycruii psgox [MoBijOMIICHHSI IOMHIIKH, Ky HEoOXigHO moBep- | He mycruii
4aTd MOBY IIa0IIOHi3amii HYTH
jinja2
ResponseMockConfig.proxy ProxyConfig He Bkazano Kondirypariist npokci pexumy -
ResponseMockConfig.seconds_delay | Ilite a6o apoGose umcio | He BkazaHo BcranoBiioe gacoBy 3aTpuMKy Tipu o6po6iii 3a- | Bimbrre 0

a0o0 psAIOK 3 MOBOIO MIabJI0-

Hizamii jinja2

MUTY
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EnemenT

Tun

3a 3aMOBYYBAHHAM

Onuc

OO0Me:KkeHHA

ProxyConfig.socket

Psnok abo psmok 3 MOBOIO

mrabionisamii jinja2

Anpeca y BUTTIAI] Tapy XOCT-TIOPT Ha Ky CEpPBEP

Mae TIepeHaNpaBUTH 3aIUT BiJl KITi€HTa

He nycruit

ProxyConfig.seconds_timeout

Hine un mpobose uncio abo
PAMOK 3 MOBOIO MIabJIoHI3a-

wii jinja2

10

BcranoBmroe TaiiM-ayT Ui 3aNUTY Ha 1HIIAH cep-

BEp Yy CeKyHAax

Mae OyTH Ginbrre 0

Config.general_logging_config

LoggingConfig

LoggingConfig

o6’ext y sxoro: for-
mat_line = %(level-
name)s: %(message)s,
IHIT 3HAYCHHS 3a 3a-

MOBYYBAaHHAM

HaHaI_HTyBaHHSI 3araJIJbHOro JIOTYBaHHA B IIPO-

rpami

He nycruit

Config.api_logging_config

LoggingConfig

LoggingConfig

00’ekT y sikoro: ¢op-
mar  YAML,
STDOUT

BUBE-
JICHHS B
YBIMKHEHO, BJIaCTHBO-
CTi, SIKi JIOTYIOTHCS B
dhopmarti YML:
message,
request_message,
response_message,
method, code, er-
ror_details, metadata,

timestamp

HamamryBanns 3aramsHoro jtoryBanas API 3ami-

TIB y mporpami

He nycruit

LoggingConfig.console

Bynesuit

VBIMKHEHO

Bceranosmioe HOBi,Z[OMJ'ICHHSI B

STDOUT abo Hi

BHUBOJUTH

He nycrtuit
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Enement Tun 3a 3aMOBYYBAHHAM Onuc Oo0mexeHHs
LoggingConfig.files Crrcok He Bkazano Busnauae, nuisixu 1o Gaiinis y ¢ainosii cucremi, | -
Kyau Tpeba 30epiraTtu moBiJOMIICHHS
Enement LoggingConfig.files Pamok He Bkazano Instx mo ¢aiiy, Kyau Tpeba 36epiratu mosizom- | He mycrwii
JICHHSI JIOTiB
LoggingConfig.level Psnox, onue i3 criucky 3na- | INFO BuzHauae piBeHb JIOTyBaHHS He nmycruii
genp: CRITICAL, FATAL,
ERROR, WARNING,
INFO, DEBUG
LoggingConfig.format Psnox, oxque i3 criucky 3Ha- | TEXT Busnauae ¢opmar moigomiiep soris, TEXT — | He mycruii
yens. TEXT, YAML cTaHmapTHHi Qopmar joriB, YAML — moBizom-
nenHs y ¢popmari YAML
LoggingConfig.format_line Psinok %(message)s BcranoBnioe narepH (opmaty MOBiIOMIIEHb JO- | -

riB. [l popmary TEXT no3Bossie BU3HAUHTH, SIKi
BJIACTHMBOCTI JIOTIB BUBOAUTH 1 opMar i HHX.
s popmaty YAML 103B0JIsi€ BU3HAYUTH TUTBKU
HepesiK BJIaCTHBOCTEH, SIKI HEOOXINHO MOoKazy-
BaTH, X04a (OpMaT i MO’KHA BH3HAYHUTH B IIbOMY
PAOKY, BiH 3aBXION BiAmoBimatuMme ¢dopmary
YAML. KoxHa BracTuBiCTh y psAAKY Mae OyTH
BKa3aHa TiJIbKH 3a mwabnoHoM: %(<im’s BI1acTUBO-

CTi>)S.
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HanamryBanass QiKTHBHUX JaHUX 3IIHCHIOETHCA B cekiii Servers.{cepsep i3
criucky }.mocks.{im’s cepsicy }.{im’s MmeToay }. SIK BHIIHO i3 ITOJIOKECHHS CEKITi1, KOKSH
METO/]T KO)KHOTO HAJIAIITOBAHOTO CEPBEPY MAa€ BIACHHA 00’ €KT HANTAIMTYBaHHS (DIKTH-
BHUX JIaHUX BIAMOBIAI Jy1s 3amuTy. BiH siBisie co6010 00’ €KT TUITY KITFOU-3HAYCHHS (HO-
pmaty YAML koxken atpu0yT sxoro ormucye aadi gRPC Bignosizi. Ils cexitist koHi-
rypamiiHoro ¢aity Mo)ke MaTh eJIeMEHTH MOBH Ima0onizaiii jinja2. [Ipomec Bizya-
Ji3arii M€l CeKInii CpanboBye KOXKHOTO pa3y Mpy 00poOIIi 3amuTy, MiC/Isl 90TO Bi3ya-
Ji30BaHUN 00’ €KT MEPETBOPIOETHCSA HA OJHE ab0 JCKUIbKa MOBIJOMIICHb, METa/IaHi,
KOJI TIOMWJIKH, JIeTaJll IOMUJIKHY, 3a/1a€ HaJallITYBaHHs MPOKC1 a00 3aTpUMKY 00pOoOKU
3aInTy.

3.4 IlpuHuun po6oTu

[Tporpama mae 3 poGoui cTaHu: iHiIIami3a1lisl, 00poOKa 3amuTIB Ta 3aBEPIICHHS
poOoTH.

B crani inimiami3arnii nporpama 3HaxoaUThCS IICIIs TOTO, IK KOPUCTYBaY 3aITycC-
TUB [IpOrpamy yepe3 TepMiHall onepaiiiHoi cucteMu. CTaH 1HILiam3a1ii CKIaaaeThCs
3 HACTYITHUX KPOKIB:

1. YuraHHs apryMeHTIB KOMAaHIHOTO DPSAKY. APryMEHTH TEPEeBIPSIOTHCS Ha
MPaBUJILHICTH BBEICHHS BiAMOBIAHO 10 Tadm. 3.1.

2. YuranHs koH]irypamiiHoro Qaiiny 3a BkazaHuM nuisixom. [Iporpama mepe-
Bipsi€ TPaBUJIbHICTh BCTAHOBJICHUX HAIAIITYBaHb, BiMOBIIHO 10 0OMEXKEHb Tao. 3.2.

3. Yuranns QaitniB onucy inTepdeiici Protobuf mst koxxuoro ceprepy. Ilicns
3YUTYBaHH J0JaTOK KOMIIUTIOE iX y meckpunropu Protobuf: nns BctanosiaeHoro Ha-
Oopy ¢aiiniB KOKHOTO OKPEMOTO CEpBEpYy MporpaMa CTBOPIOE TUMUYACOBY JUPEKTO-
pito, B IKy TeHepye OiHapHUH (aiis 3 onmucoM AeckpunTopiB y popmari .pb. Lei daiin
0JIpa3y 3UUTYETHCS MICIS YOTO TUMUYACOBA JUPEKTOPis pa3oM 3 ¢GaiIoM OMUCy BHUIA-
nsieThest. Taka orika 00poOKu MOB’s13aHa 3 0COOIUBOCTAMU POOOTH IHCTPYMEHTY IS
xommissiii Protobuf gaiinis protoc, BOymoBaHOTO B iHCTPYMEHT, SIKUM € YaCTUHOKO Oi-
omioreku grpcio-tools. B mporieci inTepnperariii BMicT (aiiiiB nepeBipsSeThes Biamo-

BiJiHO 70 crierudikarii Protobuf.
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4. CtBopennst 00pooHukiB gRPC 3anuTiB Ha OCHOBI HaJAIITyBaHb 3 KOHPIrypa-
niitHoro ¢aitry i 00’extiB Protobuf ¢aiinis. BcTaHOBIIOETBCS BiIMOBIIHICTH MK Me-
TOJaMHU cepBiciB 1 oOpoOHuKamu i1 HUX. [Iporpama HanamroBye QRPC cepsepu i3
ITIUMU 0OPOOHHUKAMU.

5. PosropranHs HamamroBaHUX CEPBEPIB 32 BCTAHOBICHUMH aIPECaMHU.

Bbynp-sika kpuTHYHA MOMUIIKA TOB’si3aHA 13 MEPEBIPKOIO0 HANAIITYBaHb MPO-
IpaMH B CTaHi iHimiajizaimii, a Takox Protobuf ¢aiinis npu3BoauTs 10 3ynuHKH 11 po-
00TH, pu 1IbOMY 1H(QOPMAILIiS TPO MOMIIKY BUBOAUTHCS B OTIK STDOUT. ITomusniku
OB’ s13aH1 3 KOMIUIsAIIEI0 (paitiniB onucy iHTepdeiiciB BuBoasAThes B noTik STDERR.

B crani 06po6xu 3amuTiB B porpami mpamoroTs JRPC cepBepu, siki BAKOHYIOTb
MPOCIYXOBYBAaHHS 32 BCTAHOBJICHUMH aJipecaMu. XO4Ya 3aMylICHUX CEPBEPIB MOXKE
OyTH Oarato, IHCTpYMEHT SIBJIsiE COOOI0 OJIMH OJTHOTIOTOYHHI MPOILIeC, ajie 3aluTH pU
IbOMY OOpOOIATHCS MapaienbHO, sIK B MEXKaX OJHOTO CEpBEPY TakK i B MEXax ycix
3ammynieHux cepBepiB. Lle mocsiraeTbes 3aBASKH MOMIUBOCTSAM aCUHXPOHHOTO ITUKITY
nofiii 6i0moTexku asyncio. OO6poOka 3amnuTiB B IbOMY CTaHi BiI0yBA€THCS 32 HACTYII-
HUM aJITOPUTMOM:

1. CepBep oTpuMye BCl METalaHl 1 MOBIJOMIICHHS 3alUTY 1 JIOTYE iX JUIsl O/~
JBIIOTO aHaNi3y KOPHCTYBadeM BiAMOBIIHO 0 BCTAHOBIEHUX HaJAIITyBaHb JIOTY-
BaHHS.

2. J1511 0OpoOKH 3aIUTY CepBEp BUKOPUCTOBYE 00’ €KT HANMAIITYBAaHHS CEKIIiT (i-
KTUBHUX JTaHUX. B MOMEHT 00poOKH KOXKHOTO 3alUTy BiJ cepBepy 1S CEKIlis MPOXo-
JIMThH TPOILIEC Bi3yasizallil MexaHi3MoM jinja2, micis Bidyauizallii 1si CeKIlisl BUKOPHUC-
TOBYETHCS J1s1 GOpMyBaHHS BIIOBIII.

3. S0 BcTaHOBIIEHA 3aTPUMKaA 0OpOOKHU 3aMUTy, Tporpama Mpu3ynuHse 00po-
OKy Ha BCTAaHOBJICHUHM Yac: OTPUMABIIH JIaH1 3alMUTY BiJ] KJIIEHTA CEpBEP TpUMAE 3’ €]I-
HaHHSI, aJIe HIY0T0 HE BIJMPABIIAE KITIEHTY.

4. SIK110 HaJIaAMTOBAHO PEXHUM TIPOKCi, CEpBEp MpUNMAaE JaHl 3aIUTy: BCl MOBI-
JIOMJICHHS 1 METaJlaHi, MICJIsl YOT0 BIAMPABIISIE iX 32 BCTAHOBJIEHOIO aJPECOI0 1HIIIOMY

gRPC cepBepy, oTpuMaHa BiJ cepBepa BIAMOBIb BIAMPABISETHCS KIIEHTY 3 yciMa
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METaJIaHUMH 1 MOB1IOMJICHHAMU. Bcl 1HII atpulyTH 00’ €KTY HajdamITyBaHHS (iKTHB-
HUX JAHUX ITHOPYIOTHCA.

5. SIk110 BCTaHOBJIEHI JIaH1 MOBIAOMIICHB, CEPBEP BIJMPABIISIE 111 1aH1 KIIIEHTY.

6. SIKI0 BCTaHOBJIEHI METajaHi, CEpBEp BIANPABIISAE iX KIIEHTY MICISI OCTaH-
HBOTO BIANPABICHOTO MOBIIOMJICHHS.

7. Tlepen BinmpaBKoO 70 KIIIEHTA cepBep 000B’A3KOBO JIOTYE BC1 JaH1 BIMOBIII:
MOBITOMJICHHS 1 METa/IaH1 Y BUMAAKY YCIIITHOT BIAMOBII, KO 1 I€Tal y BUTIAIKY Bi-
JUOBII 3 TOMUJIKOIO BiJITOBITHO /10 BCTAHOBJICHUX HAJAIITYBAaHb JIOTYBAaHHS.

Sxio B ctaHi 0OpoOKM 3aMUTIB B IPOrpami cTajacs BHYTPIIIHA MTOMUIKA abo
MOMUJIKA MOB’si3aHa 13 00pOOKOI0 3amUTy BCl poOOTa MporpaMu He OyJne nepepBaHa,
IIpU LIbOMY JIeTajl MOMUJIKUA OYyTh BIIOOPaXKEH1 y Jlorax mporpamu, a cepsep Oyze
Biamosigatu kogom 2 (Unknown) i mosimomienusm "Mock API server internal error”.

Cran 3aBepuieHHSI pOOOTH BUKOHYE€ 3yIHMHKY BCIX PO3rOPHYTHX CEpPBEPIB 1 3Bi-
JILHSIE BC1 pECYpCH: 30KpeMa 3aKpUBa€ BIAKPHUTI B MPOKCI PEKUMI 3’ € THAHHS 3 THITUMU
cepBepaMH. [HILIIOBAaTH 3aBEpIICHHS pPOOOTH IHCTPYMEHTY CTaH MOYKHA IOCJIaBIIU
POSIX curnamu SIGINT a6o SIGTERM.

3.5 ®yHKIii MOKYBaHHS

VY¢i MOXKIIMBI BapiaHTH TUHAMIYHOTO MOKYBAHHS HAJAIITOBYIOTHCS TUTBKHU JIJIS
cekIii onucy Bimmosineit (servers.{o0’ekT cepsepy}.mocks.{Ha3pa cepsicy}.{Ha3Ba
MeTOAy }) KoHpirypariiitHoro ¢aitny. BmicT 11i€l BIacTHBOCTI 00pOOISETHCS MEXaHi3-
MOM Bi3yautizaiii jinja2 mist GopMyBaHHS BMICTY BIAIMOBII 3aJI€KHO BiJl BCTAHOBIIE-
HOTO KOPHUCTyBadeM I1abJIOHY B MOMEHT OOpOOKHM BIAMOBIAHOrO 3amuty. [HIM vac-
TUHU KOH(DirypariitHoro ¢aitry He 00pOoOISIOTHCS 3 BUKOPUCTAHHSIM I[HOTO MEXaHi-
3My 1 OyyTh IPOITHOPOBAHI MPOTPAMOI0, SIKIIIO BOHU BCTAHOBJICHI.

JlnHaMigyHE MOKYBaHHS 3 BUKOPUCTaHHSM II1a0JIOHIB KOPUCTYBad MOXKE pealli-
3yBaTH 3a JIONIOMOTOF0 3MiHHHUX [inja2. I1ix yac 00poOKH KOKHOTO 3aMuTy yTUJIITA JI0-
Jla€ B KOHTEKCT MIa0JIOHy BIMOBII 3MiHHI, 110 30€pIiraroTh JIOKaJIbHI 1aHi 3anuTy. Li
3MIHHI MOXYTh OyTH BUKOPUCTAaHI JJIsi T€HEpaIlii BMICTY BIIOBII 3 BUKOPUCTAHHSIM

jinja2 BupasiB. Bupasu 3anucyroThes 3a 10moMoror cuMBOJIB «{{» 1 «}}».
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[lepenik ycix 3MIHHUX KOHTEKCTY 3aIUTYy, SIK1 MOKHA BUKOPUCTOBYBATH JIJISl JTU-

HaMi4HOTO (POpMYyBaHHS BMICTY MOKa3aHi B Tabi. 3.3.

Tabnuus 3.3 3MiHHI KOHTEKCTY 3aIUTY

Hasga
L Omuc Bwmict
3MiHHOY
message MicTuts naHi mep- BinmoBizae BMICTy HEpIIOTO IOBiTOMIICHHS 3aITUTY, SIBIISIE COOO0TO TTapH KITFOY
IIOTO TIOBiIOM- 3HAYCHHS, [Ie¢ Y 3HAUCHHIX MOXKYTh OYTH iHIII 00’ €KTH TUIY KII0Y-3HAYCHHS,
nenns gRPC 3amury | crmcku, psaky, 9ucia, OyieBi 3HaUeHHS, MOXKe OyTH ITyCTHM, SIKIIO TTOBiIOM-
JICHHSI HE BiJIIPaBIISUINCH KIIEHTOM
messages | MiCTHTh CIIHCOK MicTHUTh CIUCOK 00 €KTIB TOTO CaMOro THITY, IO 1 3MiHHA message. Bifmnosigae
yCiX TOBIZIOMJICHB BCIM TIOBIJJOMJICHHSIM BiAIIPaBICHUM KIIEHTOM
gRPC 3anuty
metadata | MictuTth Bci MeTa- € 00’€KTOM KJII0Y-3HAUYEHHS, SIK1 BiJIIIOBIIAIOTh METAIaHUM 3aIUTy
JIaHi 3aMnTy
sockets Mictuth anpecu Ha | € CIIMCKOM, Ji€¢ KOKCH €JIEMEHT € Mapor0 XOCT-TIOPT
AKHX TPALIOE cep-
Bep, M0 00poodIsie
MOTOYHUH 3aIUT
alias MicTtuth nceBioHiM | € psAKOM, IO BiANOBIJA€ IICEBAOHIMY cepBepy abo MOPOKHIM 3HAYCHHS, SKILO
cepBepy, 1o 00pob- | Horo He BKa3aHO KOPUCTYBaueM
JIsi€ IOTOYHUH 3a-
T
method MictuTth naHi Me- € 00’€KTOM THITY KJIIOY 3HAYEHHS 3 HACTYITHUMH aTpHOyTaMu:
TOJIy JUIS SIKOTO BH- | e name — im’st MeToxy Oe3 IakeTy;
KIIMKaHUH 3a1uT e input_message.name — nmoBHa Ha3Ba BXiHKUX MMOBiJOMJICHb, BKa3aHa y
Protobuf;
e oUtput_message.name — moBHa Ha3Ba BUXiIHHUX MTOBiIOMJICHb, BKa3aHa y
Protobuf;
e input_message.streaming — GysieBe 3HaYEHHS, SIKE BKa3y€ UM YBIMKHEHA KITie-
HTChKa [TOTOKOBA Iepeaada BianoBiaHo 10 Protobuf;
& output_message.streaming — OyJieBe 3HaYCHHS, SKE BKa3y€e 4l YBIMKHEHa cep-
BEpHa [TI0TOKOBa Iepeiayua BignoBinHo 1o Protobuf.
service Mictuth naHi cep- € 00’€KTOM THITY KJIIOY-3HAYEHHS 3 HACTYITHUMH aTpHOyTaMu:

Bicy JJIA AKOI'O BH-

KIMKAHUN 3aIIUT

® name — imM’s cepBicy 0e3 makeTy

o full_name — moBHe im’st cepBicy 3 npedikcoM makety BinnosinHo 10 Protobuf
o methods — 06’ekT TrIly KIIIOY-3HAYEHHS, KIIFOUEM SKOTO € Ha3Ba METOLY B pa-
MKaXx ITIOTOYHOTO CEepPBiCy, a 3HAYCHHSM € TOW cCaMHi 00’ €KT, SIKHA ONHCYE

3MminHa method
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BukopucToByI0YM KOKHY 3MiHHY OTPUMATH 3HAYCHHS aTPUOYTy MOXHA 3a J[0-

IOMOTOI0 CHMBOJTY «.». Hampukian service.full_name moeepHe moBHe iM’s1 cepBicy

TUTSL SIKOTO 00po0sieTbes 3amuT. OTpuMaTH 70 00’ €KTY B CIIMCKY MOXHA BUKOPHUCTO-

BYIOUHM TOW CaMUil CUMBOJ «.», Hanpukiaaa messages.20 nosepue 19 mosimomiienns (1

noBigomiieHHs Mae iHaekc 0). [Ipu cpo6i oTpuMaTh TOCTYII 10 3HAYEHHS 3MIHHOT 32

aTpuOyTOM, SIKOTO He iCHye ab0 3a iHIEKCOM SKOTO HEMA€ B CITUCKY, PE3yJIbTATOM BH-
pa3y OyJe OpOXKHiH PAIOK.

[Tpuknan koHdpirypamiinoro ¢aiiay 3 BAKOPUCTaHHSM IIA0JIOHIB MMOKa3aHUHN Ha

puc. 3.1. IToBigomieHHs, sike MOBEpTaTHUME cepBep s MeToay SendEvent 3aBxxau Ma-

THUME T1 XK aTpUOyTH, IO 1 MOBIIOMJIEHHS 3aIUTY.

cap-grpcyml S

: "Notification Subsystem"

: "localhost:8100"

- "notification-service.proto"

: "{{message.id}}"
: "{{message.event name}}"

Loading file “/h... YAML -~ Tab Width: 8 - Ln 5, Col 17

Pucynox 3.1 — npuksan cTBopeHHs (IKTUBHUX JIAaHUX 32 JOTIOMOTOIO 111a0JI0HIB

JluHaMmiuHEe MOKYBaHHSI 3 BUKOPHUCTAHHSIM BJIACHOI JIOT1KM OOpOOKH KOPUCTYBay
MOJKe pealtli3yBaTH 3a JIOTIOMOTI0I0 BChOTO JOCTYITHOTO (PYHKIIIOHAY JiNja2, a TaKox
JOJIATKOBUX 3MIHHMX. L0 ICHYIOTh B KOHTEKCTI 3anuty (Tadu. 3.3). KpiM 1poro KoH-
TEKCT 3alUTy MICTUTh 3 AOJATKOBUX (PYHKIIi JJI pO3IIMPEHHS MOXIMBOCTEH MOKY-

BaHHS 3 BUKOPUCTaHHAM CKpunTiB. OyHKLIT 1 iX onuc nokaszaxi B Tad:1. 3.4.
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Ta6mus 3.4 JlogaTkoBi GyHKIIIT 1151 MOKYBaHHS 3 BUKOPHUCTAHHSIM CKPHIITIB

HaszBa

Onuc i npukaagu

Bxiani i Buxigni nani

insert

[Tpuiimae nuisax g0 daitiry, 34uTy€e HOTO 1 TOBEpTAE

BMICT:
insert(‘file.txt’)
insert(‘/folder/file.txt', True)

AprymeHTu:

e a0COJFOTHUI a00 BIJHOCHUHN
nusx 10 Qaitry

® KEIIyBaHHS, SKILO BCTAHOB-
JICHO, IIporpama KelryBaTuMe
BMICT (paiiTy B OnepaTuBHii
nam’sITi

PesynbpTaTom € BMICT (aiimy

shell

Buxonye koMaHy B KOMaHHii 00OJIOHIII:

shell('ping’, '-c 5', 'google.com’).code
shell('jq', stdin="{"id": "29"}").stdout
shell('bash’, '/my-script.sh").stdout

ApryMeHTH:

® KOMaH/a 000JIOHKH

® CIIMCOK apryMEHTIB JUIsl KO-
MaH/IH

e smicT STDIN nortoky (BcTaHOB-
JIOETHCS TUTBKH 32 KIF0UEM
stdin).

Pe3ynbpTaToMm € 00’€KT TUILY
KJIFOU-3HA4YeHHS 3 aTpuOyTamMu:

e stdout — BMiCT MOTOKY
STDOUT

e stderr — Bmict motoky STDOUT

e code — koJ pe3yabTaTy

relative

IlepeTBopioe BiiHOCHUI NUIAX 00’ €KTy (haitnoBoi

CUCTEMH B a0COTIOTHUH BiTHOCHO PO3MIIIICHHS

KoH(irypariitHoro aiiny:

relative('my-file.txt’)

AprymeHTH:

® BiTHOCHUI NUIAX /10 dailry abo
JIupeKTopii y ¢aiinosiii cucremi
PesynbpTaToMm € abcomoTHUN

IUISIX IO BKa3aHOTO 00’ €EKTY

Ha puc. 3.2 HaBeneHnuit npukiaa CTBOPeHHs (PIKTUBHUX JAAHUX 3 BUKOPUCTAH-

HSM KOpHUCTyBallbkux CKpunTiB. CopMoBaHa B TPHUKIAAl BIAMOBIAb 3aBXKIH
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mictuTuMe 20 TOBI1IOMIICHD, KOYKHE MaTHME BJIACTUBICTH timestamp Ha 1 MeHIe Hix
MIOTICPETHE.

e srpcym!

: "Notification Subsystem"

: "localhost:8100"

- "notification-service.proto"

{% set actual_ts = shell("date", "+%s").stdout|int %}
messages:
{% for number in range(20) %}
- id: {{number}}
event name: "event {{number}}"
timestamp: {{actual_ts - number}}
% endfor %

Saving file “/home/pacman/test-direct... YAML ~ Tab Width: 8 ~ Ln 16, Col 23

Pucynok 3.2 — npukiaa HanamTyBaHHS (PIKTUBHUX JaHUX 32 JOMIOMOTOI0 KOPUCTYBa-

IIbKUX CKPHUIITIB

JInHaMi4He MOKYBaHHS 3 BUKOPHUCTaHHSM IPOKCI PEKUMY KOPHUCTYBAad MOXKE
peaitizyBaTH 3a JOMOMOTOI0 aTprOyTiB Proxy.socket ta proxy.seconds_timeout, mpuk-

JaJ] TAKOTO HAJTAIITYBaHHS HAaBEICHUN Ha puc. 3.3.
cap-grpcyml

: "Notification Subsystem"
: "localhost:8100"

- "notification-service.proto"

: "notifications.my.company.com:8100"
: 10

YAML ~ Tab width: 8 v Ln 13, Col 1

Pucynok 3.3 — npukiaj HanallITyBaHHS TUHAMIYHUX (PIKTUBHUX JIAHUX 3 BUKOPHUC-

TaHHSAM PEXUMY MPOKCi

JluHaMiyHE MOKYBaHHSI 3 BUKOPUCTAHHSIM CTAaHIB MPOTrpaMu KOPUCTYBAY MOXKE

pearizyBaTi 3a JOIMOMOI'0I0 MOKJIMBOCTEH MIA0IOHIB 1 CKPUMTIB jiNja2 i CTBOPEHUX
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JUTSL IOTO TOAATKOBUX (DYHKIIIHM poOOTH 13 cTaHOM cepBepy. CTaH cepBepy € 3MIHHOIO,
IO iICHY€ B KOHTEKCT1 KOXKHOTO cepBepy. Lle 3HaueHHs € CIiIbHUM IS BCIX 3aIlUTIB
Ha OJTHOMY 1 TOMY X CepBepi, alie € pi3HUM 1T KOXXHOTO OKPEMOTO CepBEpa BCTAHOB-
JeHoro y ¢aitni HanamtyBaHHs. Onuc QyHKLiNA 17151 poOOTH 13 CTAHOM CepBepy HaBe-
neHui B Tadu. 3.5.

Ta6muis 3.5 OyHkIIi 17151 poOOTH 13 CTAHOM CEpBEPY

Ha3sBa Onuc i npukaagu Bxinni i Buxinni gani

get_state | IloBeprae 3miHHY, siKa 30epirae crtan cepepy. JAxmo | He npuiimae aprymenTis. Pe-
CTaH He OyJI0 BCTAaHOBJICHO paHilie, (QyHKIlisg MOBe- 3yJbTaTOM € 3MiHHa, siKa 30e-
pHE CTaH 3a 3aMOBYYBAaHHSIM, IO BiJIIIOBiAa€ 3HA- pirae cTan cepepy

yenHro initial.

set_state | BcranoBioe 3MiHHY, sika 30epirae craH cepBepy. €IMHIM apryMEHTOM €
Cran Moxe OyTH 3MiHHOO Oy/Ib-SIKOTO THUILY. 3MiHHa, 0 30epiraTumMe CTaH
nporpamu. He noseprae 3Ha-

YCHb.

[Tpuknan HamamTyBaHHA (PIKTUBHUX JIaHUX 3 BUKOPUCTAHHSM CTaHIB TMOKa3a-

HUil Ha puc. 3.4.

cap-grpcyml

: "Notification Subsystem"

: "localhost:8100"

- "notification-service.proto"

o

{% if get state() == "ipitial"
{% set = set state("error")
messages:

id: {{message.id}}

event name: {{message.event name}}
{% elif get_state() == "error" %}
error:

code: 6

details: "Event processing already gqueued"
{% endif %}

Saving file “/home/pacman... YAML ~ Tab width: 8 -~ Ln 20, Col 1

Pucynox 3.4 — Ilpukiian HanamTyBaHHsa (PIKTUBHUX JaHUX 3 BUKOPUCTAHHSIM CTaHIB
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3.6 Ilpukiiag BUKOPUCTAHHS

Buxopucraemo m1o1aTok Ay MiAMIHNA CHCTEMH ayTeHTH(IKAIII B MIKpOCEpBic-
HOMY f0/aTKy. Hexalt HeoOXiqHO MpoTecTyBaTH 3MIHM B KOJIOBiM 0a3i Micis BUIPAB-
JICHHsI TOMUJIKY B JIOT1KH OEKEH/I CEpBEPY, AKHUI IHKAICYII0€ B CO01 CEPBIC yIpaBIiHHS
aKayHTaM{ KOPUCTyBadiB KOMITaHii. bynu mojgaHi MOy IbHI TECTH 1 HEOOX1THO BHKO-
HaTHU KOHTPOJIBHY MEPEBIPKY pOOOTH 3MIHEHOI JIOT1KH JOJATKy B YMOBaX HAOIMKEHUX
1o pobodoro cepenosuiia. Hexaii cepsic mae Ha3By Partner Backend. Partner Backend
B CBOIO UEpry 3aJCKUTh BIJ MIJICHCTEMH 1ACHTH}IKAIl 1 KepyBaHHSA JOCTYIIOM
(Identity and Access Management), sika BukopuctoBye gRPC miist 0OpoOKu 3amuTiB
B1J1 KiieHTIB. [liicucTeMa € KOMIUIEKCHOIO 1 CKIAJA€EThCA 3 IEKUTBKOX CEPBICIB:

1. Cepsep aiig aAMiHICTpYBaHHS KOpUCTyBadami 1 ixHiM npoctynom 3 JRPC API
1HTEpPEcoM.

2. Cepsep astopu3aiiii 3 gRPC API inTepdeiicom.

3. baza nanux, sika 30epirae CMCOK KOpUCTYBayiB, iXHI pOJIi 1 JOCTYII 10 CEPBI-
CiB.

CepBep aMiHICTpPYBaHHS B CBOIO UYepry pOOUTH 3alHUT Ha CepBep 300py MOl
MIKPOCEPBICHOTO AOJATKY, KOJIH BiAOYIHCS 3MIHU JaHUX KOPUCTYBayiB.

Jlnst Toro, mo6 po3ropuytu Partner Backend B mokaiibHOMY cepeoBHILI TIOTPi-
OHO 3amycTHTH 3anexHy migcuctemy ldentity and Access Management, a Takox Kom-
MMOHEHTH B AKUX 3aAJIEKUTH I cucTeMa. OCKUILKH MIJICHCTEMA € JOBOJI KOMILIEKC-
HOIO, BOHA TMOTEHIIIHO BUMArae 4yacy Ha Te, o0 po3iopaTucs 13 MpUHIUIIAMU 11 po-
00TH, HaJIAITYBATH 1 PO3rOPHYTH 11 JTokaapHO. Kpim Toro cucrema Identity and Access
Management Moxe BUMaratu Jijisi CBO€i poOOTH 1HIIUX 3aJICKHUX KOMIIOHEHTIB, SIKi
TeX HEOOX1IHO 3armycTUTU. Pa3oMm 11e BUMarae BeJIMKOi KUIBKOCTI Yacy 1 00YuCItoBa-
JHHUX PECYPCiB BiJ JIOKaJHLHOTO CepeOBHIA TECTYBaHHA. [[1s1 TakoTO 3aBIaHHs J10-
1iasHO BUKOpucTat iHCTpyMeHT JRPC API mokyBanus cap-grpc.

Hexaii cepBep anmMiHICTpyBaHHS KOpHCTyBauaMu BukopuctoBye AP| cnierudi-

Kallito Bkasany y ¢aini administration.proto. Bmict ¢aitny mokasanuii Ha puc. 3.5.
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Open ~ M adml_n_ls.t_r_.at.lqr_\..proto Save

syntax = "proto3";

package my.company;

Role

{
CUSTOMER = 0O;
PARTNER ;
ADMIN = 2;

serAdminis

Protobuf ~ Tab width: 8 ~ Ln 47, Col 1

Pucynok 3.5 — [Ipukian Protobuf gaiiny APl cienmdikariii cepsepy

Po3pobOuuk anamizye Protobuf ¢aiin i ctBoproe daiin koHdirypariii s iHCTpy-
MEHTY Cap-grpc 3 onucoM GPiKTUBHOTO CEPBEPY AAMIHICTPYBAHHS KOPUCTYBauyaMH 1 3a-
TIyIIKaMu, SIKi oBepTaTUMe cepBep it cepBepy Partner Backend. Kongiryparmitinuit

¢aiin nokaszanuii Ha puc. 3.6.
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administration-serveryml

Save

"Users Administration API"

: "127.0.0.1:8100"

./administration.proto"

"test-user"”

"Test"
"User"
: "test-user@my.company.com"
"PARTNER"

"original-server-host:8100"
"original-server-host:8100"

YAML ~ Tab Width: 8 ~ Ln 24, Col 2

Pucynox 3.6 — Bmict koH]irypartiiinoro daity

[Ticnst cTBOpeHHs KOHGIrypaiiifHoro dhaiay 3aImycTUMO yTHIIITY Cap-grpc 3 BKa-

31BKOIO IIISIXY A0 KOHGIrypamiifHoro ¢airy. 3amyck YTUIITH TOKa3aHui Ha puc. 3.7.

1/1~ + 0 Tilix: pacman@ubuntu-desktop: ~/test-directory

1: pacman@ubuntu-desktop: ~/test-directory ~
pacman@ubuntu-desktop:~/test-directory$ ./cap-grpc -c administration-server.yml

INFO: Started 'Users Administration API' gRPC server on 127.0.0.1:8100
INFO: All servers started

Pucynok 3.7 — 3anyck yTuiitu Cap-grpc
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[TepeBipumo, 1110 cepBep PIKTUBHUI cepBep A1IMCHO MPAIIOE: BUKOPUCTOBYIOUH

iHCTpyMeHT grpcurl BiampaBumo 3anut Ha GikTHBHEEA cepBep (puc. 3.8).

11~ + 0 =

1: pacman@ubuntu-desktop: ~/test-directory ~ o

Tilix: pacman@ubuntu-desktop: ~/test-directory

2: pacman@ubuntu-desktop: ~ ~

pacman@ubuntu-desktop:~/test-directory$ ./cap-grpc -c administration-spacman@ubuntu-desktop:~$ grpcurl -v -d '{"id": "100"}' -H "x-b3-traceid:

erver.yml

0f8586c7-b777-4f8b-a428-91784e6458ac" -plaintext 127.0.0.1:8100 my.compan

INFO: Started 'Users Administration API' gRPC server on 127.0.0.1:8100y.UserAdministrationService/AddUser

INFO: ALl servers started
- alias: Users Administration API
metadata:
user-agent: grpcurl/v1.9.1 grpc-go/1.61.0
x-b3-traceid: 0f8586c7-b777-4f8b-a428-91784e6458ac
method: AddUser
request_message: '{"id": "1600"}'
service: my.company.UserAdministrationService

- alias: Users Administration API
method: AddUser
response_message:
"firstName":

"Test", "lastName":

"role": "PARTNER"}'

service: my.company.UserAdministrationService

"{"id": "10", "username": "test-user", "contact":

"User", "email": "test-user@my.company.com"},

Resolved method descriptor:
rpc AddUser ( .my.company.AddUserRequest ) returns ( .my.company.User );

Request metadata to send:
x-b3-traceid: 0f8586c7-b777-4f8b-a428-91784e6458ac

Response headers received:
content-type: application/grpc
grpc-accept-encoding: identity, deflate, gzip

Response contents:
{
"id": "10",
"username":
"contact": {
"first_name":
"last_name":
"email": "test-user@my.company.com"

"test-user",

"Test",
"User",

1,
"role": "PARTNER"
1

Response trailers received:

(CLID)

Sent 1 request and received 1 response
pacman@ubuntu-desktop:~$

Pucynok 3.8 — [lepeBipka poO0OTH (hiKTHBHOTO CepBEpPY 3 BUKOPHCTaHHSAM grpcurl

CepBep I[Ipanroe Bi,Z[HOBi,Z[HO A0 BCTAHOBJICHHX HaJIAaIlITYBAHb. Tenep Horo

MOJXHa BUKOPHUCTOBYBATU JIA JIOKAJILHOI'O 3aITyCKY, BiI[J'IaFOI[)KCHHSI 1 TCCTyBaHHA I_[i-

Jap0BOrO cepsicy Partner Backend. [Iiist 115010 HEOOX1IHO JIMIlIe BCTAHOBUTH B HaJIAIII-

TYBaHHSX JA0JATKY aJpecy CepBepy MakeTy 3aMiCTh ajJipecH ailicHoro cepsepy ldentity

and Access Management.
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BUCHOBKHA

[IpoBenenumii aHasi3 HAMMOMYJIAPHIIIUX pillleHh MOKYBaHHs APl 111 apXiTeKTy-
pHoro ctuino REST API, Bu3naueno ix ocHOBHI QyHKIIi1. BUsBI€HO HETOMIKH 1CHYTO-
goro pimenHs APl mokyBauus GripMock, opierToBaHOTO Ha CUCTEMY KITIEHT-CEpBe-
pHoi B3aemoiii gRPC. OCHOBHUM HEIOJIIKOM THCTPYMEHTY € HeJJOCTaTHIM (hyHKII10HAT
JUHAMIYHOTO MOKYBAHHS: BiJICYyTHICTb PEKUMY MPOKCI, MIATPUMKH MOKYBaHHS 3a J10-
MOMOT0I0 CTaH1B, HEMO>KJIUBICTb 33/1aTH BJIACHY JIOT1KY OOpOOKH 3aluTIB, a TAKOXK Ha-
JAITYBaTH 3aTPUMKH OOpPOOKH 3aIUTIB.

CTBOpEHO BIACHUI IHCTPYMEHT MOKYBaHHS, OpieHTOBaHM BUKIt0ouHO Ha JRPC
API cepBepu, Ha MOBI iporpamyBaHHs Python 3 miATpUMKOI0 CTATUYHOTO MOKYBaHHSI
1 BCIX TUIIIB AMHAMIYHOTO MOKYBAHHSI: IPOKCI PEKUMY, BAKOPUCTAHHS IIA0JIOHIB 1 KO-
PHUCTYBAIbKUX CKPUIITIB, 0OpOOKHM CTaHiB. B OCHOBI MexaHI3My AMHAMIYHOTO MOKY-
BaHHSI JISKUTh MEXaH13M Bi3yasi3ailii TeKCTOBUX JaHUX 3 BUKOPUCTAaHHSM MOBH I1a0-
JOHIB jinja2. [HcTpyMEHT Mae MPpOCTHIA KOHCOJIbHUH iHTep(delic 3 HaJamTyBaHHIM de-
pe3 KoHpirypariiuui daii.

Po3po0biieHa yTusiTa MOKYBaHHS JJO3BOJISIE BUPILIUTH POOJIEMY 3aJIEKHOCTI Mi-
KpOCEpPBICY BiJI IHIIMX KOMIIOHEHTIB JI0JATKY 1] 4ac WOro BIAJIaroKeHHs a00 TeCTy-
BaHHS B 130JJbOBAHOMY CEPEIOBUII B YMOBaX HAOMMKEHUX 70 BUPOOHUYOTO CepeIo-
BuIa. [HCTpyMeHT Moxe 3amiHuTH APl cepBicH, BiJl SIKUX 3aJI€KUTh IITLOBUN J10/1a-
TOK, 3aMiCTh iX TTOBHOT'O a00 YaCTKOBO PO3TOPTAHHSI, 3SMEHIIIMBIIIH Yac HEOOX1THUI Ha
TECTYBaHHS 1 BIIJIArOKEHHS, @ TAKOK 3MEHIITUBIIIA BUTPAUYCHI PECYPCH.

Buxinuuii ko po3po0JIeHOr0 IHCTPYMEHTY Pa3oM 3 IHCTPYKIII€I0 BCTAHOBJICHHS
Ta BUKOPUCTAHHS PO3MIIIIEHO B XMapHOMY pero3utopii GitHub. /Togatok po3moscio-
JIKYETHCS 3a JIIEH31€0 BUTLHOTO MporpaMHoro 3abdesneuennss MIT, Tomy moxe OyTu

BUKOpUCTaHUMN Oyib-sakuit daxiBieM it ctBopenns piktuBanx JRPC API cepepis.
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JTOJATOK A

@startuml

!I'theme vibrant

rectangle "gRPC Client" as C

rectangle '"Configuration File" as CF

rectangle '"Protobuf files" as PF

package "gRPC API mocking tool" {
component "Configuration Parser" as CP
component "Configurations" as CD
component '"Protobuf Compiler" as PC
component "Protobuf Definitions" as PD
component "gRPC Server Configurer" as SC
component "gRPC Servers" as S
interface "gRPC API" as A

component "Request Processors" as P

CP --> CF: Reads
CP --> CD: Generates

PC ..> CD: Uses
PC --> PF: Reads

PC --> PD: Generates

SC ..> CD: Uses
SC ..> PD: Uses
SC —--> P: Generates

SC --> S: Generates

A - S

C ..> A: Uses
S ..> P: Uses
P ..> CD: Uses
P ..> PD: Uses

@enduml
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JTOJATOK B

config/__init__.py:

from pydantic import ValidationError

from config.model import Config

from utils import get validation err msg, get exception error

def parse config(raw _config: dict) -> Config:
try:
config = Config.model validate (raw _config)
return config
except ValidationError as e:
raise IOError(
"Config file parsing error. " +
get validation err msg(e)
)
except ValueError as e:
raise IOError(
"Config file parsing error. " +
get exception error(e)
)
config/model.py:
import logging
import sys
from enum import Enum

from typing import Any, Annotated

from grpc import StatusCode
from pydantic import (

BaseModel, RootModel, AfterValidator, ConfigDict

from logs import LoggerConfig
from logs.formatters import YamlFormatter

import config.validators as v

MetadataKey = Annotated[str, AfterValidator(v.validate grpc meta key)]

MetadataValue = Annotated[str, AfterValidator (v.validate grpc meta value)]



GRPCErrorCode = Annotated[int, AfterValidator(
v.validate grpc error status code

)1
FormatLine = Annotated[str, AfterValidator(v.validate logging keys)]

class BaseConfigModel (BaseModel) :
model config = ConfigDict (extra="forbid")

class ErrorConfig(BaseConfigModel) :
code: GRPCErrorCode | str = StatusCode.UNKNOWN.value[0]

mnin

details: str =

class ProxyConfig (BaseConfigModel) :
socket: str

seconds timeout: float | str | None = None

class ResponseMockConfig (BaseConfigModel) :

{}
trailing meta: str | dict[MetadataKey, MetadataValue] = {}

messages: dict[str, Any] | list[dict[str, Any]] | str

error: ErrorConfig | None = None
seconds delay: str | float | None = None

proxy: ProxyConfig | None = None

class GrpcMockData (RootModel) :

root: dict[str, dict[str, ResponseMockConfig | str | None]]

class CertificatesConfig (BaseConfigModel) :
certificate: str
key file: str

root certificate: str | None = None

class SocketsConfig(BaseConfigModel) :
socket: str

None = None

certificates: CertificatesConfig



class LoggingLevel (str, Enum):

CRITICAL = "CRITICAL"
FATAL = "FATAL"

ERROR = "ERROR"
WARNING = "WARNING"
INFO = "INFO"

DEBUG = "DEBUG"

def to int value(self) -> int:

if self is LoggingLevel.CRITICAL:
return logging.CRITICAL

elif self is LoggingLevel.FATAL:
return logging.FATAL

elif self is LoggingLevel.ERROR:
return logging.ERROR

elif self is LoggingLevel.WARNING:
return logging.WARNING

elif self is LoggingLevel.INFO:
return logging.INFO

elif self is LoggingLevel.DEBUG:
return logging.DEBUG

else:

return logging.FATAL

class LoggingFormat (str, Enum):
TEXT = "text"

YAML = "yaml"

class LoggingConfig (BaseConfigModel) :
console: bool
files: list[str] = []

level: LoggingLevel

LoggingLevel.INFO
format: LoggingFormat = LoggingFormat.TEXT

format line: FormatLine = "% (message)s"

def get loggers config(self) -> LoggerConfig:

if self.format == LoggingFormat.TEXT:



formatter = logging.Formatter (self.format line)
else:
formatter = YamlFormatter (self.format line)
handlers = []
if self.console:
handler = logging.StreamHandler (sys.stdout)
handler.setFormatter (formatter)
handlers.append (handler)
for filepath in self.files:
handler = logging.FileHandler (filepath)
handler.setFormatter (formatter)
handlers.append (handler)
return LoggerConfig(
level=self.level.to int value(),
disabled=not handlers,

handlers=handlers,

class ServerConfig(BaseConfigModel) :
alias: str
sockets: list[SocketsConfig]
reflection enabled: bool = True

Str

proto files: list[str]
proto files base dir: str | None = None

mocks: GrpcMockData | None = None

class Config(BaseConfigModel) :

servers: list[ServerConfig]

general logging config: LoggingConfig = LoggingConfig(
console=True,
level=LoggingLevel.INFO,
format=LoggingFormat.TEXT,
format line="3%(levelname)s: % (message)s"”,

)

api logging config: LoggingConfig = LoggingConfig(
console=True,
level=LoggingLevel.INFO,
format=LoggingFormat.YAML,
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format line="3%(message)s, (request message)s % (response message)s

"% (method)s % (service)s %(code)s % (error details)s"
"$(metadata)s %$(alias)s $(timestamp)s",

)

config/validators.py:

import constants as c

def

def

def

def

validate grpc meta key(key: str) -> str:
if not c.RPC HEADER KEY PATTERN.match (key) :
raise ValueError/(
"gRPC metadata key should contain only lowercase latin "
"symbols, numbers and symbols - . with length 1-256"
)

return key

validate grpc meta value(value: str) -> str:
if not c¢.RPC HEADER VALUE PATTERN.match (value) :
raise ValueError/(
"gRPC metadata value should contain only lowercase latin "
"symbols, numbers and symbols - . with length 1-8192"
)

return value

validate grpc error status code(value: int) -> int:
if value < 1 or value > 16:
raise ValueError ("gRPC error status code should be from 1 to 16")

return value

validate logging keys (message format: str):
used keys = set(c.PY LOGS FORMAT PATTERN.findall (message format))
invalid keys = used keys.difference (c.ALLOWED LOGGING KEYS)
if len(invalid keys) > 0:
raise ValueError(

f"Logging keys are not allowed: '{"', '".join(invalid keys)}'.

"Allowed logging keys are: "



rrrert, '".join(c.ALLOWED LOGGING KEYS)}'"
)

return message format
logs/__init__.py:
import logging
from logging import Logger, Handler, PlaceHolder

from pydantic import BaseModel, ConfigDict

REQUESTS MOCK LOG PREFIX = "mock requests"

def get logger name (parts: list[str]) -> str:

return ".".join (parts)

class LoggerConfig(BaseModel) :
model config = ConfigDict (arbitrary types allowed=True)

level: int | str | None = None
disabled: bool | None = None

handlers: list[Handler] | None = None

def configure logger (
logger: Logger,
level: int | str | None = None,
disabled: bool | None = None,

handlers: list[Handler] | None = None,

if level is not None:
logger.setLevel (level)

if disabled is not None:
logger.disabled = disabled

if handlers is not None:
logger.handlers.clear ()
logger.handlers.extend (handlers)

logger.propagate = False

def configure logger by name (

56
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logger name: str,
level: int | str | None = None,
disabled: bool | None = None,

handlers: list[Handler] | None = None,

logger = logging.getLogger (logger name)
configure logger (logger, level, disabled, handlers)

def configure all(
level: int | str | None = None,
disabled: bool | None = None,

handlers: list[Handler] | None = None

for logger in logging.root.manager.loggerDict.values():
if not isinstance (logger, PlaceHolder):

configure logger (logger, level, disabled, handlers)

def configure by prefix(
prefix: str,
level: int | str | None = None,
disabled: bool | None = None,

handlers: list[Handler] | None = None,

for logger name, logger in logging.root.manager.loggerDict.items() :
if logger name.startswith(prefix) and not isinstance(

logger, PlaceHolder

configure logger (logger, level, disabled, handlers)

logs/formatters.py:

from datetime import datetime
import logging
from typing import Set, Iterable

import yaml

from constants import PY LOGS FORMAT PATTERN

class YamlFormatter (logging.Formatter) :
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def init (self, used keys: Iterable | str = None, *args, **kwargs):

logging.Formatter. 1init (self, *args, **kwargs)

if isinstance (used keys, str):

used keys = PY LOGS FORMAT PATTERN.findall (used keys)
elif used keys 1s None:

used keys = {"msg'"}

self.used keys = used keys

@property
def used keys(self) -> Set[str]:

return self. used keys

@used keys.setter
def used keys(self, keys: Set[str]):

self. used keys = keys

def format fields(self, record: logging.LogRecord) -> dict:
values = dict (record. dict )
values.pop ("args")
if record.args:
values["message"] = record.msg % record.args
if "color message" in values.keys():
values["color message'"] = values['"color message"] % rec-
ord.args
else:

values|['"message'"] = record.msg

return values

def add fields(self, record: dict) -> dict:
record["timestamp"] = datetime.fromtimestamp (
record.get ("created")
) .isoformat ()

return record

def format (self, record: logging.LogRecord) -> str:
record dict = self.format fields (record)

self.add fields(record dict)

record dict
for key in set(record dict.keys()):
if key not in self.used keys:
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record dict.pop (key)
result = yaml.safe dump([record dict])

return result

protobuf/__init__.py:

from glob import glob, has magic

import os

from config.model import ServerConfig

from protobuf.definitions import ProtoFilesPaths

from utils import get relative abs path

def get proto files paths(

)

server config: ServerConfig, config file dir: str,
-> ProtoFilesPaths:

if isinstance (server config.proto files, str):

file paths = [server config.proto files]
else:
file paths = server config.proto files
base dir path = server config.proto files base dir

abs file paths = set()
result file paths = set()

for file path in file paths:
abs file paths.add(get relative abs path(
config file dir, file path,
))

if not base dir path:
base dir path = os.path.dirname (os.path.commonprefix (list(
abs file paths
)))
elif not os.path.isabs (base dir path):
base dir path = os.path.normpath (
os.path.join(os.path.abspath (config file dir), base dir path)
)
for file path in abs file paths:
i1f has magic(file path):
paths = glob(file path, recursive=True)

for path in paths:



60

result file paths.add(path)
else:

result file paths.add(file path)

return ProtoFilesPaths (
base dir abs=base dir path,
proto files abs=result file paths,

)
protobuf/compilers.py:

import tempfile

from google.protobuf import descriptor pb2 as proto
from google.protobuf.descriptor import (
Descriptor,
FieldDescriptor,
EnumDescriptor,
EnumValueDescriptor,

ServiceDescriptor, MethodDescriptor,

from google.protobuf.descriptor pool import DescriptorPool

from grpc _tools import protoc

from constants import DESCRIPTOR TEMP FILENAME
from protobuf.types import ProtoType
from protobuf.definitions import (
InMethodMessageData,
MethodData,
EnumField,
MessageField,
EnumData,
MessageData,
ServiceData,
ProtoFileStructure,
ProtoFilesPaths,
PropertyLabel,
)

from utils import read file bytes, get relative abs path

G PRTBF T INDEX TO TYPE = {
FieldDescriptor.TYPE DOUBLE: ProtoType.DOUBLE,

FieldDescriptor.TYPE FLOAT: ProtoType.FLOAT,



def

def

FieldDescriptor.
FieldDescriptor.
FieldDescriptor.
FieldDescriptor.
FieldDescriptor.
FieldDescriptor.
FieldDescriptor.
FieldDescriptor.
FieldDescriptor.
FieldDescriptor.
FieldDescriptor.
FieldDescriptor.
FieldDescriptor.
FieldDescriptor.
FieldDescriptor.

FieldDescriptor.

TYPE INT64: ProtoType.INT64,

TYPE UINT64: ProtoType.UINT64,
TYPE INT32: ProtoType.INT3Z2,

TYPE FIXED64: ProtoType.FIXED64,
TYPE FIXED32: ProtoType.FIXED32,
TYPE BOOL: ProtoType.BOOL,

TYPE STRING: ProtoType.STRING,
TYPE GROUP: ProtoType.GROUP,

TYPE MESSAGE: ProtoType.MESSAGE,
TYPE BYTES: ProtoType.BYTES,

TYPE UINT32: ProtoType.UINT3Z2,
TYPE ENUM: ProtoType.ENUM,

TYPE SFIXED32: ProtoType.SFIXED3Z2,
TYPE SFIXED64: ProtoType.SFIXED64,
TYPE SINT32: ProtoType.SINT3Z2,
TYPE SINT64: ProtoType.SINT64,

update if map (message data: MessageData) :

is map = False

if message data.name.endswith ("Entry"):

if len(message data.fields) ==

if message data.fields[0].name in {

"key",

} and message data.fields[1].name in {"key",

"value”

is map = True

if is map:

message data.is map = True

"value'}:

generate descriptor pool (proto paths: ProtoFilesPaths):

61

pool = DescriptorPool ()

with tempfile.TemporaryDirectory () as dir name:
descriptor abs = get relative abs path(dir name,
DESCRIPTOR TEMP FILENAME)
command_code = protoc.main((
mn
4
f"-I{proto paths.base dir abs}",

f"--descriptor set out={descriptor abs}",



*proto paths.proto files abs,

))

i1f command code

raise RuntimeError ("Proto files compilation failed")

I= 0:

descriptor set = proto.FileDescriptorSet/()

data = read file bytes (descriptor abs)

descriptor set.ParseFromString (data)

for file proto in descriptor set.file:

pool.Add(file proto)

return pool

class StructureParser:

def

__init__ (

self,

pool: DescriptorPool,

proto paths: ProtoFilesPaths,

self. descriptor pool = pool

self. proto paths = proto paths

@property

def descriptor pool (self) -> DescriptorPool:

return self. descriptor pool

@property

def proto paths(self) -> ProtoFilesPaths:

def

return self. proto paths

__parse message (

self,

message data: Descriptor,

messages result

: dict[str, MessageData],

enums_result: dict[str, EnumData]

1f message data

return

fields = []

nested messages

.full name in messages result:
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nested enums = []

parent message = None

i1f message data.containing type is not None:

parent message = message data.containing type.full name

for message descriptor in message data.nested types:
message descriptor: Descriptor

nested messages.append (message descriptor.full name)

for enum descriptor in message data.enum types:
enum_descriptor: EnumDescriptor

nested _enums.append (enum descriptor.full name)

result message = MessageData (
name=message data.name,
parent message=parent message,
nested messages=nested messages,
nested enums=nested enums,
full name=message data.full name,
fields=[],

)

messages result[message data.full name] = result message

for field name, field in message data.fields by name.items () :
field: FieldDescriptor
nested message = None
nested enum = None
default = None

is map = False

label = PropertyLabel.OPTIONAL

if field.label == field.LABEL REQUIRED:
label = PropertyLabel.REQUIRED

elif field.label == field.LABEL_REPEATED:
label = PropertyLabel.REPEATED

if field.message type 1s not None:
nested message = field.message type.full name
self. parse message (

field.message type, messages result, enums_result

63
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if field.enum type 1s not None:
nested enum = field.enum type.full name

self. parse enum(field.enum type, enums result)

if field.has default value:
default = field.default value

if nested message is not None:
if nested message in messages result:

is map = messages result[nested message].is map

fields.append (MessageField (
message type=nested message,
enum type=nested enum,
name=field.name,
simple type=G PRTBF T INDEX TO TYPE[field.type],
number=field.number,
default=default,
is map=is _map,
label=label,

))

result message.fields = fields

update if map (result message)

def parse enum(

self, enum data: EnumDescriptor, result: dict[str, EnumData]

fields = []
message = None
if enum data.containing type is not None:

message = enum _data.containing type.full name

for value name, value data in enum data.values by name.items () :
value data: EnumValueDescriptor
fields.append (EnumField (
name=value name,
number=value data.number,
))

result[enum data.full name] = EnumData (
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name=enum _data.name,
parent message=message,
full name=enum data.full name,

fields=fields,

def get structures(self) -> dict[str, ProtoFileStructure]:
pool = self.descriptor pool

result = {}

for file relative in self.proto paths.get relative map().values():
try:
file descriptor = pool.FindFileByName (file relative)
except KeyError as e:

raise KeyError (f"Required component not found: {e}")

services result = {}
messages result = {}
enums_result = {}

for name, service data in file descriptor.ser-
vices by name.items () :
service data: ServiceDescriptor

methods result = {}

for method in service data.methods:
method: MethodDescriptor
methods result[method.name] = MethodData (
name=method.name,
input message=InMethodMessageData (
name=method.input type.full name,
streaming=method.client streaming,
),
output message=InMethodMessageData (
name=method.output type.full name,
streaming=method.server streaming,
),
)
services result[service data.full name] = ServiceData(
name=service data.name,
full name=service data.full name,

methods=methods result,
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for message data in file descriptor.message types by name.val-

ues () :

self. parse message (message data, messages result,

enums_result)

for enum data in file descriptor.enum types by name.values():

self. parse enum(enum data, enums result)

result([file descriptor.name] = ProtoFileStructure (
package=file descriptor.package or None,
messages=messages_result,
services=services result,
enums=enums_result,

)

return result

protobuf/definitions.py:
import os

from enum import Enum
from pydantic import BaseModel

from protobuf.types import ProtoType
from utils import SimpleType

class ProtoFilesPaths (BaseModel) :
proto files abs: list[str]

base dir abs: str

def get relative map (self) -> dict[str, str]:
result = {}

for file path in self.proto files abs:

result[file path] os.path.relpath(file path,
self.base dir abs)

return result

class GeneratedData (BaseModel) :

source files: dict[str, str]



proto file to source: dict[str, set[str]]

class InMethodMessageData (BaseModel) :
name: Str

streaming: bool = False

class MethodData (BaseModel) :
name: Str
input message: InMethodMessageData

output message: InMethodMessageData

class EnumField (BaseModel) :
name: str

number: int

class PropertyLabel (str, Enum) :

OPTIONAL = '"optional"
REPEATED = "repeated"
REQUIRED = "required"

class MessageField (EnumField) :
message type: str | None = None
enum type: str | None = None
complex type: str | None = None
simple type: ProtoType | None = None
default: SimpleType | None = None
is map: bool = False

label: PropertyLabel

class EnumData (BaseModel) :
name: str
full name: str
parent message: str | None = None

fields: list[EnumField]
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class MessageData (BaseModel) :
name: str
full name: str

parent message: str | None = None

nested messages: list[str] = []
nested enums: list[str] = []
is map: bool = False

fields: list[MessageField]

class ServiceData (BaseModel) :
name: str
full name: str

methods: dict[str, MethodData]

class ProtoFileStructure (BaseModel) :
package: str | None = None
messages: dict[str, MessageData]
services: dict[str, ServiceData]

enums: dict[str, EnumData]

protobuf/types.py:
from ctypes import c double, ¢ float, c int64, c uint64, c int32, c uint32
from enum import Enum

from typing import Callable, Any

from pydantic import BaseModel

class ProtoType(str, Enum):

DOUBLE = "double"
FLOAT = "float"
INT64 = "inté64"
UINT64 = "uint32"
INT32 = "int32"
FIXED64 = "fixed64"
FIXED32 = "fixed32"
BOOL = "bool"
STRING = "string"

GROUP = "group"
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MESSAGE = "message"
BYTES = "bytes"
UINT32 = "uint32"
ENUM = "enum"
SFIXED32 = "sfixed32"
SFIXED64 = "sfixed64"
SINT32 = "sint32"
SINT64 = "sint64"
@classmethod

def contains value(cls, value):

return value in cls. valueZmember map

class TypeData (BaseModel) :
python type: type
converter: Callable

default value: Any

GRPC PYTHON TYPES = {

ProtoType.DOUBLE: TypeData (
python type=int,
converter=lambda v: c_double(int(v)).value,
default value=0

),

ProtoType.FLOAT: TypeData (
python type=int,
converter=lambda v: c_float (int(v)) .value,
default value=0

),

ProtoType.INT64: TypeData (
python type=int,
converter=lambda v: c_inté64(int (v)) .value,
default value=0

)

ProtoType.UINT64: TypeData (
python type=int,
converter=lambda v: c uint64 (int(v)).value,
default value=0

)



ProtoType.INT32: TypeData (
python type=int,
converter=lambda v: c_int32(int(v)) .value,
default value=0
),
ProtoType.FIXED64: TypeData (
python type=int,
converter=lambda v: c_inté64(int(v)) .value,
default value=0
),
ProtoType.FIXED32: TypeData (
python type=int,
converter=lambda v: c_inté64(int(v)) .value,
default value=0
),
ProtoType.BOOL: TypeData (
python type=bool,
converter=lambda v: bool (v),
default value=False
),
ProtoType.STRING: TypeData (
python type=str,
converter=lambda v: v i1f isinstance (v, str) else str(v),
default value=""
),
ProtoType.GROUP: None,
ProtoType.MESSAGE: None,
ProtoType.BYTES: TypeData (
python type=bytes,
converter=lambda v: v 1f isinstance(v, bytes) else bytes(v),
default value=0
),
ProtoType.UINT32: TypeData (
python type=int,
converter=lambda v: c¢_uint32(int(v)).value,
default value=0
),
ProtoType.ENUM: None,
ProtoType.SFIXED32: TypeData (
python type=int,

converter=lambda v: c_int32(int(v)) .value,
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default value=0
),
ProtoType.SFIXED64: TypeData (
python type=int,
converter=lambda v: ¢ _inté64(int(v)) .value,
default value=0
),
ProtoType.SINT32: TypeData (
python type=int,
converter=lambda v: ¢ _int32(int(v)) .value,
default value=0
),
ProtoType.SINT64: TypeData (
python type=int,
converter=lambda v: c¢_inté64(int(v)) .value,

default value=0

SimpleProtoType = str | float | int | bool | bytes

server/procesors/__init__.py:
import logging
from asyncio import sleep

from typing import Callable, AsyncIterator

from google.protobuf.json format import MessageToDict

from grpc import StatusCode
from grpc. cython.cygrpc import AbortError

from grpc.aio import ServicerContext

from config.model import ServerConfig, ResponseMockConfig

from protobuf.definitions import ServiceData, MethodData

from server.helpers import ProtoObjectResolver
from server.processors.base import ProcessingMeta
from server.processors.logs import APILogProcessor

from server.processors.proxy import ProxyProcessor

from server.processors.templates import TemplateProcessor

from utils import get exception error

import server.processors.mock as mocks

logger = logging.getLogger ( _name )
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class ResponseProcessor:

def

def

__init (

self,

object resolver: ProtoObjectResolver,
server config: ServerConfig,

template processor: TemplateProcessor,
log processor: APILogProcessor,

proxy processor: ProxyProcessor,

self. object resolver = object resolver
self. server config = server config
self. log processor = log processor

self. proxy processor = pProxy processor

self. template processor = template processor

generate method processor (
self,
service data: ServiceData,

method data: MethodData,

) —> Callable | None:

if method data.output message.streaming:

mock config = ResponseMockConfig (messages=[])
else:

mock config = ResponseMockConfig (messages={})

service key = service data.full name

if self. server config.mocks is not None:
retrieved = self. server config.mocks.root.get(
service key, [}
) .get (method data.name)
if retrieved is not None:

mock config = retrieved

mock data func = self. template processor.create mock data
message func = mocks.get service message

metadata func = mocks.set trailing metadata

error function = mocks.set error data

log in message func = self. log processor.log req message

log out message func = self. log processor.log res message
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log initial meta func = self. log processor.log req initial meta
log trailers func = self. log processor.log res trailing meta
log error func = self. log processor.log res error

get proxy = self. proxy processor.get proxy function

meta = ProcessingMeta (
object resolver=self. object resolver,
server config=self. server config,
service data=service data,
method data=method data,

mock config=mock config,

async def process request (
input data: object, context: ServicerContext
) —-> tuple[list[dict], list[object]]:
request dicts, requests = [], []
log initial meta func(context, meta)
if isinstance (input data, AsyncIlterator):
async for request in input data:
request dict = message func(
meta,
meta.method data.input message.name,
MessageToDict (request),
) [0]
log in message func(request dict, meta)
requests.append (request)
request dicts.append (request dict)
else:
request dict = message func(
meta,
meta.method data.input message.name,
MessageToDict (input data),
) [0]
log in message func(request dict, meta)
requests.append (input data)

request dicts.append (request dict)

await mock data func(request dicts, context, meta)
seconds delay = meta.mock data.seconds delay

if seconds delay 1s not None:



quest'")
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logger.debug (f"'{seconds delay}' seconds delay for re-

await sleep(seconds delay)

return request dicts, requests

async def process unary response (

input: object, context: ServicerContext

) —-> object:

try:

context)

meta)

sages.root[0]

request dicts, requests = awailt process request (input,

proxy func = get proxy (meta)
if proxy func:

response dict = await proxy func(requests, context,

else:
response dict = meta.mock data.messages.root
if isinstance (meta.mock data.messages.root, list):
if len(meta.mock data.messages.root) > 0:

response dict = meta.mock data.mes-

metadata func (context, meta)

await error function (context, meta)

response dict, response = message func(
meta,
meta.method data.output message.name,
response dict,

)

log trailers func(context, meta)

log out message func (response dict, context, meta)

return response

except AbortError:

log trailers func(context, meta)
log error func(context, meta)

raise

except Exception as e:

logger.error (get exception error(e))
try:
await context.abort(

StatusCode.UNKNOWN,
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"Mock API server internal error"”,
)
finally:
log trailers func(context, meta)

log error func(context, meta)

async def process stream response (

input: object, context: ServicerContext
) —-> object:

try:

request dicts, requests = awailt process request (input,

context)
proxy func = get proxy (meta)
await error function (context, meta)
if proxy func:
async for response dict in proxy func(
requests, context, meta
)
response dict, response = message func(
meta,
meta.method data.output message.name,
response dict,
)
log out message func (response dict, context, meta)
yield response
else:
if isinstance (meta.mock data.messages.root, list):
for response dict in meta.mock data.messages.root:
response dict, response = message func(
meta,
meta.method data.output message.name,
response dict,
)
log out message func (response dict, context,
meta)

yield response
else:
response dict, response = message_func(
meta,
meta.method data.output message.name,

meta.mock data.messages.root,



)

76

log out message func (response dict, context, meta)

yield response
await error function (context, meta)
metadata func (context, meta)
except AbortError:
log trailers func(context, meta)

log error func(context, meta)

raise
except Exception as e:
code = StatusCode.UNKNOWN
message = '"Mock API server internal error"
logger.error (get exception error(e))
try:
awalt context.abort (code, message)
finally:
log trailers func(context, meta)

log error func(context, meta)
log trailers func(context, meta)

if method data.output message.streaming:

return process _stream response

else:

return process unary response

async def clean resources (self):
await self. proxy processor.close channels()

server/procesors/base.py:

from typing import Any

from grpc import StatusCode, ServicerContext

from pydantic import BaseModel, ConfigDict, Field, RootModel

from config.model import (

ServerConfig, ResponseMockConfig, MetadataKey, MetadataValue,

rorCode

)

from protobuf.definitions import ServiceData, MethodData

from server.helpers import ProtoObjectResolver



class MessageMock (RootModel) :
root: dict[str, Any] | list[dict[str, Any]] = {}

class MetadataMock (RootModel) :
root: dict[MetadataKey, MetadataValue] = {}

class ErrorMock (BaseModel) :
code: GRPCErrorCode | str = Field(
StatusCode.UNKNOWN.value[0],
description="Error response status code"

)
details: str = Field(

min
4

description="Error response message"

class ProxyMock (BaseModel) :
socket: str = Field(
None,
description="gRPC server socket for proxying requests"
)
seconds timeout: float | None = Field(
None,
description="gRPC server proxying timeout",

ge=0,

class ResponseMock (BaseModel) :
messages: MessageMock = Field(
MessageMock (),
description="Response message value",
)
trailing meta: MetadataMock = Field(
MetadataMock (),

description="Initial response metadata values",
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error: ErrorMock None = Field(

\
None,
description="Error data for mocking errors",

)

seconds delay: float | None = Field(

None,
description="Seconds delay for request processing”,
gt=0,

)

proxy: ProxyMock | None = Field(

None,

description="Requests proxying configuration”,

class ProcessingMeta (BaseModel) :

model config = ConfigDict (arbitrary types allowed=True)

object resolver: ProtoObjectResolver
server config: ServerConfig

service data: ServiceData

method data: MethodData

mock config: ResponseMockConfig | str

mock data: ResponseMock = ResponseMock ()

def extract invocation metadata (context: ServicerContext) -> dict:

metadata dict = {}
metadata = context.invocation metadata ()
if metadata is not None:
for k, v in metadata:
if k in metadata dict:
i1f isinstance (metadata dict[k], 1ist):
metadata dict[k].append(v)
else:
metadata dict[k] = [metadata dict[k], V]
else:
metadata dict[k] = v

return metadata dict

server/procesors/logs.py:

import json
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from logging import Logger, getLogger

from grpc import StatusCode

from grpc.aio import ServicerContext

from logs import (
get logger name, REQUESTS MOCK LOG PREFIX, configure logger, Log-
gerConfig
)
from protobuf.definitions import ServiceData, MethodData
from server.processors.base import ProcessingMeta, extract invoca-

tion metadata

class APILogProcessor:
def init (self, loggers conf: LoggerConfig):
self. loggers conf = loggers conf

self. loggers = {}

def get requests logger(
self,
service data: ServiceData,
method data: MethodData,
) —-> Logger:
logger name = get logger name ([
REQUESTS MOCK LOG PREFIX, service data.full name,
method data.name
1)
logger obj = self. loggers.get (logger name)
if logger obj is None:
logger obj = getLogger (logger name)
configure logger (logger obj, **self. log-
gers conf.model dump())
self. loggers[logger name] = logger obj

return logger obj

def log reqg message (
self,
request dict: dict,

meta: ProcessingMeta,



def

def
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api logger = self.get requests logger (

meta.service data, meta.method data

extra = {
"service": meta.service data.full name,
"method": meta.method data.name,
"request message': json.dumps (request dict),

"alias": meta.server config.alias,

api_logger.info ("Input message', extra=extra)

log req initial meta/(
self,
context: ServicerContext,

meta: ProcessingMeta,

api logger = self.get requests logger (

meta.service data, meta.method data

metadata dict = extract invocation metadata (context)
if metadata dict:
extra = {
"service": meta.service data.full name,
"method": meta.method data.name,
"alias": meta.server config.alias,
"metadata": metadata dict
}
if meta.server config.alias is not None:

extra["alias"] = meta.server config.alias

api logger.info("Invocation metadata", extra=extra)

log res message (

self,

response dict: dict,
context: ServicerContext,

meta: ProcessingMeta,



def

api logger = self.get requests logger (

meta.service data, meta.method data

extra = {
"service": meta.service data.full name,
"method": meta.method data.name,

"alias": meta.server config.alias,

if response dict 1s not None:
extra["response message'"] = json.dumps (response dict)
error details = context.details()
if error details:
extra["error details"] = error details
code = context.code()
if code is not None:
code: StatusCode
extra["code"] = f"{code.value[0]}: {code.valuel[l]}"
metadata dict = {}
metadata = context.trailing metadata ()
i1f metadata is not None:
for metadata item in metadata:
key = metadata item[0]
value = metadata item[1]
if key in metadata dict:
if isinstance (metadata dict[key], 1list):
metadata dict[key].append(value)
else:
metadata dict[key] = [metadata dict[key], value]
else:
metadata dict[key] = value
1f metadata dict:

extra["metadata"] = metadata dict

api_logger.info ("Output message", extra=extra)

log res error(
self,
context: ServicerContext,

meta: ProcessingMeta,
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api_logger = self.get requests logger (

meta.service data, meta.method data,

extra = {
"service": meta.service data.full name,
"method": meta.method data.name,

"alias": meta.server config.alias,

error details = context.details()
if error details is not None:
extra["error details"] = error details
code = context.code()
if code is not None:
code: StatusCode

extra["code"] = f"{code.value[0]}: {code.valuel[l]}"

api logger.info ("Output error", extra=extra)

log res trailing meta/(
self,
context: ServicerContext,

meta: ProcessingMeta,

api logger = self.get requests logger (

meta.service data, meta.method data

metadata dict = {}
metadata = context.trailing metadata ()
i1f metadata is not None:
for metadata item in metadata:

key = metadata item[0]

value = metadata item[1]

i1f key in metadata dict:

if isinstance (metadata dict[key], 1list):
metadata dict[key].append (value)

else:

metadata dict[key] = [metadata dict[key], value]
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else:
metadata dict[key] = value
i1f metadata dict:

extra = {
"service": meta.service data.full name,
"method": meta.method data.name,
"alias": meta.server config.alias,
"metadata": metadata dict

}

api logger.info("Trailing metadata'", extra=extra)

server/procesors/mock.py:

from

from

from

from
from
from

from

logging import getLogger
typing import Any, Callable

grpc.aio import ServicerContext

server.helpers import get grpc status code
protobuf.types import ProtoType, GRPC PYTHON TYPES, SimpleProtoType
protobuf.definitions import MessageField, PropertyLabel

server.processors import ProcessingMeta

logger = getLogger( _name )

def

get enum value (

meta: ProcessingMeta,
field data: MessageField,
enum name: str,

value: str | None = None,

) —-> tuple[str | None, object | None]:

if field data.label == PropertyLabel.OPTIONAL and value is None:

return None, None

enum_data = meta.object resolver.summarized structure.enums/
enum_name

1

enum type = meta.object resolver.get enum type (enum data)

if field data.default is not None:
value = field data.default

if value 1is not None:

for enum property in enum data.fields:
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if value == enum property.name:
return enum property.name, enum type.Value (enum prop-

erty.name)

return enum type.keys()[0], enum type.Value (enum type.keys()[0])

def get simple value(
field data: MessageField,
grpc _type: ProtoType,
value: Any,
) —-> tuple[Any, Any]:
if field data.label == PropertyLabel.OPTIONAL and value is None:

return None, None

type data = GRPC PYTHON TYPES[grpc type]
result = type data.default value
if field data.default is not None:
result = field data.default
if value is not None:
if type(value) is type data.python type or isinstance(
value, SimpleProtoType

try:
result = type data.converter (value)
if result != value:
logger.debug (
f"Field '{field data.name}' converted to "
f"corresponding prototype '{grpc type.value}'"
)
except Exception:
logger.warning(
f"Error converting field '{field data.name}' to "
f"type '{type data.python type. name }'"
)

return result, result

def fill object(
field data: MessageField,
value: Any,

field name: str | None = None,



) -> dict:

if field name is None:
field name = field data.name

if field data.is map and value is None:
return {}

if field data.label == field data.label.OPTIONAL and value 1s None:
return {}

else:

return {field name: value}

def repeat if required(
field data: MessageField,
mock value: Any,
inner message function: Callable,
*args,
) —> tuple[list, list]:
if field data.label == PropertyLabel.REPEATED:
raw _values = []
object values = []
if mock value is None:

return [], []

if not isinstance (mock value, 1list):
mock value = [mock value]

for mock data in mock value:
raw_value, object value = inner message function(

*args, mock data

)
raw_values.append (raw_value)
object values.append (object value)

return raw _values, object values

else:
return inner message function(

*args, mock value

def get kv message value(
meta: ProcessingMeta,

parent field: MessageField | None,



)

message name: str,
mock value: Any,

-> tuple[dict | None, dict | None]:
if mock value is None:

return None, None

message data = meta.object resolver.summarized structure.messages|

message name

raw dict = {}
objects dict = {}
if not isinstance (mock value, dict):

mock value = {}

key field = message data.fields[0]
value field = message data.fields[1]

for property key, property value in mock value.items():
raw_key, object key = get simple value(
key field, key field.simple type, property key,
)
if value field.simple type == ProtoType.MESSAGE:
raw_value, object value = repeat if required(
value field,
property value,
get message value,
meta,
value field,
value field.message type,
)
elif value field.simple type == ProtoType.ENUM:
raw _value, object value = repeat 1f required(
value field,
property value,
get enum value,
meta,
value field,
value field.enum type,
)
elif value field.simple type == ProtoType.GROUP:
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raw _value, object value = get message value(

meta,

value field,

value field.message type,

property value,

)

else:

raw_value, object value = repeat 1if required(

value field,

property value,

get simple value,

value field,

value field.simple type,

)

raw dict.update( fill object(

key field, raw value, raw key,

))

objects dict.update( fill object(

key field, object value, object key

))

return raw _dict, objects dict

def get message value(

meta: ProcessingMeta,

parent field: MessageField | None,

message name:

str,

mock value: Any,

) —> tuple[dict |
if (

None, object | None]:

parent field and

parent field.label == PropertyLabel.OPTIONAL and

mock value is None

return None, None

raw _dict = {}

objects dict

message data

{}

meta.object resolver.summarized structure.messages/[

message name
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message type = meta.object resolver.get message type (message data)

if not isinstance (mock value,

mock value = None

dict) :

for field data in message data.fields:

mock property value = None

i1f mock value is not None:

mock property value =

if field data.simple type
if field data.is map:

raw_value, object

meta,

field data,

mock value.get (field data.name)

== ProtoType.MESSAGE:

value = get kv message value(

field data.message type,

mock property

)

else:

raw_value, object

field data,

mock property

value,

value = repeat if required(

value,

get message value,

meta,

field data,

field data.message type,

)

elif field data.simple type == ProtoType.ENUM:

raw_value, object value = repeat 1f required/(

field data,

mock property value,

get enum value,
meta,

field data,

field data.enum type,

)

elif field data.simple type == ProtoType.GROUP:

raw _value, object value = get message value/(

meta,

field data,
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field data.message type,
mock property value,
)
else:
raw _value, object value = repeat 1f required/(
field data,
mock property value,
get simple value,
field data,
field data.simple type,
)
raw _dict.update( fill object(
field data, raw_value
))
objects dict.update( fill object(
field data, object value
))

return raw _dict, message type (**objects dict)

def get service message (
meta: ProcessingMeta,
message name: str,
mock value: Any,
) —-> tuple[dict | None, object | None]:
raw _value, value = get message value(
meta, None, message name, mock value
)
if raw value 1s None or value 1s None:
raw value, value = {}, {}

return raw _value, value

async def set error data/(
context: ServicerContext,

meta: ProcessingMeta,

if meta.mock data.error 1is None:

return



def

await context.abort(
get grpc status code (meta.mock data.error.code),

meta.mock data.error.details,

set trailing metadata(

context: ServicerContext,

meta: ProcessingMeta,

metadata 1list = []

for key, value in meta.mock data.trailing meta.root.items():
if isinstance (value, 1list):
for value item in value:
metadata list.append((key, value item))
else:
metadata list.append((key, value))

context.set trailing metadata (metadata list)

server/procesors/proxy.py:

impo
impo

from

from
from

from

from

from

rt asyncio
rt logging
typing import Callable

google.protobuf. json format import MessageToDict
grpc import ServicerContext

grpc.aio import AioRpcError, insecure channel

server.processors import ProcessingMeta

utils import get exception error

logger = logging.getLogger (__name )

clas

S ProxyProcessor:
def init (self):
self. channels dict = {}

self. methods dict = {}

def get proxy methods (self, meta: ProcessingMeta) -> callable:
proxy config = meta.mock config.proxy

service data = meta.service data
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method data = meta.method data

if proxy config.socket not in self. channels dict:

channel = insecure channel (proxy config.socket)

self. channels dict/[proxy config.socket] = channel
else:

channel = self. channels dict[proxy config.socket]

if service data.full name not in self. methods dict:
self. methods dict[service data.full name] = {}
if method data.name not in self. methods dict/

service data.full name

in type = meta.object resolver.get message type (
meta.object resolver.summarized structure.messages/[

method data.input message.name

)
out type = meta.object resolver.get message type(
meta.object resolver.summarized structure.messages/[

method data.output message.name

)
if method data.input message.streaming:
if method data.output message.streaming:
processor = channel.stream stream
else:
processor = channel.stream unary
else:
if method data.output message.streaming:
processor = channel.unary stream
else:

processor = channel.unary unary

method = processor (
f"/{service data.full name}/{method data.name}",
request serializer=in type.SerializeToString,
response deserializer=out type.FromString,

_registered method=True
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self. methods dict/
service data.full name

] [method data.name] = method

return self. methods dict[ser-

vice data.full name] [method data.name]

async def process_unary proxying(

self,

requests: list[object],

context: ServicerContext,

meta: ProcessingMeta,

) —-> dict | None:

try:

method func = self. get proxy methods (meta)

metadata list = []
metadata = context.invocation metadata ()
if metadata is not None:

for k, v in metadata:

metadata list.append((k, v))

if meta.method data.input message.streaming:
async def requests generator():
for item in requests:
yield item
request obj = requests generator
else:
if len(requests) == 0:
logger.error ("Proxying request internal error")
return None

request obj = requests/[0]

timeout = None
i1f meta.mock data.proxy.seconds timeout 1is not None:

timeout = meta.mock data.proxy.seconds timeout

response = await method func/(
request obj, metadata=metadata list, timeout=timeout,

)

return MessageToDict (response)

except AioRpcError as e:



context.set trailing metadata(e.trailing metadata())
awalt context.abort(
e.code (),
e.details (),
)
except Exception as e:
logger.error (
f"Proxying request internal error. {get exception er-

ror(e)}"

async def process_stream proxying(
self,
requests: list[object],
context: ServicerContext,

meta: ProcessingMeta,

try:

method func = self. get proxy methods (meta)

metadata list = []
metadata = context.invocation metadata ()
if metadata is not None:

for k, v in metadata:

metadata list.append((k, v))

if meta.method data.input message.streaming:

request obj = requests
else:
if len(requests) == 0:
return
request obj = requests[0]

timeout = None
if meta.mock data.proxy.seconds timeout 1s not None:

timeout

meta.mock data.proxy.seconds_ timeout

async for response in method func(

request obj, metadata=metadata list, timeout=timeout

yield MessageToDict (response)
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except AioRpcError as e:
context.set trailing metadata(e.trailing metadata())
awalt context.abort(
e.code (),
e.details(),
)
except Exception as e:
logger.error (
f"Proxying request internal error. {get exception er-

ror(e) }"

def get proxy function(
self, meta: ProcessingMeta
) —-> Callable | None:
if meta.mock data.proxy 1is None:

return None

if meta.method data.output message.streaming:
return self. process stream proxying
else:

return self. process_unary proxying

async def close channels (self):
await asyncio.gather(

*[channel.close () for channel in self. channels dict.values()]

)
server/procesors/templates.py:

from logging import getLogger
from typing import TypeVar, Type, Any

from grpc import StatusCode

from grpc.aio import ServicerContext

from jinjaZ import Environment

from pydantic import BaseModel, ValidationError, RootModel

from yaml import YAMLError

import constants as c
from templates import AccessibleVariable
from config.model import ResponseMockConfig, ErrorConfig, ProxyConfig

from server.processors import ProcessingMeta
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import server.processors.base as base

import utils

logger = getLogger( name )

ModelType = TypeVar ("ModelType'", bound=BaseModel)

async def render simple type(
env: Environment,
simple type: Type[utils.SimpleType],
value: utils.SimpleType,
) —> utils.SimpleType:
rendered = await env.from string(str(value)).render async/()
try:
return simple type (rendered)
except Exception:
logger.error ("Error parsing rendered data to required type'")

return value

async def render list(env: Environment, values: list) -> list:
result = []
for item in values:
if isinstance(item, 1ist):
result.append(await render list(env, item))
elif isinstance(item, dict):
result.append(await render dict(env, item))
elif isinstance(item, str):
result.append(await env.from string(item).render async())
else:
result.append(item)

return result

async def render dict(env: Environment, values: dict) -> dict:
result = {}
for key, value in values.items():
if isinstance (value, 1ist):

result[key] = await render list(env, value)
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elif isinstance(value, dict):
result[key] = await render dict(env, value)

elif isinstance (value, str):

result[key] await env.from string(value).render async()

else:

result[key] value

return result

def create model (
entity type: Type[ModelType], *args, **kwargs
) —> ModelType | None:
try:
return entity type(*args, **kwargs)
except ValidationError as e:
logger.error (utils.get msg from parts(
"Invalid mock data format", utils.get validation err msg(e))
)

return None

async def render model from str(
env: Environment, entity type: Type[ModelType], value: str
) —> ModelType | None:
rendered = await env.from string(value).render async()
parsed = None
try:
parsed = utils.parse from yaml (rendered.encode())
except YAMLError as e:
logger.error (utils.get msg from parts(
"Error parsing YML of mock data'", utils.get yml err msg(e))
)
if parsed is None:
return None
if issubclass (entity type, RootModel) :
return create model (entity type, root=parsed)
elif isinstance (parsed, dict):
return create model (entity type, **parsed)
else:

return create model (entity type, parsed)



async def render model (
env: Environment, entity type: Type[ModelType], value: dict | 1list
) —> ModelType | None:
if isinstance(value, 1ist):
rendered = await render list (env, value)
else:
rendered = await render dict (env, value)
try:
return entity type.model validate (rendered)
except YAMLError as e:
logger.error (utils.get msg from parts(
"Error parsing YML of mock data'", utils.get yml err msg(e))
)
except ValidationError as e:
logger.error (utils.get msg from parts(
"Invalid mock data format", utils.get validation err msg(e))
)

return None

class TemplateProcessor:

def init (self, environment: Environment):
self. env = environment
self,_state = c.TEMP INITIAL STATE

async def render error config(self, error config: ErrorConfig):
code = StatusCode.UNKNOWN.value[0]
if error config.code 1is not None:

code = await render simple type(self. env, int, error con-

fig.code)

details = await render simple type/(
self. env, int, error config.details
)

return create model (ErrorConfig, code=code, details=details)

async def render proxy config(
self, proxy config: ProxyConfig

) —> base.ProxyMock:
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socket = await render simple type(self. env, str, proxy con-

seconds timeout = None

if isinstance (proxy config.seconds timeout, float):
seconds timeout = proxy config.seconds timeout

elif isinstance (proxy config.seconds timeout, str):
seconds_timeout = await render simple type(

self. env, str, proxy config.socket

)

return create model (

base.ProxyMock, socket=socket, seconds timeout=seconds timeout

async def render mock config(

)

self, mock config: ResponseMockConfig | str
-> base.ResponseMock:
if isinstance (mock config, str):
return await render model from str(
self. env, base.ResponseMock, mock config

) or base.ResponseMock ()

message = None
if isinstance (mock config.messages, Str):
message = await render model from str(
self. env, base.MessageMock, mock config.messages
)
elif isinstance(mock config.messages, dict | list):
message = await render model (
self. env, base.MessageMock, mock config.messages
)
if not message:

message = base.MessageMock ()

metadata = None
i1f isinstance(mock config.trailing meta, str):
metadata = awalit render model from str(
self. env, base.MessageMock, mock config.trailing meta
)
elif isinstance (mock config.trailing meta, dict):

metadata = await render model (



self. env, base.MetadataMock, mock config.trailing meta
)
if not metadata:

metadata = base.MetadataMock ()

error = None
if isinstance (mock config.error, ErrorConfig):

error = awalt self.render error config(mock config.error)
elif isinstance (mock config.error, str):

error = await render model from str(

self. env, base.ErrorMock, mock config.error

seconds delay = mock config.seconds delay
if seconds delay is not None:
seconds delay = awailt render simple type(

self. env, float, mock config.seconds delay

proxy = None
if isinstance (mock config.proxy, ProxyConfig):

proxy = awalt self.render proxy config(mock config.proxy)
elif isinstance (mock config.proxy, str):

proxy = await render model from str(

self. env, base.ProxyMock, mock config.proxy

return create model (
base.ResponseMock,
messages=message,
trailing meta=metadata,
error=error,
seconds delay=seconds delay,
ProxXy=proxy,

) or base.ResponseMock ()

set state(self, value: Any):

self. state = value

_get state(self) -> Any:

return self. state
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quests)

def fill environment(

self,
requests: list[dict],
context: ServicerContext,

meta: ProcessingMeta,

self. env.globals[c.TEMP SOCKETS KEY] = AccessibleVariable([

socket data.socket for socket data in meta.server config.so

1)

self. env.globals[c.TEMP ALIAS KEY] = meta.server config.alias

self. env.globals[c.TEMP SERVICE KEY] = AccessibleVariable(
meta.service data.model dump ()

)

self. env.globals[c.TEMP METHOD KEY] = AccessibleVariable (
meta.method data.model dump ()

)

self. env.globals[c.TEMP METADATA KEY] = AccessibleVariable(
base.extract invocation metadata (context)

)

self. env.globals([c.TEMP MESSAGES KEY] = AccessibleVariable (re-

if len(requests) > 0:
self. env.globals[c.TEMP MESSAGE KEY] = AccessibleVariable (
requests[0]
)
else:

None

self. env.globals[c.TEMP MESSAGE KEY]

self. env.globals[c.TEMP SET STATE KEY]

self. set state

self. env.globals[c.TEMP GET STATE KEY]

self. get state

async def create mock data(

self,
requests: list[dict],
context: ServicerContext,

meta: ProcessingMeta,

self. fill environment (requests, context, meta)

response mock = await self.render mock config(meta.mock config)

100
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meta.mock data = response mock

server/__init__.py:

impo

from

from

from
from
from
from
from
from

from

rt logging

asyncio import AbstractEventLoop

grpc.aio import Server

logs import LoggerConfig

config.model import ServerConfig

protobuf import get proto files paths

protobuf.compilers import StructureParser, generate descriptor pool
server.configurers import GRPCServerConfigurer

server.helpers import ProtoObjectResolver

server.processors import (

APILogProcessor, ResponseProcessor, TemplateProcessor

)
from

from

Server.processors.proxy import ProxyProcessor

templates import create base environment

logger = logging.getLogger ( name )

def

) —>

create server(

server config: ServerConfig,

config file dir: str,

loop: AbstractEventLoop,

api loggers config: LoggerConfig,
tuple[Server, GRPCServerConfigurer]:

proto paths = get proto files paths (server config, config file dir)

pool = generate descriptor pool (proto paths)

structures = StructureParser (pool, proto paths).get structures()
logger.debug ("Proto files parsing successful")
object resolver = ProtoObjectResolver (structures, pool)
configurer = GRPCServerConfigurer (

object resolver,

ResponseProcessor (

object resolver,
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TemplateProcessor (create base environment (config file dir)),

APILogProcessor (api_loggers config),
ProxyProcessor (),
),
server config,
)

server = configurer.build server (config file dir, loop)
logger.debug ("Servers build successful')

return server, configurer

server/configurers.py:
import asyncio

from logging import getLogger

import grpc

from google.protobuf import descriptor pool

from google.protobuf.descriptor import FieldDescriptor
from google.protobuf.message factory import MessageFactory
from grpc import RpcMethodHandler

from grpc.aio import Server

from grpc reflection.vlalpha import reflection

from protobuf.types import ProtoType

from server.helpers import ProtoObjectResolver

from config.model import ServerConfig

from server.processors import ResponseProcessor

from protobuf.definitions import ServiceData, ProtoFileStructure

from utils import read file, get relative abs path

logger = getLogger( _name )

PROTO TYPE INTERNAL DATA = {
ProtoType.DOUBLE: FieldDescriptor.TYPE DOUBLE,
ProtoType.FLOAT: FieldDescriptor.TYPE FLOAT,
ProtoType.INT64: FieldDescriptor.TYPE INT64,
ProtoType.UINT64: FieldDescriptor.TYPE UINT64,
ProtoType.INT32: FieldDescriptor.TYPE INT3Z2,
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ProtoType.FIXED64: FieldDescriptor.TYPE FIXED64,
ProtoType.FIXED32: FieldDescriptor.TYPE FIXED32,
ProtoType.BOOL: FieldDescriptor.TYPE BOOL,
ProtoType.STRING: FieldDescriptor.TYPE STRING,
ProtoType.GROUP: FieldDescriptor.TYPE GROUP,
ProtoType.MESSAGE: FieldDescriptor.TYPE MESSAGE,
ProtoType.BYTES: FieldDescriptor.TYPE BYTES,
ProtoType.UINT32: FieldDescriptor.TYPE UINT32,
ProtoType.ENUM: FieldDescriptor.TYPE ENUM,
ProtoType.SFIXED32: FieldDescriptor.TYPE SFIXED32,
ProtoType.SFIXED64: FieldDescriptor.TYPE SFIXED64,
ProtoType.SINT32: FieldDescriptor.TYPE SINT32,
ProtoType.SINT64: FieldDescriptor.TYPE SINT64,

def check methods (

structure: ProtoFileStructure, server config: ServerConfig,

if server config.mocks is None:

return
unknown services = set()
unknown methods = {}

for service name, methods in server config.mocks.root.items():
i1f service name not in structure.services:
unknown services.add(service name)
else:
for method name in methods.keys():
if method name not in structure.services|[ser-
vice name].methods:
if service name not in unknown methods:
unknown methods[service name] = set()

unknown methods [service name].add (method name)

if len(unknown services) > 0:
logger.warning(
f"Services were not described in Protobuf file/s for server "

r"'"{server config.alias}': '{', '.join(unknown services)}'"
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if len(unknown methods) > 0:
methods strings = []
for service name, methods in unknown methods.items () :
methods strings.append (
f"'{service name}' -> '"{"', '". join(methods)}'"
)
logger.warning(
f"Methods were not described in Protobuf file/s for server "

f"'{server config.alias}':\n{"\n".join (methods strings)}"

class GRPCServerConfigurer:
def init
self,
object resolver: ProtoObjectResolver,
response processor: ResponseProcessor,

server config: ServerConfig,

self. obj resolver = object resolver

self. response processor = response _processor
self. server config = server config

self. pool = descriptor pool.Default/()

self. factory = MessageFactory(self. pool)

@property
def object resolver(self) -> ProtoObjectResolver:

return self. obj resolver

@object resolver.setter
def object resolver(self, object resolver: ProtoObjectResolver):

self. obj resolver = object resolver

@property
def server config(self) -> ServerConfig:

return self. server config

@server config.setter
def server config(self, server config: ServerConfig):

self. server config = server config
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@property
def response processor (self) -> ResponseProcessor:

return self. response processor

@response processor.setter
def response processor (self, mock processor: ResponseProcessor):

self. response processor = mOCK processor

def create rpc method handlers (
self, service data: ServiceData,
) —-> dict[str, RpcMethodHandler]:
rpc_method handlers = {}
for method data in service data.methods.values():

method func = self. response processor.generate method proces-

sor (
service data,
method data,
)
if method func is None:
logger.warning(
f"Error creating method '{method data.name}' in ser-
vice "
f"'{service data.full name}'"
)
in data = self.object resolver.summarized structure.messages|
method data.input message.name
]
out data = self.object resolver.summarized structure.messages/
method data.output message.name
]
in type = self.object resolver.get message type (in data)
out type = self.object resolver.get message type (out data)
i1f method data.input message.streaming:
if method data.output message.streaming:
handler creator = grpc.stream stream rpc method han-
dler

else:

handler creator = grpc.stream unary rpc method handler
else:

if method data.output message.streaming:
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handler creator = grpc.unary stream rpc method handler
else:

handler creator = grpc.unary unary rpc method handler

rpc_method handlers|
method data.name
] = handler creator(
method func,
request deserializer=in type.FromString,
response serializer=out type.SerializeToString,
)

return rpc _method handlers

def build server (
self,
config file dir: str,
loop: asyncio.AbstractEventLoop | None = None,
) —-> Server:
check methods (
self.object resolver.summarized structure,

self.server config,

resolver = self. obj resolver

server = grpc.aio.server()

for socket data in self.server config.sockets:
if socket data.certificates is None:
server.add insecure port (socket data.socket)
else:
cert config = socket data.certificates
cert data = read file(get relative abs path(
config file dir, cert config.certificate,
))
key data = read file(get relative abs path(
config file dir, cert config.certificate,
))
root cert data = None
if cert config.root certificate is not None:
root cert data = read file(get relative abs path(

config file dir, cert config.root certificate,



))
credentials = grpc.ssl server credentials(
[ (key data, cert data)],
root cert data,
root cert data is not None,
)

server.add secure port (socket data.socket, credentials)

for service data in resolver.summarized structure.services.val-

ues () :

method handlers = self. create rpc method handlers (ser-—
vice data)

services handler = grpc.method handlers generic handler (

service data.full name, method handlers)
server.add generic rpc handlers((services handler,))
server.add registered method handlers(

service data.full name, method handlers

if self.server config.reflection enabled:
reflection services = [
reflection.SERVICE NAME,
*resolver.summarized structure.services.keys(),
]
reflection.enable server reflection(
reflection services,
server,

self. obj resolver.get descriptor pool(),

if loop is not None:

server. loop = loop

return server

server/helpers.py:
import copy

import logging

from typing import Type

from google.protobuf.descriptor import FieldDescriptor

from google.protobuf.descriptor pool import DescriptorPool
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from google.protobuf.internal.enum type wrapper Iimport EnumTypeWrapper
from google.protobuf.message import Message
from google.protobuf.message factory import GetMessageClass

from grpc import StatusCode

from config.model import GRPCErrorCode
from protobuf.definitions import (
ProtoFileStructure,
MessageData,
EnumData,
)
from protobuf.types import ProtoType

logger = logging.getLogger (__name )

def get grpc status code(value: GRPCErrorCode) -> StatusCode:
for enum value in StatusCode:
if enum value.value[0] == value:
return enum value

return StatusCode.UNKNOWN

PROTO TYPE INTERNAL DATA = {
ProtoType.DOUBLE: FieldDescriptor.TYPE DOUBLE,
ProtoType.FLOAT: FieldDescriptor.TYPE FLOAT,
ProtoType.INT64: FieldDescriptor.TYPE INT64,
ProtoType.UINT64: FieldDescriptor.TYPE UINT64,
ProtoType.INT32: FieldDescriptor.TYPE INT32,
ProtoType.FIXED64: FieldDescriptor.TYPE FIXED64,
ProtoType.FIXED32: FieldDescriptor.TYPE FIXED3Z2,
ProtoType.BOOL: FieldDescriptor.TYPE BOOL,
ProtoType.STRING: FieldDescriptor.TYPE STRING,
ProtoType.GROUP: FieldDescriptor.TYPE GROUP,
ProtoType.MESSAGE: FieldDescriptor.TYPE MESSAGE,
ProtoType.BYTES: FieldDescriptor.TYPE BYTES,
ProtoType.UINT32: FieldDescriptor.TYPE UINT3Z2,
ProtoType.ENUM: FieldDescriptor.TYPE ENUM,
ProtoType.SFIXED32: FieldDescriptor.TYPE SFIXED3Z2,
ProtoType.SFIXED64: FieldDescriptor.TYPE SFIXED64,
ProtoType.SINT32: FieldDescriptor.TYPE SINT3Z2,
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ProtoType.SINT64: FieldDescriptor.TYPE SINT64,

class ProtoObjectResolver:
def  init
self,
proto structures: dict[str, ProtoFileStructure],

descriptor pool: DescriptorPool,

self. structures = proto structures

self. summarized structure = self. summarize proto structure()
self. descriptor pool = descriptor pool
self. message types = self. create messages types()
self. enum types = self. create enum types()

def summarize proto structure(self) -> ProtoFileStructure | None:
result = None

for structure in self. structures.values():
if result is None:
result = copy.deepcopy (structure)
else:
result.services.update (structure.services)
result.messages.update (structure.messages)
result.enums.update (structure.enums)

return result

@property
def pool (self) -> DescriptorPool:

return self. descriptor pool

@property
def summarized structure (self) -> ProtoFileStructure:

return self. summarized structure
@property
def structures (self) -> dict[str, ProtoFileStructure]:

return self. structures

def create messages types (self) -> dict[str, Type[Message]]:
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result = {}
for message data in self.summarized structure.messages.values():
key = message data.full name
result[key] = GetMessageClass (
self. descriptor pool.FindMessageTypeByName (key)
)

return result

def create enum types (self) -> dict[str, EnumTypeWrapper]:
result = {}
for enum data in self.summarized structure.enums.values():
key = enum data.full name
result[key] = EnumTypeWrapper (
self. descriptor pool.FindEnumTypeByName (key)
)

return result

def get descriptor pool (self) -> DescriptorPool:

return self. descriptor pool

def get enum type (self, enum data: EnumData) -> EnumTypeWrapper:
enum type = self. enum types.get (enum data.full name)
if enum type 1is None:
message = (
f"Error processing enum type '{enum data.full name}': "

f"object descriptor not found"

logger.error (message)
raise KeyError (message)

return enum type

def get message type (self, message data: MessageData) -> Type[Mes-
sage]:
descriptor = self. message types.get (message data.full name)
if descriptor is None:
message = (
f"Error processing message type '{mes-
sage data.full name}': "

f"object descriptor not found"
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logger.error (message)
raise KeyError (message)

return descriptor

args.py:
from argparse import Namespace, ArgumentParser

from sys import exit

def get args() -> Namespace:
arg parser = ArgumentParser (
prog="cap-grpc",
description="gRPC API mocking tool")
arg parser.add argument (
_"_c", L
default="cap-grpc.yml",
metavar="config file",
type=str,
help="configuration .yml file path")
arg parser.add argument (
_"_e", L
default=None,
action='store true'’,
help="print configuration file examples and exit"
)

parsed = arg parser.parse_args()

if parsed.e:
print(

mrmrn

YAML config file example:

servers:
- alias: 'Book API'
sockets:
- socket: 'localhost:8100'
- socket: 'my.domain:8201'
certificates:
certificate: "certificate.pem"”
key file: "certificate.key"

root_certificate: "/certs/root-cert.crt"



reflection enabled: true
proto files:

- "types/*.proto"

- "*_ proto"
proto files base dir: "./"
mocks:

com.book.BookService:

GetBook:
messages:

id: "{{message.id}}"

name: "Expanded and Revised: Names of the Damned"

type: "ENCYCLOPEDIA"
author:
first name: "Michael"
last name: "Belanger"
trailing meta:
custom metadata: metadata
AddBook:
error:
code: 16
details: "Unauthorized. Credentials required"
GetBooksList:
pProxy:
socket: "original-book-service-host:8100"
seconds_timeout: 10
api_logging config:
console: false
files:
- "logs/program.logs"
format: "text"
format line: "% (levelname)s: % (message)s'
level: "INFO"
general logging config:
console: true
files:
- "logs/api.logs"
format: "yaml"
format line: |
% (message)s (request message)s % (response message)s
% (method)s % (service)s %(code)s %(error details)s

% (metadata)s % (alias)s $(timestamp)s
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level: "DEBUG"

mmrn

)
exit (0)

return parsed

args: Namespace = get args()

constants.py:

import re

PY LOGS FORMAT PATTERN = re.compile(r"8\(([")]+)\)s")
ALLOWED LOGGING KEYS = {

"alias", "created", "exc info", "exc text'", "filename", '"code", "mes-

"funcName", "levelname'", "levelno", "lineno", "metadata", "method",

"module", "msecs", "msg", "name", "pathname", "error details'", "pro-

"processName'", "relativeCreated", "service", "stack info'", "taskName",

"thread", "threadName", "timestamp", "request message", "response mes-
}

RPC HEADER KEY PATTERN = re.compile(r""[a-z0-9- .]{1,256}5")
RPC HEADER VALUE PATTERN = re.compile(r""[a-z0-9- .]{0,8192}s5")

DESCRIPTOR TEMP FILENAME = "descriptor.pb"
TEMP BASE DIR KEY = "directory"

TEMP FILES CACHE KEY = "files cache"
TEMP RELATIVE KEY = "relative"

TEMP INSERT KEY = "insert"

TEMP SCRIPT KEY = "shell"

TEMP SET STATE KEY = '"set state"
TEMP GET STATE KEY = "get state"
TEMP INITIAL STATE = "initial"

TEMP SOCKETS KEY = "sockets"

TEMP ALIAS KEY = "alias"

TEMP SERVICE KEY = "service"

TEMP METHOD KEY = "method"
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TEMP METADATA KEY = "metadata"
TEMP MESSAGES KEY = "messages"
TEMP MESSAGE KEY = "message'
main.py:

from args import args

import asyncio

import logging

import os

import sys

from signal import SIGINT, SIGTERM, signal
from grpc.aio import Server

from logs import configure all

from server import create server

from utils import get exception error, read file bytes, parse from yaml
from config import parse config

from server.configurers import GRPCServerConfigurer

logger = logging.getLogger ( name )

def set default logging config():

os.environ["GRPC VERBOSITY"] = "NONE"

handler = logging.StreamHandler (sys.stdout)
handler.setFormatter (logging.Formatter ("% (message)s"))

configure all(logging.INFO, False, [handler])

async def stop grpc server(

server data: tuple[Server, GRPCServerConfigurer],
await server data[0].stop (None)

server config = server datal[l].server config
alias = ""
if server config.alias 1s not None:
alias = f"'{server config.alias}'"
sockets str = ", ".join([v.socket for v in server config.sockets])

logger.info (f"Stopped {alias} gRPC server on {sockets str}")
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async def start grpc server(

server data: tuple[Server, GRPCServerConfigurer]

await server datal[0].start()

server config = server data[l].server config
alias = ""
if server config.alias 1s not None:
alias = f"'{server config.alias}'"
n

sockets str = ", ".join([v.socket for v in server config.sockets])

logger.info (f"Started {alias} gRPC server on {sockets str}")

async def start grpc servers(

servers: list[tuple[Server, GRPCServerConfigurer]],

await asyncio.gather(
*[start grpc server (server data) for server data in servers]
)

logger.info ("All servers started")

async def shutdown grpc servers (

servers: list[tuple[Server, GRPCServerConfigurer]]

await asyncio.gather (

*[stop grpc server (server data) for server data in servers]
)
logger.info ("All servers stopped")

close resources functions = []
for server data in servers:
close resources functions.append (
server data[l].response processor.clean resources ()
)

await asyncio.gather (*close resources functions)

async def wait for servers termination(
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servers: list[tuple[Server, GRPCServerConfigurer]],

await asyncio.gather(
*[server data[0].wait for termination() for server data in serv-

ers]

async def run servers/(

servers: list[tuple[Server, GRPCServerConfigurer]]

await start grpc servers (servers)

loop = asyncio.get event loop()

def grace shutdown (*args) :
asyncio.run coroutine threadsafe (shutdown grpc servers (servers),

loop)

signal (SIGINT, grace shutdown)
signal (SIGTERM, grace shutdown)

await wait for servers termination (servers)

def main():
try:
set default logging config()

config = parse config(
parse from yaml (read file bytes(args.c))
)

config file dir = os.path.dirname (args.c)

configure all(
**config.general logging config.get loggers con-
fig () .model dump ()
)

loop = asyncio.new_event loop()

asyncio.set event loop (loop)



servers data = []
for server config in config.servers:
server data = create server(
server config,
config file dir,
loop,
config.api logging config.get loggers config(),
)

servers data.append (server data)

loop.run until complete (run servers (servers data))
except SystemExit:

pass
except KeyboardInterrupt:

logger.critical ("Interrupted")
except Exception as e:

logger.critical (get exception error(e))

if name == " main ":

main ()

templates.py:

impo
impo
impo
from
from
from

from

from

from

impo

from utils import read file, get relative abs path, get exception error

logg

clas

rt asyncio
rt json
rt os

asyncio.subprocess Iimport create subprocess_exec
copy import deepcopy

logging import getLogger

typing import Callable

jinjaZ2 import BaseLoader, Environment, pass context

jinjaZ.runtime import Context

rt constants as c

er = getLogger (__name_ )

s AccessibleVariable:
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def init (self, obj: dict | 1list):
self. raw obj = obj
self. obj = deepcopy (obj)
self. is dict = isinstance(self. obj, dict)
if self. is dict:
for k in self. obj.keys():
if isinstance(self. obj[k], 1list | dict):
self. obj[k] = AccessibleVariable(self. obj[k])
elif isinstance(self. obj, list):
for index in range(len(self. obj)):
if isinstance(self. obj[index], 1list | dict):
self. obj[index] = AccessibleVariable(self. obj[in-
dex])
else:
self. raw obj = {}
self. obj = {}

def  getattr (self, key):
if self. is dict:
return self. obj.get (key)
try:
key = int (key)
except KeyError:
return None
if len(self. obj) > key:
return self. obj[key]

return None

def getitem (self, key):
if self. is dict:
return self. obj.get (str (key))
if len(self. obj) > key:
return self. objlkey]

return None

def iter (self):
if self. is dict:
return iter (self. obj.items())
else:

return iter(self. obj)



def keys(self):
if self. is dict:
return list(self. obj.keys())
else:

return [index for index in range(len(self. obj))]

def values (self):
if self. is dict:
return list(self. obj.values())
else:

return self. obj

def items(self) :
if self. is dict:
return list(self. obj.items())

else:

return [(k, self. obj[k]) for k in range(len(self. obj))]

def  str (self):

return json.dumps (self. raw obj)

class AnyPathFSLoader (BaseLoader) :
def init (self, base dir: str):

self. base dir = base dir

@property
def base dir(self) —-> str:

return self. base dir

@base dir.setter
def base dir(self, base dir: str):

self. base dir = base dir

def get source(
self, environment: Environment, template: str
) —-> tuple[str, str | None, Callable[[], bool] | None]:
source = ""
try:
if os.path.isabs (template):

source = read file(template)

119



else:

source = read file(os.path.join(self.base dir,

except IOError:
pass

return source, template, lambda: True

@pass context
def get file content(

context: Context,

path: str,
encoding: str | None = None,
use cache: bool = True,

) —-> str | None:
base dir = context.get (c.TEMP BASE DIR KEY,
files = context.get (c.TEMP FILES CACHE KEY,
if files is None and use cache:
logger.error ("Error using files cache")
use cache = False

try:

n ")

None)

file path = get relative abs path(base dir, path)

if use cache:

if file path not in files:

file data = read file(file path, encoding)

files[file path] = file data
return files[file path]

else:

return read file(file path, encoding)

except IOError:

return None

@pass _context

def get relative path(context: Context, file name: str)

base dir = context.get (c.TEMP BASE DIR KEY,

try:

”n ")

-> str

return get relative abs path (base dir, file name)

except Exception as e:

logger.error (get exception error(e))

120

template))

None:
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async def run shell script/(
program: str, *args, stdin: str | None = None
) —> AccessibleVariable | None:
try:
process = awalt create subprocess exec(
program,
*args,
stdin=asyncio.subprocess.PIPE,
stdout=asyncio.subprocess.PIPE,
stderr=asyncio.subprocess.PIPE
)
stdin bytes = None
if stdin is not None:
stdin bytes = stdin.encode ()
stdout, stderr = await process.communicate (input=stdin bytes)
return AccessibleVariable ({
"code": process.returncode,
"stdout": stdout.decode(),
"stderr": stderr.decode(),
})
except Exception as e:
logger.error (get exception error(e))

return None

def create base environment (base dir: str) -> Environment:

result = Environment (

loader=AnyPathFSLoader (base dir),

enable async=True,
)
result.globals[c.TEMP BASE DIR KEY] = base dir
result.globals[c.TEMP FILES CACHE KEY] = {}
result.globals[c.TEMP RELATIVE KEY] = get relative path

result.globals[c.TEMP INSERT KEY] get file content

result.globals[c.TEMP SCRIPT KEY] run_shell script

return result
utils.py:

import logging

import os
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import yaml
from pydantic import ValidationError

from yaml import YAMLError

logger = logging.getLogger ( name )

SimpleType = int | str | float | bool

def get relative abs path(base dir: str, file path: str):
if not os.path.isabs(file path):
return os.path.normpath (
os.path.join(os.path.abspath (base dir), file path)
)

return file path

def get msg from parts (*parts, default: str | None = None) -> str:
result = ". ".join(parts)
if not result:
if not default:
result = "Unexpected internal error"
else:
result = default

return result

def get yml err msg(err: YAMLError) -> str:

return str(err)

def get validation err msg(err: ValidationError) -> str:
error details = err.errors()
parts = []
for error detail in error details:
result error = ""
message = error detail.get ("msg")

location = None

location data = error detail.get("loc")
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if location data:
location = " -> ".join([str(v) for v in location data])
if location and message:
result error = f"{location}: {message}"
elif location:
result error = f"Unknown error at {location}"
elif message:
result error = message
if result error:
parts.append(result error)

return get msg from parts(*parts, default="Unknown validation error")

def get io err msg(exception: Exception) -> str:
parts = []
for argument 1in exception.args:
if argument is not None and not isinstance (argument, int):
parts.append(str (argument))

return get msg from parts (*parts)

def get unknown err msg(exception: Exception) —-> str:
parts = []
for argument in exception.args:
if argument is not None:
parts.append (str (argument) )

return get msg from parts (*parts)

def get exception error(exception: Exception) -> str:
if isinstance (exception, IOError):
return get io err msg(exception)
elif isinstance (exception, YAMLError):
return get yml err msg(exception)
else:

return get unknown err msg(exception)

def read file bytes(filepath: str) -> bytes:
try:
with open (filepath, "rb") as file:
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return file.read()
except IOError as e:
error data = get exception error(e)
message = f"File '{filepath}' reading error"
if error data:
message = f"{message}. {error data}"

raise IOError (message)

def read file(filepath: str, encoding: str | None = None) -> str:
try:
with open(filepath, "r", encoding=encoding) as file:
return file.read()

except IOError as e:

error data = get exception error(e)
message = f'"File '{filepath}' reading error"
log message = message

if error data:

log message = f"{message}. {error data}"

logger.error (log message)

raise IOError (message)

def parse from yaml (value: bytes) -> dict:
try:
return yaml.safe load(value)
except Exception as e:
raise IOError (

"YAML parsing error. " + get exception error(e)



