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Abstract: This study is devoted to the analysis of socio-economic aspects of 

the development of cybercrime and the involvement of society, both as victims 

and direct initiators, in this activity. The paper examines the impact of socio-

economic development indicators, in particular gross national income, spending 

and remittances, literacy and unemployment, on the dynamics of cybercrime 

worldwide, and analyses trends in public awareness and involvement in 

criminal activity in the digital space. The methodological tools of the study are 

the methods of correlation and canonical analysis, implemented in the Statistica 

12 software. The analysis of the relationship between the socio-economic 

conditions of society and cybercrime-related behaviour established a dual 

impact of these factors on vulnerability to cybercrime and participation in 

criminal activity as a way of income generation. On the one hand, socio-

economic disparities, in particular income inequality and unemployment, 

contribute to the increasing vulnerability of society to cybercrime. On the other 

hand, a high level of poverty among the population motivates a certain part of 

it to participate in cybercriminal activities. The results of the study indicate that 

socio-economic inequality and unemployment play a critical role in managing 

cybercrime risks. A higher level of economic development and social security 

is accompanied by greater resilience to cyberthreats, while a high level of 

unemployment and significant economic inequality increase the vulnerability 

of society to such risks. The findings also revealed that the socio-economic 

development of the country largely depends on the level of its cybercrime. This 

highlights the need to integrate cybersecurity measures into national economic 

development strategies. The practical significance of the obtained results lies in 

the application of a comprehensive approach to understanding cybercrime, 

which considers both victimization and active participation of society in this 
activity. This study can serve as a basis for the development of targeted 

measures to prevent cybercrime and increase the resilience of society to 

cyberthreats. The findings highlight the importance of integrating economic and 

social components in the development of effective cybersecurity strategies, 

which will contribute to minimizing the risks associated with the use of digital 

space and strengthening the socio-economic stability of the country. 
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1. Introduction. One of the features of modern society is the rapid penetration of digital technologies into 

all aspects of life - from economic activity to personal communication. Along with numerous advantages, 

such as increased speed and efficiency of operations, greater accessibility of information, the digital era is 

accompanied by new challenges for state institutions, business entities and individuals, regarding the growth 

of cybercrime. 

In conditions of low digital literacy and insufficient readiness to use digital technologies and artificial 

intelligence, society is increasingly becoming a target of cybercrime: misappropriation of their funds by 

disabling equipment, stealing or destroying information, work disruption through the spread of viruses, 

violating data privacy, etc (Isaia et al., 2024; Rey-Ares et al., 2024). Under these conditions, cybercrime 

becomes a key threat not only to individuals and organizations, but also to the state. Its consequences are 

manifested in the form of significant economic losses, loss of personal data, decreased trust in digital 

platforms, etc. The COVID-19 pandemic has exacerbated the problem of cybercrime due to the increased 

dependence of society on digital technologies (Chen et al., 2024; John, 2024). Isolation, restrictions on 

physical contact, and increased online activity have created a favourable environment for attackers. This has 

become a threat not only to cyber victims, but also to the entire global community, which is faced with new 

forms of pressure and manipulation of society (Monteith et al., 2021). In 2023, Ukraine alone recorded 2,365 

cyberattacks affecting over 343 million people, with financial losses exceeding UAH 1 billion, which is 96% 

more than in 2021 (John, 2024). 

On the other hand, high levels of socio-economic and digital inequality contribute significantly to the 

proliferation of cybercrime. (Khan et al., 2023). Societies facing financial instability, lack of stable 

employment, and limited development opportunities often perceive cybercrime as an alternative means of 

income generation. Furthermore, socio-economic and digital disparities hinder the development and use of 

digital technologies in various areas, negatively affect the level of knowledge and skills of society in terms of 

implementing cybersecurity measures (Dodel & Mesch, 2018).  

Thus, modern cybercrime can be considered as a result of the manifestation of global socio-economic 

imbalances. Its prevention requires transformative changes in the mechanisms of combating cyber threats, 

information protection and ensuring digital security. The global nature of these problems requires a 

comprehensive approach that combines technological solutions, efforts to combat inequality and social 

exclusion, and improvements in the regulatory framework of public policy. The aim of the paper is to 

investigate the role of socio-economic factors in both increasing a society's vulnerability to cybercrime and 

motivating its individual groups to engage in cybercriminal activity as a means of generating income.  

The paper is structured as follows: Section 2 presents a literature review on the socio-economic aspects of 

cybercrime, examining economic losses, psychological consequences, and the impact of income, employment 

and educational levels on cybercrime; Section 3 provides the research methodology and methods, describes 

the dataset used in the study, and formulates the research hypothesis; Section 4 discusses the empirical results, 

trends in queries reflecting the vulnerability of society to cyberthreats, the relationship between socio-

economic indicators, such as GNI per capita, unemployment and population expenditure, and the dynamics 

of cybercrime; Section 5 discusses the impact of socio-economic factors on cybercrime: both contributing to 

the vulnerability of society and motivating a part of the population to participate in cybercrime, analysing the 

results in the context of previous studies; Section 6 concludes the paper and offers recommendations for 
integrating cybersecurity measures into national economic development strategies, considering both societal 

vulnerability to cyberthreats and the drivers of cybercriminal activity. 

2. Literature Review. The socio-economic aspects of cybercrime development attract the attention of 

scientists and practitioners worldwide (Shettar et al., 2024; Phillips et al., 2022; Leukfeldt & Yar, 2016; 

Boppre et al., 2018; Martineau et al., 2023) The multifaceted nature of this activity, coupled with significant 

economic losses, its psychological and social consequences, highlights the importance of identifying the 

drivers of the development of criminal activity and the population's sensitivity to them. 

One of the key areas of research focuses on the economic losses caused by the rapid growth of criminal 

activity in cyberspace. Anderson et al. (2019), analysed the dynamics of changes in the scale of losses, 

particularly economic, caused by cybercrime, demonstrating that approximately half of all property crimes, 

both in terms of volume and cost, occur online. The authors divide all costs from cybercrime into three groups: 

direct costs (such as financial losses), indirect costs (including reduced trust in online transactions), and 

protection costs (expenses for data protection programs). Moreover, a current trend is the increasing 

prevalence of cybercrime on social networks, which poses new risks to both users and companies (Alharbi et 

al., 2024; Rao et al., 2021).  
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Research into the social, economic, political, and technological drivers of cybercrime has been conducted 

by a significant group of scholars (Chen et al., 2023; Achim et al., 2021; Dodel & Gustavo, 2019). Most 

researchers argue that the highest levels of cybercrime are observed in countries with high incomes and 

developed technological infrastructure (North America, Europe, East Asia), whereas low-income countries 

have significantly lower levels of cybercrime due to limited access to technology. Among the social factors, 

the most impactful are the level of population density, education, and income (Yigzaw et al., 2023). At the 

same time, in middle- and high-income countries, income inequality has a statistically significant impact on 

cybercrime prevalence (Chen et al., 2023). Achim et al. (2021) and Sulich et al. (2021) emphasize that 

economic and sustainable development lead to the emergence of various types of economic and financial 

crimes. Corruption, the shadow economy and cybercrime are most prevalent in countries with low levels of 

financial satisfaction among the population and may gradually decrease as financial well-being improves. 

Such crimes are mostly characteristic of low-income countries.  

The organizational aspects of cybercrime and the mechanisms of functioning of criminal groups have been 

examined in the works of a significant group of scientists (Ngo & Paternoster, 2011; Nguyen & Luong, 2021; 

Odinot et al., 2017). Luo (2024) considers cybercrime as a holistic industry, focusing on its structural 

organization, financial flows and internal hierarchy. Lusthaus et al. (2024) investigate transnational 

cybercrime, focusing on models of cooperation between criminals. Kwon et al. (2024) analyze the patterns of 

criminal activity and the effectiveness of response measures through the analysis of appeals to law 

enforcement agencies. 

Researchers pay special attention to social risks and the features of virtual interaction (Wissink et al., 2023; 

Lusthaus, 2012; AlDairi & Tawalbeh, 2017). Moubarak & Afthanorhan (2024) examine how the digital 

environment affects the dynamics of family relationships in Saudi Arabia, highlighting the transformative 

nature of virtual communications and their impact on social structure. Meanwhile, Zhou et al. (2024) examine 

the phenomenon of metacrime, exploring its relationship with traditional cybercrime. They analyze new forms 

of digital threats that go beyond classic cybercrimes and the mechanisms of their evolution in the modern 

information space. 

At the same time, crimes such as money laundering require a high level of education and knowledge (Lee 

& Chua, 2024; De Kimpe et al., 2022). These types of crimes are more characteristic of countries with high 

levels of economic development, whose population has a sufficient level of competence and resources to carry 

out complex fraud schemes, often at the international level. In general, scientists generally include GDP per 

capita, unemployment rate and education as the most influential socio-economic factors closely related to the 

prevalence of cybercrime in various countries (Ilievski & Bernik, 2016). Knowledge and awareness in the 

field of cyber security have a positive effect on society's willingness to use electronic banking (Afzal et al., 

2024), contribute to the minimization of cyber risks both among young people (Ahmead et al., 2024) and 

elderly people (Havers et al., 2024)  

One of the important aspects of studying the consequences of cybercrime is the socio-psychological 

dimension of its impact. Analysing and addressing this dimension enables researchers to understand how 

society reacts to threats, identify psychological risks faced by cybervictims, and develop effective mechanisms 

for their support. A separate group of scholars focuses on the socio-economic aspects of cybercrime examining 

its influence on social integration and the psychological health of the population. Research highlights critical 
issues such as the socio-psychological consequences of cyberattacks, gender inequality in the context of 

cyberviolence, the impact of the COVID-19 pandemic on cybercrime, public awareness of cyberthreats and 

the social consequences of cybercrimes (Brewer et al., 2018; Donner et al., 2014; Martineau et al., 2024). 

Studies confirm that cybercrimes significantly affect the psychological well-being of both victims and 

society (financial costs, psychological consequences and social polarization). The authors argue that beyond 

economic losses, cybercrime leads to emotional trauma, such as stress, fear, and loss of trust (Wright & 

Kumar, 2023; Bada & Nurse, 2019). Moreover, cognitive vulnerabilities of victims are one of the key factors 

that cybercriminals use to manipulate society. Therefore, the development and implementation of tools to 

combat cybercrime should consider two groups of factors: those that can be measured (operational) and factors 

that are difficult to quantify (conceptual). Martineau et al. (2023) reviewed the cyberbehavioral analytics 

literature, analyzing how users’ psychological characteristics influence their vulnerability to cybercrime. 

Brewer et al. (2018) examined the relationship between Internet use and criminal behavior among youth, 

identifying early risk factors for cybercrime. 

An equally important area of research is the gender dimension of cybercrime. Scientists argue that women 

are more vulnerable to cybercrime, which has long-term negative effects on their psychological health, 
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including depression and anxiety (Pandian & Maraimalai, 2024; Wright & Wachs, 2020; Forssell, 2020; Hoy 

& Milne, 2010; El Asam & Katz, 2018). Women who have become victims of cyberbullying are more likely 

to focus on negative emotions through "anger rumination", which intensifies the impact of their experience 

(Zsila, 2019).  

These findings emphasize the need to consider gender aspects in the implementation of cybercrime 

prevention measures and support systems for victims. This is relevant in the context of minimizing long-term 

psychological consequences, such as depression and anxiety, which are frequently experienced by victims of 

cybercrime. 

The constant growth in the scale and consequences of cybercrime leads to increased attention of scientists 

to the issues of improving tools for combating it (Cotrina et al., 2024; Steinmetz et al., 2024; Choi et al., 2024). 

Blockchain and digital forensics play a key role in preventing cybercrime. Ratul et al. (2024) proposes the 

use of blockchain to enhance the reliability of digital evidence in criminal investigations, while Rich & Aiken 

(2024) integrate forensic cyberpsychology and digital forensics to improve cyber threat prediction. 

Boussi et al. (2024) propose the use of machine learning to predict phishing attacks. The developed model 

allows analysing the behavioural characteristics of websites and automatically identifying potentially 

malicious resources. In turn, Patil et al. (2024) propose a comprehensive forensic approach to cyber defence, 

which includes multi-level analysis of digital evidence, methods for attribution of cybercrimes, and improving 

mechanisms for identifying criminals in the digital environment. 

One of the important factors in the formation of digital security is the increase in the level of public 

awareness of cyber threats and ways to counter them. Low awareness of cybercrime increases vulnerability 

to attacks and strengthens public distrust of technology (Lee & Lim, 2019). Enhancing cybersecurity potential 

in low-income countries requires consideration of social and cultural aspects of the country's development. 

Efforts to improve public awareness and shape social and cultural attitudes (values, perceptions, and 

behaviours related to online security among individuals, businesses, industries, and government) can be 

particularly effective in low-income countries, especially among the population that has no prior experience 

using the Internet (Creese et al., 2021). Analysis of the main cyber threats in various sectors of the economy, 

including energy, transport, water supply, and healthcare, has demonstrated that artificial intelligence serves 

as an effective tool for monitoring device operations and enforcing security standards (Dawson et al., 2021). 

A key strategy for enhancing the effectiveness of measures to combat cybercrime is the integration of the 

social factor. This approach allows for assessing how society reacts to cyber threats or, conversely, how it 

may foster interest in certain types of illegal online activities. It is essential to consider societal tolerance for 

illicit online behaviour, public attitudes toward online security, and perceptions of cybercriminals. 

3. Methodology and research methods. It explores both the willingness to participate in criminal 

activities within cyberspace and the degree of individual vulnerability to cybercrime. The main hypothesis of 

the study is that a country's level of economic and social development determines the nature and intensity of 

cybercrime. 

The study utilizes an array of input data to determine the impact of economic and social indicators on two 

aspects: the willingness to participate in cyberfraudulent activities and vulnerability to cybercrime. The 

indicators were categorized into components relevant to each aspect (Tables 1-3). The period of study was 

2014-2024, the object of analysis is global data. The list of economic and social indicators is presented in 
Table 1. 

 

Table 1. Economic and social indicators of the country's development. 
№ Indicator symbol Indicator Units of measurement 

1 Soc_econ1 GNI per capita US$ 

2 Soc_econ2 Expense % of GDP 

3 Soc_econ3 Literacy rate, youth total % of people ages 15-24 

4 Soc_econ4 Unemployment, total % of total labour force 

5 Soc_econ5 Personal remittances US$ 

Sources: systematized by the authors based on World Bank data (2024). 

 

Given the nature of potential fraudulent actions of cybercriminals, an input array of variables for assessing 

the consequences of vulnerability to these threats includes the following combinations of search queries 

obtained from the Google search engine in English on a global scale (Table 2). Data for these search queries 

were collected monthly throughout the study period. A total of ten search queries were formulated. 



Marketing and Management of Innovations, 15(4), 2024 

 

 

 

 

131 

Table 2. An input data set comprising a list of search queries designed to assess the impact of vulnerability 

to cyber threats. 
Symbol Search query Symbol Search query 

cyb_w1 Cyber police number cyb_w6 Phone scam 

cyb_w2 Phishing is cyb_w7 Hacked social media 

cyb_w3 Theft of personal data cyb_w8 Scam links 

cyb_w4 Card fraud cyb_w9 Dangerous online shopping 

cyb_w5 Tech support scam is cyb_w10 Set up two-factor authentication 

Sources: systematized by the authors based on Google Trends. 

 

A third dataset was generated based on search queries reflecting individuals’ willingness to participate in 

cyber-fraud activities. The proposed dataset includes combinations of search queries obtained globally in 

English from the Google search engine (Table 3). The collection of results for these search queries was 

carried out similarly to the second dataset (based on monthly data during the study period).  

 

Table 3. Dataset characterizing individuals' willingness to engage in cyberfraud activities. 
Symbol Search query Symbol Search query 

cyb_h1 Customer contact database cyb_h6 Psychological pressure 

cyb_h2 How to find out the password cyb_h7 Your guaranteed win 

cyb_h3 How to fake a password cyb_h8 Ddos attack algorithm 

cyb_h4 How to clone a website cyb_h9 Creating of reviews 

cyb_h5 How to fake an account cyb_h10 How to bypass antivirus 

Sources: systematized by the authors based on Google Trends. 

 

Based on correlation analysis and the construction of a correlation matrix of type (1), independent 

indicators will be selected from each input dataset. The correlation coefficient between these indicators will 

not exceed the absolute value of 0.7. This approach enables the identification of the functional impact of 

economic and social indicators on two aspects: the willingness to participate in cyberfraudulent activities and 

vulnerability to cybercrime.  

 

(

 
 

1 𝑟12 𝑟13 … 𝑟1𝑛
𝑟21 1 𝑟23 … 𝑟2𝑛
𝑟31 𝑟32 1 … 𝑟3𝑛
… … … 1 …
𝑟𝑛1 𝑟𝑛2 𝑟𝑛2 𝑟𝑛𝑚 1 )

 
 

       (1) 

where 𝑟𝑛𝑚 is the pairwise correlation coefficient between n and m indicators. 

 

Canonical analysis will be used as a method for determining these functional dependencies. This statistical 

technique enables the analysis of relationship between two sets of multidimensional variables, represented as 

linear combinations of variables. In canonical analysis, these sets of variables are referred to as canonical 

variables and are denoted as U and V, defined by the following equations (2,3):  

 

𝑈 = 𝑎1𝑥1 + 𝑎2𝑥2 +⋯+ 𝑎𝑖𝑥𝑖     (2) 

𝑉 = 𝑏1𝑦1 + 𝑏2𝑦2 +⋯+ 𝑏𝑖𝑦𝑖     (3) 

where 𝑎𝑖 , 𝑏𝑖 are canonical weights; 𝑥𝑖 , 𝑦𝑖 are input indicators. 

 

The closer the correlation between the canonical variables (weighted sums), the better the model explains 

the relationship. Canonical variables are used to determine canonical roots, which represent a set of "hidden" 

variables underlying the phenomenon under study. The number of possible canonical roots is equal to the 

number of variables in the smaller set of indicators. Each subsequent pair of canonical roots accounts for a 

progressively smaller proportion of the extracted variance. All calculations were performed using 

STATISTICA 12 software. 

4. Results. A graphical representation of the frequency of results obtained for the generated search 

queries, which enables the assessment of vulnerability to cyber threats, is presented in Figure 1. 
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Figure 1. Frequency of search queries used to assess the consequences of vulnerability to cyber threats 

(2014-2024). 

Sources: compiled by the authors. 

 

Considering the presented graph (Fig. 1), the following trends were obtained: 

− starting from 2019, the number of Google search queries analysed began to increase significantly. 

during the studied period, the most frequent search queries were "Card fraud", "Phone scam", and 

"Phishing is" (on average 914, 694 and 555 queries, respectively); 

− the query with the lowest frequency during the studied period was "Tech support scam is", with an 

average of 321 queries. 

Figure 2 presents a graph of the frequency of search queries characterizing people’s willingness to 

participate in cyber-fraud activities during 2014-2024. 

 

 
Figure 2. Frequency of search queries characterizing people's willingness to participate in cyberfraud 

activities (2014-2024). 

Sources: compiled by the authors. 

 

Considering the presented graph (Fig. 2), the following trends were observed: 

− for this group of queries, the tendency for their frequency to increase after 2019 is also evident; 

− the most frequent search queries during the studied period were: "How to fake an account", "How to 

find out the password", and "Customer contact database", (on average 692, 750 and 654 queries, respectively); 

− the query with the lowest frequency during the studied period was "Your guaranteed win", with an 

average of 92 queries. 
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The results of the correlation analysis for economic and social indicators are summarized in Table 4. 

 

Table 4. Correlation matrix for economic and social indicators. 
 Soc_econ1 Soc_econ2 Soc_econ3 Soc_econ4 Soc_econ5 

Soc_econ1 1.00 0.49 0.68 -0.56 0.55 

Soc_econ2 0.49 1.00 0.60 0.42 0.61 

Soc_econ3 0.68 0.60 1.00 -0.22 0.90 

Soc_econ4 -0.56 0.42 -0.22 1.00 -0.43 

Soc_econ5 0.55 0.61 0.90 -0.43 1.00 

Sources: compiled by the authors.  

 
Since the studied economic and social indicators are combined into one group, the correlations between 

them should be insignificant (less than 0.7 in absolute value). This condition is satisfied by the values in the 

correlation matrix (Table 4) of three of the five indicators: Soc_econ1, Soc_econ2 and Soc_econ4. 

Accordingly, these three indicators will be used in the canonical analysis. 

The correlation matrix of search queries for assessing the consequences of vulnerability to cyber threats is 

presented in Table 5. 

 

Table 5. Correlation matrix of search queries for assessing the consequences of vulnerability to cyber threats 

 cyb_w1 cyb_w2 cyb_w3 cyb_w4 cyb_w5 cyb_w6 cyb_w7 cyb_w8 cyb_w9 cyb_w10 

cyb_w1 1.00 0.99 0.98 0.67 -0.60 -0.17 0.95 0.91 0.82 0.96 

cyb_w2 0.99 1.00 0.98 0.63 -0.69 -0.21 0.96 0.92 0.87 0.96 

cyb_w3 0.98 0.98 1.00 0.67 -0.62 -0.20 0.94 0.95 0.81 0.94 

cyb_w4 0.67 0.63 0.67 1.00 -0.22 -0.02 0.52 0.61 0.44 0.64 

cyb_w5 -0.60 -0.69 -0.62 -0.22 1.00 -0.34 -0.67 -0.41 -0.61 -0.69 

cyb_w6 -0.17 -0.21 -0.20 -0.02 -0.34 1.00 -0.06 -0.43 -0.34 -0.16 

cyb_w7 0.95 0.96 0.94 0.52 -0.67 -0.06 1.00 0.85 0.86 0.93 

cyb_w8 0.91 0.92 0.95 0.61 -0.41 -0.43 0.85 1.00 0.78 0.85 

cyb_w9 0.82 0.87 0.81 0.44 -0.61 -0.34 0.86 0.78 1.00 0.79 

cyb_w1

0 
0.96 0.96 0.94 0.64 -0.69 -0.16 0.93 0.85 0.79 1.00 

Sources: compiled by the authors.  

 
The correlation matrix of search queries reflecting people's willingness to participate in cyberfraud 

activities is presented in Table 6. 

 
Table 6. Correlation matrix of search queries reflecting people's willingness to participate in cyberfraud 

activities 
 cyb_h1 cyb_h2 cyb_h3 cyb_h4 cyb_h5 cyb_h6 cyb_h7 cyb_h8 cyb_h9 cyb_h10 

cyb_h1 1.00 0.38 0.66 0.62 0.46 0.60 0.64 0.68 0.63 0.57 

cyb_h2 0.38 1.00 -0.11 -0.14 -0.45 -0.28 -0.15 -0.14 -0.20 0.62 

cyb_h3 0.66 -0.11 1.00 0.92 0.88 0.96 0.85 0.92 0.92 0.07 

cyb_h4 0.62 -0.14 0.92 1.00 0.81 0.94 0.95 0.97 0.94 0.19 

cyb_h5 0.46 -0.45 0.88 0.81 1.00 0.87 0.77 0.75 0.79 -0.25 

cyb_h6 0.60 -0.28 0.96 0.94 0.87 1.00 0.91 0.94 0.98 -0.01 

cyb_h7 0.64 -0.15 0.85 0.95 0.77 0.91 1.00 0.91 0.94 0.14 

cyb_h8 0.68 -0.14 0.92 0.97 0.75 0.94 0.91 1.00 0.94 0.20 

cyb_h9 0.63 -0.20 0.92 0.94 0.79 0.98 0.94 0.94 1.00 0.09 

cyb_h10 0.57 0.62 0.07 0.19 -0.25 -0.01 0.14 0.20 0.09 1.00 

Sources: compiled by the authors.  

 

Given the results of the correlation matrices (Table 5 and 6) three indicators from the group of Google 

search queries assessing the consequences of vulnerability to cyberthreats (cyb_w4, cyb_w5, cyb_w6) will be 

included in the canonical analysis. Similarly, from the group of Google search queries characterizing people's 

willingness to participate in cyberfraudulent activities, the selected indicators are cyb_h1, cyb_h2, and 

cyb_h10. 

Thus, two canonical models will be constructed in this study: 
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− the first canonical model, where the canonical variables will consist of economic and social indicators 

(V) and Google search queries assessing vulnerability to cyberthreats (U1); 

− the second canonical model, where the canonical variables will consist of economic and social 

indicators (V) and Google search queries reflecting people's willingness to participate in cyberfraudulent 

activities (U2). 

The results of the canonical analysis for the first canonical model are presented in Table 7. 

 

Table 7. Canonical analysis for the first canonical model. 
 Left Set Right Set 

No. of variables 3 3 

Variance extracted 100.000% 100.000% 

Total redundancy 41.6680% 49.6063% 

Variables:     1 cyb_w4 soc_econ1 

                      2 cyb_w5 soc_econ2 

                      3 cyb_w6 soc_econ4 
Note: Canonical R - 0.95481; Chi2(9) - 14.527 p - 0.10482 

Sources: compiled by the authors.  

 

Based on the presented results (Table 7), the obtained canonical correlation value R = 0.95 confirms the 

presence of a strong correlation between the studied groups of indicators. The value of the Total Redundancy 

indicator also provides important insights. On one hand, 41.7% of the changes in the dynamics of Google 

search queries, which assess the consequences of vulnerability to cyber threats, are attributable to changes in 

the studied economic and social indicators. On the other hand, 49.6% of the changes in the studied economic 

and social indicators are explained by changes in Google search queries assessing the consequences of 

vulnerability to cyber threats. These findings demonstrate that a country's economic and social situation is 

directly influenced by the population's vulnerability to cyber threats. 

In the next step of the canonical analysis, it is necessary to identify statistically significant canonical roots. 

The obtained canonical roots and their statistical significance criteria are presented in Table 8. 

 

Table 8. Results of canonical roots and their statistical significance for the first canonical model. 
Root 

removed 
Canonical R Canonical R2 Chi-sqr. df p Lambda 

0 0.95 0.91 24.53 9.00 0.00 0.04 

1 0.74 0.55 23.61 4.00 0.04 0.45 

2 0.01 0.00 0.00 1.00 0.99 1.00 

Sources: compiled by the authors.  

 
The statistical significance of the Chi- square criterion for the zero and first values of the canonical roots 

(p<0.05) indicates that only the first canonical root should be used for further analysis. The factor structure of 

the selected canonical roots for both groups of indicators is presented in (Table 9).  

 
Table 9. Factor structure of canonical roots for both groups of indicators of the first canonical model. 

Indicator Root1 Root2 Root3 

cyb_w4 -0.29 -0.95 0.06 

cyb_w5 -0.81 0.27 -0.53 

cyb_w6 -0.08 -0.24 0.97 

Soc_econ1 0.79 -0.26 0.56 

Soc_econ2 0.91 0.00 -0.41 

Soc_econ4 0.07 0.47 -0.88 

Sources: compiled by the authors.  

 

Considering the obtained factor loadings, not all indicators demonstrate the highest correlation coefficients 

with the first canonical root. Only cyb_w5, Soc_econ1 and Soc_econ2 demonstrate significant values. The 

canonical weights of the indicators for the first canonical model are presented in Table 10. 
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Table 10. Canonical weights of indicators of the first canonical model. 
Indicator Root1 Root2 Root3 

cyb_w4 -0.17 -1.01 -0.26 

cyb_w5 -1.12 0.34 -0.01 

cyb_w6 -0.60 0.24 1.04 

Soc_econ1 1.01 4.08 2.24 

Soc_econ2 0.18 -3.86 -2.03 

Soc_econ4 0.55 4.37 1.23 

Sources: compiled by the authors.  

 

The regression equations for the first canonical model are as follows (Equations 4 and 5): 

 

𝑈1 = −0,17𝑐𝑦𝑏𝑤4 − 1,12𝑐𝑦𝑏𝑤5 − 0,6𝑐𝑦𝑏𝑤6     (4) 

𝑉 = 1,01𝑆𝑜𝑐_𝑒𝑐𝑜𝑛1 + 0,18𝑆𝑜𝑐_𝑒𝑐𝑜𝑛2 + 0,55𝑆𝑜𝑐_𝑒𝑐𝑜𝑛4    (5) 

 

Thus, among the indicators identifying the population's vulnerability to cyber fraud, the most influential is 

cyb_w5 ("Tech support scam is"). Regarding economic and social indicators, the greatest influence is exerted 
by the Soc_econ1 (GNI per capita) and Soc_econ4 (Unemployment) indicators. Therefore, according to the 

results of the first canonical model, it can be concluded that the vulnerability of the population to the 

consequences of cyber fraud has a significant impact on the economic and social situation of the country. At 

the same time, the inverse relationship is weaker.  

The final results of the canonical analysis for the second canonical model are presented in Table 11.  

Based on the presented results (Table 11), the obtained canonical correlation value R = 0.97, confirming 

the presence of a strong correlation between the studied groups of indicators, as observed in the previous 

canonical model. Regarding the results of Total redundancy, 14.9% of the change in the dynamics of Google 

search queries characterizing people's willingness to participate in cyberfraudulent activities, is due to a 

change in the studied economic and social indicators. Conversely, 25.5% of the change in the studied 

economic and social indicators is explained by a change in the corresponding search queries. These findings 

indicate that the economic and social situation of the country is largely determined by cyberfraudulent actions. 

 

Table 11. Canonical analysis for the second canonical model. 
 Left Set Right Set 

No. of variables 3 3 

Variance extracted 100.000% 100.000% 

Total redundancy 14.9309% 25.4527% 

Variables:     1 cyb_h1 soc_econ1 

                      2 cyb_h2 soc_econ2 

                      3 cyb_h10 soc_econ4 
Note: Canonical R - 0.96958; Chi2(9) - 14.193 p - 0.01568 

Sources: compiled by the authors.  

 
In the next step of the canonical analysis, it is necessary to select statistically significant canonical roots. 

The obtained canonical roots and the criteria for their statistical significance for the second canonical model 

are presented in Table 12. 

 
Table 12. Results of canonical roots and their statistical significance for the second canonical model. 

Root 

removed 
Canonical R Canonical R2 Chi-sqr. df p Lambda 

0 0.97 0.94 114.19 9.00 0.02 0.04 

1 0.53 0.29 111.53 4.00 0.02 0.71 

2 0.06 0.00 0.01 1.00 0.91 1.00 

Sources: compiled by the authors.  

 

The statistical significance of the Chi- square criterion for the zero and first values of the canonical roots 

(p<0.05) indicates that for further analysis it is sufficient to use only the first canonical root. The factor 

structure of the selected canonical roots for both groups of indicators is presented in Table 13. 
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Table 13. Factor structure of canonical roots for both groups of indicators in the second canonical model. 
Indicator Root1 Root2 Root3 

cyb_h1 -0.23 -0.10 -0.97 

cyb_h2 0.49 0.30 -0.82 

cyb_h10 0.14 0.65 -0.75 

Soc_econ1 -0.41 -0.81 0.41 

Soc_econ2 -0.16 -0.81 -0.56 

Soc_econ4 0.47 0.00 -0.89 

Sources: compiled by the authors.  

 
Considering the obtained factor loadings, the indicators with the highest correlation coefficients with the 

first canonical root are cyb_h2, Soc_econ1 and Soc_econ4. The canonical weights of the indicators for the 

second canonical model are presented in Table 14. 

 

Table 14. Canonical weights of indicators in the second canonical model. 
Indicator Root1 Root2 Root3 

cyb_h1 -0.85 -0.69 -0.76 

cyb_h2 1.95 -0.86 -0.38 

cyb_h10 -1.04 1.83 0.06 

Soc_econ1 3.78 -2.11 1.98 

Soc_econ2 -3.79 0.88 -1.99 

Soc_econ4 4.17 -1.55 1.06 

Sources: compiled by the authors.  

 

The regression equations for the first canonical model are as follows (Equations 6 and 7): 

 

𝑈2 = −0,85𝑐𝑦𝑏ℎ1 + 1,95𝑐𝑦𝑏ℎ2 − 1,04𝑐𝑦𝑏ℎ10     (6) 

𝑉 = 3,78𝑆𝑜𝑐_𝑒𝑐𝑜𝑛1 − 3,79𝑆𝑜𝑐_𝑒𝑐𝑜𝑛2 + 4,14𝑆𝑜𝑐_𝑒𝑐𝑜𝑛4      (7) 

 

Thus, among the search queries characterizing people's willingness to participate in cyberfraud activities, 

the most influential indicator is cyb_h2 ("How to find out the password"). As for economic and social 

indicators, all three studied indicators demonstrate significant impact. Therefore, based on the results of the 

second canonical model, it can be concluded that, similar to the results of the first canonical model, the 

potential activity of cyberfraudsters has a greater influence on the economic and social situation of the country 

than vice versa. 

5. Discussion. This study found that socio-economic factors significantly influence both the vulnerability 

of the population to cybercrime and the willingness of society to engage in such activities. The results of 

correlation and canonical analyses showed that economic indicators such as GNI per capita, unemployment 

rate, and spending as a percentage of GDP are strong determinants of both individual and collective 

cybercrime-related behaviour. Furthermore, the findings confirm that the vulnerability of the population to 

cyberfraud has a far greater impact on the socio-economic situation of the country than the reverse. The results 

confirm the findings of previous studies that highlight the roles of income inequality and unemployment in 

fostering cybercrime (Ilievski & Bernik, 2016; Achim et al., 2021). These findings are consistent with Dodel 

& Gustavo (2018), who highlighted the critical role of digital inequality in determining safe online behaviour. 

However, the peculiarity of this study is that it takes into account the relationship between social vulnerability 

of society and the socio-economic environment of the country, demonstrating how economic downturns and 

social inequality can increase vulnerability to cyberthreats. 

A significant contribution of this study is the analysis of the interaction of society with cybercrime - from 

both the victim and the perpetrator's perspective. The analysis identifies societal tolerance for certain cyber 

activities and limited public awareness of cybersecurity as key drivers of these issues. These results can be 

taken into account when formulating recommendations for countries with different levels of economic 

development. 

The key contribution of this study is to identify two crucial aspects: the significant influence of population 
vulnerability to cyber threats on socio-economic processes and the confirmation of individual search queries 

as indicators of societal readiness for cyber fraud. These findings highlight the need to increase digital literacy, 

reduce unemployment, and take into account economic and social factors into cybersecurity strategies. The 
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results obtained confirm the need to apply a multifaceted innovative approach to combating cybercrime, 

combining technological advances, digital literacy, material well-being, and social security of society. The 

practical significance of the findings lies in their potential to inform the development of targeted measures to 

prevent cybercrime and increase the resilience of society to cyber threats. 

6. Conclusions. This study is devoted to the analysis of socio-economic factors influencing the 

development of cybercrime and the involvement of society in this activity, both as victims and potential 

criminals. It highlights the impact of socio-economic indicators, such as GNI per capita, unemployment rate 

and spending as a percentage of GDP, on the dynamics of cybercrime. Additionally, the study examines trends 

in public awareness and engagement with cyberthreats. 

The analysis explores the links between socio-economic conditions and behaviours related to cybercrime. 

It demonstrates the significant role of socio-economic inequality and unemployment in managing cybercrime 

risks and emphasizes the dual nature of the relationship between socio-economic development and 

cybercrime. On one hand, these indicators determine society's vulnerability to cybercrime; on the other hand, 

they encourage certain segments of the population to engage in criminal schemes as a means of generating 

income. 

The analysis showed that economic conditions, such as high unemployment and low digital literacy, 

correlate with increased vulnerability to cyberthreats, confirming the findings of Dodel & Gustavo (2018). 

The results also highlighted the significant role of public awareness, as countries with high literacy levels 

demonstrate greater resilience to cybercrime.  

Unlike previous studies, this research reveals a much greater impact of cybercrime on the indicators of 

socio-economic development than vice versa. This indicates that a country’s socio-economic development 

largely depends on the level of its cybersecurity, and cybercrime is not only a consequence of socio-economic 

inequality, but also a factor that worsens these conditions. These findings highlight the need to improve 

existing mechanisms for combating cybercrime and integrating these measures into national economic 

development strategies. 

Despite the practical contribution of this study to the development of mechanisms for combating 

cybercrime, it has several limitations that can be considered in further research. Thus, previous studies (Padyab 

et al., 2024; Chen et al., 2023) emphasize the value of cross-regional analyses to uncover the specific 

relationships between indicators and enable comparisons across countries or regions. At the same time, the 

data obtained from search queries do not fully reflect the complexity of the dynamics of cybercrime. 

In addition, for further research, it is important to consider a larger number of factors influencing the 

development of cybercrime and to assess the long-term and short-term relationships between these indicators. 

The findings of this study may be useful to policymakers in forming strategies to combat cybercrime. They 

confirm the necessity of adopting an integrated approach to cyber risk management that incorporates both 

economic and social dimensions. 
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Інноваційні підходи до забезпечення кібербезпеки та громадської безпеки: соціально-економічний вимір 

Інна Тютюник, Сумський державний університет, Україна 

Ірина Позовна, Сумський державний університет, Україна 

Войцех Заскорський, Університет WSB, Польща 

Це дослідження присвячене аналізу соціально-економічних аспектів розвитку кіберзлочинності та залученості 

суспільства, як у ролі жертв, так і безпосередніх ініціаторів до цієї діяльності. У роботі розглянуто вплив 

індикаторів соціально-економічного розвитку, зокрема валового національного доходу, обсягу витрат та 

грошових переказів, рівня грамотності та безробіття, на динаміку кіберзлочинності в світі, проведено аналіз 

тенденцій поінформованості громадськості та їх залучення до злочинної діяльності у цифровому просторі. 

Методичним інструментарієм дослідження є методи кореляційного та канонічного аналізу, реалізовані за 

допомогою програмного забезпечення Statistica 12. За результатами аналізу взаємозв’язку між індикаторами 

соціально-економічного розвитку суспільства та поведінкою, пов’язаною з кіберзлочинністю, встановлено 

дуальний вплив цих факторів на вразливість до кіберзлочинів та участь у злочинній діяльності як способі 

отримання доходу. З одного боку, соціально-економічні диспропорції, зокрема нерівність доходів і безробіття, 

сприяють зростанню вразливості суспільства до кіберзлочинів. З іншого боку, високий рівень бідності населення 

стимулює певну його частину до участі у кіберзлочинній діяльності. Результати дослідження свідчать про те, що 

соціально-економічна нерівність і безробіття відіграють ключову роль в управлінні ризиками кіберзлочинності. 

Вищий рівень економічного розвитку та соціальної захищеності суспільства супроводжується більшою 

стійкістю до кіберзагроз, тоді як високий рівень безробіття та значна економічна нерівність збільшують 

вразливість суспільства до даних ризиків. Дослідження засвідчило, що соціально-економічний стан країни 

значною мірою залежить від рівня кіберзлочинності, що підкреслює необхідність інтеграції заходів з 

кібербезпеки в національні стратегії економічного розвитку. Практична значущість отриманих результатів 

полягає в застосуванні комплексного підходу до розуміння кіберзлочинності, який враховує як віктимізацію, так 

і активну участь суспільства у даній діяльності. Результати дослідження можуть стати основою для розробки 

цільових заходів з профілактики кіберзлочинності та підвищення стійкості суспільства до кіберзагроз. Отримані 

результати підкреслюють важливість врахування економічної і соціальної складових у процесі розробки 

ефективних стратегій забезпечення кібербезпеки, які сприятимуть мінімізації ризиків використання цифрового 

простору і посиленню соціально-економічної стабільності країни. 

Ключові слова: кіберзлочинність; маніпулювання даними; економічний розвиток; шахрайство; інформаційна 

доступність; доходи населення; соціальна нерівність. 

https://scholar.google.com/scholar?hl=ru&as_sdt=0%2C5&q=Exploring+Cybercrime+Capabilities%3A+Variations+Among+Cybercrime+Investigative+Units.+&btnG=
https://doi.org/10.1177/08874034241265106
https://scholar.google.com/scholar?hl=ru&as_sdt=0%2C5&q=13.%09Sulich%2C+A.%2C+Rutkowska%2C+M.%2C+Krawczyk-Jezierska%2C+A.%2C+Jezierski%2C+J.%2C+%26+Zema%2C+T.+%282021%29.+Cybersecurity+and+sustainable+development.+Procedia+Computer+Science%2C+192%2C+20%E2%80%9328.&btnG=
https://doi.org/10.1016/j.procs.2021.08.003
https://scholar.google.com/scholar_lookup?title=Risk+factors+for+juvenile+cybercrime:+A+meta-analytic+review&author=Wissink,+I.B.&author=Standaert,+J.C.A.&author=Stams,+G.J.J.M.&author=Asscher,+J.J.&author=Assink,+M.&publication_year=2023&journal=Aggress.+Violent+Behav.&volume=70&pages=101836&doi=10.1016/j.avb.2023.101836
https://doi.org/10.1016/j.avb.2023.101836
https://data.worldbank.org/
https://scholar.google.com/scholar?hl=ru&as_sdt=0%2C5&q=Assessing+the+socio-economic+impacts+of+cybercrim&btnG=
https://doi.org/10.1016/j.socimp.2023.100013
https://scholar.google.com.ua/scholar?hl=uk&as_sdt=0%2C5&q=Adolescents%E2%80%99+Cyber+Victimization%3A+The+Influence+of+Technologies%2C+Gender%2C+and+Gender+Stereotype+Traits&btnG=
https://scholar.google.com.ua/scholar?hl=uk&as_sdt=0%2C5&q=Adolescents%E2%80%99+Cyber+Victimization%3A+The+Influence+of+Technologies%2C+Gender%2C+and+Gender+Stereotype+Traits&btnG=
https://doi.org/10.3390/ijerph17041293
https://scholar.google.com/scholar?hl=ru&as_sdt=0%2C5&q=Analyzing+physical+and+socio-economic+factors+for+property+crime+incident+in+Addis+Ababa%2C+Ethiopia&btnG=
https://doi.org/10.1016/j.heliyon.2023.e13282
https://scholar.google.com/scholar?hl=ru&as_sdt=0%2C5&q=Measuring+Cybercrime+in+Calls+for+Police+Service&btnG=
https://doi.org/10.1007/s11417-024-09436-y
https://scholar.google.com.ua/scholar?hl=uk&as_sdt=0%2C5&q=Gender+Differences+in+the+Association+Between+Cyberbullying+Victimization+and+Perpetration%3A+The+Role+of+Anger+Rumination+and+Traditional+Bullying+Experiences&btnG=
https://doi.org/10.1007/s11469-018-9893-9

