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BCTYII

Ha croroanimHiii fAeHs OaraTo JIOACH TparOTh B PI3HOMAHITHI irpH, 100
IIPOBECTH CB1M BUIbHUI Yac. € y>ke 0araTo pi3HOMaHITHHX 1rOp, SIK1 30Cepe/KeH] Ha
CUJIOBIM akTUBHOCTI: (pyTOOI, BOJIECHOO 1 OackeTO0o0. A € IrpH, SKI 30CepelKeHl Ha
IHTEJIEKTYyaIbHIM aKTUBHOCTI MO3KY: IIaxH, Ae MOTpiOHO Hamepen 00ayMyBaTH CBOI
KpPOKHU, XTOCh BHUPIIIY€ CKaHBOPAM, 11100 MEPEBIPUTH CBOI 3HAHHS Ta €pyAMIII0 a0
PO3B’SI3YIOTh CYJIOKY Ha IMIBUAKICTH, 11100 MEPEBIPUTH CBOIO YBAXKHICTh Ta IIBUJIKICTh

MPUIHATTS PIIICHb 3a TIEBHUH Yac.

€ irpu, aIg SKUX HEJOCTaTHBO 3HATH TUIBKU TpaBuja, aje e W moTpiOHO

3HATH JIESK1 0COOJIMBOCTI, SIKa BOHA MPUXOBYE B COOI.

Onniero 3 Takux irp € cnopTuBHUM Opimk. Came B i rpl Ay)Ke BEIUKUN
nopir BXo/keHHS. To0To, mo0 B HiN OyTH OyXe YCIIIIHUM Ta OTPUMYBATH
3aJI0BOJICHHSI BiJ] TpU, TH NOBUHEH 3HATH Oarato iHopmauii. B Hiil 3a00poHeHO
PO3MOBJISITH MiA 4ac Tpu, 1 MO0 MoaIUTUCS 1HGOpPMAIID 31 CBOIM MapTHEPOM
BUKOPUCTOBYIOTh CUCTEMY TOPriBii. AG0 100 momnepe Ty CBOTO HaMapHUKa ITiJT 9ac
rpH, 0 B TeOE 3aKIHUYETHCS KapTu MeBHOI MacTi. Bcro iHpopmariito, siky mOTpiOHO
T001 OyJie BUBUMTH, 1100 OTPUMYBATH 3aJJ0BOJICHHS BIJl TPU MOXHO OyJIeT 3HAWTH Ha
pi3HUX BeO-caiiTax, TOOTO HE ICHYe Takoro iHdopMaliiHOTro moprainy, ae Oyno Ou
3i0paHa Bcs 1HQpopMalis abo BOHA €, aje TaM HACTUIbKM Mayio iHdopmarii abo
B3arajii BOHa I0JlaHa TaK, 110 y TeOe 3 SIBUTHCS 1e OUIbIIE NMUTAaHb 1 B TeOE Biamaje

Oa’xaHHS OYaTH TPaTH BCIO 1IKaBY, HEUMOBIPHY TPy .

Merta po6otu - po3poOka iHpopMmariiinoro noprany “CrnopTuBHHI OpiK” Ha
sKkoMy Oyny 310paHa Bcst moTpiOHA 1H(MOpMAIlisS Y BUTIISAL TIOCTIB, SIKY MOTPEOYIOTh
HOBI I'pasili, II00 BOHU 3MOTJIM po3iOpaTucs 3 i€ CKIaaHoIo rpoto. Kpim toro, Ha

BeO-caliTi MOXHO OyJie CTBOPIOBAaTH IMOCTU B SIKHX KOPUCTYBad MOXKE JUTUTHCA
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CBOIMH CHUTYyaIlisIMU, SKi 3 HUM CTJIHCS TiJ Yac 3BUYaWHUX irop abo TypHipiB. AGO

SIK1 HOBUHHM 3’ SIBUJIMCS B CBITI CIIOPTUBHOTO OP1JIXKY.

3aBgaHHSIMU poOOTH €: po3podbuth iH(GOPMAIIHHOTO TIOPTalT HA SKOMY Oyne
3i0paHa Bcs mnoTpiOHa 1HQOpMaLis, KOPUCTYBadl MOXYThb pEeECTpyBaTHCH,

CTBOPIOBATH ITIOCTH, KOMCHTYBATHU iX.



1 OIJIAA BIJOMUX PIIIIEHDb

IcHyroTh neski 1H(dOopMaIiiiHI TOPTAIH SIK1 CXO0XK1 MIXK CO00I0, MalOTh CXOXKHUI
dbyHKIIOHAT Ta TEMaTWKy, TOMY BOHHM Oyiu OO0paHi Ha IOCHTIIKEHHS, 100

N1JKPECIUTH Kpallll CTOPOHHU 1 BUKOPUCTATHU Ta peali3yBaTH B CBOIl pOOOTI.

1.1 Anaui3 icHyrouux iHgopManiiiHUX MOPTAJIIB

1.1.1 Bridgebum

[atepuer pecypc, Ha sKkomy 3i0paHo Oararto iHdopmamii. Bin mgyxe
nonyJjsipHuil cepea OpukicTiB. Ha HboMy MOXHO 3HaWTH OyAb-sKy 1H(pOpMAILlilo,
aky moTpiOHo. Ilpu 3axomkeHi Ha callTi mojaeThes 1HGOpPMAIlS 3 OCTaHHIMH
OHOBJICHMMH TMOCTamMH. B mmammi BeO-pecypcy po3TalloBaHi HaWMBaXKIUBILIUIA
dbyHKIioHaN 1 KOpUCcTyBaHHs. Ha BeO-caiiTi icHye (yHKIIiSI TOIIYKY, SIKa CIIPOIIY€E
KOpPUCTYBaHHSAM caiiToM. Mama caiiTy moOyjoBaHa Tak, IO JIIOJIMHA, SIKa HIKOJIU B
KUTTI HE KOPUCTYBAJOCS IHTEPHETOM 3MOXE 3 JIETKICTIO BUKOPHCTOBYBATH HOTO B

CBOIX IIIAX.[5]



® bridgebum

Bidding ~ Declarer Play Defense

search bridge conventions & more

Recently Updated

Smolen

By Marc Smith
April 25, 2020

After a INT opening, Smolen allows responder to show

5-4 or 4-5 shape in the majors with game-forcing values.

One advantage is that the opening bidder always
becomes declarer if a major-suit game is reached.

Puppet Stayman

By Marc Smith
April 5, 2020

When pariner opens a strong 2NT, you need to be able
10 investigate both 4-4 and 5-3 fits in the majors. The
popular solution is to play a variant of Stayman known
as Puppet

Lebensohl After a 1NT Opening Bid

By Marc Smith
March 22, 2020

The basic principle behind the Lebensohl convention is

Checkback Stayman

By Marc Smith
April 6, 2020

Checkback is a variation of the Stayman convention
after opener rebids 1NT. Irrespective of which two suits
have been bid prior to opener's 1NT rebid, Two Clubs is
always an inquiry.

Splinter Bids
By Marc Smith
March 27, 2020

A splinter bid is a way of agreeing partner's suit, limiting
your hand, and showing a shortage in a specific side
suit, all at the same time. That's a lot of information to be
conveyed in one bid, and it needs to be since a splinter
takes up a great deal of bidding space

Lebensohl Over Weak Two Openings

By Marc Smith
March 22, 2020

Lebensohl is most commonly used after partner's INT

Avrticles Reference ~

More Links

Do you want to play onling slots for money? If so
check out this website’s ist of the top US poker
sites real money. All of the poker reoms offer
casin games built right in the poker software.

Enjoy the safest payment method at Online
Casino PayPal . All the necessary information can
be found on Cnline Casina HEX Austria

Find your new casine site at Casinohawks and win
big

Did you know you can play bridge alike games
online for real money with online gambiing sites?
Play an online casino South Africa to get a lot
more card games with a winning chance

When playing onfine casine in India you have less
bridge options fo choose, as playing this game is
not really poputar over there.

Check out the rapidly growing list of best online
gambling sites at Online Casino Hex and make a
game-changing bet.

Pucynok 1.1.1 — 3oBHimHMM BUrIsSA BeO-caiTy Bridgebum

1.1.2 Bridgeclub

Ha craproBiii cTOpiHIII pO3TalIOBaHi TpU OCHOBHUX (PYHKIIIOHATY CalTy: mMara
HOBUWH, MaTepiayn, sKi JOMOMOXXYTh O3HAHOMHUTHCS 3 YCi€I0 310paHor0 1HPOPMAITi€0
Ta Mana caiity. Ha BeO-moprani icHye nepexia Ha ¢opyM, Ha SKOMY KOPUCTyBaui
MOXYTh CTBOPIOBATH TOIIKH 32 JOTIOMOTOIO SKHX MOJKHA 3/IIMCHIOBATH CIIJIKYBaHHS

Ta OOMIHIOBATHUCA JyMKaMmH 3 1HIIUMHU KOPUCTyBa4aMH.[6]
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Pucynoxk 1.1.2 — 3oBHimnui Bursg Beo6-caity Bridgeclub

1.1.3 Bridgewinners
[HpopmaniitHuil mopTan, Ha SKOMY MOXHO CTBOPIOBAaTH aKKyHT KOpHUCTyBaya

CaMOCTIHHO, 110 Aa€ WoMy 3MOry Homy IyOJiKyBaTH 3aluTaHHS a00 MOCTH, a HE
3BEPTATHCS 3a IIUM JO0 KOTOCh 3 YIpaBJIiHHSAM caiita. Ha HbOMY iCHYIOTH JIOT14YHI
3aBJIAHHS HA TEMATUKY CIIOPTHUBHOTO OPHUIIKY, SIKI MOXXHO BUPIIIYBATH OyIb-sIKOMY
3apeeCTpPOBAHOMY KOpPHUCTyBauy ab0 chuTaTh JONOMOTd. KOXHHHM MOCT MOYKHO

koMeHTyBatu. [1{o mae 3mory orpumyBatu ¢indoex aBTopy.[7]
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Pucynok 1.3 — 3oBHimHuN BUris Bed-caiity Bridgewinners

1.2 IlopiBHAJIbLHA XapaKTePUCTUKA iCHYIO4HX iHGopManiiiHUX NOpTAJIiB.

[1ix yac ornsiaiB iHGOpMaIiiHUX MOPTaIIB OyJI0 CTBOpEHa Ta0IUIs NepeBar Ta
HEJIOJTIKIB, IO MpOoaHaji3yBaTH il Ta pe3yIbTaTi OTPUMAHUX JaHUX 3pOOUTH BIACHUN

1H(DOopMaIiiHu TopTal.

Taomung 1.1
[ndopmaniitnuii nonarok | [lepeBaru Henomiku
Bridgebum 1. 3pyunuit inTepdeiic 1. CaliT NOBHICTIO Ha
["apuo niniObpanuii aHTINCHKINA MOBI,
MaTepian TOMY JUISl TUX
3. IlpucytHs byHKIis KOPHUCTYBauiB, sIKi
MOIIYKY HE 3HAIOTh 1Ie Oy/Ie
4. € tenedoHa TTy’K€ BEJITMKOIO
ajanTaris poOaEMOI0 st
KOPUCTYBaHHS
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2. Hemae ¢pynkmii
peecTpartii 1
KOpPHCTYBayiB,
BECh MaTepiai
BUKJIAJA€ThCSA
OJTHUM
KOpHUCTYyBaueM
3. Hemae ¢pynxii
KOMMEHTYBaHHS,
TOMY OyJie
CKJIaJIHO
OTpUMYBAaTHU
Gbindex.
Bridgeclub 1. Tapno nigiopanwmii 1. BigcytHs QyHkis
Marepian MOIIYKY
2. € mana HOBHH 1 2. Hemae ¢pynkmii
caiTy, siKa MOJIIIIIy€e peecTpairii
KOPUCTYBaHHS
OpTaIoOM
3. ®opyMm, Ha IKOMY
KOPHUCTYBaul MOXYTb
CIIKYBaTUCh
Bridgewinners 1. Icnye Qpynkiis 1. CaliT NOBHICTIO Ha
MOLITYKY aHTINCHKIN MOBI,
2. € dynkuis peectpaiii TOMY JIJIsI THX
JUTSL HOBUX KOPHCTYBAUiB, K1
KOPHUCTYBaviB HE 3HAIOTh 1ie Oyie
3. € MOXIIUBICTD ITy>K€ BEJIMKOIO
KOMEHTYBAaTH MOCTH po0IeMor0 st
4. TapHo miniOpaHuit KOPUCTYBAaHHS
Marepiai

OTpuMytour pe3ynbTaT MICHS aHali3y HaBEACHHM BHINE MPHUKIAIIB OyIo

BUPIIIEHO pO3pOOUTH BIAacHUM 1H(OpMAIHHUN TTOpTaIl.
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1.3 [locTanoBka 3agaui

[adopmamiitnuit mopran Oyme mMaTH BUIJISAA OJOT-CAT HAa SKOMY OYIIb-SKHIA
KOPUCTYBau 3MOXKE 3apeecTpyBaTUCA 1 MyOdiKyBaTH TOCTH. SIKIIO KOpPUCTyBau
3a0yne abo 3abakae 3MIHUTH CBIM Mapoib, TO B HHOTO Oyje 151 MOXKIUBICTh. KokeH
noct Oyzae mnpoxoauTu Bepudikaiito. 3aBASKH I[IhOMY KOHTEHT, SKHA Oyjaer
nyOJliKyBaTucsl MOpoxXoAuTH (duibTpaiito. Bce 1e cnpuuuHUTH ISl 3’ SABJICHHS
SAKICHOTO KOHTeHTy caiTa. KoxkeH mocT MoXHO Oyjae OIiHIoBaTH, TOOO Oyner
cucTeMa JaiKiB, 100 MOXXHO OyJO BIACTEXyBaTH sKicTh. KoxeH moct MoxHO Oyze
KOMEHTYBAaTH, 100 aBTOp MOCTY Ta IHILII KOPUCTYBadl Maju 3MOT'y OOMIHIOBATHUCS
JTyMKaMH, a aBTOp oTpuMyBaTH (pigdek Big cBoei po6oTH. byje peanizoBana GpyHKIIis

HOIIYKY, 00 MPUCKOPUTH 3HAXOKEHHsI IEBHOI 1H(pOpMaIlii.
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2 BUBIP METOAY PILIEHHA

2.1 MoBa nporpamyBaHHs Java

IcHyroTh y>’ke 6arato MoOB mporpamyBaHHs. BoHM mOAUIAIOTHCS HA 00’ €KTHO -
OpIEHTOBaHI Ta MPOLEAYPHI MOBU MpOrpaMyBaHHs. Pi3HMIIS M)XK HUMHU B TOMY, IO
JUIS  pIICHHS  HEBEJIMKUX 3aJad BUKOPUCTOBYIOTh MPOIEIYypHUH  CMOCIO
nporpamyBaHHs. [Ipore mpu po3poOili BETUKHUX MPOEKTIB KJIACH W METOIU MaloTh
BEJIMKI IIEpeBary, a came:

1. Knacu HazmaroTh 3py4HU ME€XaHi3M KJ1acTepu3allii METOIIB;

2. Jlerke po3noauieHHs poOOTH Mk MPOTPaMiCTaMH;

3. IlpucyTHs IHKAmCyJsIIis: KJIAaCH NPUXOBYIOTH JETall YSBICHHS JaHUX
B1J1 OyIb-SIKOTO KOy, OKPIM CBOiX METO/IiB;

Tomy, nmpu HanMCcaHHI IPOCTOrO BEO-CEPBEPY BUKOPUCTOBYIOUH MPOLIETYyPHUIN
METO/I MPOrpaMyBaHHs MPOrpamicTy 3HaH00uThCs mpudan3Ho 2000 mpoueayp, B TOM
yac  00’€KTHO-OPIEHTOBAaHUM MeETOJOM Buiae npubausHo 20 kmaciB. Jla sKmio
MPOrpaMiCT OMYCTUTh MOMUJIKY, TO oMy Oyze Jyeriie 3Haitu ii cepen 20 kiacis,
Hix cepen 2000 mpomenyp.[14] Tomy BuOip maB Ha 00’€KTHO-OPIEHTOBAaHY MOBY
nporpamyBaHHs. OJHa 3 TaKUX MOB - Java.

Java - ouH 13 HaWMOMYJISAPHIIIUX MOB MPOTPAMyBaHHS.

Java - crporo tumizoBaHuMi OO'€KTHO-OPIEHTOBaHAa MOBAa IPOrpamMyBaHHS,
po3pobiieHnit kommaniero Sun Microsystems (B moainbiioMy mpu10aHOi KOMITaHIE0
Oracle). Po3poOka BedeThCs CHIBTOBApUCTBOM, OpraHizoBaHuM uepe3 Java
Community Process, MoBa 1 OCHOBH1 peaii3yl0Th HOro TEXHOJIOT1I MOMIMPIOKOTHCA 32
niuensiero GPL. [IpaBa Ha ToproBenbHy MapKy HajexaTh kopropailii Oracle.

[Iporpamu Ha Java TpaHCIIOIOTBCS B OaiiT-kon Java, SKUW BHKOHYETHCS
BipTyanpHOIO MamuHo Java (JVM) - mporpamoro, oOpoOHiN OalToBHIl KOA 1

nepeIaBaibHOI IHCTPYKIIIT 00JIaTHAHHIO SIK IHTEPIPETATOP.
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Moga 3nayHO 3amo3mumia cuHTakcuc i3 C 1 C++. 30kpema, B3ATO 32 OCHOBY
00'exktHy Mojzienb C++, mpote ii MoAu(IKOBAHO. Y CYHYTO MOKJIUBICTh MOSIBH JIESIKUX
KOH(DJIIKTHUX CHUTYyalllid, 110 MOIJIM BUHUKHYTH 4Yepe3 IMOMWJIKUA MporpaMicra Ta
MOJIETTIIEHO CaM MPOIEC pO3pOOKH 00'€KTHO-OPIEHTOBAHUX Mporpam. Psa niid, siki B
C/C++ mnoBUHHI 3A1MCHIOBATH NPOrPaMICTH, JOPYYEHO BIPTYaJbHIA MAaIIUHI.
[lepenycim Java pospoOisiiack sk IaTGopMo-HE3aJIe)KHa MOBa, TOMY BOHA Mae
MEHIIIe HU3bKOPIBHEBUX MOKJIMBOCTEN IJi1 pOOOTH 3 arapaTHUM 3a0e3MeYeHHIM, 110
B MOpIBHSHHI, Hampukiaa, 3 C++ 3MeHIlye MBHAKICTE poOOTH mporpam. 3a
HEOOX1THOCT1 TakuX Al Java 103BOJIsi€ BUKIMKATU MIANPOrpaMH, HATUCAH] 1HIIUMHU
MOBaMH MporpamyBaHHs.[4]
OTxe, MOXHO TMiABECTH TMIJACYMKH, YoMy came Oyjno oOpaHa MoBa
nporpamyBaHHs Java:
1. I'myuka cuctema Oe3mneKu;
2. OO0'eKTHO-OpIEHTOBaHA MOBA MPOTrpaMyBaHHS;
3. bararo miteparypu, sika goromarae po3ioparucs 3 yciMa aclieKTaMH ii.
4. Pa3BuTi QpeiiMOBpKi;
5. BennuesHa KigbKicTh 010110TEK, SIKI MOMIMIIYIOTh pOOOTY.
6. IIpoctora Koy Ta HOTO €(hEeKTUBHICTS.

2.2 Bubip CYB/]

baza ganux (BJl) - 1ie opranizoBaHa CTpyKTypa, MpuU3HA4YEHA JJIs1 30epiraHHs,
3MIHM 1 00pOOKM B3aeMO3alexHOi 1H(OopMallli, NepeBaKHO BEIUKUX 00csriB. baszu
JAHUX aKTUBHO BUKOPUCTOBYIOTHCS JJIsi TUHAMIYHUX CAWTIB 31 3HAUHUMH 00CSITaMU
JAaHUX - YacTO L€ 1HTepHET-Mara3uHu, MOPTajd, KOpHopaTuBHi cailTu. Taki cailTu
3a3BUYAl po3po0IIeHi 3a IONMOMOT0OI0 CEPBEPHOTIO MOBH MPOrpaMyBaHHS (SIK MPUKIIAJ,
PHP) a6o na ocnoBi CMS (six npukian, WordPress), 1 He MatOTh TOTOBUX CTOPIHOK 3

maauMu 3a agasoriero 3 HTML-caitamu.


https://uk.wikipedia.org/wiki/C_(%D0%BC%D0%BE%D0%B2%D0%B0_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F)
https://uk.wikipedia.org/wiki/C%2B%2B
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B koutekcti 6a3 nmanux Bapto po3riasHytd moHsaTTs CYBJl. Cucrema
ynpasniHHs 6azamu nanux (CYBJ]) - ne kommiieke nporpaMHux 3aco01B, HEOOX1THUX
JUIsl CTBOPEHHSI CTPYKTYPH HOBOiI 0a3u, 1 HamoBHEHHS,BioOpaxeHHs iHbopmarii i
penaryBaHHsI BMICTY.

A 3niticHioe nei noctyn o nanux CYBJ] 3a momomMororo creriaabHOi MOBH -
SQL.

Icuye nyxe Oaratro CYBJ. HaiiGinem mommupeni € Oracle, MySq]l,
PostgreSQL, Microsoft SQL. Came ni CYB]I HaliuacTiiie BUKOPUCTOBYIOTBCS Cepell
TyMy KJIIEHT-CEPBEP.

PostgreSQL namae 6e3mi4 pi3HUX MOXJIHUBOCTEH, TOCUTH HATIIHA 1 Ma€ XOPOTIi
XapaKTepUCTHKU 1O TPOAYKTHBHOCTI. BoHa mpaimoe TMpakTHYHO HaA BCIX
UNIX-mnatdopmax, sraouatoun UNIX-noni6H1 cuctemu, Taki sik FreeBSD 1 Linux.
[i moxna 3actocoByBartu nHa Windows NT Server i Windows 2000 Server, a mis
pO3pOOKU TOASITHCA HaBITh Taki cucteMu Microsoft mis pobGounx cranmii, ik ME.
Kpim Toro, PostgreSQL BiTbHO MOMIUPIOETHCS 1 MA€ BIAKPUTUN BUXITHUHN KO,

PostgreSQL mae Bci 11 dyHkuii, ski maro iHmi miatHi CYB/I, a Takox tumu
GyHKUISIMH, 110 pOOJIATH i1 YHIKAJIBHOIO Cepe] IHIIHX.

®Oynkiii PostgreSQL:

1. Tpanzakiii;
Bknaneni 3anuTu;
VsBieHHS;

Tunu, 00yMOBIIEHUMH KOPUCTYBaYEM;

A N

ITocuipHA 1TICHICTS.



16

EAdmin Filew Objectv Toolsv Helpwv

Browser & M Y= |Q Dashboard Properties SQL Statistics Dependencies Dependents & test/postgres@PostgreSQL 12

v Eservers (1) ey @Blav ave @@y v|v| Nmt v | EH P v o @ e
v {¥PostgresqL 12
« = Databases (2) - test/posigres@PostgreSQL 12

> = postgres Query Editor  Query History
> =test |1_

> &b Login/Group Roles

> Tablespaces

Pucynok 2.2.1 — 3oBHimnuii Burisag PostgreSQL s anMinicTpyBaHHs 0a3u TaHUX
[TpoanamnizyBaBiu niepeBaru CYBJI PostgreSQL Bona 6yna obpana.[2]
2.3 Budip ¢peiimBopky

@OpeiiMBOpK - TporpamHa miatdopma, ska BU3HAYAE CTPYKTYPY MPOrpaMHOi
CHCTEMHU; MpOrpamMHe 3a0e3MEUYEHHs, 110 TMOJETIIye po3poOKy 1 00'€qHAHHS PI3HUX
KOMITOHEHTIB BEJIMKOTO IMPOTPAMHOTO TIPOCKTY.

@OpeliMBOpK BU3HAYAETHCS SIK 0O€3/114 KOHKPETHHX 1 aOCTpaKTHHX KJaciB, a
TaKO’X BHU3HA4YEHb CHOCOOIB iX B3aemMuHU. KOHKpETHI KJlacW 3a3BHYail peani3yroTh
B3a€EMOBIJIHOCMHM MDK KjacamMu. AOCTpakTHI KJacH SBJISIOTH COO0OI0 TOYKHU
PO3IIUPEHHS, B IKUX KapKacu MOXYTh OyTH BUKOPUCTaH1 a00 ajjanToBaHi.

Opnum 3 Takux QpeiimBopky - Javalin. Ile npoctuii BeO-(ppeiiMBOPK 1J1s1 MOB
nporpamyBaHHs Java ta Kotlin.

OcHOBHI HOTO TIEpeBaru:

1. IIpoctwmii.
Ha Bigminy Bix iHmmx BeO-pamok Java ta Kotlin, Javalin mae myxe mano
MOHSATH, K1 BaM MOTPIOHO BUBUMTH. BU HIKOIIM HE pO3MIMPIOETE KIIACH 1 P1JIKO

peanizyere iHTepdeiicu.
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2. InreponepabenbHU

Iam Be6-pamku Java ta Kotlin 3a3Buyail mpomnmoHyOTh OKpEMY BEPCitO st

KOXHOT MOBHU. Javalin po3poOisieThCsi 3 ypaxyBaHHSIM CYMICHOCTi, TOMY

nporpamu OyAyHOThCS OJTHAKOBO sK y Java, Tak i B Kotlin.

3. I'nyukuit

Javalin po3pobnenuii Takum dYUHOM, 100 OYTH TPOCTUM 1 OJOKYIOUHUM,

OCKUJIBKH 1€ HaUIpOCTiIa MoJiedb mporpaMmyBaHHs. OIHAK SKILIO B pe3yibTaTi

BCTaHOBUTU MailOyTHe, Javalin mepexouTh B aCHHXPOHHUN PEXKHM.

4. Tarerpaiis 3 OpenAPI

barato nmerkux BeG-pamok Java ta Kotlin He migrpumyrots OpenAPI, ane

Javalin mae moBHy iHTerparito, BKJIO4Yaroyu iHTepdeiic Swagger 1 TOBTOPHO

HaJAIITOBAHUM JJIs B1TOOpaKEHHS TEHEPYIOUUX IOKYMEHTIB.

[TigBoasTYM MIACYMKH, MOYKHO 3PO3YMITH, IO MaHUA (PPEHUMBOPK TyKe A00pe
BIIUCYETHCSA B KOHUEIMIIIO pO3poO0KH 1HPopMaliiHOro noprany. BiH monermurs Ta
3a0IaJIUTh Yac Ha pa3poOKy. [1]

2.5 Bu0ip cepepoBuina po3podku

Ockinbku Oyna oOpaHa MoBa mTporpaMmyBaHHs Java, TO 1 cepemoBHIIE
noTpiOHO, SIKE 3MOKE HAa MaKCUMyM peanizyBatu norenuian. Hanpuknan: NetBeans,
IntelliJ IDEA, Eclipse. byno o6pano IntelliJ] IDEA 2020 Community edition, sk
cepely MporpaMyBaHHS.

IntelliJ IDEA - 1iHTerpoBaHe cepeloBHUIIE PO3POOKH MPOTrPaMHOIO
3a0e3nedeHHs Juisi 6aratbox MOB IIporpaMmyBaHHs, 30kpema Java, JavaScript, Python,
po3pobieHa kommnaniero JetBrains.

[Tounnaroun 3 Bepcii 9.0, cepena poctynHa B ABOX pepakiisx: Community
Edition i1 Ultimate Edition. Community Edition € MOBHICTIO BUIBHOIO BeEpCi€lo,
JOCTyMHOIO Tij minensiero Apache 2.0, B Hiif peanizoBana nmoBHa miarpumka Java SE,

Kotlin, Groovy, Scala, a Takox iHTerpaiisi 3 HailOUIbLI NOMYJISIPHUMHU CHCTEMaMH
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ynpasiinHs Bepcismu. B pemakuii Ultimate Edition, mocTynHoro mij KOMepLiiHOIO
JiueHsiero, peanizoBana miarpumka Java EE, UML-niarpam, niapaxyHOK HOKPHUTTS
KOy, a TaKkoX MATPUMKA IHIIMX CHUCTEM YIIPaBIiHHSA BEpCisIMH, MOB Ta
(bpeliMBOPKIB.

B IntelliJ IDEA MoXnuBO mnpueaHaTuch A0 0a3u JaHUX 1 3A1MCHIOBATH

aaMIHICTpyBaHHS 1i. [9]

Pucynox 2.5.1 — 3oBrimmnawmii Burisg IntelliJ IDEA

2.6 Front-end caiity

Jlns po3poOku Front-end catity Oye Bukopucrano html, css, js.

HTML (Big anrin. HyperText Markup Language - «MoBa rinepTeKcTOBOi
PO3MITKHW») - CTaHJAPTU30BAaHUN MOBY PO3MITKU JOKYMEHTIB y BCECBITHIM MaByTHHI.
binbmiicte BeO-CTOPIHOK MICTATH onuc po3MiTku Ha moBi HTML (a6o XHTML).
Mosa HTML inTepnperyeThcst Opay3epamu; OTpUMaHUM B pe3yibTaTl IHTEpIpeTalii
dbopmMaTOBaHMI TEKCT BiAOOpa)kaeThCcsi Ha €KpaHi MOHITOpa KOoMITroTepa abo

MOO1ILHOTO MPUCTPOIO.[ 3]
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CSS - (QopmarbHa MOBa ONUCY 30BHIIMIHBOTO BUTJSAY JOKYMEHTA,
HAIMCAHOTO 3 BUKOPUCTAHHSIM MOBHU PO3MITKH.

[lepeBaxHO BUKOPHUCTOBYEThCA AK 3aci0 omucy, ohOpMIIEHHS 30BHIIIHHOTO
BUTJISITY BEO-CTOPIHOK, HAMHMCAHUX 3a JOomoMoror MoB po3mitku HTML 1 XHTML,
ajie MOXKe TaKOX 3aCTOCOBYBATHUCS 10 Oyab-akux XML-m1okymMeHTax, HanmpuKiai, 10
SVG abo XUL.[10]

JavaScript - MynbTimapaairMeHHUl MOBY mporpamyBanHs. [linTpumye
00'€KTHO-OpPIEHTOBAHA, IMIIEPATUBHUMN 1 PYHKIIIOHATIbHUNA CTUJI.

JavaScript BHUKOpPUCTOBYETBbCSI sIK BOyJAOBaHHMH MOBa [JIsi IPOrPaMHOIO
JnocTymy 10 00'ekTiB gomarkiB. HaiiOinpln mmpoke 3acTOCyBaHHS 3HAaXOIUTh B

Opay3epax sk MOBa CIICHapiiB JIJIsl JOJaBaHHS IHTEPAKTUBHOCTI BEO-CTOPIHOK. [11]
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3 ITPOI'PAMHA PEAJII3ALIA

3.1 IIpoekTyBaHHs 0a3u JaHUX

OgHuM 3 BaXJIMBUX €TaliB pPO3POOKM 1€ TPOEKTYBaHHS 0a3u JaHHX.

[TpoextyBanus Oyino 3aikicHeHo 3a nonoMororo CaseStudio, Tomy 1110 B HbOM 00paTH

nig sky came CYB]] npoekTyeTbesi 1 B KiHII 3T€HEpyBaTH CKPUIIT, KN JOMOMOXE

CTBOPUTH TaOJMII Ta BITHOIICHHS MDK HMMHU. Ha eTtami mpoektyBaHHs 0a3u JaHUX

Oyyo BupilIeHO, sIKui came ¢GyHKI[IoOHan OyAeT Ha iHpopMmaliitHoMy noprtaii. Tomy

CIIPOCKTOBaHAa 0a3a MaHMX Ja€ 3MOTYy 3pO3yMITH, sKlI (QYHKIIIO MOTpiIOHO Oyje

peanizyBaTd, SK BOHU OyIyTh IMOB'sS3aHI MK co00r0 Ta sik Oyzae OyayBaTHCs

apxiTekTypa BeO-caiTy.[15]

Like
like_id (PK)
2= user_id (FK)
e post_id (FK)
comment_id (FK)

T s 5¥ Comment_To_Entity
user_id (PK) it / some__ldc(!:'\K)
role_id (FK) ! i U
Yo bl 2 - (é \ P comment_id (FK)
email j e .
password R Post P
first_name e N post_id (FK) Y
second_name N user_id (FK) - /
banstatus Y post_name \‘\ - P
salt . (<] data_publication —C>% i
1 data_modif \
¢ post
picture \
| B verification
w
+
Role B \ ot /
role_id (PK) N #
status e T
. comment
e comment_id (PK)
3 user_id (FK)

Pucynok 3.1 — ER nmiarpama indopmariiitHoro nopraity CIOPTUBHUIN Op1IxK

text
data_publication




21

[TpencraBnenns noriku [HopMaLiiHOTO MOPTATY Y BUTIISAI TAOIHIII:

Taomung 3.1
Tabmuusa | [lone Tun Kirou OO6mexeHHs | 3MicT
Users user_id Serial Primary key | not null Howmep
KOPHUCTYyBaY
a
username Varchar(50) unique, IO3epHeiim
not null KOPHUCTYBau
a
email Varchar(50) unique, [Tomra
not null KOPHUCTYyBay
a
password Varchar(50) not null [Taponn
KOPHUCTYBaY
a
first name | Varchar(50) not null Im’st
KOpUCTYBad
a
second nam | Varchar(50) not null [Ip13Buiie
e KOPHUCTYBaY
a
banstatus Numeric(1) not null Craryc
default 0 KOpHUCTYBau
a
salt Char(20) not null Cyma st
mudpyBaHH
s
KOPHUCTYBaY
a
role id Integer Foreign key | not null Howmep pomi
Posts post 1d Serial Primary key | not null Howmep poui
user_id Integer Foreign key | not null ABTOp nocra
post name | Varchar(50) not null 3aroJjioBoK
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nocra
data public | Timestamp not null Jata
ation myOsmiKarii
data modif | Timestamp not null JlaTa 3miHu
nmyonuKaiii
post Varchar(255 not null [adopmarris
)
picture Varchar(255 not null 300paskeHHs
) MoCTy
verification | Numeric(1) not null Bepudikaii
default 0 b
oCcTy
Likes like id Serial Primary key | not null Howmep
JAUKy
user_id Integer Foreign key | not null ABTOD
JTANKY
post_id Integer Foreign key | not null Howmep
MoCTy
comment id | Integer Foreign key | not null Howmep
KOMEHTaps
710 TIOCTY
Roles role id Serial Primary key | not null Howmep poui
status Varchar(50) not null Ponb
KOPHUCTYBau
a
Comment | some id Serial Primary key | not null Howmep
_to_entity BiTHOIIICHHS
KOMEHTaps
post id Integer Foreign key | not null Homep
OCTy
comment id | Integer Foreign key | not null Howmep
KOMEHTaps

oCTy
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[IpakTuuna peamizauis b/[ naBeneno y Jlomatky A.

Peanizariis 3anuriB, siki OyIyTh peai3oByBaT QPyHKIIIOHANI caiTy [12]:

. ABTOpH3aIlis KOpUCTyBaya

select username,user _id from users where email = ? and password = ? ;

. IlepeBipka momTu (SKIIO0 KOPUCTYBad 3apEECTPOBAHMI, TO MOTO TMOINTA BXKE
Oyny B 6a3i maHuX)

select username from users where email = ?;

. 3a0aHUTH KOpHCTYyBayua

update users set banstatus = 1 where user id = 4 and EXISTS(select user id
from users where role id =2 and user id = ?);

. 3MiHa apoJto

update users set password = '5555', salt= ? where user_id = 2;

. BigoOpakeHHs nocTiB Ha iHpOpMaLiiTHOMY TTOpTai

select p.post_id,p.user id,p.post name,p.data publication,p.data modif,
p.picture, l.likes count from posts p left join (select post id,count(*) as
likes count from likes group by post id) 1 on (p.post id = l.post id) where
p.verification = 1 order by data modif desc

. Bwmict nocry

select p.post id,p.user id,p.post name,p.data publication,p.data_modif,p.post,
p.picture,l.likes count from posts p left join (select post id,count(*) as
likes count from likes group by post id) 1 on (p.post id = l.post id) where
p.post id = ? and p.verification = 1;

. BigoOpaszutu mocTH, sixi 3HaX0oAsIThCS Ha Bepudikarii (s agminy)
selectp.post_id, p.user_id, p.post name,p.data_publication,p.data modif,
p.picture, llikes count from posts p left join (select post id,count(*) as

likes count from likes group by post id) 1 on (p.post id = lL.post id) where
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p.verification = 0 and EXISTS(select user_id from users where role_id =2 and
user id = ?) order by p.data modif

8. Bepudikaris
update posts set verification = 1 where post id = ? and EXISTS(select user_id

from users where role i1d =2 and user id = ?);

9. CrBopuTH MOCT
insert into posts values(null,36,'About',sysdate,sysdate, 'friends','link',0);

10. OHOBJIEHHS MIOCTY
update posts set post name = ?, post = ?, data_modif = sysdate, picture = ?,
verification = 0 where post id = ? and (user id in(select user id from users
where role id = 2)or user id = ?);

11. OmiHtoBaHHS NOCTY
insert into likes select null,user id,post id,null from dual where not

EXISTS(select 1 from likes where user id = ? and post_id = ?);

3.2 IIpoexkTyBaHHs iHTEpdeiicy.

3HayHy poJib Oyne BiairpaBatu rpadiunuil iHTepdeiic. byap-skuii KopucryBau
MOBMHEH 3 JIETKICTBIO KOpUCTyBaTucs iHdopmariiinuMm moptaioM. [licas
NPOEKTYBaHHS 0a3u JaHux OyJeT JIETKO CIPOEKTOBAaHWUW TpadiuHuidl 1HTEpPENcC.
IaTepdeiic OyB peanizoBanuii 3a gornoMoror draw.io [13]
3.2.1 ®ynkuia aBropusamii
Jlns KopucTyBaHHsS CaTOM MOTPIOHO Oyjae mpoitu aBropu3zaiito. CTpyKTypa
aBTOpHU3AIlii:
1. Ilone nns r03epHENMYy;
2. Ilone nns maposto;
3. Knomnka ajis BXO#y;

4. TlocunmaHHs JUTsl peeCTparlii;



5. IlocunaHHs HA BiIHOBJICHHS MAPOIIIO

none

none

KHOMKA

I NoCHMaHHA

I NoCHMaHHA

Pucynoxk 3.2.1 — BikHo aBTOpM3aliii

3.2.2 ®yukuis pericrpauii
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Jlnst HOBMX KOpHUCTyBadiB ToTpiOHa Oyner ¢yHkiis peectpaiiii. CTpykTypa

CTOPIHKH:

l.

2
3.
4.
5

ITone nns v03epHENMY;
ITone nns monity;
ITone nnst maposto;
ITone mis iMeHI;

ITone nuis npi3BHIIa.



noneg

none

none

noneg

none

KHOMKE

Pucynox 3.2.2 — Bikno peectpariii

3.2.3 I'os10BHa cTOpiHKA
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Ha ronosHiii cropinui OyayTs BigoOpaxatucs Bci mocTi. OyHKIIiS MOLUIYKY, Ha

nocty OyJie KHOTIKA JIJIsi BCTAHOBJICHHS JIaiiKiB Ta mepexij B Tyouny nocty. KHomnku

B IIaMIll CaiTy, sIKI CAYTYIOTh JJIs peani3anii (yHKLUIOHATy: 3MiHA MapoJIo, aJMIH

na"ejb, CTBOPHUTH IIOCT Ta BI/IXi}I.
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EHOMER

EHOMER

FHOMER

KHOMNKa

MocT

KHOMKA

KIEHIE

Pucynok 3.2.3 — BikHo peectpariii

3.2.4 CTBOpEeHHS MOCTY

Ha cTopiHIii CTBOpEHHIO MOCTY:

1

2
3
4

. Ilome miist Ha3BM MOCTY;

. Ilone nns 3amoBHEHHS TOCTY 1H(OPMAITIETO;

. Knonka, nms 3arpy3ku 300pakeHHS;

. KHomnka cTBOpeHHs 1mocry.

none

HHOME




i &
none
none
L]
KHONKEA
nane
] &

Pucynok 3.2.4 — BikHO CTBOpEHHS TIOCTY

3.2.5 BigHOBJIEHHSI TAPOJIIO.
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Axmo xopucTyBau 3a0yjze CBId Mapojib, TO B HbOrO OyA€ MOXJIMBICTH HOTrO

BIIHOBUTU. CTPYKTypa CTOPIHKH IS BIAHOBIICHHS MAPOJIIO:

1. Tlone mist BBEACHHS IIOIITH,

2. KuHomnka juist BIAIPAaBKA HOBOTO MAPOJIIO.
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none

none

Pucynok 3.2.5 — BiKHO BiTHOBJIEHHS TIOCTY
3.2.6 3mina napouJiro.

KoxeHn xopuctyBau MOke 3MIHIOBATU CBiil mapoib. CTpyKTypa CTOPIHKH ISt

3MIHU MAPOJIIO:

1. Ilone mnst BBOAY CTaporo Mapoito;
2. llone nns BBOAY HOBOT'O MapoOJIto;

3. Kuomnka a1 3MiHUA.



3.2.7 AaMiH cTopiHKA.

none

none

none

Pucynok 3.2.6 — BikHo 17151 3MiHU TTapoJTIO
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CropiHka a5 aAMIHICTpaTopa, Ha SIKId Ma€ 3MOTY 3alTH TUIbKH aaMiH. Ha i

CTOPIHIN aaMIiH Oyje IePEBIPATH MOCTH Ta ¥ myOikyBaTH ix. CTpyKkTypa:

A i

Knornka qys nomykys;

[lone nns BBOAY 1HQOpMAaLIi IS TOLIYKY;
KHorika i1t BUXO/1y 3 aKKayHTY;

Knomka 1151 3MiHH TapoTio;

Knomnka s mepexoay B cam MOCT;

Knonka s Bepudikariii mocry.
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KHOMER EHONES

Mone "HGFHF

Moct

none EHONES

Pucynok 3.2.7 — BikHO aqMiH CTOpIHKHU

3.3 Po3pobka nogarky.

CrpykTypa npoekTy 1HPOpMaLiifHOTO MOpTaIy:

[Tamka api

B miii mami 30epiratotrbes api ¢aiinu. APl - cknagoBa gactuHa cepsepy, siKa
OTPUMYE 3aMUTH Ta BiMIPABIISE iX.

[Tanka logs

B 11i#f manii 3HaXOaUTHCS TEKCTOBUH (pailyl, B SIKHI 3aITUCYIOTHCS JIOTH POOOTH
JOJATKY.

®aiin BridgeGameApp

Lle MoxynbpHMIT (aiin, sskuit 30epirae iHGOpMaIlit0 O MOIYJI PO3BUTKY, KOTPUIA
Moke Oyt B Java abo xommoHeHTH Maven. 30epirae nuisixu A0 MOJIYJIIB,

3aJIEKHOCTI Ta 1HIIIE TTapaMeTPH.
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4. ®aiin pom.xml
[ndopmariss st mporpaMHOro MpPOEKTy, miaTpumyrounii Maven. Ilpu
BUKOpHCTaHI Maven nepeBipse, 4d MICTUTH 1eH (aiin yci moTpiOH1 1aHi Ta Yu
BCI JIJaHI CHHTAKCUYHO BIpHO 3aIMCaHi.
5. ®aiin properties.txt
MictuTh napameTpu ISl CTapTy poOOTH MIPOTrpamMu
6. Ilamka Src micTtuTh B co0i 2 Mmaku, oJHA 3 HHX BiamoBimae Ha back-end ( me
marika java), a iHma namnka 3a front-end (mamnka resources)
Crapt mporpamu mnounHaeTbcsi 3 kiacy BridgeGameApp. B  Hbomy
3HAXOAUTHCS MeTOT public static void main(String[] args).
Jami BimOyBaeThCs MiIKIIOYEHHS Haioro ¢ppeMBopky Javalin - Javalin app =
Javalin.create();
3amyckaemMo J0JaTOK Ha TeBHOMY mopTy. llopT 3umtyerhes 3 dainy 3a
properties.txt 3a mgomnomMoror craruuHoro wmeroay getPort 3 kiacy Property.
App.start(Property.getPort())
[TinknroueHHs 10 6a3u TaHUX 3A1MCHIOETHCA 3a Aornomoroto jdbc.
[Ticast 1IbOTO BUKJIMKAIOTHCSI METOTH:
1. SessionSecurity sessionSecurity = new SessionSecurityControllerImpl();
BianoBigae 3a HaaiiHICTD CceCiil.
2. Notification mailNotification = new NotificationImpl();
BianoBinae 3a HaJicCHIIaHHS TTOB1IOMJICHb Ha ITOIITY.
3. MailSecurity mailSecurity = new MailSecurityControllerImpl();
BignoBigae 3a Haa1HHICTH DOIITH.
4. PasswordSecurity passwordSecurity = new PasswordSecurityController();
Bianosinae 3a mudpyBaHHs Mapoio.
5. MainController mainAppController = new MainAppControllerImpl(app,

daoConnection, sessionSecurity, mailNotification, mailSecurity,



33
passwordSecurity);
Bukiae yci KOHTpouiepH.
[Ticns ycix mpoifieHux Jid 3amycKaeThesl A0JaTOK. Pe3ynpTraTom 11b0ro Mu 6aummo

MOB1TOMJICHHS. [ 8]

[main] INFO io.javalin.Javalin -
T N | £ .
TN e (N O T
U0 207 0 A e R o B A A R A A
X BN b A g

https://javalin.io/documentation

[ 1 INFO org.eclipse.jetty.util.log - Logging initialized @2348ms to org.eclipse.jetty.util.log.S1f4jlog
[ 1 INFO io.javalin.Javalin - Starting Javalin ...

[main] INFO io.javalin.Javalin - Listening on http://localhost:13722/

[ 1

[ 1

INFO io.javalin.Javalin - Javalin started in 424ms \o/
INFO io.javalin.Javalln - Static file handler added with path=pages and locatlon=CLASSPATH. Absolute

Pucynok 3.3.1 — Baanuii 3amyck 101aTKy

Jlictunr nporpamu OyJe 3HaxoauThes B Jlonatky b.
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Bridge Beard Association

Username

username

Password

password

LOGIN

Mot registered? Create an account

azaword? Restore password

Pucynok 3.3.2 — CrapToBe BiKHO aBTOpH3aIlii
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Bridge Beard Association

Username

USEMmame

Email

email

Password

password

First name

first name

Second name

second name

Pucynox 3.3.3 — Bikno peectpariii
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Restore password

Enter vour email

emzil

RESTORE

Pucynok 3.3.4 — BikHO BIJTHOBJICHHS TTapOJTIO
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Changing password

Old password

Old password

New password

Mew password

CHANGE

Diont want to change password? Retumn to the mam page

Pucynoxk 3.3.4 — BikHO 3MiHM MapoJIto
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Search

Search for... Go!

LLlo HoBoro cboroaHi y cBiTi 6pigky?
v

0 Likes Posted on May 24, 2020 by Lopatkak

Pucynox 3.3.5 — [IouyaTtkoBa cTopiHKa
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Posted on May 24, 2020

¥ cBiTi cnopTriBHOrC OPigXKY HILOro He 3MIHWNOCh

Leave a Comment:

LopatkaK

Lke MOA Nepla cTatTbA.

Pucynok 3.3.6 — BmicT nocty
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Creating post

Title

Lle Mof gpyra cTaTTs

Post

Bce We HIiUoro He 3MIHWACCH

Use only picture with format.jpg and sizes 750x300

newcards.jpg

CREATE

This post will be published when the admin approves it

Pucynok 3.3.7 — CTBOpeHHS MOCTY
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Pucynox 3.3.8 — [lepexin Ha HEICHYIOUY CTOPIHKY
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Search

Search for... Go!

Lle mos apyra cTaTTs

Bce e Hivoro He 3MIHMACCE

0 Likes Posted on 27 May, 2020 by LopatkaK

Pucynox 3.3.9 — AnMmiH cTopiHKa
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Lle mos apyra cTtaTTa
oy LopatkaK

Posted on January 27, 2020

Bce uie HIYHOro He 3MiHKMAoCh

Pucynox 3.3.10 — BMmicTt nocra 4epe3 aJiMiH IpaBa
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LLlo HoBoro cboroaHi y cBiti 6piaxy?
Q

0 Likes Posted on May 24, 2020 by LopatkaK

Lle mosa apyra cratta?

o~ |0

0 Likes Posted on May 27, 2020 by LopatkaK

Pucynok 3.3.11 — 3’siBieHHS HOBOT'O MOCTY MICIsl HOro Bepudikarii
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BUCHOBKHA

[lin yac BUKOHAaHHS JaHOI POOOTHM OYyJIO PO3TIASHYTO Ta MPOAHATI30BAHO
ICHYIOUMX PILIEHb, 3 IKUX OYJIO Y35TO Kpallle Ta BUKOPUCTAHO SIK TEMOIO L1€i POOOTH.
Byno peanizoBaHo:
1. dynkuii peectparrii Ta apTopu3allii, sIKi Jar0Th MOXKJIMBICTh YCIM Oa)KarouuM,
XTO MparHe CTBOPIOBATH I[1KaB1 MOCTH.
2. 3pyunuit inTepdeiic, skuil He MOTPeOy€e BEIUKUX 3HaHb B 00JIACT1 IHTEPHETY.
3. OyHKII KOMEHTYBaHHS TOCTIB. 3aBMIIKH KOMMEHTYBAaHHIO TOCTIB aBTOp Ta
1HII KOPUCTYBa4ul MOKYTh OOMIHIOBaTUChH JyMKaMH.
4. PeanizoBaHa (pyHKIIIS BIJIHOBJICHHSI a00 3MIHU MMapOJIIO, sika € HEOOXITHOI Ha
1H(pOpMaIliitHOMY TTOPTAJII.
5. OyHKIS TMONIyKYy, 3a JOMOMOTOI SKOi MOMJIMBO MHTTEBO 3HAXOIUTH
noTpioHy 1HGOpMaIlIito
[Tin gac poOoTu Oys0 03HAWOMIIEHO 3 PI3HUMHU CHUCTEMaMU YTMpaBIiHHS 0a3
JaHUX. 3aBJSIKU IIbOMY OYJI0 po3po0sieHa U peainizoBaHa 0a3a JaHuX.
HaOys Ta mornmmOuB HaBWUYKH TIpaltoBaHHs 3 (peiimBopkoM Javalin. Byno
noBTOpeHo html, css, js.
[linBonsiunm  miJICYMKH  BCi€i  3poOjeHoi  poOoTu  Oyyo  peanizoBaHO
iH(opMaIiTHUN TOpPTa CHOPTUBHUN OPiIXK.
B po6oTti Oys10 BUKOPHCTAHO BC1 HABHYKH, sIK1 OyJIH 37100y Ti ITi/1 Yac HaBYaHHS

B YHIBEPCUTETI.
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HMonarok 1. Ilpaktuuna peasizauis b/{

Create table Users

(
user id serial primary key,
username Varchar (50) NOT NULL UNIQUE,
email Varchar (50) NOT NULL UNIQUE,
password Varchar (50) NOT NULL,
first name Varchar(50) NOT NULL,
second name Varchar (50) NOT NULL,
banstatus NUMERIC (1) default 0 NOT NULL ,
salt Char (20),

role id Integer NOT NULL

--Ina IlocTcC.
Create table Posts (
post id serial primary key,
user id Integer NOT NULL,
post name Varchar (50) NOT NULL,
data publication Timestamp NOT NULL,
data modif TIMESTAMP NOT NULL,
post Varchar (255) NOT NULL,
picture Varchar (255) NOT NULL,
verification NUMERIC (1) default 0 NOT NULL

) ;

—-—-KoMMeHTH

Create table comments (
comment id serial primary key,
user id Integer NOT NULL,
text Varchar (255) NOT NULL,

data publication TIMESTAMP NOT NULL
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-—-nJs4a JlakoB

Create table
like id
user id
post id
comment

)i

--Ina ¢dopyma

Create table
forum id

category

Likes (

serial primary key,

Integer NOT NULL,

Integer,

id Integer

topics (

serial primary key,

_1id Integer NOT NULL,

user id Integer NOT NULL,

topic _name Varchar (50)

NOT NULL,

data publication TIMESTAMP NOT NULL

)

—-—Ina poJen

Create table

Roles (

role id serial primary key,

status v

)

archar (50)

NOT NULL

--I1a KyHda OTHOCUTBCHA KOMMEHT.

Create table Comment To Entity (

some id serial primary key,

post id

Integer,

comment id Integer NOT NULL,

forum id

)

Alter table
Alter table
(user id);
Alter table
(user id);
Alter table

(role id);

Integer

Posts add

Comments add

Likes add

Users add

foreign key

foreign key

foreign key

foreign key

(user 1id)

(user id)

(role id)
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references Users (user id);

(user id) references Users

references Users

references Roles
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Alter table Likes add foreign key (post id) references Posts (post id)
ON DELETE CASCADE;
Alter table Comment to entity add foreign key (post id) references
Posts (post id) ON DELETE CASCADE;
Alter table Likes add foreign key (comment id) references comments
(comment id);
Alter table Comment to entity add foreign key (comment id) references

comments (comment id)ON DELETE CASCADE;
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Jonarok 2. JIicTHHT mporpamMu Koay

BridgeGameApp

package bridgeGameApp;

import bridgeGameApp.controller.MailSecurity;

import bridgeGameApp.controller.MainController;

import bridgeGameApp.controller.PasswordSecurity;

import bridgeGameApp.controller.SessionSecurity;

import bridgeGameApp.controller.impl.MailSecurityControllerImpl;
import bridgeGamelApp.controller.impl.MainAppControllerImpl;
import bridgeGameApp.controller.impl.PasswordSecurityController;
import bridgeGameApp.controller.impl.SessionSecurityControllerImpl;
import bridgeGameApp.model.dataBase.DAOConnection;

import bridgeGameApp.model.dataBase.postgresqgl.PostgresqlDAO;
import bridgeGameApp.service.Notification;

import bridgeGameApp.service.NotificationImpl;

import bridgeGamelApp.service.Property;

import io.javalin.Javalin;

import org.apache.log4j.Logger;

public class BridgeGameApp {
private static Logger logger =

Logger.getLogger (BridgeGameApp.class);
public static void main(String[] args) {
logger.info ("START app"):
Javalin app = Javalin.create();
app.start (Property.getPort());

app.config.addStaticFiles ("pages") ;

DAOConnection daoConnection = PostgresqglDAO.getInstance() ;
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SessionSecurity sessionSecurity = new
SessionSecurityControllerImpl ()

Notification mailNotification = new NotificationImpl () :;

MailSecurity mailSecurity = new MailSecurityControllerImpl ();

PasswordSecurity passwordSecurity = new
PasswordSecurityController () ;

MainController mainAppController = new
MainAppControllerImpl (app,

daoConnection, sessionSecurity, mailNotification,

mailSecurity, passwordSecurity);

mainAppController.startApp () ;

}
BridgeControllerImpl

package bridgeGameApp.controller.impl;

import bridgeGameApp.controller.SessionSecurity;
import bridgeGameApp.model.dataBase.DAOConnection;
import bridgeGameApp.model.entity.User;

import io.javalin.Javalin;

import org.apache.log4j.Logger;

import java.util.List;

public class AdminControllerImpl extends BaseAbstractControllerImpl {
private Logger logger = Logger.getLogger (AdminControllerImpl.class);
private Javalin app;
private DAOConnection daoConnection;

private SessionSecurity sessionSecurity;

public AdminControllerImpl (Javalin app, DAOConnection daoConnection,
SessionSecurity sessionSecurity) {
super (sessionSecurity) ;
this.app = app;

this.daoConnection = daoConnection;
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@Override
public void execute() |
app.post ("/admin/status", context -> {
Integer userId = getUserIdFromSession (context);
if (userId !'= null) {
logger.info ("/admin/status");
if (daoConnection.checkAdminStatus (userId)) {
sendResult (context, "true");
} else {
sendResult (context, "false");
}
} else {

sendSessionDoesNotExistResult (context) ;

1)

app.post ("/admin/changeRole", context -> {
Integer userId = getUserIdFromSession (context);
if (userId !'= null) {

logger.info ("/admin/changeRole") ;

String changedUserId = requestParam("userId", context);
String rolelId = requestParam("rolelId", context);
if

(daoConnection.setRoleForUser (Integer.parselnt (changedUserld),
userld, Integer.parselInt(roleId))) {
sendResult (context, "true");
} else {
sendResult (context, 500, "false");
}

} else {

sendSessionDoesNotExistResult (context) ;

P
app.post ("/admin/changeStatus", context -> { // add auto log out

Integer userId = getUserIdFromSession (context) ;

if (userId !'= null) {



53

logger.info ("/admin/changeStatus") ;

String changedUserId = requestParam("userId", context);
String statusId = requestParam("statusId", context);
if

(daoConnection.setBaneStatusForUser (Integer.parselInt (changedUserId),
userld, Integer.parselnt(statusId))) {
sendResult (context, "true");
} else {
sendResult (context, 500, "false");
}
} else {

sendSessionDoesNotExistResult (context) ;

app.get ("/admin/adminList", context -> {
logger.info ("/admin/adminList") ;
List<User> adminList = daoConnection.getAdminIdList ()
if (adminList != null && adminList.size() > 0) {
context.json (adminList) ;
} else {

sendResult (context, 500, "false");

app.post ("/admin/verifyPost", context -> {
Integer userId = getUserIdFromSession (context);
if (userId '= null) {
logger.info ("/admin/verifyPos") ;
String postId = requestParam("postId", context);
if (daoConnection.verifyPost (Integer.parselnt (postId),
userId)) {
sendResult (context, "true");
} else {
sendResult (context, 500, "false");
}
} else {

sendSessionDoesNotExistResult (context) ;



BaseAbstractControllerImpl

package bridgeGameApp.controller.impl;

import
import
import
import

import

public

bridgeGameApp.controller.BaseController;
bridgeGameApp.controller.SessionSecurity;
bridgeGameApp.service.Property;
io.javalin.http.Context;

org.apache.log4j.Logger;

abstract class BaseAbstractControllerImpl implements

BaseController {

private org.apache.log4j.Logger logger =

Logger.

getLogger (BaseAbstractControllerImpl.class);

private SessionSecurity sessionSecurity;

public BaseAbstractControllerImpl (SessionSecurity sessionSecurity)

this.sessionSecurity = sessionSecurity;

public String requestParam(String paramName, Context context) {

String value = context.formParam(paramName) ;
if (value == null) {
value = context.queryParam (paramName) ;

1
if (value != null) {

value=value.trim();

}

return value;

public void sendResult (Context context, int httpCode, String body)
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context.status (httpCode) ;

context.result (body) ;

public void sendResult (Context context, String body) {
context.status (200);

context.result (body) ;

public void sendSessionDoesNotExistResult (Context context) {

sendResult (context, 500, "Session does not exist");

public boolean checkSessionStatus (Context context) {
String userSessionKey =
context.sessionAttribute ("userSessionKey") ;
if (userSessionKey != null &&
sessionSecurity.checkvValidSessionKey (userSessionKey)) {
logger.info ("checkSessionStatus " +
sessionSecurity.getUserIdFromStorage (userSessionKey) + " true");
return true;
} else {
logger.info ("checkSessionStatus " + userSessionKey + "
false");

return false;

public Integer getUserIdFromSession (Context context) {
String userSessionKey =
context.sessionAttribute ("userSessionKey") ;
if (userSessionKey != null &&
sessionSecurity.checkValidSessionKey (userSessionKey)) {
return sessionSecurity.getUserIdFromStorage (userSessionKey) ;

} else {



logger.info ("checkSessionStatus " + userSessionKey +
false");

return null;

public void sessionLogOut (Context context) {
if (checkSessionStatus (context)) {
String userSessionKey =

context.sessionAttribute ("userSessionKey") ;

sessionSecurity.removeFromStorageUserSessionKey (userSessionKey) ;

context.sessionAttribute ("userSessionKey", null);
context.result ("true™);
sendResult (context, "true");

} else {

sendResult (context, 500, "false");

public boolean validateForPassword(String password) {
if (password !'= null && password.trim().length() >
Property.getLoginPasswordLengthMin ()
&& password.trim() .length() <
Property.getLoginPasswordLengthMax()) {
return true;
} else {

return false;

public boolean validateForUsername (String username) {
if (username != null && username.trim().length() >=
Property.getLoginUsernameLengthMin ()
&& username.trim().length() <=

Property.getLoginUsernameLengthMax()) {

"
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return true;
} else {

return false;

public boolean validateForFistName (String firstName) {
if (firstName != null && firstName.trim () .length ()
Property.getLoginFirstLengthMin ()
&& firstName.trim().length() <=
Property.getLoginFirstLengthMax () ) {
return true;
} else {

return false;

}

public boolean validateForSecondName (String secondName)

>=

{

if (secondName != null && secondName.trim().length ()

Property.getLoginSecondLengthMin ()
&& secondName.trim() .length() <=
Property.getLoginSecondLengthMax()) |
return true;
} else {

return false;

public boolean validateForPostTitle (String title) {
if (title !'= null && title.trim().length() <=
Property.getPostNameMax () ) {
return true;
} else {

return false;

>=
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public boolean validateForPostText (String secondName) {
if (secondName != null && secondName.trim().length() <=
Property.getPostTextMax()) |
return true;
} else {

return false;

public boolean validateForCategoryText (String name) {
if (name !'= null && name.trim() .length() <=
Property.getCategoryTextMax()) |
return true;
} else {

return false;

public boolean validateForForumText (String text) {
if (text != null && text.trim().length() <=
Property.getTopicTextLengthMax ()) |
return true;
} else {

return false;

public boolean validateForComment (String text) {
if (text != null && text.trim().length() <=
Property.getCommentLengthMax()) |
return true;
} else {

return false;



MailControllerImpl

package bridgeGameApp.controller.impl;

import bridgeGameApp.controller.MailSecurity;

import bridgeGameApp.service.Property;

import java.time.LocalDateTime;

import java.util.concurrent.ConcurrentHashMap;

public class MailSecurityControllerImpl implements MailSecurity,
Runnable {

private static ConcurrentHashMap<String, Integer> mailStorage
ConcurrentHashMap () ;

private static ConcurrentHashMap<String, Integer>

mailCountMessageStorage = new ConcurrentHashMap () ;

@Override
public Integer getCodeForVerify(String email) {
if (mailStorage.containsKey (email)) {
return mailStorage.get (email) ;
}

return null;

@Override

public Integer getNewCodeForVerify (String email) {
removeFromStorage (email) ;
int key = generateKey (),
mailStorage.put (email, key);

return key;

@Override
public boolean removeFromStorage (String email) {
if (mailStorage.containsKey(email)) {

mailStorage.remove (email) ;
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return true;

}

return false;

private int generateKey () {

int random = O0;
do {
random = (int) (Math.random() * Integer.MAX VALUE / 10000)
10000;
} while (mailStorage.containsValue (random)) ;
return random;
}
@Override

public boolean checkAddContEmailAvailable (String email) {
boolean flag = true;
int value = 0;
int COUNT EMAIL IN DAY = Property.getCountEmailInDay();
if (mailCountMessageStorage.containsKey(email)) {
value = mailStorage.get (email);
if (value > COUNT_ EMAIL IN DAY) {

flag = false;

}

mailCountMessageStorage.put (email, ++value);

return flag;

@Override
public void run () {
LocalDateTime lastTime = LocalDateTime.now() ;

int TIME INTERVAL FOR CHECKING MATL IN HOURS =
Property.getTimeIntervalForEmailCountCheck () ;
while (true) {
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if

(lastTime.plusHours (TIME INTERVAL FOR CHECKING MAIL IN HOURS) .isBefore (

LocalDateTime.now())) {
lastTime = LocalDateTime.now () ;
mailCountMessageStorage = new ConcurrentHashMap () ;

TIME INTERVAL FOR CHECKING MATIL IN HOURS =
Property.getTimeIntervalForEmailCountCheck () ;
}

}
MainAppController

package bridgeGameApp.controller.impl;

import bridgeGameApp.controller.*;

import bridgeGameApp.model.dataBase.DAOConnection;
import bridgeGameApp.service.Notification;

import io.javalin.Javalin;

import org.apache.log4j.Logger;

import java.util.ArrayList;

import java.util.List;

public class MainAppControllerImpl implements MainController {
private Logger logger = Logger.getlLogger (MainController.class);
private Javalin app;
private DAOConnection daoConnection;
private List<BaseController> controllerInterfacelist = new

ArrayList<>();

private SessionSecurity sessionSecurity;
private Notification mailNotification;
private MailSecurity mailSecurity;

private PasswordSecurity passwordSecurity;



public MainAppControllerImpl (Javalin javalin, DAOConnection
daoConnection, SessionSecurity sessionSecurity,
Notification mailNotification,
MailSecurity mailSecurity,
PasswordSecurity passwordSecurity)

this.app = javalin;

this.daoConnection = daoConnection;
this.sessionSecurity = sessionSecurity;
this.mailNotification = mailNotification;

this.mailSecurity = mailSecurity;

this.passwordSecurity = passwordSecurity;

@Override
public void startApp () {
app.get ("/", context -> {
logger.info ("app.get '/', pages/Authorization.html");
context.render ("pages/Authorization.html") ;
b) i
app.error (404, ctx -> {
logger.info ("page not found");
ctx.render ("pages/404.html") ;

b) g
try |
createControllerList () ;
checkSessionTiming () ;
checkEmailCount () ;
executeControllerList ()
} catch (Exception ex) {

logger.error (ex.getStackTrace()) ;

private void createControllerList () {

{
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controllerInterfacelist.add(new UserControllerImpl (app,

daoConnection, sessionSecurity,
mailNotification, mailSecurity, passwordSecurity));

controllerInterfacelist.add (new AdminControllerImpl (app,
daoConnection, sessionSecurity));

controllerInterfacelist.add(new PostControllerImpl (app,
daoConnection, sessionSecurity)):;

controllerInterfacelist.add (new CommentControllerImpl (app,
daoConnection, sessionSecurity));

controllerInterfacelist.add(new CategoryControllerImpl (app,
daoConnection, sessionSecurity));

controllerInterfacelist.add(new ForumControllerImpl (app,
daoConnection, sessionSecurity)):;

}

private void executeControllerList () {
for (BaseController controllerInterface
controllerInterfacelist) {

controllerInterface.execute () ;

private void checkSessionTiming () {
Thread thread = new Thread((Runnable) sessionSecurity);

thread.start () ;

private void checkEmailCount () {

Thread thread = new Thread((Runnable) mailSecurity);

thread.start () ;

}

PaswordSecurityController

package bridgeGameApp.controller.impl;

import bridgeGameApp.controller.PasswordSecurity;
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import

import
import
import
import
import
import
import

import

public
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bridgeGameApp.service.Property;

javax.crypto.SecretKeyFactory;
javax.crypto.spec.PBEKeySpec;
java.security.NoSuchAlgorithmException;
java.security.SecureRandom;
java.security.spec.InvalidKeySpecException;
java.security.spec.KeySpec;
java.util.Base64;

java.util.Random;

class PasswordSecurityController implements PasswordSecurity {

@Override

public String getEncryptedPassword(String password, String salt)

throws NoSuchAlgorithmException, InvalidKeySpecException ({
String algorithm = "PBKDF2WithHmacSHAL";
int derivedKeyLength = 160; // for SHAl

int iterations = 20000; // NIST specifies 10000

byte[] saltBytes = Baseo64d.getDecoder () .decode(salt.trim());

KeySpec spec = new PBEKeySpec (password.toCharArray (), saltBytes,

iterations, derivedKeyLength);

SecretKeyFactory f = SecretKeyFactory.getInstance (algorithm);

bytel[] encBytes = f.generateSecret (spec) .getEncoded() ;
return Base64.getEncoder () .encodeToString (encBytes);

}

@Override

public String getNewSalt () throws NoSuchAlgorithmException {

SecureRandom random = SecureRandom.getInstance ("SHALPRNG") ;
byte[] salt = new bytel[8];
random.nextBytes (salt);

return Baseb64.getEncoder () .encodeToString(salt);



@Override
public String generateNewPassword() {
int leftLimit = 48; // numeral '0'

int rightLimit = 122; // letter 'z'

65

int targetStringLength = Property.getLoginPasswordLengthMax () -

1;
Random random = new Random{() ;
String generatedString = random.ints(leftlLimit, rightLimit + 1)
.filter(i -> (1 <= 57 || 1 >= 65) && (1 <= 90 || 1 >=
97))

.limit (targetStringlLength)

.collect (StringBuilder: :new,
StringBuilder: :appendCodePoint, StringBuilder::append)

.toString () ;

return generatedString;

}
PostControllerImpl

package bridgeGameApp.controller.impl;

import bridgeGameApp.controller.SessionSecurity;
import bridgeGameApp.model.dataBase.DAOConnection;
import bridgeGameApp.model.entity.Comment;

import bridgeGameApp.model.entity.Post;

import bridgeGameApp.service.Property;

import io.javalin.Javalin;

import io.javalin.http.Context;

import org.apache.log4j.Logger;

import javax.imageio.ImagelIO;

import java.awt.image.BufferedImage;
import java.io.File;

import java.io.IOException;

import java.io.InputStream;

import java.time.LocalDateTime;



import java.util.List;

public class PostControllerImpl extends BaseAbstractControllerImpl {
private Logger logger = Logger.getlLogger (PostControllerImpl.class);
private Javalin app;

private DAOConnection daoConnection;

public PostControllerImpl (Javalin app, DAOConnection daoConnection,
SessionSecurity sessionSecurity) {
super (sessionSecurity) ;
this.app = app:;

this.daoConnection = daoConnection;

@Override
public void execute() {
app.get ("/post/postTitles"™, context -> {
List<Post> postlList = daoConnection.getVerPostListTitles();
if (postlList != null && postlList.size() > 0) {
context.json (postList) ;
} else {

sendResult (context, 500, "false");

b) g

app.get ("/post/postInfo”, context -> {
String id = requestParam("postId", context);
Post postlist =

daoConnection.getVerPost (Integer.parselnt (id)) ;
if (postList != null) {
context.json (postList);

} else {

sendResult (context, 500, "false");

1)

app.get ("/post/commentList", context -> {
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String id = requestParam("postId", context);
List<Comment> commentList =
daoConnection.getCommentListForPost (Integer.parselnt (id));
if (commentList != null && commentList.size() > 0) {
context.json (commentList) ;
} else {

sendResult (context, 500, "false");

}) g
app.get ("/post/notVerify/admin", context -> {
Integer userId = getUserIdFromSession (context);
if (userId !'= null) {
List<Post> postListForAdmin =
daoConnection.getNotVerificationPostsForAdmin (userId) ;

if (postListForAdmin != null && postListForAdmin.size ()

context.json (postListForAdmin) ;
} else {
sendResult (context, 500, "false");
}
} else {

sendSessionDoesNotExistResult (context) ;

b) g
app.get ("/post/notVerify/user", context -> {
Integer userId = getUserIdFromSession (context);
if (userId !'= null) {
List<Post> postListForAdmin =
daoConnection.getNotVerificationPosForUser (userId) ;

if (postlistForAdmin != null && postListForAdmin.size()
context.json (postListForAdmin) ;
} else {

sendResult (context, 500, "false");

} else {



sendSessionDoesNotExistResult (context) ;

1)

app.post ("/post/create", context -> {
Integer userId = getUserIdFromSession (context);
if (userId != null) {
String title = requestParam("title", context);
String text = requestParam("post", context);
// String picture = requestParam("picture", context);
String path = imagelLoad(context); // check
if (validateForPostTitle (title) &&
validateForPostText (text)) {
Post post = new Post (userId, title, text, path);
Integer postId = daoConnection.addPost (post);
if (postId != null) {
sendResult (context, String.valueOf (postId));
} else {
sendResult (context, 500, "false");
}
} else {
logger.error ("Input params error");
sendResult (context, 500, "Input params error");
}
} else {

sendSessionDoesNotExistResult (context) ;

}) g
app.post ("/post/update", context -> {
Integer userId = getUserIdFromSession (context);
if (userId !'= null) {
String postId = requestParam("postId", context);
String title = requestParam("title", context);
String text = requestParam("post", context);

String picture = requestParam("picture", context);
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if (validateForPostTitle (title) &&
validateForPostText (text)) {
Post post = new Post(Integer.parselnt (postId),
userId, title, text, picture);
if (daoConnection.updatePost (post)) {
sendResult (context, "true");
} else {

sendResult (context, 500, "false");

}
} else {
logger.error ("Input params error");

sendResult (context, 500, "Input params error");

}

} else {

sendSessionDoesNotExistResult (context) ;

app.post ("/post/delete", context -> {
Integer userId = getUserIdFromSession (context);
if (userId != null) {
String postId = requestParam("postId", context);
if (daoConnection.removePost (Integer.parselnt (postld),
userId)) {
sendResult (context, "true"):;
} else {
sendResult (context, 500, "false");
}

} else {

sendSessionDoesNotExistResult (context) ;

}) g
app.get ("/post/find/author", context -> {

String userId = requestParam("userId", context);
List<Post> postlList =
daoConnection.getPostListByAuthor (Integer.parselnt (userId));

if (postList != null && postList.size() > 0) {
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context.json (postList) ;
} else {

sendResult (context, 500, "false");

app.get ("/post/find/name", context -> {

String name = requestParam("name", context);
List<Post> postList = daoConnection.getPostByName (name) ;
if (postList != null && postlList.size() > 0) {

context.json (postList) ;
} else {

sendResult (context, 500, "false");

app.get ("/post/find/sort/publicationDate", context -> {
List<Post> postlList = daoConnection.getPostListByDate():;
if (postList !'= null && postList.size() > 0) {
context.json (postlList);
} else {

sendResult (context, 500, "false");

app.post ("/post/like/add", context -> {
Integer userId = getUserIdFromSession (context);
if (userId !'= null) {
String postId = requestParam("postId", context);
if (daoConnection.addPostLike (Integer.parselnt (postId),
userId)) {
sendResult (context, "true"):;
} else {
sendResult (context, 500, "false");
}
} else {

sendSessionDoesNotExistResult (context);
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private String imagelLoad (Context ctx) {
InputStream inputStream =

ctx.uploadedFile ("picture") .getContent () ;

String name = ctx.uploadedFile ("picture") .getFilename ()
name = LocalDateTime.now () .toString() .

replace ("=-", "").

replace(":", "") + name;

File file = new File (Property.getPath() // does not work for jar
file
+ File.separator
+ "target" + File.separator
+ "classes" + File.separator
+ "pages" + File.separator
+ "images" + File.separator
+ name) ;
logger.info (Property.getPath ()
+ File.separator
+ "target" + File.separator
+ "classes" + File.separator
+ "pages" + File.separator
+ "images" + File.separator
+ name) ;
BufferedImage imBuff = null;
try {
imBuff = ImagelO.read(inputStream) ;
ImagelO.write (imBuff, "Jjpg", file);
ImageIO.write (imBuff, "png", file);
return name;
} catch (IOException e) {
logger.info(e);
}

return null;



}
UserControllerImpl

package bridgeGameApp.controller.impl;

import bridgeGameApp.controller.MailSecurity;
import bridgeGameApp.controller.PasswordSecurity;
import bridgeGameApp.controller.SessionSecurity;
import bridgeGameApp.model.dataBase.DAOConnection;
import bridgeGameApp.model.entity.User;

import bridgeGameApp.service.Notification;

import bridgeGameApp.service.Property;

import io.javalin.Javalin;

import org.apache.log4j.Logger;

import java.security.GeneralSecurityException;
import java.security.NoSuchAlgorithmException;

import java.security.spec.InvalidKeySpecException;

public class UserControllerImpl extends BaseAbstractControllerImpl {

private Logger logger = Logger.getlLogger (UserControllerImpl.class);

private Javalin app;

private DAOConnection daoConnection;
private SessionSecurity sessionSecurity;
private Notification mailNotification;
private MailSecurity mailSecurity;

private PasswordSecurity passwordSecurity;

public UserControllerImpl (Javalin app, DAOConnection daoConnection,

SessionSecurity sessionSecurity,
Notification mailNotification,
MailSecurity mailSecurity,
PasswordSecurity passwordSecurity) {
super (sessionSecurity) ;
this.app = app:;
this.daoConnection = daoConnection;

this.sessionSecurity = sessionSecurity;
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this.mailNotification = mailNotification;
this.mailSecurity = mailSecurity;

this.passwordSecurity = passwordSecurity;

@Override
public void execute() {
app.post ("/user/login", context -> {
if (checkSessionStatus (context)) {
sendResult (context, 500, "User has been logged in");
return;

}

String username

requestParam("username", context);

String password requestParam ("password", context);
logger.info ("post /user/login username" + username);
if (validateForUsername (username) &&
validateForPassword (password)) {
try |
String salt = daoConnection.getUserSalt (username) ;

String calcHash =

passwordSecurity.getEncryptedPassword (password, salt);

User user = daoConnection.getUser (username,
calcHash) ;
if (user != null) {
if
(daoConnection.checkBanStatusForUser (user.getUserId())) {

context.sessionAttribute ("userSessionKey",

sessionSecurity.putToStorageUserSessionKey (user.getUserId()))
logger.info ("user found");
sendResult (context,
String.valueOf (user.getUserId())):;
} else {
logger.info ("User id " + user.getUserId() +

" and email "
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+ user.getUserId() + " has been

banned") ;
sendResult (context, 500, "User with email "

+ user.getEmail () + " has been
banned by admin");
}
} else {

throw new NullPointerException ("User user is

null");
}

} catch (GeneralSecurityException | NullPointerException

logger.error (e);

logger.info ("User not found. Incorrect username or
password") ;

sendResult (context, 500, "User not found. Incorrect
username or password"

+ "\nPlease, try one more time");
}

} else {

sendResult (context, 500, "Incorrect length of username

or password");

app.post ("/user/logout", context -> {

sessionLogOut (context) ;

app.get ("/user/currentUser", context -> {

Integer id = getUserIdFromSession (context):;
if (id !'= null) {
logger.info ("/user/currentUse " + 1id);
User user = daoConnection.getUser (id):;
if (user != null) {
logger.info ("user " + user.toString());

context.json (user) ;
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} else {
logger.info ("User not found");

sendResult (context, 500, "User not found");

1)

app.get ("/user/userInfo", context -> {

String userId = requestParam("id", context);

logger.info ("/user/userInfo " + userId);

User user = daoConnection.getUser (Integer.parselnt (userld));
if (user != null) {

logger.info ("user + user.toString());
context.json (user);

} else {
logger.info ("User not found");

sendResult (context, 500, "User not found");

app.get ("/session/status", context -> {
if (checkSessionStatus (context)) {
sendResult (context, "true");
} else {

sendResult (context, "false");

app.post ("/user/username", context -> {
logger.info ("/user/username") ;
String username = requestParam("username", context);
logger.info ("username " + username);
boolean statusUsername =
daoConnection.checkNotExistUserName (username) ;
logger.info (statusUsername) ;
sendResult (context, String.valueOf (statusUsername)) ;
P
app.post ("/user/email", context -> {
logger.info ("/user/email") ;

String email = requestParam("email"™, context);
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logger.info("email " + email);
boolean statusEmail =
daoConnection.checkNotExistEmail (email) ;
logger.info(statusEmail) ;
sendResult (context, String.valueOf (statusEmail));
}) g
app.post ("/user/sendVerifyMail", context -> {
logger.info ("/user/sendVerifyMail") ;
String email = requestParam("email", context);
String subject = Property.getEmailSubject ()
String text = Property.getEmailTextRegistration();
if (mailSecurity.checkAddContEmailAvailable (email)) {
Integer code = mailSecurity.getNewCodeForVerify(email) ;
boolean result =
mailNotification.sendNotification(email, subject, text + code);
logger.info ("email " + email + " result " + result);
sendResult (context, String.valueOf (result));
} else {
sendResult (context, 500, "Exceeded message limit for
this email") ;
}
}) g
app.post ("/user/code", context -> {
String email = requestParam("email", context);
String stringCode = requestParam("code", context);
int code = Integer.parselnt (stringCode) ;
if (mailSecurity.getCodeForVerify(email) != null &é&
mailSecurity.getCodeForVerify(email) .equals (code)) {
sendResult (context, "true");
} else {

sendResult (context, 500, "false");

)
app.post ("/user/create", context -> {
logger.info ("/user/create");

String username = requestParam("username", context);



String
String
String
String
String

logger
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password = requestParam("password", context);

email = requestParam("email", context);

firstName = requestParam("firstName", context);

secondName

stringCode

code " + stringCode

secondName) ;

requestParam("secondName", context);
requestParam("code", context);

.info ("username " + username + " email " + email + "

+ "firstName " + firstName + "secondName " +

if (stringCode.trim() .length ()

> 1) A

int code = Integer.parselnt (stringCode) ;

if

(validateForUsername (username) &&

validateForPassword (password)

&& validateForFistName (firstName) &&

validateForSecondName (secondName)

&&

&& mailSecurity.getCodeForVerify(email) !'= null

mailSecurity.getCodeForVerify(email) .equals (code)) {

String salt = passwordSecurity.getNewSalt ()

password =

passwordSecurity.getEncryptedPassword (password, salt);

Integer userlId = daoConnection.addUser (new

User (username, email, firstName,

secondName, password, salt));

if (userId !'= null) {

User user = daoConnection.getUser (userld);

context.sessionAttribute ("userSessionActiveKey",

sessionSecurity.putToStorageUserSessionKey (user.getUserId()))
logger.info ("user found id " +
user.getUserId()):;
logger.info ("remove from storage " +

mailSecurity.removeFromStorage (email));

sendResult (context,

} else {

String.valueOf (userId)) ;



logger.error ("/user/create error");

sendResult (context, 500, "false");

}

} else {

logger.error ("Input params error");

sendResult (context, 500, "Input params error");

}

} else {

logger.error ("/user/create error");

sendResult (context, 500, "Code error");

1)

app.get ("/user/restorePassword", context -> {

logger.info ("/user/restorePassword") ;

String email =

String password

requestParam("email", context);

passwordSecurity.generateNewPassword () ;

if (mailSecurity.checkAddContEmailAvailable (email)) {

if (updatePassword(email, password)) {

String subject = Property.getEmailSubject();

String text = Property.getEmailRestoreText () ;

if (mailNotification.sendNotification(email,

subject, text + password))

{

sendResult (context, "true");

} else

{

sendResult (context, 500, "false");

}

} else {

sendResult (context, 500, "Email not found"):;

}

} else {

sendResult (context, 500, "Exceeded message limit for

this email") ;
}
)

app.post ("/user/updatePassword", context -> {

Integer userld

getUserIdFromSession (context) ;
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if (userId != null) {

logger.info (" /user/restorePassword") ;

String password = requestParam("password", context);
if (validateForPassword (password)) {
if (updatePassword(userId, password)) {

sendResult (context, "true");
} else {
sendResult (context, 500, "Error. Unable to
update password") ;
}
} else {
sendResult (context, 500, "Incorrect length of
password") ;
}
} else {

sendSessionDoesNotExistResult (context) ;

private boolean updatePassword(String email, String password)
throws NoSuchAlgorithmException, InvalidKeySpecException ({
String salt = passwordSecurity.getNewSalt ()
password = passwordSecurity.getEncryptedPassword (password,
salt);
return daoConnection.updatePasswordForUser (email, password,
salt);
}

private boolean updatePassword(int userId, String password)
throws NoSuchAlgorithmException, InvalidKeySpecException ({
String salt = passwordSecurity.getNewSalt();
password = passwordSecurity.getEncryptedPassword (password,
salt);
return daoConnection.updatePasswordForUser (userlId, password,

salt);}}



