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B MATEMATWUYHI METOAM, MOJENI TA IHOOPMALIHI TEXHOOT I B EKOHOMILY|

AHANI3 METOAIB BUSAB/IEHHA LUAXPANCTB Y BAHKAX,
O 34IMCHIOOTLCA NMEPCOHA/TIOM BAHKY!

ANALYSIS OF METHODS OF FRAUD DETECTIONOF BANK PERSONNEL

YK 330.46
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MpuueHko K.T.

K.T.H., AOLEHT,

[OLEeHT Kadhepn eKOHOMIYHOT
KibepHeTuku

CyMCbKUii iepXXaBHWI yHiBEpCUTET

Lllaxpalicmsa 6aHKIBCbKO20 MePCOHasTy Maromb
2/106a/1bHUl xapakmep. Ix Hac/lioKoM € ropy-
WweHHs1 orepayitiHoi disiibHocmi 6aHKy, npsmi
(biHaHcoBI 36UMKU, @ MakoX smpama perny-
mayjii ma dosipu, 3HWXeHHs1 MomuBayii 6aHKis-
CbKO20 epCcoHasy, smpama 4Yacmku 6aHKis-
CbK020 PUHKY Mma 8 pe3sy/ibmami 6aHKpymcmso
6aHKy. Y 38’3Ky 3 YUM aKkmya/lbHUM ma rpak-
MUYHO 3Ha4YyWuM € 3aB0aHHs CMBOPEHHS
MOMYXHOI iHmenekmyasibHoi cucmemu rMpomu-

0ii' waxpaticmsam, nepwuli emar pilueHHs sKoi

rosisizae 8 NPOBEOEHHI MOPIBHS/IbHO20 aHaslizy
HasiBHUX EeKOHOMIKO-MamemMamuyHUX mMemoois
BUSIBNEHHST Wwaxpalicms y 6aHkax. 3a3HadeHi
Memoou kiacughikosaHo 3a Yomupma 2py-
namu. SIKicHi Memoou 8paxosyromb HeBU3HaYe-
Hicmb 3a 00MOMO2OK Cy6'EKMUBHUX eKcriepm-
HUX OUiHOK. KinbkicHi memodu 6a3ytombcsi Ha
mpaduyitiHomy Mamemamu4HoMy —anapami,
a Memoou MaWUHHO20 Has4aHHsl — Ha Mmex-
HO/I02i51X WIMy4HO20 iHMesiekmy. Onmumasib-
HUMU Of11 BpaxysaHHsl HesU3Ha4YeHocmi ma
BuUsIBNEHHST waxpalicms y 6aHkax € 2i6puoHi
Memodu, Wo BUKOPUCMOBYIOMb CU/IbHI CMO-
POHU Pi3HUX MiOX00iB.

KntovoBi cnoBsa:  6aHKIiBCbKUL  MEPCOHaT,
Memoou BUSIB/IEHHST waxpalicmsa, GaHKIBCbKi
ornepauii, KpeAuMHI KapmKu, BUKPUB/IEHA hiHaH-
coBa 38imMHicmb.

MoweHHu4Yecmsa 6aHKOBCKO20 repcoHasia
umerom en06asbHbIl xapakmep. VX cneo-

cmBsueM siBAIsieMcsi HapyweHue onepayuoH-
HolU desimesibHOCMU 6aHKa, npsiMble huHaH-
cosble yB6bImKU, a makxe nomeps penymayuu
U 00Bepusi, CHUXEHUe momusayuu 6aHKoB-
CK020 nepcoHasna, nomepsi 0osu  6aHKOB-
CKO020 pbIHKa U B pe3y/ibmame 6aHKpomcmso
6aHka. B cBs3u ¢ amumM akmya/ibHol U npak-
muyecku 3Hadumol sis/isemcs 3adaya co30a-
HUSI MOWHOU UHMennekmyasibHol cucmembi
npomusodelicmsusi MOWEHHUYecmsy, nep-
BbIi aman peweHusi komopol cocmoum
B posBedeHuUU CpasHUME/IbHO20 aHa/lu3a
cywecmsyowux  3KOHOMUKO-Mamemamuye-
CKUX MemoOo0B8 BbIsIB/IEHUSI MOWEHHUYECMB
B 6aHKax. Yka3aHHble Memoobl Knaccughuyu-
pOBaHbl Ha Yembipe 2pynnbl. KayecmseHHble
Memoobl y4umbigaom HeornpeodesIeHHOCMb
C MOMOWbIO CyOLEKMUBHBIX IKCEPMHBIX
0oyeHoK. KonuyecmseHHble Memoobl 6asupy-
fomcsi Ha MPadUYUOHHOM MameMamuyecKom
annapame, a MemooOb! MaWUHHO20 06y4eHUsT
— Ha MEexHO/I0_USIX UCKYCCMBEHHO20 UHMeT-
niekma. OnmumasibHbIMU 07151 ydyema Heornpe-
0e/leHHOCMU U BbISIBIEHUSI MOWEHHUYecmsa
B 6aHKax sB/IAOMCS 2UBPUOHbIE MEMmMOObl,
UCrosib3yroujue CuU/IbHbIE CMOPOHbLI Pas/uY-
HbIX M00X0008.

KntoueBble cnoBa: 6GaHKOBCKUU repcoHarn,
MemoOb! BbISIB/IEHUS] MOWEHHUYeCMBa, baHKoB-
CKUe orepayuu, KpedumHbie Kapmbl, UCKaKEeH-
Hast (buHaHcoBasi OMYemHOCMb.

Banking personnel frauds are global. They result in disruption of the bank’s operating activities, direct financial losses, as well as loss of reputation and trust,
loss of motivation of banking personnel, loss of banking market share and, as a result, bankruptcy of the bank. Banking crimes in Ukraine most commonly
associated with credit, deposit and exchange transactions. Fraud is the result of inconsistent and incomplete control over the overall process of managing
bank’s operations. Fraud monitoring includes the most common types of fraud detection algorithms, as well as complex behavioral analytics to identify
the most complex fraud cases. A powerful bank internal control system is the most effective way to prevent and minimize fraud. In this regard, the task of
creating a powerful intellectual system of fraud counteraction, the first step of solving which is to carry out a comparative analysis of existing economic-math-
ematical methods of fraud detection in banks, is relevant and practically important. These methods were classified into four groups. Qualitative methods
address uncertainty through subjective expert judgments. Quantitative methods are based on the traditional mathematical apparatus, and machine learning
methods are based on artificial intelligence technologies. They account for uncertainty through statistics methods and probability theory. Hybrid methods
that use the strengths of different approaches are best for accounting for uncertainty and identifying bank fraud. Credit card fraud involves the unlawful use
of a credit card or its information without the owner’s knowledge. To detect such frauds are widely used quantitative methods (associative analysis, hidden
Markov model, logistic regression), machine learning methods (support vector machine, decision trees, random forest, self-organizing Kohonen maps,
genetic algorithms), qualitative methods (fuzzy logic) and hybrid methods (adaptive neuro-fuzzy inference systems). In turn, to detect fraudulent financial
statement in the banking sector are widely used quantitative methods (Benford law), machine learning methods (neural networks, Bayesian networks, text
mining, genetic algorithms), qualitative methods (fuzzy logic) and hybrid methods.

Key words: banking personnel, fraud detection methods, banking transactions, credit cards, fraudulent financial statements.

MNocTtaHoBKa npo6Gnemu. BaHkiBCbki BTpaTy
yepes  liaxpaiictBa  CTaHOBASATb  MPUGIM3HO

BtpaTtn Big waxpaicTB y 6aHKax 3pocTaiTb LUBWA-
LWIMMKW TEMNAMU, HDK BUTPAaTK Ha 60poTbLOY 3 HUMK [2].

70 mnpAa. gonapis WopivHo, 70% Aknx peanisyoTbes
3a yuacTi 6aHKiBCbKOro nepcoHany [1], Wwo ceiguntb
npo rnoGanbHWii XapakTep LWaxpaicTB OCTaHHLOrO.
3a iHtopmauiero PoHOY rapaHTyBaHHA BKNagis
i3MUHMX 0Cib, B YKpaiHi 3a OCTaHHi poKn 36aHKpyTy-
BaU10 NoHap 80 ykpaiHCbkmx 6aHKiB. OCHOBHOM Mpu-
YMHOIO LOro € hiHAaHCOBE LLaxpaiicTBo, ke peanisy-
€TbCS Nifg BAMMSA0M OKpeMUX BaHKIBCbKMX onepaldlii.

! PoboTa BMKOHAHa B MeXax OepXOHMKETHOI HayKoBO-
pocnigHoi po6otn Ne 0118U003574 «Kibepbesneka B 60pOTb6i
3 6aHKIBCbKMMY LuaxpaincTBamm: 3axmcT CrMoXuBadiB hiHaHCOBMX
nocnyr Ta 3pocTaHHsA (hiHaHCOBO-EKOHOMIYHOT 6e3nekn YKpaiHu»

lfocTpota npobnemu waxpancTBa MepcoHany
B GaHKIBCbKili AiANbHOCTI 3yMOB/OE HEOOXIAHICTb
aKTUBHOI NpoTuail Ta 3anobiraHHsa liomy. Laxpai-
CTBO € pe3yNbTaTtOM HEenoCTINHOTO Ta HEeMOBHOro
KOHTPO/IIO 3araslbHoro npouecy ynpasniHHA (OYHK-
LioHyBaHHAM 6aHKy [3]. Sk 3a3Ha4eHO B poboTi [4],
MOHITOPUHI LaxpaiicTBa nepcoHasny 6aHKy NoegHye
B COOi anropuTMn BUSIBMTIEHHS BUAIB LLAXPaCcTBa, L0
TpannsAlTbCA HalluacTille, a TaKoX KOMM/IEKCHY aHa-
NiTUKY 3 NOBEAIHKOBMM npodpintoBaHHAM ANs1 BUSIB-
JNIEHHS HaWbiNbW CKIagHUX BUMNAAKIB LuaxpalicTsa.
MoTyXHa cucTema BHYTPILLIHbOTO KOHTPO/IO GaHKy €
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HalieheKTUBHILLMM CNOCOBOM NoMnepemkKeHHs Lax-
paiicTB i 3MeHLIEeHHS 36UTKIB Big HUX. Y 3B'A3KY 3 UM
aKTyasibHO € NpobieMa NpoBeAeHHS NOPIBHANIbHOIO
aHasi3y HasiBHWX METOAIB BUAB/EHHS LIAXPaicTB y
6aHKax, L0 3/iCHIOTLCA NepcoHasioM 6aHKy, Ans
nobynoBn eeKTUBHUX aNITOPUTMIB NEepeBIpkn 6aH-
KIBCbKMX Onepaviin Ha npegMeT WaxpaincTaa.

AHani3 ocTaHHIX pocnigpkeHb i nyo6nikauii.
JocnigpkeHHo nuWTaHb BUSAB/IEHHA LUAXpaincTs Yy
6aHKax, WO 34iNCHIOTLCS NePCOHaNIOM BGaHKy, npu-
CBAYEHO 6arato po6IT BITYM3HAHMX | 3apyOKHUX
HaykoBUiB. Y po6oTi [5] HaBegeHa knacudikauis
€nocob6iB LWaxpaicTea B 6aHKIBCLKIV cdepi 3a1eXHO
Bif, ymucny, TMNoBUx cnigis, etany Ta cnocoby BHe-
CEHHA 3aBigOMO HenpaBAMBOI IHOpMauil B [A0KY-
MeHTW, BuAy 6aHKIBCbKOI onepalji, xapakrepy 3giii-
CHEHHS1 GaHKIBCbKOT onepavuji, HasiBHOCTI MEeBHUX
[OMOB/IEHOCTEW, Ajii i3 NiArOTOBKN Ta NPUXOBYBAHHS
LaxpaicTBa. ¥ pob6oTi [6] po3risHyTO LwaxpaiicTea,
O 3AiCHIOTLCS NEepCoHasIoM GaHKy, B KOHTEKCTI
BUKPWBNEHHA (DiIHAHCOBOI 3BITHOCTI 6aHKy. OCTaHHE
MOXe O6yTu pesynbtaTtom oasibeudikauii 3 nepBuH-
HUMW JOKYMEHTaMn abo HE3aKOHHOIO NPUBACHEHHS
aKTMBIB (rPOLIOBUX HAAXOMKEHD, BUKPAAEHHS oi3ny-
HWX aKTUBIB UM IHTENEKTYasIbHOT B/IACHOCTI, BUKOPUC-
TaHHSA MaliHa y B/laCHUX LiNsAx Tow). 3asHayeHo, Lo
B YKpaiHi 3N104MHM Y BGaHKIBCbKin cdiepi HallvacTiwe
NOB’A3aHi 3 KPEAUTHUMMU, AEMNO3NTHUMU Ta BIPXKOBUMHA
onepauisimun. Y poboTi [7] HaBefeHa xapakTepuctumka
Laxpancbkux fii 3anexHo Big Buay 6aHKIBCbKOI
onepadii. Y po6ori [8] po3rnsaHyTa TexHonorisa Data
Mining (acouiaTMBHWIA aHani3), ka MoXxe OyTh BMKO-
pyucTaHa ANns BUSIBIEHHA LUaxpaicTB y 6aHkax, Lo
34INCHIOITLCA NepcoHasiom 6aHky. Y po6oTi [9] Hase-
AEHO NpVKNagy BUKOPUCTAHHS LUTYYHUX HEAPOHHUX
Mepex A8 BUSABMEHHS LaxXpaicTB MepcoHasy Ha
OCHOBI Ny6niYHOI hiHaHCOBOI 3BITHOCTI.

HesBaxalounm Ha HasiBHICTb 3HAYHOT Ki/IbKOCTi
HayKoBMX Nyb6nikauiin i3 gocnigkyBaHoi npobnema-
TUKW, HUHI BIACYTHSA cucTeMaTusalis MeTofiB eKOHO-
MiKO-MaremMaTu4yHOro MOLENOBAHHA A5 BUSB/IEHHSA
LWaxpancTs y 6aHkax, L0 34iANCHIOITLCS NepcoHa-
nom 6aHky. Lle 3ymMoB/iloe HEOBXiAHICTb nogasnbLLmMX
OOCNIMKEHb Y LLbOMY Hanpsimi.

MocTaHoBKa 3aBAaHHA. MeTOW CTaTTi € nNpoBe-
[OEHHSI NOPIBHAIBHOIO aHaulisy HasiBHUX €KOHOMIKO-
MaTeMaTUYHUX METOLIB BWSAB/EHHS LUaxXpaicTB Yy
6aHKax, Lo 34iACHIOITLCA NePCOHaIOM GaHKy.

Buknag ocHOBHOro marepiany pocnigXeHHs.
3rifHO 3 BM3HaueHHAM basens |, waxpaiicTBO €
YacTMHOK oOrnepauiinHoro pusnky 6aHKy Ta Knacu-
(iKYETLCA AK BHYTPILIHE Ta 30BHILIHE. BHyTpiWHE
LLaxpancTBo — Ue pu3nK HecnogiBaHux piHaHCOBWX,
MaTepiasibHMX Ta penyTauiiHux BTpaT 6aHKy BHac/i-
[JOK Laxpaiicbknx il iioro nepcoHany. Haibinbuw
MOLLUMPEHNMW LLaxpaiicTBamu B OaHkax € BigMu-
BaHHA «6pyaHMX» rpoLUeli, LaxpaiicTea 3 kpegutamm
Ta He3aKoHHe npuBnacHeHHs akTueiB [10]. MepLioto
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NPUYNHOIO BUMHEHHS LIaxpaicTsea € hiHaHCOoBI Tpya-
HoLi Waxpas. [pyroto — iCHyBaHHA MOXJ/IMBOCTI A1
BUMHEHHA LLaxpaiicTBa. TpeTbOd — BMEBHEHICTb
Lwaxpas B iCHyBaHHi BaroMux NpuyvH A1s BYNHEHHS
HUM LLaxpancbKnx gii.

3rigHo 3 [3] thiHaHCOBe LWaxpaincTeo B 6aHKy — Lie
cKknagHe sBuLLe, L0 SBSIE COBOI CUCTEMY MaHi-
nynsuii y cdepi 6aHKiBCbKOro rpoLioBoro ob6iry Ta
(hiHaHcoBMX 3060B’A3aHb, METOI0 AKMX € He[obpoco-
BiCHe 3aB0NOAiHHA hiHAHCOBMMU pecypcamm GaHKy
yM Moro krlieHTiB. ®iHAHCOBE LUAxXpaincTBO xapakTe-
pU3yeTbca nNpeamMeTom HefobpoCOBICHOIO 3aBos1o-
LiHHSA, MicueMm 34iCHeHHS (piHaHCOBOro LWaxpain-
cTBa, chepoto iCHyBaHHS (hiHAHCOBOIO LaxpancTea,
cy6’ekTamn (piHAHCOBOrO LUaxpancTea, CnpsiMoBa-
HICTt0 (hiHAHCOBOrO LaxpancTea, MaHinynsaLismu, Wo
YMOX/IMBAIOOTb (DiHAHCOBE LAaXpaicTBO, Ta iHCTPY-
MEHTapiem 1oro 3giicHeHHs [11]. OcTaHHI NOCTiliHO
BLOCKOHAJIIOKOTLCSA LLaxpasmu, ki BOiOTb 3anuwa-
TUCA HEMOMIYEHMMU, TOMY haxiBUSIM i3 GAHKIBCbKOI
6e3nekn Heo6XigHO aKTUBHO PO3BMBATU METOAM paH-
HbOIO BUWSIB/IEHHA Ta nonepemkeHHsA (iHaHCOBOro
LaxpancTea, LWob eheKkTMBHO oMy NPOTULIATN.

JleBoBa vacTka H6aHKIBCbKUX LLIaxpaiicTB BigbyBa-
€TbCA i3 KpeAMTHUMN KapTkamun. Bigomo, Wwo waxpaii-
CTBO 3 KPeAUTHUMW KapTKamy BK/IOYAE HE3aKOHHE
BUKOPUCTAHHS KPEeAWTHOI KapTki un Ti iHdhopmauii
6e3 Bioma BfiacHuka. ¥ poborti [12] 3a3HaveHo, Lo
CbOroAHI A/191 BUSIB/IEHHS TaKMX LLIAXPaiCTB LUMPOKO
3aCTOCOBYIOTLCA: JIOTICTUYHA perpecisi, fka 3aatHa
po3B’A3yBaTW KaTeropiasibHi knacudikaliliiHi 3agaui;
MeTof, OnopHMX BekTopiB (SVM, Support Vector
Machine), akuii 3gaTHuii 06po6NSATM HesbasaHco-
BaHi AaHi Ta CKNafHi 3B's13KU MiDXX 3MIHHUMU; 3pYYHi
Yy BUKOPUCTaHHI JepeBa pilleHb; BUMAAKOBMWIA nic
(random forest); camoopraHizoBaHi kapTu KoxoHeHa
(SOM, Self-Organizing Map), Aki BAKOPUCTOBYOTbCSA
Ansa knacudpikauii Ta knactepusalii; HediTka norika,
sKa nigBuLye eqeKTUBHICTb YNPaBAiHCbKMX PillEHb.
Ha Hawy Aymky, 3a HasiBHOCTI HeBU3HAYeHOCTel
Halikpalli pe3ynbTaTv fa€e 3aCcTOCyBaHHS HEeYiTKuX
MeTogis [13]. OgHak cnif 3BaxaTtu Ha Te, L0 OCHO-
BHUM Hef0/1iKOM OCTaHHIX € X He HaZTO BUCOKa TOu-
HICTb, TOMY 3 METOH0 i NiABULLEHHS Kpallle BUKOPUC-
TOBYBaTW ribpuaHi Helpo-HeuiTki cuctemn (ANFIS,
Adaptive Neuro-Fuzzy Inference System). He3Baxa-
HOUYM Ha LLINIKOM NPUCTOlHI pe3ynbraTy, WO AaE METOS
OMOPHWX BEKTOPIB, BiH 4yT/AMBWI A0 36iNbLUEHHS
Ki/TbKOCTI flaHuX | He MOXe niATpUMyBaTu BesuKi
Habopu gaHux [12].

[Ons BUSIBNEHHS BUKPUBAEHb (DiIHAHCOBOI 3BIT-
HOCTi B 6aHKIBCbKiil chepi LUMPOKO 3aCTOCOBYHOTHCA:
HEpPOHHI Mepexi, ki 3gaTHi Bnopatucs 3 3aBAaH-
HAMY 6€3 a/TTOPMTMIYHOTO pilLeHHS; 6aiiecoBi Mepexi,
O BMKOPUCTOBYHTLCHA [ANA BWSIBAIEHHS aHOManii;
FEHETUYHI a/IropuTMKM, SIKIi BMKOPWUCTOBYKOTbCS ANS
6iHapHOI knacudikauil; TeKCT MaiHiHr (text mining),
AKWUI BUKOPUCTOBYETLCA AN KnacTepusalii Ta BUsB-
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Tabnmua 1

MopiBHANBbHUIA aHai3 EKOHOMIKO-MaTeMaTUUHUX MEeTOAIB BUAB/IEHHS LWIaxpaiicTB y 6aHKax,
WO 3AiCHIOITLCA NEPCOHASIOM OaHKy

Fpyna meTtoAiB BUABNEHHSA
WaxpainicTB y 6aHKax

OCHOBHi XapakTepucTuKkun

YpaxyBaHHSA HeBU3HAUY€HOCTi

KinbKicHi (BUKOPUCTaHHS 3aKOHY
BeHdopaa, acouiaTnBHWil aHanis,
noricTuyHa perpecis, npruxosaHa
MapKiBCbKa MOJefb)

BasyeTbcs Ha TpaguLiiiHoMy
mMatemaTtuyHoMy anapari

HeBr3HaueHiCTb BpaxoByeThbCs 3a
[OMOMOrOH 3ac06iB CTaTUCTUKM Ta
Teopii limoBipHoCTEl

MallVHHe HaB4YaHHS (MeTog, ONOPHUX
BEKTOPIB, AEPEBO pillieHb, HENPOHHI
MepeXxi, camoopraHizoBaHi kapTu
KoxoHeHa, 6ailecoBi Mepexi, reHETUYHI
aNITOPUTMM, TEKCT-MAAHIHT)

BasyoTbCs Ha TEXHOMOTISIX
LUTYYHOrO iHTeNekTy (HaB4YaHHS 3
yuntenem i 6e3 Hboro)

HeBur3Ha4eHICTb BpaxoByeThbCs 3a
[0MOMOroH 3ac06iB CTaTUCTUKK Ta
Teopii iMoBipHOCTEl

AKicHi (HeuiTka norika)

BasyloTbCsl HAa EKCMEPTHUX OLjiHKaxX

HeBr3HaueHICTb BPaxOBYEThLCS 3a
[IONIOMOTOI0 EKCMEPTHUX OLLIHOK

Fi6punaHi (HeMpo-HeYiTki cuctemn)

BasyloTbcs Ha CMHEPreTUYHOMY
nigxoni (BUKOPUCTOBYIOTLCH CUJIbHI
CTOPOHW Pi3HWUX METOZIB)

HeBu3HauyeHicTb BpaxoBYyETbCA 3a
[0MOMOTOH KifIbKICHOrO Ta SKiCHOro
MaTeMaT1U4Horo anaparty

NIeHHs1 aHoManii. Y po6oTi [12] 3a3Ha4aeTbCA TaKoX,
LLIO Cy4YacCHOI TEHAEHLIEI BUSIB/IEHHS LLaXpancTBa €
BUKOPUCTaHHA TiOPULHNX METOAIB, AKi BUKOPUCTOBY-
HOTb CU/IbHI CTOPOHU Pi3HNX METOAIB.

BuaBneHHs hiHaHCOBOro LuaxpaicTBa BK/IHOYaE
MOHITOPUHT MOBEAIHKM BMIACHUKIB KApPTKOBUX paxyH-
KiB i3 METOI BMAB/IEHHSA IXHBbOT HEGaXKaHOT NoBeLiHKN.
Y po6oTi [14] Ans ubOro BUKOPUCTOBYETLCS FEHETNY-
HWii anropuTM, y SIKOMY 3aMiCTb MakcuMMi3auil Kinb-
KOCTi NpaBubHO KnacudiikoBaHMX TPaH3akLili BU3Ha-
YaeTbCA LiNboBa (PYHKLIA 3i SMIHHUMW, LLLO NOKa3yHTb
BTpaTV Bi NOMUIKOBOI Knacudiikauii. Takum YMHOM,
npaBusibHa Knacudikalisi ogHUX TpaH3akLiil € Bax-
NINBILLIOKD, HiX iHLWIKMX. Ha nepLuomMy KpoLi 3anpornoHo-
BaHOro B [14] asiropuTmy BBOAATLCA NOYATKOBI AaHi —
TpaH3akUil BNacHMKa KapTKOBOro paxyHKy, KOXHa 3
AKUX Ma€e Habip cTaHfapTU30BaHWX aTtpuobyTiB, WO
ONUCYIOTb MOBEAiIHKY B/1ACHUKA KApPTKOBOIO pPaxyHKy.
[0 nouyatkoBMX JaHWX BKIHOYAKOTLCHA, Hanpuknag,
Taki 3MiHHi: KifIbKICTb pasiB BUKOPUCTaHHS KapTKK; Mic-
Le3HaXOMKEeHHS KapTkn B MOMEHT Ti BUKOPUCTaHHS;
6anaHc, AOCTYNHUIA Ha KapTKOBOMY paxyHKy; cepea-
HbO060Ba Cyma rpoLleil, WO 3HiManacs BfacHU-
KOM KapTKOBOTrO paxyHky, Towo. Ha gpyromy kpoui B
pesynsrati poboTH reHETUYHOro a/IrTopPUTMY PO3pPaxo-
BYIOTbCS KPUTUYHI 3HAYEHHS BuLLE3a3HaYeHnX 3MiH-
HUX. dani Ui KpUTUYHI 3HAYEHHS BMKOPUCTOBYHOTLCA
pa3om i3 TexHonorismmn Data Mining. Mu BBaXXaemo,
O aHaforiyHWin nigxig moxe 6yTU BUKOPUCTaHWUIA
TakoX 419 BUAB/IEHHS LWIAXPANCTB 3 paxyHKamu, Lo
30iICHIOIOTLCA NEPCOHaIOM GaHKy.

Y po6oTi [15] ANnst MOHITOPUHIY NOBEAIHKM Briac-
HWKIB KapTKOBUX paxyHKiB BMKOPWUCTOBYETbLCSA MpW-
XoBaHa MapkiBcbka mogens (HMM, Hidden Markov
Model), sika cnoyaTky HaBYa€ETbCS HOpPMasIbHUX Al
B/laCHUKA KapTKW, a NOoTIM BWMKOPUCTOBYETLCA O/15
BUSIB/IEHHS LLaxpacbKkoi noBediHkn. Y pob6oTi [16]
0N MOHITOPUHIY NOBEAIHKM BACHWUKIB KapTKOBUX
paxyHKiB BUKOPUCTOBYETLCA TEOPIA HEUITKOT NOTIKN.

MigcymoBytoun BuLLEeHaBeAEeHE, MOXEMO HABECTU
pe3ynsTaTy NOPIBHAMILHOMO aHaily eKOHOMIKO-maTe-
MaTUYHX METO/IB BUSIB/IEHHS LIaXPaiicTB y H6aHKax,
IO 3[AiCHIOTLCS MepcoHasioM 6aHKy, y BUMAsSAI
Takol Tabnuui.

BUCHOBKM 3 nNpPOBEAEHOr0 AOCHiMKEHHS.
Y po60Ti NnpoaHasizoBaHO Cy4acHi eKOHOMiKo-MaTe-
MaTU4Hi METOAN BUSIB/IEHHS LUaXpancTB y GaHkax,
LLIO 3/iICHIOTHLCSA NePCOHa/IOM 6aHKy, Ta Kriacudiko-
BaHO X 3a 4YoTupma rpynamu. SAkicHi MeToan Bpaxo-
BYIOTb HEBM3HAYEHICTb 3a [0MNOMOIOK CY6’EKTUBHUX
eKkcnepTHUX ouiHok. KinbkicHi meTtoan 6asytoTbcs Ha
TpaauuiiHoMy mMaTemMaTuyHOMy anapati, a MeToau
MALUMHHOIO HaBYaHHSA — Ha TEXHOJOMSAX LTYYHOro
iHTenekTy. BoHM BpaxoBylOTb HEBU3HAYEHICTb 3a
[0MoMOroto 3aco6iB CTaTUCTMKM Ta Teopii IMOBIpHOC-
Tein. ONTMMaNbHUMK L1 BpaxyBaHHSA HEeBU3Haye-
HOCTI Ta BUSABMIEHHSA LUAXPaNCTB y 6baHkax € ribpuaHi
METOAM, L0 BUKOPUCTOBYHOTb CUJIbHI CTOPOHN Pi3HNX
niaxodis. MoganbLui AOCAIMKEHHA MOXYTb pO3BUBa-
TWCA B HANPSIMi CTBOPEHHS IHTENEKTYa/IbHOT CUCTEMM
npoTuaii WwaxpancTeam, WO 3AINCHIOKTLCS Nepco-
HasioM 6aHky. Lle gacTb 3mory nigBuLLMTY 3arasibHy
eheKTUBHICTb NPOTUAIT LWaxpaincTBy B 6aHkax i cnpu-
ATMME NONepe;KEeHHI0 LUaxpancTs NepcoHasny 6aHky.
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ANALYSIS OF METHODS OF FRAUD DETECTION OF BANK PERSONNEL

The purpose of the article. Unfortunately, there is currently no systematization of economic-mathematical
modeling techniques to detect bank personnel’ fraud. The task of creating a powerful intellectual system of
fraud counteraction, the first step of solving which is to carry out a comparative analysis of existing economic-
mathematical methods of fraud detection in banks, is relevant and practically important. The purpose of this
article is to conduct such analysis.

Methodology. In this study, we have used systematization and comparative analysis. Existing economic-
mathematical methods of bank personnel’ fraud detection were grouped into four classes. The mathematical
apparatus used in the analyzed economic-mathematical methods was taken into account. The uncertainty
accounting technologies (subjective expert judgments, statistics methods and probability theory) in analyzed
economic-mathematical methods had also being considered.

Results. Fraud is the result of inconsistent and incomplete control over the overall process of managing
bank’s operations. A powerful bank internal control system is the most effective way to prevent and minimize
fraud. In this regard, the task of carring out a comparative analysis of existing economic-mathematical meth-
ods of fraud detection in banks, is relevant. These methods were systematized into four groups. Qualitative
methods address uncertainty through subjective expert judgments. Quantitative methods are based on the
traditional mathematical apparatus, and machine learning methods are based on artificial intelligence tech-
nologies. They account for uncertainty through statistics and probability theory. Hybrid methods that use the
strengths of different approaches are best for accounting for uncertainty and identifying bank fraud.

Practical implications. Methods of fraud detection in banks, commited by bank personnel, are system-
atized into four groups: qualitative, quantitative, machine learning and hybrid. It is highlighted hybrid methods
as most effective for identifying bank fraud. The author believes that on this basis, it is possible to develop a
powerful intellectual system of bank personnel’ fraud counteraction which includes different methods of fraud
detection of bank personnel, as well as complex behavioral analytics to identify the most complex fraud cases.
It will allow to raise the effectiveness of the counteraction of fraud in the banks and will help to prevent bank
personnel fraud.

Valueloriginality. The main reason for the bankruptcy of banks is financial fraud, which is carried out under
the guise of individual banking operations. As a rule, most bank frauds are carried out with the involvement of
banking personnel. In our work, we considered exactly an issue of detection of bank personnel’ frauds. Eco-
nomic-mathematical metods of bank personnel's fraud detection is one of the most important components of a
powerful intellectual system of fraud counteraction. There is currently no systematization of such methods. We
have systematized they into four groups (qualitative, quantitative, machine learning and hybrid methods) and
have concluded on the base of comparative analysis that hybrid economic-mathematical methods are best for
accounting for uncertainty and identifying bank fraud.
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