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INTRODUCTION

The formation of financial security and resilience to modern
challenges in the context of soe@conomic and political
transformation, digitalization and intellectualization of society
is a rapidly growing priority for each state.

Innovative modificationof the political, economic, and
social sphere increases the financial systedependence on
digital solutions, stimulating strengthening security. Any
significant disruption of cyberspace, whether global or local,
will impact economic activity, the sectyi of citizens, the
efficiency of the public sector, financial institutions,
educational institutions, production and service processes, and
national security.

The financial system also needs cybercultural changes,
modifications that provide knowledge ofi@ity best practices
for the organization of financial monitoring procedures and
combating money laundering for all participants in financial
transactions at the level of individuals, economic agents,
government. This will help in the long run to strerggththe
state's capabilities in the field of cybersecurity, using the
benefits of information awareness and the peculiarities of
financial monitoring procedures.

The work is devoted to comparative analysis of current
financial monitoring systems in different countries, review of
regulations in terms of cybersecurity and cybersecurity of the
financial sector, IT sector, development of an integrated
summary indicatorof financial security and distribution to
clusters based on values of economically and statistically sound
Effectiveness, Technical Compliance, GDP per Capita (current
US$), Ease of Doing Business, Internally displaced persons,
new displacement associatedith conflict and violence
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(number of cases), gorruption
Terrorism Index, Business Freedom, Monetary Freedom,
Financial Freedom), which determine the degree of use of
financial institutions and the propensity of countries tollega
criminal proceeds; development of a prototype of an automated
module that will automate internal audits of financial
transactions by financial monitoring entities; automation of
processes of identification and verification of persons who
carry them oty integration of internal monitoring results into

the automated system of state financial monitoring.

The scientific monograph was performed within the
framework of the research themeOpt i mi zati on and
of financial monitoring processes itcrease information security of
Uk r ai(Reg.0No.: 2020.01/0185), which is financed by the
National Research Foundation of Ukraine.



1. FUNDAMENTAL CONCEPTS OF THE FINANCIAL
MONITORING PROCEDURE AND ECONOMIC
CYBERSECURITY

Processes of technologization of financial instruments, rapid
introduction of innovative information technologies in business
processes of national economies, banking, spaliical
sphere, educational systems, on the one hand, contribute to
social devedpment, economic growth, prosperity and
competitiveness of countries on the world stage, and the other
T cause the change of crdssrder economic crime, the
increase and spread of various cybercrime schemes, the
increase in the amount of illegally obtastheincome,
accompanied by the improvement of mechanisms for money
laundering. The legalization of criminal proceeds has a
destructive effect on the stability of an individual financial
institution, as well as on the stability of the coufgrfinancial
sysem, its investment attractiveness, as well as on the trust of
international partners and organizations

Since the beginning of the pandemic COWVIB, which led
to the transition to the online format and the use of digital
services, there is a significanhcrease of cyberattacks on
government agencies, private companies, and individuals.
Cybercri me i s noegwihgrtcemewnd®020,d 6 s
the damage from cybercrime to the world economy is
estimated at 5.5 trillion euros, which is twice as muchnas
2015. And according to Cybersecurity Ventures forecasts, in
2021, the losses from cyber fraud will be 6 trillion dollars.
USD per year, USD 500 million USD per month, 115.4
million dollars UST for a week, 16 million dollars. USDi
per day, 684.9 million dollaysi- per hour, 11, 4 million
dollars. USi per minute, 190 thousand dollars. The USfor
a second. Business attacks in 2021 will be carried out every 11
seconds, compared to 40 seconds in 2016 (Cybersecurity

9
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Ventures). Suppse we draw an analogy between cybercrime
and the concept of national economy. In that case, cybercrime
will be the thirdlargest economy after the United States and
China. Among the different sectors, the finance sector was the
top target, with a 38% imease in cyberattacks against financial
institutions. The exponential growth of cyber frauds in the
financial sector and their sophistication leads to lacpde
negative consequences of both financial (money loss by
financial institutions and their custers, the bankruptcy of
financial institutions, lack of tax revenues) and public (theft of
personal data of consumers of financial services, reduction
level of business reputation of financial institutions, loss of
public confidence in the financial sedtofhe chairman of the

US Federal Reserve Powell J. (2020) identified the cyber threat
as perhaps the most important risk for financial services today.

Cyberspace is particularly difficult to protect due to several
factors: the ability of attackers to wofrom anywhere in the
world, the existence of links between cyberspace and physical
systems, the difficulty of reducing vulnerabilities and
consequences in complex cyber networks. There is growing
concern about the cyber threat to the financial and ecenom
infrastructure, which is increasingly exposed to difficult cyber
intrusions and new risks. As information technology becomes
increasingly integrated into physical infrastructure operations,
the risk of largescale events or consequences could harm or
disrupt the services on which countries' economies and
millionsddaily lives depend.

The urgency of financial security in the digitalization of the
economy and the intellectualization of society is confirmed by
a large number of scientific publications. Bhat the request
of finance monitoring in the Scopus database, 1842 documents
were found, published by 5245 scientists over the past decade.
Bibliographic analysis of these publications using VOSviewer
1.6.15 tools allowed to form 9 clusters (Table 1,uFégl),
covering 62 countries with a publishing activity of 347
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Figure 1.Bibliometric analysis of scientific publications on
thefinancemonitoring

Source: developed by the authors on the Scopus data base and
VOSviewer 1.6.15 tools

Table 1. The division into clusters by country according to
the number of scientific publications of 5 or more units on
financial monitoring

Cluster Country

Cluster 1 gzech Republic Egypt, Hungary Latvia Pakistan Poland
Russian Federation Saudi Arabig Sovakia Tunisiag
Ukraine

Cluster2 Belgium, Chile, Cyprus, Germany, Greece, Ireland, It
Netherlands, Spain, Unitedikgdom

Cluster 3 Brazil, Colombia,France, Ghana, Malaysia, Mexico, Pe
Portugal

Cluster 4 Finland, New Zealand, Norway, Singapore, South Ko
Sweden, Taiwan

11



continued Table 1

Cluster 5 Denmark, India, Indonesia, Kenya, Nigeria, South Afri
Thailand

Cluster 6 Australia, Bangladesh, China, Hong Kong, Japan,
Philippines

Cluster 7 Ethiopia, Iran, Rwanda, Switzerland, Tanzania

Cluster 8 Austria, Canada, Lebanon, Sri Lanka, Uganda

Cluster 9 Turkey, United Arab Emirates, United States

Source developedy theauthors

Strengthening cybersecurity measures for financial socio
economic facilities of countries that are members of the
European Union is described in detail in the strategic plan of
the Directoratégseneral for Informatics 202@024 (DIGIT),
which plays a coordinating role in the development of
information technology and information and communication
technology systems. The main goal is to create a safe and
modern digital environment capable of providing reliable,-cost
effective and secure infrastructuamd services, in line with
new methods of work and collaboration that are consistent with
the expectations of staff, citizens, businesses and stakeholders.

In addition, the European Union has completed the process
of approving Directive 2018/843 / EU of the European
Parliament and the Council of the European Union amending
Directive 2015/849 / EU on the prevention of the use of the
financial system for monelaundering and terrorist financing
and amending Directives 2009/138 / EC and 2013/36 / EU
(The Fifth AnttMoney Laundering Directive, 5 AMLD).

A generalized scheme for the practical prevention of money
laundering and strengthening financial security iswah in
Figure 2.

Consider in more detail the EU algorithm for combating
money laundering and terrorist financing. The starting point is
the standard set of European Banking Authority (EBA) rules
for regulating and supervising banking activities in all EU

12



countries, as the banking system is the most vulnerable to the
use of a large number of various sophisticated fraudulent
schemes involving all participants in financial transactions:

bank customers or legal entities), employees of banks,
economic agents ierprises, firms), the state.

m e HEMAER STATE 8
guidelines

Financial Intelligence Unit
st guidetings on supervesion

o financal insstutions and i

idenitifios braaches of EU law

MEMBER STATE A MEMBER STATE C

Financial Intelligence Unit

Figure 2. Preventing money laundering and terrorist
financing across the EU
Source EuropianCommission

As of January 2020, 5,411 banking institutions were active
in Europe. It is a significant number compared to the list of
other socieeconomic facilities. But a substantial contribution
to the development of financial systems in Europe is made by
the bankig system.The exactlyamountof banksin Germany
T 1531,in Polandi 627, in Austriai 522, in Italyi 485, in
Francel 406, in United Kindomi 401, in Irelandi 312, in
Finlandi 241, in Spairi 196, in Swedefi 154, in Portugal
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147, in Luxemburg 127,in Denmarki 100, in Netherlant
93, in Belgiumi 84, in Lithuaniai 83, in Romanid 75, in
Czechial 58, in Latviai 54, in Hungaryi 46, in Estonid 38,
in Greece' 35, in Slovakia 27, in Maltai 25, in Bulgarial
25, in Croatid 24, in Slovenia 17.

The dynamics of the banking system of the EU countries
based on the values of banking structural statistical indicators,
namely the number of shares of the 5 largest credit institutions
in total assets (Shares of the 5 largest Credit Institutions in total
assets, CI5) over the past decade are shown in Table 2
(Statistical Data Warehouse of European Ceiiaaik).

EBA is an independent EU body working to ensure an
effective and consistent prudential regulation and supervision
throughout the European bankiegctor. Its overall objectives
are to maintain financial stability in the EU and ensure the
banking sector's integrity, efficiency, and orderly functioning.
In addition, the EBA is part of the European System of
Financial Supervision (ESFA), which consistof three
supervisory authorities: the European Securities and Markets
Authorities (ESMA), the European Banking Authority (EBA)
and the European Insurance and Occupational Pensions
Authority (EIOPA). The system also includes the European
Systemic Risk Baa (ESRB) and the Joint Committee of
European Supervisory Authorities and National Supervisory
Authorities. ThereforeEBA set guidelines on supervision of
financial institutions and identifies breaches of EU law.

Table 2. Banking structural statistical dicators: shares of
the 5 largest Credit Institutions in total assets (CR5, Percent)

gountry EU|2020(2019|2018|2017|2016|2015|2014|2013|2012|2011|2010

Austria 38,5236,01/36,0236,07,34,4535,7636,8436,7236,4938,3835,87

Belgium 75,3 |73,9873,4 |68,8 |66,1965,4565,7963,9966,3570,7774,86

Bulgaria  |67,1 |62,5159,6956,4858,0357,6455,0349,8950,3852,5855,17

Cyprus 86,4885,7 186,9284,1665,7867,51/63,4 [64,0662,5560,6864,23
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continued Table 2

Czech . 65,2664,7764,4963,6863,8962,51/60,8662,0461,3861,9 (62,63
Republic

Germany |34,0331,2229,1 |29,7131,3530,5632,1230,5933,01/33,5532,6

Denmark 67,1 |66,2 |64,5 |65,6568,3367,7868,0868,3865,6166,3 |64,42

Estonia 93,7392,9590,9790,3 |88,0488,6389,8589,71/89,6 [90,6492,26

Spain 66,4367,4268,5363,7361,8 |60,2 |58,3 |54,4 |51,4 |48,1 |44,3

Finland 80,07/80,3681,6173,4680,5288,0289,7387,11/85,9586,9 |89,17

France 49,17/48,6647,7345,3845,9547,2347,6446,7444,6248,27147,4

U_nited 31,0531,2131,8236,8835,4936,9938,8543,67/42,8243,5542,52
Kingdom

Greece 97,0397,3596,8396,9897,2895,2394,0694,0179,4771,9970,64

Croatia 80,5279,7979,4272,7973 [72,6972,27/72,8973,9472,1371,05

Hungary |50,0952,7250 ]49,6449,8349,3849,3 |51,8954,0254,6354,64

Ireland 55,6849,7146,1345,5144,2745,9347,5647,8346,4 |46,7249,88

Italy 49,3447,8845,5943,4343 |41 |41 [39,6 |39,6839,4639,84

Lithuania [91,8590,4490,9390,1387,1 |86,8585,7 |87,1 |83,6384,7578,83

Luxembourg31,6 |27,6826,3126,1827,6331,2731,9533,7233,0831,21]31,11]

Latvia 87,77/83,1880,9373,6 |66,6 |64,5863,6 |64,1364,0559,5760,43

Malta 74,8175,1477,5280,8580,27/81,3281,4976,4874,4471,9671,28

Netherlands84,3284,71/84,6783,8484,7284,5985,0183,8382,07/83,5684,2

Poland 54,2849,8 |49,5147,5147,7348,6348,31/45,2444,4 |43,6943,37

Portugal  |73,5673,3472,95973,1271,2 |72,3269,2370,2669,9570,7670,86

Romania 62,4 |62,6 |61,6 |59,5 |59,1 |57,4 |54,2 |54,4 |54,7 |54,6 |52,7

Sweden 55,1554,8354,2858,17/56,2857,8358,5458,2657,4257,8157,78

Slovenia  |67,3460,9360,7961,5360,9959,1555,61/57,0858,3559,3359,27

Slovakia  |76,7875,6975,57174,5472,7272,3 |70,6970,3270,7272,2372,03

Sour ce: aut h dasédon StatisticalData Wyaaehaduse of
European Central Bank

Furtherantrmoney laudering supervisors supervise whether
obligated entities carry out their tasks wé&lichresponsible
organizations arefinancial institutions, designated non
financial bsiness and professioridamely, transactions in EU
and third countries are checked via bank lawyers, accountants.
For example, Figure 3 shows statistics on the number of
Entities responsibldor the financial security of electronic
services in Poland fror2019 to 2020 But before allowing
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transactions in EU countries or through a country or countries,
fustomers due diligends carried outmonitoring by obligated
entities who should ensure they know who their customéfr is.

a suspicious transaction is identified, the obligated organization
sends a report to the relevant EU Member State's Financial
Intelligence Unit (FIU).

J 51%

Bank 78%

Payment arrangements e.g. MasterCard,
VISA

Client
Mobile or Internet operators

Transaction settlement company

Manufacturer of telephone, computer,
software

| have no cpinicn

Others /it depends on the situation

0% 10% 20% 30% 40% 50% B0% 0% 80%  90%
Shara of raspandants
@ 2020 @ 2019
Figure 3.Entities responsible fothe financial security of

electronic services in Poland from1Zto 2020
Sourcedeveloped by the authors based on Statista

The Financial Intelligence Unit analyzes the report and
sends it to the Financial Intelligence Units of other EU member
states. The financial intelligence unit has special tools for
gualitative analysis. Such tools are accessible to the registers of
beneftial owners, which indicate who is the real beneficiary of
the company or trust, and access to the records of accounts of
the Central Bank with detailed information about who has
which account and where it is placed. If the analysis of the

16



dangers of finacial transactions is confirmed, the FIU sends it
to law enforcement, supervisor or other competent authority.

Transactions involving HigiiRisk Third Countries, which
have strategic shortcomings in their amney laundering and
antiterrorist financingregimes and pose a significant threat to
the EU financial system, are closely monitored by obligated
financial institutions. The list of these countries according to 5
AMLD as of 2020 is as follow$EU policy on hightrisk third
counties 2020Q: The Bahamas, Barbados, Botswana,
Cambodia, Ghana, Jamaica, Mauritius, Myanmar, Nicaragua,
Panama, Zi mbabwe. lted y! sz Is O
Democratic Peopfis Republic of Korea (DPRK), Iran, Iraq,
Syria, Uganda, Vanuatu, Yemane on the highisk list since
2016, and, Pakistan, Trinidad and Tobagance 2018.

The main provisions of the 5 AMLD are as follows
(Directive (EU) 2018/843 of the European Parliament and the
Council). First, there has been an increase in the transparency
of information on beeficial owners of companies (access to
centralized registers of such beneficiaries has now become
public and open to all, but as in AMLD 4, access to registers of
beneficiaries was available to competent authorities and
obligated entities), and any oth@erson could obtain this
information only if there is a legitimate interest).

Secondly, the transparency of information about trusts and
similar structures is enhanced by adding to the centralized
registers of trusts information about the Trust FoundeustT
Owner, Trustee (if any), Beneficiaries or other individuals who
exercise effective control over the trust, the-catied
Alnformation on beneficial ownerghid As well as expanding
access to the register of trusts (except for the competent
authorities and obligated entities, this information can be
obtained by any person in the presence of legitimate interest).
According to the provisions of 4AMLD, relevant information

17



was to be entered in the register of trusts only if the trust had
tax consequenceand access to the register was provided only
for competent authorities and obligated entities.

Third, EU financial institutions are prohibited from
providing anonymous, safe deposit boxes to their customers.
And their current owners must be identified it 6 months
from the date of entry into force of the directive (January 10,
2020), but in any case, until they use such safes (cells) in one
way or another. In 4 AMLD, similar bans were imposed on
anonymous accounts and anonymous passbooks. These
prohibiions remained unchanged under the provisions of
AMLD 5.

Fourth, the range of swalled obligated entities has been
expanded. Such entities include custodian wallet providers and
virtual currency exchange platforms. They, as well as financial
institutions, trade unions, insurance companies, credit unions,
are obliged to identify and verify the reliability of their
customers. Also, in the provisions of AMLD 5 there is a strict
regulation of the use of virtual currencies, blockchain
technologies by clearly fiaing the meaning of virtual
currency.

Fifth, it should be noted that the competent financial
intelligence agencies of the European Union, FIUs, are
empowered to request, receive and use information from
obligated entities to prevent, detect and effedyivcombat
money laundering and terrorist financing.

Sixth, the criteria for classifying third countries (rBb
countries) as HigiiRisk Third Countries, whose transactions
with residents should be given special attention, have been
clarified. The list of such countries is approved by the
executive body regmsible for implementing the decisions of
the European Parliament and the Council of the iElthe
European Commission.

18



Turning to the issue of the organization of cyber protection
of countrie® financial systems, we will focus on the existing
state cybersaurity systems in terms of individual countries and
EU member states. Thus, if we consider the activities of
government agencies in the European Union, which carry out
financial monitoring and provide cyber protection for both the
financial sector and thél sector, which is a key chain in
digital transactions, then, for example, Germany has
established a National Cyber Security Center since 2011.
(NCAZ), whose main tasks are to gather information and
prevent cyber attacks on IT systems at an early stage.

The National Framework of Cybersecurity Policy of the
Republic of Poland for 2012022 isa strategic document in a
continued process of actions taken by the governmental
administration, aimed at raising the level of cybersecurity in
the Republic of Polandts main goal is to ensure a high level
of security of the public and private sectors and citizens in
providing or using essential services and digital services. As
well as the provisions of the National Framework of
Cybersecurity Policy of the Republaf Poland are aimed at
increasing the capacity for nationally coordinated action to
prevent, detect, combat and minimize the impact of incidents
that threaten the security of ICT systems vital to the
functioning of the state; strengthening the ability turer
cyber threats; increasing national capacity and competence in
the field of cyberspace security; building strong international
positions in the field of cybersecurity.

Cybersecurity and Infrastructure Security Agency (CISA),
established in late 201& a federal agency of the USA and an
operational component under the Department of Homeland
Security (DHS). The main purpose of CISA is to provide
operational background information to stakeholders on specific
cyber or physical threats to a courdrcritical infrastructure
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based on US intelligence, to conduct incident and risk
management operations using software tools, technical
services, and regulatory software (if permitted) at the
legislative level), assessing the vulnerability of informatian, a
well as developing a comprehensive set of measures to prevent
possible cyberattacks or physical threats, and in the event of
their occurrencei developing strategies to mitigate the
consequences.

The Enhanced Cybersecurity Services (ECS) enhanced
proted¢ion program should be mentioned separately. This
program helps protect IT networks by offering intrusion
detection and prevention services through approved service
providers. All public or private organizations located locally in
the United States, incluty state, local, tribal, and territorial
(SLTT) organizations, are eligible. This program allows you to
detect and prevent intrusions in almost Ht&ak. It is secure
and safe to interpret the results of various transactions, as CISA
only works with appoved ECS service providers that have
undergone a rigorous system accreditation process. The two
primary ECS services are Advanced Domain Name System
(DNS) and email filtering. These services block possible
malware communications and spgdishing campaigh
targeting networks. ECS has access to information from the
National Center for Integration of Cybersecurity and
Communications (NCCIC), which receives data from the
federal government and intelligence services. In addition, the
NCCIC has a unique vantageint into the threats targeting the
.gov, SLTT, and critical infrastructure.

In 2016, to ensure the protection of confidential data in
transatlantic transactions in the transfer of personal data from
the European Economic Area (EEA) to the United Stayahe
U.S. The Department of Commerce, the European Commission
and the Swiss Administration were developed and approved by
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the European Union and the U.S. Government mechanism The
Privacy Shield Framework. In January 2017, the Swiss
Government announcebe approval of the Swidd.S. Privacy
Shield Framework as a valid legal mechanism to comply with
Swiss requirements when transferring personal data from
Switzerland to the United States (The-EAS. And SwisdJ.S.
Privacy Shield Frameworks, 2017). The vady Shield
provides many important benefits to US organizations and their
partners in Europe: EU Member State requirements for prior
approval of data transfers are either revoked or approval will be
granted automatically; compliance requirements are pdr
costeffective, which should be of particular benefit to small
and mediurrsized enterprises. It is also ensured that the
participating organizations pr
confidentiality, which is a requirement for the transfer of
personal data outside the European Union under the EU
General Data Protection Regulation (GDPR) and outside
Switzerland under the Swiss Federal Act on Data Protection.
Detailed recommendations on measures that supplement
transfer tools to ensure compliance with tBe& level of
personal data protection were developed in 2020 and adopted
in 2021 by the European Data Protection Board and presented
in 6 steps: AKnow you transfer
you are ré8dAgbprgsowhether the /
transfer tool you are relying on is effective in light of all
circumstances off Adbbe suaps e
measufiRsocedur al steps if y ou
suppl ement ar yfi Revauats uat eapprgpriate
interval so.

In 2017, the Center for Cyber Defense of the National Bank
of Ukraine was established in Ukraine, which combines and
coordinates efforts in cyber security and cyber security in the
banking and financial sectors of Ukraine. Since 2018, the
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Cyber Security Cater of the National Bank of Ukraine has had

a cyber incident response team in the banking system (CSIRT
NBU). In August 2019, the Cyber Defense Center of the
National Bank of Ukraine and the State Cyber Defense Center
of the State Service for Special Commmrcations and
Information Protection of Ukraine signed a Memorandum of
Cooperation and Cooperation in Cyber Security and Cyber
Defense aimed at preventing, detecting, effectively responding
to counter cyber threats, information security and situational
awareness in the field of cybersecurity and cybersecurity.

Thus, in light of the risk and potential consequences of
cyber events, financial fraud, enhanced financial security and
resilience of cyberspace is an essential internal security mission
for each cantry.

Under these conditions, the need for a comprehensive and
comprehensive analysis of the risk of financial fraud,
especially cyber fraud, their prediction and bias, rapid response
to the slightest manifestations of crime and cybercrime both by
the financial institution and at the state level is an urgent task
today and next five years.

2. SCIENTIFIC AND METHODOLOGICAL
APPROACH TO DETERMINING THE LEVEL OF
FINANCIAL SECURITY OF THE COUNTRY

The increase in international trade, the technologization of
financial instruments, the rapid introduction of information
technology, and the growth of transnational economic crime
have increased illicit proceeds, accompanied by improved
mechanisms for may laundering in response to regulatory
changes. Attackers quickly transfer significant amounts of
financial resources using a variety of sophisticated and
sophisticated financial instruments. Legalization of criminal
proceeds has a destructive effect be stability of a single
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financial institution, as well as on the strength of the country's
financial system, its investment attractiveness, as well as on the
trust of international partners and organizations (report of the
State Financial Monitoring Sewe of Ukraine, 2018; Prince,
2018). Under these conditions, there is a growing need for a
comprehensive and comprehensive analysis of the risk of
money laundering and determining the level of security of the
country through the use of powerful mathematioals.

In addition, having established the substantive essence of
economic security, forming a system of its management and
provision becomes relevant. In our opinion, the system of
governance and ensuring economic security should be based on
its empiri@l evaluation. The quantitative assessment of any
economic category allows not only to establish the level of
achievement of the required quality but also to form a set of
necessary tools to improve it. Thus, we analyze the existing
methodological princis of creating an integrated indicator of
the characteristics of economic security of the national
economy and ratings, which are used for its quantitative
assessment.

Turning to the study of existing methods used by scientists
in calculating the stafe economic security level, we note that
the general approaches include assessing vital macroeconomic
indicators and comparing them with thresholds. Assessment of
economic security, in this case, is carried out according to the
following algorithm: determinadn of functional characteristics
of economic security of the state; allocation of structural
components of economic security of the state; determination of
the nomenclature of indicators (indicators) of economic
security; establishment of normative value$ economic
security indicators; monitoring of indicators, hierarchical
coordination of results and their analysis. For the most part,
this approach uses the cour@ryeconomic growth rate on key
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macroeconomic indicators (GDP, price index, public debt,
employment and others).

At present, Ukraine has developedGuidelines for
calculating the level of economic security of Ukrairf2013).
These guidelines were developed to determine the level of
Ukrainians economic security. In addition, Ukr&n economic
security is seen as one of the components of the cdantry
national security. In order to obtain reliable and rational
indicators in these guidelines, a list of key indicators of the
state of economic security of the state, as well as their
thresholds andhe algorithm for calculating the integrated
index of economic security.

It should be noted that the methodological recommendations
for calculating the level of economic security of Ukraine are
not mandatory for use but have a recommendatory, informative
and explanatory nature.

To understand the reasons for this distributibmdicators,
it i's necessary to find out c
economic security.

In countries such as the Czech Republic, Bulgaria, Hungary,
Poland, Slovakia, when choosing methods of ensuring the
economic security of the country, take int@caunt the
geopolitical situation, the vector and strategy of economic
development by the trends of regional and global evolutionary
process, the direction of economic reforms (Derenutsa, 2017).

In the United Kingdom, specific rules governing economic
searrity are contained in defence policy regulations. They are
based on assessments of national interests and are implemented
through their protection. Methods for ensuring economic
security are forecasting and preventing the most economically
dangerous extanl and internal risks (Ocepek, 2010).

In Latvia, Lithuania and Estonia, economic security is based
on the relevant EU regulations. Methods of ensuring economic

24



security are aimed primarily at implementing financial and
economic security (Derenutsa, 2017)

In Germany, the main issues on this issue are reflected in the
directives of the Ministry of Defense, which regulate the most
important areas of market activity and define the control
functions of the state.

In Romania, issues of economic security@etained in the
national security strategy. The main areas of economic security
are implementation of effective measures of macroeconomic
stabilization, acceleration of structural reforms in the economy,
creation of the private sector, the attraction afrefgn
investments and support of small and medium business;
harmonization of financial and economic legislation, financial,
economic and customs policy with EU legislation, etc.

In France, certain provisions on economic security are
reflected in the Natinal Security Act (Ocepek, 2010).
Ensuring economic security is aimed at reducing the
vulnerability of the economic system of the country,
maintaining the independence of foreign policy, eliminating
imbalances in the level of economic development of ecamom
entities; prevention of excessive external dependence in the
most important sectors of the economy, minimization of risks
associated with dependence on the outside world.

In Spain, the legal framework for economic security is
flexible, clearly definingthe functions of governments and
organizations in this area, which develop special programs for
economic development. Regulations on ensuring economic
security are related to the relevant EU legislation. Methods for
ensuring economic security protect thaerests of priority
industries, as well as aimed at stimulating investment, ensuring
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currency control, the development of legislation on joint stock
companies (Derenutsa, 2017).

In terms of ensuring economic security, Italy is guided by its
international agreements. Methods for ensuring economic
security are aimed primarily at protecting the interests of
domestic producers in domestic and foreign markets.

The generalization of foreign experience shows that
ensuring economic security in the national economy
significantly affects the international prestige of the country. In
turn, the Head of the State Fiscal Service of Ukraine Melnyk
VI adds that most nati@h security strategies are focused on
ensuring national and economic security through radical
economic reforms, close integration into global and European
security systems, and accession to economic and political
alliances and organizations. Consider thanmapproaches to
economic security in Europe.

Thus, each country has its own idea of economic security
and, accordingly, the methods of its provision, which can be
aimed at achieving national, public interests or the
sustainability of economic developnigr the independence
of the national economy from the foreign market. Puga¢h O
also emphasizes that the common characteristics and basis of
the presented systems of economic security in different
countries is the legal framework for regulating doneesid
foreign economic operations, including the participation of
foreign capital in the national economy, as well as institutional
protection of national economic interests international
integration (Pugach, 2015).

Analyzing the concept of US economic sety, it is
necessary to emphasize its main areas, such as ensuring
national economic interests in competition with rivals in world
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markets, protecting the interests of the state in-tegh areas,
and strengthening its capacity to meet internationaletrand
economic obligations and other areas. The US National
Security Strategy states that to maintain a high level of combat
capability of the armed forces, it is necessary to increase the
efficiency and competitiveness of the economy, open new
foreign makets and create new jobs. It is advisable to consider
Japan's experience, where scientists in the 1980s proposed an
analytical method for assessing the national strength of the
state. The national strength of the state is determined, firstly,
by the abilty to contribute to the international community, in
its economic, financial and scientific and technical spheres of
activity, and secondly, the ability to survive in crisis and
extreme global conditions. Third, the ability to promote and
defend their natioal interests relies on all components of a
comprehensive national force, mainly through force. The
modern Japanese approach to solving problems of economic
security is based on two principles:

- preservation and development of economic power of
the country

- formation of a favorable global environment that will
ensure the maximum realization of national interests (Shulga et
al., 2010).

As world experience shows, a key element of the system of
economic security is an effective mechanism for identifying
threats to national economic interests that pose an immediate
threat to the national economic system, thereby disrupting the
macroeconomic balance and the process of social reproduction.
It should be borne in mind that there are very different
economic secuntsystems and models in the world (Fig. 4).
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m MODELS OF ECONOMIC SECURITY

It focuses on the combination d

» American |f‘> external and internabkecurity used byj
most countries
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»| Japanese security
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Chinese |f‘> A socialist society is being built

Figure4. Models of economic security of the world
Sourcedevelopedy theauthors

The main difference between the Western and-fostet
approaches to economic security is that in Western scientific
thought the initialcategory of economic security at both the
macro, meso and micro levels is an external threat, while
domestic scientists distinguish between external and internal
threats with a focus on internal ones, as the-teng effects of
internal threats, which torinto systemic threats, make the
national economy more vulnerable to external threats.

Economic security of foreign economic activity of the
enterprise and the country as a whole should be considered one
of its main conditions, which from the point of wieof the
application of both protective and harmonization approaches
should be considered as the surrounding reality, with
international institutions that use their resources, able to protect
their interests in international markets from threats of various
kinds or quickly overcome the consequences of threats created
by processes, phenomena, materialized interests and objects of
other participants in foreign economic relations. It is advisable
to form the theoretical foundations of economic security of
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foreign economic activity, using theories of interaction (the
theory of exchange of J. Homans and P. Blau, the theory of
social exchange of J. Thibaut and H. Kelly and the theory of
potential conflicts).

The interaction of participants in foreign economiatiens
is both a source of financial benefit and conflict. The
emergence of new economic agents in the market reduces the
market potential of existing economic agents. It causes not only
the rejection of new ones but also an active struggle against
them. The rejection of new economic agents in the market,
which can take various forms and can serve as a driving force
for many destructive processes, is a source of threats and
dangers not only for the process of their entry, promotion and
strengthening of thenternational market but also for their
effectiveness in general.

They are especially likely to occur when foreign economic
entities from developing countries enter international markets
with established participants. The level of economic security of
foreign economic activity of domestic entrepreneurs and the
state, in general, is determined by the influence of several
factors that differ in intensity, duration of impact and
consequences (Fig. 5).

In the conditions of escalation of economic conflicts, the
processes of globalization, which are at the same time the
cause, method and result of their solution, directly affect the
economy of almost all processes in the world economy. Such
influence contributes to the intensification of foreign economic
activity of economic entities, leads to a change in its strategic
management, and at the same time renews the development and
functioning of the economic security system.

With all the attention to globalization processes (Tretyak,
2010) and their recognition adactor of economic security of
foreign economic activity, the content of this impact on
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economic security of enterprises, foreign economic activity is
very short, which requires shallow research given current
challenges and threats of macroeconomic scale.

With all attention to globalization processes (Tretyak, 2010)
and their recognition as a factor of economic security of
foreign economic activity, the content of this impact on the
economic security of enterprises, foreign economic activity is
relatively short, which requires tdepth research given current
challenges and threats of macroeconomic scale.

-g)r(‘eorr"’t‘;'%gg Different views on Potential of
impgrts in the foreign economic foreign business
world activity entities
A
— The difficulty of
The difficulty of maintaining
entering P > ositions in the
international [~ FACTORS pinternational
markets 'L market
Economic | -
_security in Globalization processey | ()Brltjusr']'?t?ésss and
international in the world economy PP diti fori
markets conditions forit

Figure5. Factors influencing the economic security of states

(foreign view)
Sourcedeveloped by the authors basedSohneidegt. al., 2018

In current conditions, there is no unity in understanding the
essence and measurement of economic security of the national
economy, in the development and study of practical ways and
means to prevent the result of instability. In research, scientists
focus on the factors that affect the economic security of the
national economy. Each author considers a system of elements
that he proposes, with a specific purpose, namely: the impact of
factors on certain components of economic security.
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After analyzing thescientific views of domestic and foreign
scientists, we can classify the factors influencing economic
security. Given the many different factors that affect economic
security, it is advisable to organize a set of characteristics and

group them as follows: globalization, macroeconomic,
institutional, resource and organizational (Fig. 6).
FACTORS
I
\ 4
MACROECO INSTITUTIO ORGANIS
GLOBAL NOMIC NAL RESOURCE| | ATIONAL
V Civilization
al; M political;
V Geostra V financial; legal; energy;, : I~
tegic; investment; [ social; \ raw g information;
V openness of|| international demographic; materials; innovative
the economy; environmental
V military.

Figure 6. Classification of factors influencing economic

security
Sourcedevelopedy theauthors

Factors of globalization include civilization, geostrategic,
open economy, military. The civilizational factor appears in
most countries involved in economic globalization. The
destructive influence of this factor destroys the civilizational
space of counmks, initiating the escalation of the conflict that
threatens world civilization.
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Geostrategic factor determines the geographical location of a
particular country in the world, its location relative to
neighboring countries. This factor affects tha&cioceconomic
development of the country: migration flows, international
relations, strengthening regional trends in regionalization and
more. If any export oil and gas pipelines are laid across the
country, it is a transport hub.

One of the most importanfactors influencing economic
security is the openness of the economy. The high degree of
openness of the country's economy, based on raw material
specialization, in the long run leads or may lead to a decrease in
the level of economic security of the ioatal economy and the
competitiveness of the national economy along with the growing
dependence of the latter on foreign markets.

The military factor explains the existence of a guarantee
system of territorial integrity and national sovereignty.

The macreconomic factors should include the following:
international, financial, investment. The international factor
influence on the economic security of the national economy is
determined by the state's rapid response to the emergence of
foreign economic threst using the benefits of participation in
the international labor unit, helping to create optimal conditions
for national economic development.

The financial factor is the most important for the economic
security of the national economy; this ensuresditeation of
appropriate conditions to ensure the optimal balance and
stability of the financial system in terms of accelerating the
impact of internal and external threats. The economic factor
should be considered as a complex multilevel system, which is
formed from some lowdevel subsystems: banking, the
subsystem of the ndmanking sector, debt, fiscal, budget,
money. The investment factor determines the relationship
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between the received investments of the country from abroad
and own investments diredt@broad.

Institutional factors include political, legal, socio
demographic, environmental. The political factor that uses
political means determines the creation of appropriate conditions
to ensure reliable and stable protection of the rights and
freedoms of citizens, their associations, political parties,
ensuring unity, integrity, sovereignty and independence of the
country from political pressure and aggression in the
international arena.

The legal factor is obvious in the improvement of the entire
legal system, including the legal framework, the use of modern
learning technologies, the publication of regulations and their
implementation.

The sociedemographic factor presupposes the piromiof
the population with a decent and quality standard of living and
personal development, regardless of how destabilizing the
impact of external and internal threats is.

The environmental factor ensures the proper protection of the
environment, as welkas the rational use and restoration of
natural resources.

Resource factors should include the following: energy, raw
materials, supplies.

The energy factor involves providing the state and regions
with energy resources at levels that can meet the curesuls
of industry, agriculture and households to support optimal life
and sustainable economic development. The impact of the
energy factor on the economic security of the national economy
is key for all countries, because today the availability of energy
resources is the main aspect in determining the prospects for
their socieeconomic development.

The raw material factor is also important for ensuring the
economic security of the national economy. Its impact is due to
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the fact that the current pace oéwvelopment of the world
economy is accompanied by a steady increase in the use of
natural resources.

The provision factor affects the level of economic security of
the national economy in the complean the one hand, the
possibility of insufficient foodoroduction for selsufficiency of
the country, which depends on the level of agricultural
development, on the other, it is determined by physical and
economic level of food availability, quality, structure, the level
of autonomy of the food market and thegree of availability of
food for humans.

Organizational factors include informatiand innovation.

The information factor is formed taking into account the features
that determine the security of society and state needs in the
media, ensuring the exénce and progressive development of
the latter, regardless of the degree of negative impact of external
and internal information threats.

The innovation factor is aimed at the development and
implementation of all types of innovations, the development of
high-tech innovation industries; this requires systematic
monitoring and constant analysis of the degree of achievement
of planned goals and the effectiveness of decisions. The
formalization of these groups of factors and the study of their
impact on theeconomic security of the national economy allows
to identify factors that have a negative impact, and by
monitoring to prevent their actions or to develop measures to
prevent even their occurrence. Identifying individual factors
within each group allows us determine their importance in the
study of individual levels of economic security in the global
environment.

Separately, we will focus on the ratings, which indirectly
reflect certain aspects of economic security of the national
economy.
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Methods for asessing the economic security of the state
using existing ratings are standard. Such ratings include the
index of economic freedom, the index of human development,
the index of corruption, the index of global competitiveness.
Accumulation of results acating to the given ratings allows
describing various elements of economic security in a complex
way. The use of ratings, which are essential characteristics of a
particular component of economic security, allows to
determine the place of the state in theld/i@oordinate system
and to analyze the level of economic security in the
international dimension.

It should also be noted that the legal framework for
combating money laundering, terrorist financing, and
proliferation of weapons of mass destruction b@sificantly
expanded in recent years. Scholars worldwide are devoting
their research to the formation of a system of preventive,
control and regulatory measures aimed at reducing the scale of
illegal money laundering, increasing the level of financial
security of the country (Frank et al., 2018; Fedulova et al.,
2018). According to the Scopus scientometric database, in
October 2020, the number of publications devoted to legalising
criminal proceeds was 253 units, while in 2005, it was 81 units.
The issueof assessing the stability of the financial system of
203 countries and the level of its financial security,
respectively, is considered in the work of Kaya (2021). This
article examines the extent to which higicome OECD
member countries differ in thetability of their financial
systems from higincome norOECD member countries.
Assessing the direction and strength of the impact of central
bank independence in terms of its individual aspects on the
parameters of banking and financial stability for eliént
groups of countries is presented in Dudchenko (2020). Csaba
K., Bell 8sz, zZ. V. (2017) anal
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amount of legalized funds and the propensity of citizens to
commit terrorist activities. Banking regulation plays a vital role
in ensuring the financial stability of the national economy and
the formation of the level of financial security. So in the work
of scientists Islam, S.T., Khan, M.Y.H. (2019). an assessment
of the impact of changes in the European banking system,
particdarly in the context of studying the features of the
Financial Markets Directive, on the functioning of the global
economy, and emphasizes the incompleteness and
inconsistency of the regulatory framework. The study of the
effectiveness of information andth&ncial security of countries
based on a comparative analysis of complex technical,
economic and social systems is thoroughly presented in a study
by scientists Yarovenko H., Kuzmenko O., and Stumpo M.
(2020). The latest financial instruments on schemés o
legalization of criminal proceeds, as well as procedures for
identifying the result of illegally obtained funds, are
comprehensively presented in the works: Logan, W., and
Esmanov, O. (2017); Skare, M., and Porlda c h o , M.
(2019).

Skrynnyk, O. (2020) evaluated the level of security and data
protection in the design of organizational development systems
based on artificial intelligence, because with the increasing
level of digitalization of processes, data security of the entire
compmany system is under threat. An interesting technique was
presented by scientists Shymon, S., Kolomiatdwig, E.,
Osiejewicz, Jo., Krawczyk, D. & Kaminska, B. (2020), who
analyzed the impact of marketing determinants on the level of
economic security of he country. The study empirically
confirms the absence of a statistically significant difference in
the level of economic security for countries, as assessed by
indicators of deficit or surplus of the state budget, the
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unemployment rate, which implementfesftive policies to
promote their brand and do not take appropriate measures.

Therefore, we propose to determine the level of financial
security of countries based on the calculation of the value of
the integrated indicator by the geometric weighted @jeceand
the division of countries into clusters, which will provide a
more detailed analysis in terms of financial transactions and
monitor compliance with all regulations.

The basis for the study of the risk characteristics of the use
of financial institdions in the process of money laundering and
determining the level of financial security is spatial data in
terms of 102 countries, which are studied by the Financial
Action Task Force (FATF).

The input statistical base of the study was formed on the
basisof data from the World Bank (2018), Financial Action
Task Force on Money Laundering (FATF, 2018), research of
the Institute for Economics and Peace on the Global Terrorism
Index (2018), ratings reflecting the degree of effectiveness
measures of countriesm combating money laundering and
terrorist financing, and the level of state compliance with
technical requirements (4fRoundRating, 2018). Therefore, to
characterize the tendency of financial institutions in a country
to legalize questionable incomedaraccordingly, to determine
the level of its financial security, it is advisable to choose the
following list of indicators: Effectiveness (K1), Technical
Compliance(K;), GDP perCapita (current US${K3); Ease of
Doing Business (K4); Internally displaced persons, new
displacement associated with conflict and violence (number of
cases)(Ks); gorruption Perceptionsindex (CPI) (Ks); Global
Terrorism Index (K7); Business Freedom (Kg); Monetary
Freedom(Kg); FinancialFreedom(K ;).

37



The efficiency indicator characterizes the degree of
effectiveness of countriésmeasures in combating money
laundering and terrorist financing. The technical compliance
indicator represents the degree of state compliance with
technical requirements. According to the FATethodology,
these indicators are measured qualitatively. For indicatat K
is proposed to use a quantitative scale from 0.25to 1: HE = 1
high level of effectiveness, the immediate outcome is achieved
to a considerable extent (minor improvementsuneql), SE =
0.75 1 substantial level of effectiveness, the immediate
outcome is achieved to a large extent (moderate improvements
required), ME = 0.5 moderate level of effectiveness, the
immediate outcome is achieved to some extent (major
improvements eeded), LE = 0.25 low level of effectiveness,
the immediate outcome is not achieved or achieved to a
negligible extent (fundamental improvements required). It is
proposed to use the following measurement scale fo€Cks 1
i compliant (national legislation on combating money
laundering meets all approved technical requirements); LC =
0.871 largely compliant (there are only minor shortcomings);
PC = 0.671 partially compliant technical requirements (the
presence of moderate deéncies); NC = 0,4 noncompliant
technical requirements (presence of significant shortcomings);
NA = 0.27 not applicable (requirement not applicable due to
structural, legal or institutional features of the country).

We also emphasize the need and ontgince of using the
indicator K61 CPI, to determine the level of financial security,
because bribery, corruption, fraiiddisincentives that have an
inhibitory effect on economic development at the national and
global levels. Scientific and practical essch by Western
economists shows that a 1% increase in corruption slows down
the countrgs economic growth by 0.4%, and a 1% reduction in
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it leads to a 0.72% increase in GDP. The Corruption

Perceptions Index began to be calculated by temporary
interpolaton by Transparency International in order to conduct

anticorruption policy at the local, national and global levels in

1995. Until 2012, the CPI calculation methodology did not

involve comparing the country indicator with the previous

valueand since 2012Transparency International has updated

the methodology and comparisons have become possible.

The formation of CPI in tod&g conditions is based on
average on the results of 13 studies of reputable international
institutions and research centers. Stadidad, on a scale for
all countries, research results are combined into an overall
score on a scale from 0 to 100, where a score of 0 means that
the state is highly corrupt and a score of 108 corruption.

For example, the CPI of Ukraine includes thesufes of 9
studies. In 2020, the Corruption Perceptions Index in Ukraine
grew by 3 units to 33 points at the end of 2020. Events such as
the completion of the antiorruption infrastructure, namely the
launch of the High AntCorruption Court and the rened
National Agency for the Prevention of Corruption, had a
positive impact on the value of the index. For comparison, in
2013, the value of the CPI of Ukraine was 25 points.

In 2020, with a CPI of 33 points, Ukraine ranked 117th
among 180 countries. Nexb Ukraine in the ranking are
countries such as Egypt, Nepal, Zambia, Esvatini, Sierra
Leone, which also received 33 points in 2020. The first place in
the ranking according to the value of the Corruption
Perceptions Index is occupied by New Zealand anani2ek,
with values of the index of 88 points.

As for the neighboring countries, Poland has the highest
scores, namely 56, which is 41.07% more than in Ukraine.
However, in 2020, the country lost 2 points, Slovakia lost 1
point and received a CPI of 49. Miolva, Belarus and Russia
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improved their performance by 2 points. Thus, Moldova ranks
115th with 34 points, Belarus ranks 63rd with 47 points, the
Russian Federation has 30 points and is ranked 129th. Hungary
and Romania did not change their resultghe ®untries
received 44 points each and occupied 69th place.

Compared to the previous year, 2019, the most points for the
year, among all countries, added the Maldives (+14) and in
2020 the CPI was 43 points and was in 75th place. For the
second year in a wg Armenia is improving its results by 7
points per year.

It is known that the quality of any mathematical calculations
depends on the quality of the input indicators of the study, their
comparability and the possibility of use within a particular
method. Input indicators of the formation of the level of
financial security of the studied countries are measured in
different scales. Therefore, for the possibility of their further
joint use, it is necessary to carry out the normalization
procedure. We proposdo carry out the normalization
procedure using nonlinear normalization:

a p Q 1)

o«

whered 1 normalized value of thedountry of jindex;& i
the average value ofijn d * ¢ a i thervalue of-country of
j-index;,, T standard deviationofthejnd " cat or .

A fragment of the formed information base of the study of
normalized indicators to determine the level of security of the
country is given in Annex ATable Al.

Next, according to the recommendations descriptive
statistics from the system of indicators, we should first exclude
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those indicators whose coefficient of variation is less than 5%.
Such indicators were not detected in the input data set (Table 3).

Table 3. Multiple variable analysis: summatatistics

Indicators | K1 K2 K3 K4 K5 K6 K7 K8 K9 K10

Count 102 | 102 | 102 | 102 | 102 | 102 | 102 [ 102 | 102 | 102

Average 050(051)048|052]| 048 | 0,49| 0,49]| 0,51 | 0,51 0,50

Standard |, 5, | 56| 020 0,28 0,08 | 022 021 020 020 ] 0,21
deviation

Cogff._ of 43 | 38,78 41,31( 35,56( 16,62 | 43,73| 43,79( 39,76 39,35| 42,34
variation, %

Minimum 0,15) 0,03 0,31 0,05| 0,46 { 0,21] 0,30 0,09 0,083| 0,14

Maximum | 0,90| 0,97 ] 0,96 | 0,75| 0,10 [ 0,89 | 0,94 | 0,84 | 0,813] 0,85

Range 0,75(093)065|0,70| 054 | 0,69 0,64| 0,75|0,730] 0,71

Sind -0,40( -1,84| 4,6 |-4,63| 20,82 | 1,60 | 2,98 | -2,60( -3,44| -1,20
skewness

Stnd. ]

Kurtosis -2,34| -0,46| -0,29| 1,84 |55,7587 -2,32| -2,18( -0,69| -0,65 | -2,08

Sourse: developed by the authors with Statgaphics Centurions package

It is also recommended to use especially carefully indicators
in which the values of the coefficients Standard skewness and
Standard kurtosis go beyond the interva; (2), because the
values of these statistics outside the range2db +2 indicate
significant departures from normality, which would tend to
invalidate any statistical test regarding the standard deviation.

In addition, the rationale for taking into account all the
above indicators was confirmed by the results of correlation
analysis (Tald 4).

Table 4. Results of correlation analysis of the relationship
between financial security indicators of countries

K]_ Kz K3 K4 K5 KG KB K9 KlO K7

Effectiveness 1,000

Technical

Compliance 0,018/ 1,000

GDP per capita
(current USS) 0,518 0,066| 1,000
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continued Table 4

Ease of Doing

Business 0,288| 0,033| 0,526| 1,000

Internally
displaced persong
new displacement
associated with | 0,104(-0,285 0,298| 0,116| 1,000
conflict and
violence (number
of cases)

Corruption
Perceptiondndex 0,314 0,087 0,786| 0,702| 0,177| 1,000

Business Freedon 0,283| 0,042| 0,545| 0,865| 0,132| 0,813| 1,000

Monetary Freedor| 0,043|-0,017 0,319| 0,704/ 0,027| 0,680| 0,825 1,000

Financial Freedon 0,350| 0,084| 0,604| 0,769| 0,054| 0,740| 0,803| 0,715| 1,000

ﬁfg’f‘ Terrorism | 4 111| .116|-0,017 0,189|-0,107-0,002 0,163| 0,180| 0,099| 1,000

Source: developed by the authors with Statistica package

The presence of positive highly correlated relationships
between indicators can be traced in the following cases
(directly proportional dependence): between GDP per capita
(current US $) (K) and Corruption Perceptions Indexgjkat
the level of 79%, between Ease of Doing Business)(akd
Business Freedom @K 1 86%, between Ease of Doing
Business (i) and Financial Freedom (K T 77%, between
gorruption PeradBusingsseedomdKe x (
at 8 1 %, bet ween dorrupgtandn Pe
Financial Freedom (i) i 74%, between Business Freedom
(Kg) and Monetary Freedom ¢Ki 82%, between Business
Freedom (k) and Financial Freedom () at the level of 80%.

A fairly high directly proportional link density is available
between the indicators between GDP per capita (current US $)
K3 and FinancibFreedom Ko (at 0.604 units), between Ease
of Doing Business (W and Monetary Freedom gK(at 0.702
units), between Ease of Doing Business)(ind Financial
Freedom (Ko (at 0.704 units), between Corruption
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Perceptions Index (K6) and Monetary Freed{g) (at 0.679
units) and between Monetary Freedomg)(kand Financial
Freedom (Kg) (at 71%). At the average level, the indicators
Effectiveness (K1) and GDP per capita (current US $) (&t
the level of 52%), GDP per capita (current US $)) (&nd Ease
of Doing Business () are positively correlated. levels of
53%).

In order to determine homogeneous groups of countries by
the level of financial security on the basis of the values of
legalization of criminal proceeds, a cluster analysis was
performedusing the application software Statistica. The k
means method was used to cluster 102 countries of the world,
and the following statistical indicators were used to quantify
the distinctive features between clusters: Euclidean distances
from the grouping a#ter and arithmetic mean. The
substantiation of the number and composition of clusters is
confirmed by the results of analysis of variance and the basis of
the analysis of the union protocol, namely the values of
agglomeration coefficients. The calculatisras follows:

~

+ 0 &h )

wheres T the numberof clusters N1 numberof stepsn i the
number of the-th step, on which the jump took place (a sharp
change in the values of the agglomeration coefficient).
Therefore, within this study, the optimal number of clusters is
10.

In addition, to determine the optimal number of clusters,
they were checked for fullness and stability. At least 10% of
the total number of objects must be in each cluster. This should
be taken into account so that there are no empty groups or
groups with very few objects. Objects inside the cluster must
be homogeneous. Checking the stability of clusters, ie the
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division of countries into 10, 11 or 12 clusters, did not reveal
any fundamertly new structures. Thus, forming 10 clusters,
the model is optimally stable. The obtained results of clustering
are systematized in Table STable 7.

Table 5 The content of the components of the first, second,
third and fourth clusters in terms of Euclidean distances

Clusterl Cluster 2 Cluster 3 Cluster 4
Country &) Country a1 Country ™ Country (13
Distance| Distance Distance Distance|
Bhutan [10767,43Australia |2830,930|Bahamas [462,242 |Bahrain 1686,285|
Guatemal{25528,43 Austria 982,189 |Cyprus 653,493 |Barbados 590,915
Iceland |1 6409,79Belgium (310,673 [italy 1100,242{C%8N 11578514
Republic
Latvia |6097,25 |Canada [694,767 |Korea 817,175 |Greece 521,775
Peru |10488,48Finland 1512,017|Malta 196,983 |Hungary 1030,617|
Hong
Kong, 154,873 |Slovenia [1486,810|Lithuania |378,539
China
Israel 2135,878|Spain 132,432 |Palau 1117,119
Sweden  |1945,196 Panama 1196,637|
Chinese 154 873 Portugal  |1404,315
Taipei
United
Arab 1468,080 Saudi Arabig3661,574
Emirates
United 1215 665 Seychelles 960,390
Kingdom
Trinidad ang
Tobago 751,028
Uruguay 710,991

Sourseformedby theauthors

The smallest cluster includes one couritrfNorway. The
next largest clusters with the same number of elements are two
groups from five countries: cluster ® Denmark, Ireland,
Singapore, Switzerland, United States of America; cluster 1
Bhutan, Guatemajdceland, Latvia and Peru.
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Table 6. The content of the components of the fifth, sixth
and seventh clusters in terms of Euclidean distances

Cluster 6 Cluster 7
Country Cluster 5 (8) Country 9) Country (14)
] Distance Distance Distance
Antigua & 1 65,1430 Belarus 371,351 | Albania | 426,9444
China 275,301 Botswana 1450,268 Armenia 97,6666
Costa Rica| 400,4084 Colombia 274,367 \(/3;3% 110,2210
Malaysia 166,8423 Cuba 510,357 Indonesia, 43,4665
Mauriius | 114,8341 | Dominican 235765 | Jamaica| 448,9208
' Republic ' '
Mexico 370,8625 Fiji 388,625 Jordan 103,7171
Russian .
Federation 166,1844 Serbia 196,015 Moldova 536,6523
Turkey 466,7381 Thailand 194,725 Mongolia 73,7658
Turks&Caicos 226,542 Morocco 230,8338
Philippineg  221,4951
Sri Lanka 60,3649
Tunisia 164,0143
Ukraine 270,0661
Vanuatu 270,3069

Source: formed by the authors

The largest is cluster 8, which includes 29 countries:
Andorra, Bangladesh, Bermuda, Burkina Faso, Cambodia,
Cayman Islands, Cook Islands, Ethiopia, Ghana, Gibraltar,
Haiti, Honduras, Isle of Man, Kyrgyzstan, Macao, China
Madagascar , Malawi, Mali, Mauritéa, Myanmar, Nicaragua,
Pakistan, Samoa, Senegal, Solomon Islands, Tajikistan,
Uganda, Zambia, Zimbabwe.

For a more comprehensive and detailed analysis of the
results of clustering of countries on the use of financial
institutions to legalize criminal pceeds and determine the
level of their financial security, it is advisable to use averages,
Euclidean distances, squares of Euclidean distances. Countries
that fall into the same cluster should be similar to each other in
some way.
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Table 7 The content ofthe components of the ninth and
tenth clusters in terms of Euclidean distances

Cluster 9 (5) | Country | Cluster 10 (1)

Country
Distance Distance
Denmark 2840,067 Norway | 0,00
Ireland 2608,712

Singapore 1322,779
Switzerland | 3935,882
United States| 2381,750
Source: formed by the authors

The analysis of the constructed groups of the world's
countries allows to state that the carrmd clustering
corresponds to the general level of legalization of criminal
incomes in the countries from one cluster (Bagmet et al., 2018;
Olimkhon et al., 208). Thus, the smaller the value of the
Euclidean distance from the center of grouping for each cluster,
the countries in this cluster are more similar in methods and
level of legalization of criminal proceeds and have identical
values in terms of their Vel of financial security (Vasylieva et
al., 2018; Yarovenko et al., 2020).

A significant addition and justification of the feasibility of
the clustering is the analysis of variance. To do this, use the
values of intergroup and intragroup dispersion attarsstics:
the smaller the value of intragroup conflict and the greater the
value of intergroup variance, the better the feature characterizes
the affiliation of countries to a particular cluster and the better
the results of clustering.

In addition, the parameters F and p also characterize the
contribution of the feature to the division of objects into
groups. The best clustering corresponds to a larger value of the
Fcriterion (the Fisherds criter
value f-level of significance) (Yarovenko et al., 2020).
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Therefore, using Fishés test and the proximity to zero of the
value of pvalue, we can say that the difference between the
averages for each group and the average for the whole
population is statisticafl significant. The results of analysis of
variance for 9 and 10 clusters are presented in table 8 and 9,
respectively.

Table 8. Results of analysis of variance for nine clusters

Indicator| Intergroup | Degrees of| Intra-group | Degrees ol F-test p-value
dispersion freedom dispersion freedom

Ky 6,36E01 10 1,18E+00 91 4,906716 |0,000012
K2 1,44E01 10 5,54E01 91 2,362216|0,01563¢
Ks 4,16E+10 10 4,30E+09 91 87,89317 0
K4 2,57E+04 10 2,02E+04 91 11,55826 0
Ks 3,50E+11 10 8,53E+09 91 373,6569 0
Ks 2,91E+04 10 9,64E+03 91 27,42683 0
K7 4,38E+01 10 4,73E+02 91 0,844099 (0,587825
Ks 2,15E+04 10 1,65E+04 91 11,86229 0
Ko 4,02E+03 10 6,91E+03 91 5,293554 {0,000004
Kio 2,56E+04 10 2,45E+04 91 9,495454 0

Source: formedby theauthors

In terms of the indicators studied, the results of Table 6
show better values for the following indicators GDP per capita,
ease of doing business, internally displaced persons, new
displacement related to conflict and violence, corruption
perception indexfreedom of business (increasing intergroup
and reduction of intragroup variance).

The level of significance of -palue for the indicator K
(global terrorism index) in both i@roup clustering (0.67) and
9-group clustering (0.59) exceeds the permissible 5%, but for a
thorough and meaningful interpretation of the distribution of
illegal funds financial institutions of the studied countries are
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recommended to leave this indicator (Taroni et al., 2016;
Shkolnyk et al., 2018; Harust et al., 2019).

Table 9. The results of analysis of variance for ten clusters

Indica- | Intergroup | Degrees o Intra-group Degrees o F-test p-value

tor dispersion | freedom dispersion freedom

K1 6,58E01 11 1,16E+00 90 4,648 0,000014
K2 1,93E01 11 5,05E01 90 3,134 0,001279
K3 4,19E+10 11 3,96E+09 90 86,623 0

K4 2,58E+04 11 2,01E+04 90 10,479 0

K5 3,58E+11 11 7,29E+08 90 4019,425 0

K6 2,99E+04 11 8,81E+03 90 27,762 0

K7 4,42E+01 11 4,72E+02 90 0,766 0,672883
K8 2,18E+04 11 1,62E+04 90 11,058 0

K9 4,03E+03 11 6,90E+03 90 4,773 0,00001
K10 2,56E+04 11 2,45E+04 90 8,551 0

Source: formedby the authors

Generalized indicators serve
feature space and determine th
of certain factors rel ated t
(Dumitrascy201). To do t hi s, use a Wwi

of addi t i weand enaltiphcativeu Deternining the
generalized rating indicator that characterizes the level of
financial security of the studied 102 countries, a multiplicative
convolution was performed using the weighted geometric mean
formula. This convolution proceire allows you to calculate
the average rate of dynamics (Bilan et al., 2019; Marcel, 2019):

B ~

‘0 B 0 h (3)
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where 'O T generalized rating assessment of firencial
securityof thep-country B¢ 1 the sum of the frequencids;
i the studied indicator® php jt n i the frequency of the
studied value (variant) for thandicator.
The results of the summary rating indicator of the level of
financial security are shown ifable 10.

TablOd nt egr at ed) ofattihneg lienvdeelx o
security of the country

o ,

Country Country 0 Country O
Albania 0,49 Greece 0,56 Palau 0,27,
Andorra 0,21 Guatemala 0,36 Panama 0,51
Aongua& 0,38 Haiti 0,31 Peru 0,53
Armenia 0,52 Honduras 0,46 Philippines 0,51
Australia 0,72| Hong Kong, China 0,65 Portugal 0,58
Austria 0,63 Hungary 0,52| Russian Federatio|0,43
Bahamas 0,50 Iceland 0,61 Samoa 0,40
Bahrain 0,58 Indonesia 0,53 Saudi Arabia 0,49
Bangladesh | 0,37 Ireland 0,71 Senegal 0,40
Barbados 0,50 Isle of Man 0,21 Serbia 0,45
Belarus 0,41 Israel 0,68 Seychelles 0,44
Belgium 0,69 Italy 0,56 Singapore 0,65
Bermuda 0,45 Jamaica 0,44 Slovenia 0,48
Bhutan 0,39 Jordan 0,53] Solomon Islands |0,42
Botswana 0,46 Korea 0,61 Spain 0,63
Burkina Faso | 0,41 Kyrgyzstan 0,46 Sri Lanka 0,46
Cabo Verde | 0,40 Latvia 0,58 Sweden 0,70
Cambodia 0,34 Lithuania 0,59 Switzerland 0,66
Canada 0,66 Macao, China [0,18| Chinese Taipei |0,64
Cayman Islands| 0,19 Madagascar |0,36 Tajikistan 0,39
China 0,43 Malawi 0,38 Thailand 0,57
Colombia 0,54 Malaysia 0,54| Trinidad and Tobag0,45
Cook Islands | 0,22 Mali 0,41 Tunisia 0,46
Costa Rica | 0,51 Malta 0,42 Turkey 0,52
Cuba 0,28 Mauritania 0,38 Turks&Caicos |0,23
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continued Table 10

Cyprus 0,57 Mauritius 0,48 Uganda 0,38
CzechRepublic | 0,60 Mexico 0,51 Ukraine 0,43
United Arab
Denmark 0,67 Moldova 0,46 Emirates 0,59
D&%‘Sgﬁ? 0,42 Mongolia 0,38 United Kingdom |0,71]
Ethiopia 0,34 Morocco 0,46 United States |0,73
Fiji 0,25 Myanmar 0,34 Uruguay 0,49
Finland 0,69 Nicaragua 0,42 Vanuatu 0,38
Ghana 0,40 Norway 0,57 Zambia 0,43
Gibraltar 0,21 Pakistan 0,38 Zimbabwe 0,26

Soursedevelopedy theauthors

The | arger Ot htehevahiugheof t he |
security. The autfhodrlsowgrnap ssceal |
di stribution of countriew by I
'O pivery high |l evel,mpfo friphanci
high | evel o f, mif iOn adpic med ilsewvoedr i

of financgit@al|O steicluocive we | of fin
secyni@ymgivery | owl dwelitoftal) n
security

Thus, among the studied count
l evel of financi al security w
have a high | evellheosfe fa rnea ncca uan t

hi ghly devel op e dUnieedSiatepAustraisz , n a |
United Kingdom, Ireland Sweden Belgium, Finland Israel
Denmark CanadaSwitzerland Hong Kong, Chinag Singapore
ChineseTaipei, Austria Spain Koreg Iceland 53 countries
have an average level of financial secufitCzechRepublic
Lithuanig United Arab Emirates Portuga) Bahrain Latvia,
Norway, Cyprus Thailand GreeceItaly, Colombig Malaysia
Indonesia Pery Jordan Turkey, Hungary Armenig Costa
Rica PanamaPhilippines Mexico, BarbadosBahamasSaudi
Arabia Albania Uruguay Mauritius Slovenia Moldova
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Kyrgyzstan Tunisig Moroccq Botswana Honduras Sri
Lanka Trinidad and TobagoSerbia Bermuda Seychelles
Jamaica Zambig Russian Federation Ukraing Ching
Dominican Republic Solomon Islands Nicaragua Malta,
Belarus Burkina FaspMali. It indicates the need for a careful
review of the current legislation on the quality of financial
monitoring procedures, especially cybersecurity of the
financial system, both at the domestic level and when
conducting inspections of crebsrder financial transactions.

Below the average level of financial security for the use of
financial institutions to legalize criminal proceeds have 29
countries: Ghana Samoa Cabo Verde Senegal Tajikistan
Bhutan Antigua & Barbuda Uganda Mauritanig Pakistan
Vanuaty Malawi, Mongoliaz Bangladesh Madagascar
GuatemalaMyanmar Ethiopiag CambodiaHaiti, Cubg Palay
Zimbabwe Fiji, Turks&Caicos Cook IslandsAndorra Isle of
Man, Gibraltar On the one hand, most of these countries have
a low level of economy and therefore, the level of financial
security is very low. On the other hand, a poorly developed
economy has a poorly developed financial system. Thanme
that the financial sector of these countries is not interesting for
criminals to launder criminal proceeds.

They have a very low level of financial securiBayman
IslandsandMacaq China

The next stage of econormmalytical analysis of the
strength of 10 indicators to determine the risk of using financial
institutions and determine the level of financial security is
proposed to conduct a factor analysis based on Principal
Components Anabis and orthogonal transformation by
Varimax method). This technique will identify the most
relevant indicators, reduce the multidimensionality of the
feature space without losing its representativeness for further
development of econometric models of ttependence of the
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level of financial security on the influential signs of the risk of
money laundering.
Analytical calculations were performed in the application
software Statgraphics Centerion 19. As a result of applying the
procedure of maximizing vama&es in the columns of the
matrix of squares of initial factor loads by the Varimax rotation
identified 3 most influential factors in shaping the level of
financial security. These are the first three factors (Table 11)
that Eigenvalued, 2 1i Kaises rule(Kaiser, 1960.

Table 11. Factor Analysis

Factor Eigenvalue Percent of Cumulative
Number Variance Percentage
1 4,66772 46,677 46,677
2 1,38339 13,834 60,511
3 1,0297 10,297 70,808
4 0,967837 9,678 80,487
5 0,656214 6,562 87,049
6 0,446624 4,466 91,515
7 0,368089 3,681 95,196
8 0,251906 2,519 97,715
9 0,139931 1,399 99,114
10 0,0885802 0,886 100,000

Souce: developedyy theauthorswith Statgraphic Centurion package

Each factor corresponds to its main component, which puts
the maximum load on the variables included in it. FaEtds

eigenvalue/,= 4.668 and explains 46.68% of the variance,
factor R, is eigenvalue/, = 1.383 and explains 13.83% of the
variance. The eigenvalue for the third facfgr= 1,030, which
explains 10.30% of the variance. Together, the first three

factors explain 70.81% of the variance.

The quality of the obtained result$ €actor analysis is

confirmed by the conductdla ct or abi | i ty
MeyerOlkin (KMO-Test) and Bartlefs Test of Sphericity
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MeaningKMO = 0,798715and according to the results of
Bartlett's Test of Sphericity we have the followistatistical
characteristics CHbquare = 593,985; D.F. = 45:-\Rilue =
0.0.

The factorability tests provide indications of whether or not
it is likely to be worthwhile attempting to extract factors from a
set of variables. The KMO statistic provides adi¢ation of
how much common variance is present. For factorization to be
worthwhile, KMO should normally be at least 0.6. Since KMO
is equal to 0,798715, factorization is likely to provide
interesting information about any underlying factors.

Bartletts test for sphericity tests the hypothesis that the
correlation matrix amongst the variables is an identity matrix,
indicating that they share no common variance. Since the P
value is < 0,05, that hypothesis is reject®dit Bartlett's test is
very sengive and is usually ignored unless the number of
samples per variable is no more thanThis requirement is
taken into accounthe number ofamples per variable equals
10,2. Therefore, Bartlets test also confirms the statistical
quality of the factoanalysis.

Factor loads after rotation are shown in Table 12

Table P. Factor Loading Matrix After Varimax Rotation

Indicator/Factor Factor 1 Factor2 Factor 3
EffectivenesgK,) 0,485531 0,0897362 0,371311
Technical CompliancéK>) 0,105059 -0,823952 -0,0517318
GDP per Capita (current USE(s) 0,848379 0,0436205 0,00120518
Ease of doing business scéka) 0,860164 0,0700739 0,218456
Internally displaced persons, new 0,15316 0,788751 -0,13644
displacement associated with conflict al
violence (number of case@s)
Corruption Perception Indee) 0,89084 -0,012036 -0,153774
Global Terrorism IndexK-) 0,00360587 -0,110163 0,933589
Business Freedoifis) 0,893872 0,0479125 0,1309
Monetary FreedonKo) 0,742139 -0,00630658 | -0,0329456
FinancialFreedoniK o) 0,864872 -0,0426731 0,0830456

Source: developed by the authors with Statgraphic Centurion package
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The econometri cF, movchalc hf are sftca d

dependence of the | evel of fin
features ooff ftihneanwes a |l institut
| egali ze criminal proceeds i s 1
O mit y@ oD T
nhp(pib pouﬁ) nhpw@ T TR 4

X TR T ed e

Loading coeffici ert susat orfi sfki
institutions for | egailiiKzoghOr on
econometri c moadnedasFeo fg Tvkeene d In8 |
So the econometr i amodeéle ffor m

0 Tmed® mpgd mmT W
X ® X YWD  TmpQ Tip p I )
mmtP nnn@P nntd

And the econometricgi modgelvehort
formula (6):

e Ttﬁvx@ T[Fnu@ TtﬁTTrj).')
e TpOoP TpLD  TwoB 6
MpoP mnod nmYPd
Table 13 contains a weighted
of the three most i nfluenti al 1

Table B. Wei ght ed i mpact of indica

Variable Estimated Specific
Communality Variance

EffectivenesgK.) 0,381665 0,618335
Technical CompliancéK,) 0,69261 0,30739
GDP per Capita (current USE ;) 0,721651 0,278349
Ease of doing business scka) 0,792515 0,207485
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continued Table 13

Internally displaced persons, new displacemen 0,664202 0,335798

associated with conflict and violence (number 0|
cases)Ks)

Corruption Perception Indeie) 0,817387 0,182613

Global Terrorism IndexKy) 0,883737 0,116263

Business FreedofiKs) 0,818437 0,181563

Monetary FreedonKo) 0,551895 0,448105

Financial FreedonKo) 0,75672 0,24328

Sourcedeveloped by the authors with Statgraphic Centurion package

The Estimated Communality column contains the variance
of each variable that factors can explain. Indicako;Ks, K7,
Kg are the most influential for the further development of
regression models on the impact of risk factors on the use of
financial institutions for money laundering on the level of
financial security of the country. The multifactor linear
regression model deloped based on these indicators for factor
F1 is statistically significant according to the coefficient of

determination R2, Student ds Te:
B):
YYO OO0 poxTalpT® vpT®D ot R

0 Tho X @)

where "Y"Y0 0 (nStitutionsTO mOneyLaundering i risk
indicator of the use of financial institutions for money
laundering.

But the level of significance of-Palue for the independent
variable K (Global Terrorism Index) exceeds the maximum
allowable 0.05 and is 0.5526. Therefore, it is advisable to
check the model for multicollinearity. This procedure was
performed using the procedure backwards stepwise selection in
the Statgraphics Centurion gram. The results of the obtained
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econometric model are represented by formula (8) (Appendix
C):

YYOOOp@rcowlwp@ vhpT D op 1D

(8)

The developed model ( 8) I s s
confirmed by theNats(ODWr ati sotfi
Studesntat(itcs) , Fi sher (Fst) (Ta

Tablde 1 Statistical charact e
mo d e |
Parameter Estimate Standard Erro| T Statistic P-Value
CONSTANT 12,4235 0,35757 34,7443 0,0000
K6 9,51198 0,82516 11,5274 0,0000
K8 5,89459 1,30959 4,50109 0,0000
K4 9,09996 1,27059 7,16202 0,0000

Sourcedevelopedy the authaswith Statgraphic Centurion package

Table B. Analysis of Variance

Source Sum of Squares Df |Mean Square |F-Ratio |P-Value
Model 2036,86 3 678,954 485,86 |0,0000
Residual 136,947 98 |1,39742

Total (Corr.) |2173,81 101

Sourcedevelopedy the authaswith Statgraphic Centurion package

IndicatorsK,, Kg, Kg have a direct proportional impact on
the risk of using financial institutions to launder criminal
proceeds and, accordingly, have a negative impact on the level
of security (the higher the risk, the lower the level of financial
security for a particular cmtry).

Thus, the analysis suggests the need to strengthen the legal
framework for mechanisms for regulating financial monitoring,
taking into account the peculiarities of financial systems, which
directly depend on the channels of financial resources of
various e€onomic agents and financial intermediaries. Ensuring
the transparency of public finances, the development of
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powerful automated financial cybersecurity systems is an
urgent and one of the main tasks for each country to ensure
financial security and staiiiy of the national economy.
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3. MODEL OF BUSINESS PROCESS OF
AUTOMATED INTERNAL VERIFICATION OF
FINANCIAL OPERATIONS OF ECONOMIC
AGENTS (THE CASE OF UKRAINE)

There is currently an active demand for the use of economic
agents to launder illegal income. Swetneed to hide the real
source of illicit income; the need not to disclose the ultimate
beneficial owner of illegal funds; the need to maintain control
over illegal finances; ensuring further uninterrupted use of
criminal funds; the need to change thenfoof illegal income
to legal; the need to hide the links with the crimes committed,
require the criminals e g mw® nirtvent new schemes and
methods to legalize criminal proceeds.

Given the statistics on the number of financial transaction
reports subject to financial monitoring submitted by various
economic agents (banks and HAmamking institutions) to the
State F i n a nMomitarihg Service (Figure 7), economic
agents, and espetlia banks, during 2020 a significant the
volume of reports on financial transactions that are subject to
financial monitoring, which clients have tried to conduct or
conducted through various economic agents. Thus, during the
first quarter of 2020 banks Isonitted 2886437 messages, non
banking institutions 26664 messages, during the second quarter
of 2020 banks submitted 1023022 messages,-baoking
institutions 10765 messages, during the third quarter of 2020
banks submitted 372443 messages, -lIpamking irstitutions
6895 messages, During the fourth quarter of 2020, banks
submitted 393,530 notifications, ndsanking institutions 5,781
notifications.
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Figure 7. Number of reports on financial transactions
subject to financial monitoring submitted by varie@eonomic
agents (banks and mdranking institutions) to the State
Financial Monitoring Service during 2020

Problematic aspects of financial monitoring in recent years
have received considerable attention from scientists around the
world. The current view on the functioning of financial
tracking, combating money laundering, terrorist financing have
scientific research of the following domestic scientists:
Kuzmenko O., Dotsenko T. and Skrynka L. (2019), Pershin V.
(2019), Grabchuk O., Suprunova I. (202®hich in their
treaties reveal the role of financial monitoring in the modern
system of economic security of the national economy in the
framework of combating the legalization of proceeds from
crime; Sova O. and Zavadska O. (2020) show the place of the
financial monitoring system in the activity of banking
institutions.
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Issues of combating money laundering, terrorist financing,
the proliferation of weapons of mass destruction are covered in
the works of the following scientists: Auwaidi, N.A. and
Nobaree, H. (2020) provide an overview of available research
on combating money laundering and terrorist financing; lwa
Salami (2018) describes the features of terrorist funding
through virtual currencies; Mariya Y. Omelicheva & Lawrence
Markowitz (2019) invesgiate the funding of drug trafficking
and terrorism; Repousis, S. (2020)on the functioning of
terrorist organizations.

In turn, the following specialists are engaged in modeling
economic business processes, including financial monitoring:
RochaSalazar, J-D.-J., Segoviavargas, M-J., Camacho
Mi 9§ a n eD.-M.Hitle (2021), who propose to determine
money laundering and terrorist financing using neural networks
and the deviation indicator; Jullum, M., Loland, A., Huseby,
R. B. , i nonsen, G .(202@) nddscriie otiee n't z
mechanisms for detecting money laundering transactions using
machine transaction research;
(2020) propose the introduction of a sustainable-raoctey
laundering audit model.

But, despite the significant ctiibution of modern scientists
in financial monitoring, there are several unresolved issues,
including the modeling of automation of certain stages and
procedures in the implementation of financial monitoring by
economic agents in the course of their opens.

The business process model of automated internal audit of
financial transactions subject to financial monitoring for
various economic agents involves some stages (Figure 8).

After initiating a financial transaction through the economic
agent's autmated payment system, each transaction is
identified by an automated system using special software with
built-in  filters. The economic agent checks financial
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transactions. Identification of transactions subject to financial
monitoring is carried out by alyazing the totality of financial
transactions in an automated system, which is carried out at
certain times and times: immediately on the same day when the
financial transaction is found to be related to terrorist
financing, distribution weapons of masssttaction; on the
same day when the client refuses to make a financial
transaction; no later than the next business day after receiving
the necessary information about the financial transaction, for
which at the time of its implementation there were naadat
required to make a decision on maintenance; on threshold
transactions before, during their implementation or attempts
to carry them out, but not later than two working days after
their performance; no later than five working days after the
cash finanal transaction with signs of suspicion; no later than
ten working days of the month following the month in which
the financial transactions were made, taking into account other
related transactions with signs of suspicion; every first day of
the quarteii a quarterly analysis of financial transactions, their
total amounts, for compliance with the financial condition of
the client and the essence of his business.
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Figure 8. Scheme of the business process model of
automated internal audit of financial trassons subject to
financial monitoring for various economic agents
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Source: developed by the authors

All transactions are assigned a corresponding analytical
symbol.

The next step is to check tlmperationsfor belonging to
financial deals that are subject to financial monitoring.
According tothe legal and regulatory framework, there are
financial transactions that are subject to financial monitoring
(Figure 9) by economic agents, which is carried out primarily
through internal verificatio of such transactions
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Figure9. Financialbperationsubject to financial monitoring

by economic agents
Sourcedeveloped by the authors
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In general, the economic agent selects financial operations
that may be subject to financial monitoring based on the risk
portfolio of such a client (i.e., the client's financial operations
do not provide a rational explanatiand justification, are not
typical, considering and comparing with information obtained
by the economic agent during
procedures by the activity direction, social status, volume and
size of business, the amount of income prafit); as well as
the client's activities that were planned when establishing a
business relationship with the client (taking into account the
list of services that the client initially planned to receive, the
planned volume of transactions)

The finandal operationssubject to financial monitoring,
which areverified by economic agents include: risky financial
transactions, threshold financialoperations suspicious
financial operations financial operationsrelated to terrorist
activities and prolifetgon of mass destruction weapons,
financial operationsinvolving violations in the direction of
antrmoney launderingantiterrorist financing

Financialoperationsare riskyif they haverelevant features,
and are differentiated depending on the typeclnt, the
amount of financiabperationsthar regularity:

- onetime financialoperation ofan individual or regular
(three or more per month) in the total amount equal to or
exceeding 500 thousand UAH per month, and contain one or
morefeaturesof risk;

- onetime financial operation of a natural persen
entrepreneur or regular (three or more per month) in the total
amount equal to or exceeding in equivalent 1500 thousand
UAH per month, and contain one or méeaturesof risk;

- onetime financialoperationof a legal entity or regular
(three or more per month) in the total amount equal to or
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exceeding 2000 thousand UAH per month, and contain one or
morefeaturesof risk;

- onetime financialoperationof a legal entity (belonging
to the corporate business segnt) or regular (three or more per
month) in the total amount equal to or exceeding the equivalent
of 3,000 thousand UAH per month, and contain one or more
featuresof risk.

Significant attention needs to be paid to the analysis of cash
transactions thathave risk features (Regulations on the
application of measures of influence by the National Bank of
Ukraine, approved by the resolution of the Board of the
National Bank of Ukraine, as amended on 23.11.2020). These
are the grounds for concluding that thensactions are related
to the money laundering, withdrawal of financial capital, illegal
transformation of nomash funds into cash, tax evasion,
fictitious business activities. This is done by unreasonably
regular withdrawals of cashto( purchase goodsworks,
services, especially agricultural products, securities, scrap
metal, waste paper; for economic needs; for administrative
purposes; income from business activities; to further provide
repayable or nomefundable financial assistance, savings,
funds eceived norcash from their accounts in other banks,
from permanent counterparties related to the client, proxies,
equity without contracts); unclear deposit of cash in accounts
(to increase the authorized capital of legal entities; financial
assistanceolan from the founder or ultimate beneficial owner;
replenishment of deposit accounts with subsequent withdrawal
of such funds in the short term; savings; for third parties who
immediately or in the short term withdraw cash); transfer of
funds outside Ukraie; regular receipt of necash funds, the
origin sources of which are not confirmed; receipt of funds, the
sources of which are unknown, through the Cligabk and
subsequent cash withdrawals through ATMs or retail chains;
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receipt of funds from anothemabk with regular withdrawal of
such funds in cash, without carrying out other operations on the
account; purchase and sale of securities; conducting
transactions under fictitious contracts of sale of goods, works,
services; application of inappropriate d@ions in insurance
contracts; usg accounts not for their intended purpose; using
invalid claims agreements; payment of dividends to the
founders or ultimate beneficial owners; regular purchase of
goods, works, servicepeculiar forone direction of awvity,

and sale of the correspondingesin another direction; receipt

of funds for goods and services with subsequent transfer of
funds for these goods and services to another counterparty;
collection of funds (correspondence of volumes); inappropriate
turnover of funds on the account; etc.

Special attention should be paid to cash financial
transactions witlthe following cash symbols (Instruction on
cash transactions by banks in Ukraine, approved by the Board
of the National Bank .0%2018, @k r ai r

amended from 23.11.2020 " 148;
monitoring by bankspproved by the resolution of the Board
of t he Nati onal Bank of Ukr air

cash withdrawal: 40 (cash withdrawal for expenses related to
wages)- cash withdrawalto pay wages and travel expenses to
fictitious employees, 45 (cash withdrawdb purchase
agricultural products) products may have a short shelf life and
be written off overdue, or due to spoilage during transportation,
storage; 53 dash withdrawal to purchase goods, works,
services)- cash withdrawal under the guise of operations
related to ordinary business activities; S&agh withdrawal
from current and deposit accounts of individual#f)e risk of
rapid withdrawal of cash through shterm deposits, or early
repayment; 58dashwithdrawal from payment cards}he risk

of prompt access to cash anywhere in the world; 61 (cash
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withdrawal for other purposes) cash withdrawal without
decoding thdransactionpurpose; 62 dashwithdrawalto pay
rent for land use) the risk of withdrawal of funds for expenses
through fictitious persons; 63gsh withdrawal to purchase
secondary raw materials and scrap metgbroducts can be
quickly processed, due to the technological features of working
with such products, it is difficult to control; 64 (cash
withdrawal for financial assistance)the risk of withdrawing
cash through fictitious persons and for a purpose that is
difficult to verify.

Feature®f cash risky transactions can be grouped aliogr
to the following characteristics: risky participants in financial
transactions (founders of a legal entity are fictitious persons
mentally ill, disabled and incapacitated, students, retirees,
foreigners, homeless, deceased, persons with invalid
documents, foreigners; the founders do not live in the region of
registration of the legal entity, the founders are registered in the
territory that is not controlled by Ukraine, one person is the
founder, director and chief accountafitequent change of
ultimate beneficial owners, executives, people who regularly
cross the border with the country, to which sanctions are
applied unknown location of executives, small amount of
authorized capitallegal entity without employees, lack of
office, production facities for the relevant activitiedegal
address coincides with the legal address of other enterprises,
registration address of the participants in the transaction is
common; similarity of the name of the legal entity with the
name of large welknown enteprises; newly registered legal
entities; legal entities that submit reports with a minimum
amount of income; legal entities that have large amounts of
income, but pay minimal amounts of taxes); risky financial and
economic activities of transaction paipiants (a significant
amount of financial turnover of funds on the newly registered
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legal entity; the movement of funds on the legal entity on the
account is absengero or minimum balance on the account at
the end of the day; increase in the turnoverfusids on the
account at the end of the week; a significant number of
participants in one transaction who have one registration
address or location in different territorial units; a significant
number of counterparties who transfer funds to the account
with a significant number of different types of destination; the
number of contracts, acts of execution, budget documents for
works and services is much more than such an organization can
perform); the risk nature of the financial transaction
(inconsistency ofthe transaction to the essence of the legal
entity; inconsistency of thegansactionpurpose to the essence

of the legal entity; inconsistency of the transaction amount of
the legal entity; transaction entanglemesgnificant cash flow
from activities that do not involve such amounts of cash; a
significant increase in funds on the account, which are
transferred to one counterparty in a short time; a significant
amount of cash placement on the account, which does not
correspond to the essence of the legal entity; termination of
further financial transactions or closing of accounts after a
financial transaction for a significant or threshold amount;
conducting transactions for the purchase and sale of goods,
works, sevices without making other payments for the
payment of wages, taxes, business activities; carrying out
operations on purchase and sale of the goods, works, services
the cost ofwhich is difficult to estimate; inconsistency of the
value of goods, works anskrvices actually specified in the
contracts, their market price; a significant number of identical
transactions with the same counterparties for amounts that are
less than the threshold, but in total are the threskadificant
withdrawal of funds fronthe account or withdrawal of funds
from the account received on the same business day from
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different legal entities; absence of penalties in clauses of the
contract with contractors; the amount of fines under contracts
is more than 10%; a significant nuerbof transactions by
power of attorney; carrying out transactions in securities with
cash withdrawal from the account; a significant increase in
funds on the account, which in the short term are transferred to
the purchase of bearer securities; repeatadan€ial
transactions with promissory notes by a person who is not an
official participant in the securities market, is not an issuer of
promissory notes, does not act as a recipient of funds under the
promissory note); risky scheme transactions by legéties
(first, funds with differentpaymentpurposes are transferred to
the accounts of legal entities from certain legal entities, then
they arewithdrawn from the accounts in cash, mainly shortly
after receipt, by proxieselated to creditors, as wedk these
proxies are proxies for other legal entities, and legal entities are
mostly newly created, with sole management and owners,
without declared income in the financial statements, with
unpaid taxesfunds on the account of the legal entity in the
bark come from the legal entity's own accounts from another
bank, and then such funds are transferresbtoeindividuals-
employees of the legal entity as financial assistance, and they
are withdrawn in cashjnancial institutions transfer funds to
the acounts of several legal entities related to the staff of the
founders and management, for legal services of unknown
value, with legal entities small authorized capital, low taxes,
one of the founders is a politically significant person, then the
funds are ransferred to others individuals and legal entities
with different purposes, and subsequent withdrawal of funds
from cash accounts in amounts not exceeding the threshold;
some legal entities transfer funds to other legal entities with the
purpose of goodsand services, and then the funds are
transferred to individuals on business trips with their
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withdrawal in cash, where such legal entities do not have
employees in the state, and individuals do not work for such
legal entities ; funds enter the accountteghl entities with the
purpose of payment for goods of one industry, and then
withdrawn in cash from the purpose of purchasing goods of
another industry, not related to the activities of such legal
entity, legal entities with small authorized -capital,leso
management and owners, without income declared in the
financial statements, with unpaid taxes; a number of legal
entities transfer significant funds to the accounts of individuals,
with the subsequent withdrawal of these funds in cash, where
legal entites according to their financial condition are not able
to conduct transactions for such amounts, participants in such
transactions have invalid documents, one person has a power of
attorney to dispose of accounts, a significant number of
additional cardsare issued to one individual by different
persons, by individuals funds are transferred from one to
another individual with a purpose for tleEonomic activity
development of a neresident legal entity, after which funds
are transferred to a legal entitjo a nonresident with a
condition- in case of nowepayment of the loan on time, the
nonresident legal entity becomes the property of the first
individual, then the funds are spent abroad by cash withdrawal,
or gambling and casinos, with individuals ctiging small
amounts of income and persons are connedgi@dther legal
entities;individuals register legal entities as fictitious persons
with a difficult financial situation, for a fee, and in this case,
fictitious persons do not perform the requickdies, then other
legal entities transfer funds to the accounts of such fictitious
legal entities and withdraw cgstunds of some individuals are
transferred t& 0 me i n daccounts aitlzet necash or by
cash replenishment of accounts through paymterminals,
then the funds are withdrawn in cash or as payment for goods
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and services, where the participantsnemployed or without
official income; replenishment of the account of an individual
from many individuals in cash through payment terminatsaf
significant total amount, with subsequent withdrawal of funds
in cash or in the form of payment for goods aedvice where
such an individual has no official income;

deposit of significant amounts of cash by individuals into their
accounts and legatntitie® accounts, with their subsequent
withdrawal in cash and transfer to other card accounts or
payment for goods and services, whereby such individuals do
not work and do not receive official income; etc.), for state
owned enterprises (transfer ohfis from state organizations to
the legal entitieSaccounts as winners of tenders, where the
legal entity isrelated tothe state legal entitynanagementhe
state legal entity transfers funds to another legal entity with an
appointment for goods, seres, whereby goods and services
are not actually supplied and are not provided; funds from a
state legal entity are transferred for goods and services to a
legal entity, then distributed and transferred to a significant
number of fictitious legal entitiesnd withdrawn in cash;
transfer of funds from a state legal entity to another legal entity
that has just registered, some funds are transferred to
intermediaries to fulfill the tender conditions, and the other part
is withdrawn in cash and transferred te tstate legal entity
empl oyeesd accounts and relate
significant persons, a politically significant person receives a
mortgage loan from a bank for a significant amount, after a
short time such a loan is repaid, and the ineopteived by a
politically significant person was declared in amounts that do
not meet the ability to repay the loan in such lines; a person
related to a politically significant person sells for a certain
significant amount the corporate rights of a relgeregistered
legal entity that owns property for a small amount and the
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authorized capital for a certain significant amount, with the
individual declaring insignificant income and funds for the
acquisition of property rights received as a gift from the
mother, who also declares a small income that does not
correspond to the specified gift, then the proceeds from the sale
of corporate rights are received in cash by a family member of
a person associated with a politically significant), etc.

Financial tranactions belong to the threshofmperations
(Law of Ukraine "On Prevention and CounteractiorMoney
Laundering Financingof Terrorism and Proliferation of Mass
Destructi on Weapons"” of -IXDecem
according to the following criteria: equtd or exceeding the
equivalent of 400 thousand UAH (in the field of gambling and
lotteries 30 thousand UAH) and when identifying one or more
relevant characteristics (cash financial transactions; financial
transactions of politically significant or reldtepersons;
financial transactions for the transfer of funds outside Ukraine;
financial transactions on enroliment funds, transfer of funds,
issuance or receipt of credit funds, other financial transactions,
provided that at least one of the participantshim transaction
is registered, lives, has an account in a banking institution in a
country that does not participate in amoney launderingind
antiterrorignm financingactions.

Suspicious financial transactions (Law of Ukraine "On
Prevention and Couataction toMoney LaunderingFinancing
of Terrorism and Proliferation of Mass Destruction Weapons"
of December 6 -JX) iZclude 9hese financial6 1
transactionsandattempts to carry ouhem without reference
to the transaction amount, but in theesence of suspicion or
sufficient grounds for suspicion that financial transactions are
related to criminal, illegal, terrorist activities, as well as the
proliferation of mass destruction weapohke economic agent
who provides direct customer servicenstantly monitors the
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features of business relations with a particular client, financial
transactions conducted by the client during its business
activities, and business relations with economic agents to
identify suspicious financial transactions. THellowing
information is checked and compared: the correspondence of
data on the financial transaction and information about the
client that the economic agent has, about the client's activities,
shirtsportfolio to the client.Suspicious financial transéens

are identified by analyzing the whole set of financial
transactions that fall into the automated system of the
economic agent, by the presence of indicators of suspicious
financial transactions, defined by regulations, as well as the
compliance of faancial transactions information available to
the economic agent and the client, especially the nature of its
activities. This selection is carried out, including the use of
built-in filters and directories in an automated system based on
certain rules andcenarios.

Determination and verification of indicators of financial
transactions suspicion ("Regulations on financial monitoring by
banks" approved by the Board of the National Bank of Ukraine
65 of May 19, 2020) indicatoradn t hr
suspicious nature, the client's business features,ohier
behavior in establishing business relations, financial
transactions (failure to obtain clear information from the client
on higher business nature; the client's understanding of the
nature, pecifics, features of its activities, financial
transactions;unreasonable opening of accounts by a-non
resident; failure of the client to provide data or provide
doubtful, unreliable data necessary for identificatiand
verification; inconsistency of thelientd §inancial transactions
to hidher risk portfolio; inability to communicate withthe
client on the contact details provided by Hier, avoidance of
contact with representatives of the economic agent by the
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client; nervous, atypical, inappropriateehavior, excessive
interest in legal norms, requirements and restrictions on
financial monitoring in contact with the client; unreasonably
large number of accounts and cards; refusal of the client from
transactions when requesting additional documentsl an
information on such transactions; unreasonable insistence on
speeding up neregulatory transactions; offering the employee
of the economic agent material remuneration for suspicious
financial transactions; incomprehensible insistence by the
client on sevice by the concrete worker of the economic agent;
there is reason to believe that the transaction is carried out in
favor of an unknown economic agent of third parties;
nonpayment or payment of taxes in very small amounts;
control ofvarious unrelated grson$ accounts by one person;
account control by a person unknown to the economic agent;
suspicionindicators of direct financial transactions carried out
by the client or he wants to conduct large and fast turnover of
funds on the account during the day and small balances at the
end of the day; significant changes in the amount of financial
transaction by the client; significant turnover of funds without
opening accountsreceipt of small amounts of funds on the
client's account from a significant number of counterparties,
with the subsequent aggregation of such funds and withdrawal
to another persorgccount activity provides necash receipts
with their withdrawal in cash, without the presence of other
transactions; transfer of funds by a resident legal entity to a
nonresident legal entity and, accordingly, receipt of funds by a
nonresident legal dity from a resident legal entity;
unsubstantiated transactions that do not correspond to the
client's activitiesa significant number of cash transactions that
have no obvious connection with the client's business activities;
discrepancy between incomadaexpenditure transactions of
the client; payments with unclear purpose; operations on
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artificial f ormation of t he «cl

discrepancy and incompatibility of payment details with
information contained in the supporting daotents; the
amounts and volumes of the client's financial transactions do
not correspond to those that are similar to the clients of his/her
branch; unusual circulation of funds abroad; circulation of
funds abroad in one transaction day by different persbuot

with signs of connection; crediting funds from abroad with
rapid withdrawal of funds received abroad; attempts to conduct
transactions within one working day with different employees
of the economic agent; turnover of funds between a legal entity
and an individual- an employee of a legal entity; the client
tries or conducts transactions with counterparties that have a
negative background, reputation with the economic agent; the
circulation of funds between the client and his/her
counterparty, whenhere is reason to believe that they do not
know each other; collection of funds for nmsidents by non
profit organizations; refund of the counterparty bank owing to
the refusal to conduct the transaction; circulation of funds with
the appointment of boswings between counterparties of
unrelated groups of persons; repeated financial transactions for
assignment of claims; significant collection of funds for the
issuance of cash loans from the client's cash designiicant
number of norcash financialtransfersto isswe loans; a
significant number of financial transactions for the issuance of
loans without repayment operations for loans; issuance of
funds by the client as credit to individuals who do not have a
reasonable financial ability to repay theraceipt of only funds
from the state, without other receipts; sending funds to the
border with countries with a risk of terrorist activity branches
of the economic agent; operations with the list of dissd
goods permanent reimbursement of funds tosoeis who have

not previously made paymentsy theinformation on the use
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of the merchantPOSterminal by an unknowrthird party
absence of revenue collection operations on the accounts of the
retail client; purchase of a large number of impersonal dards
one client; receiving a significant number of payments online
in the absence ofrade on the Internet or online activities
conducting transactions on the account of an individual with
signs of entrepreneurial activitgcquisition of assets in a short
period with funds received from ngmofit, charitable,
religious legal entities; carrying out financial transactions for
significant amounts and in large quantities on the accounts of
an insurance company with certain pedpes - concluding
insurance contracts on significantly unfavorable terms,
concluding insurance contracts for amounts that do not meet
possible risks, concluding insurance contracts for impossible
risks, significant changes to contracts in short period,
unreasonable increase of the sum insured, payment of
insurance premiums for more than the contractual amount,
insurance of inconsistent financial condition of the client's
property, occurrence of the client in a very short period of the
insured event, casheimbursement of insurance payments,
reinsurance under the same contracts significantly exceeding
the previous ones, reinsurance of clients with unsatisfactory
financial condition, invalid or forged documents for insurance
payments, reoncluding an insurece agreement with a client
who previously received insurance benefits, reinsurance of
risks from an insurer with unsuitable financial condition,
concluding articles an accounting agreement with a client who
bears risks in relation to uninsured persongjctaling an
insurance agreement with a limited list of documents for
making insurance payments; cash life insurance with a one
time payment of the sum insured, termination of the insurance
contract early with the withdrawal of funds in favor of a third
paty, the payment of sums insured by third parties, fairly large
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payments of agency feesuspicion indicators of different
services and products of economic agemds for cash
transactions inconsistencyf ¢ | i easl tsaldsaction® the
type, naturesize, segment of its economic activity, repeated
systematic cash transactions for significant round amounts,
constant exchange of small banknotes for large banknotes
confirmation of depositing cash proceeds for large amounts,
depositing cash for insigni@nt amounts from many people
with subsequent transfer of funds per person, repeated
depositing funds by the client to ter account with
subsequent accumulated withdrawal of funds from the account
within one transaction dagashwithdrawal for documentesn
unconfirmed settlements with counterparties in cash,
withdrawal of cash from the client's account, for which no
transactions have been carried out for at least six months,
complete zeroing ofs e v e r a | acaounts eéhnotigh @ne
ATM or selfservice eérminal at the same time, the cliérd
transactionsthrough the payment terminal sskérvice for a
large total amount, systematic purchase or sale of foreign
currency for significant amounts of casimusualcash turnover

of the client's business of motiean a third of total turnover,
cyclical circulation of cash through the client's account, the
implementation of cash financial transactions with the
avoidance of threshold transactioregarding loan transactions

- unreasonable repayment of a loan bhiedtparty, absence of
guestions from the client regarding significant loan conditions
and the client's interest in such conditions, the property
guarantor is a third party unrelated to the client, misuse of loan
funds, overdue loan repayment from sournes clear to the
bank, repayment of a lortgrm loan in a very short time,
obtaining a loan by a client is economically impractical, a loan
on deposit; regarding securities transactiahseconomic
inexpediency of securities purchase or sale transactions,
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closedend securities purchase or sale transactions, purchase or
sale of illiquid securities for a significant amount, froarket
purchase or sale price of securities, complex and confusing
nature of securities transactions, purchase or sale securities not
listed on the stock exchange, regular circulation of securities
with one counterparty unrelated clients, settlement period on
securities transactions more than two weeks, unreliable,
inaccurate, erroneous, fictitious supporting documents on
securities tragactions, shoiterm growth of the client's
securities portfolio, there are suspicions that the ultimate
beneficiary of securities transactions is an unknown third party,
the presence of client requests from the Specially Authorized
Body for Financial Mortbring or law enforcement agencies,
banks, regular unprofitable financial transactions with
securitiespurchase and sale of some securities by the client on
the same day or for a short period, unreasonable investment
income; as for trade transactions setting noAmarket and
inappropriate prices of goods and services, inaccurate
information about the quantity, volume, types, categories of
goods for export or import, unclearly complex and confusing
nature of the financial transamh, inappropriate use of letters

of credit, unreasonable import or export of goods according to
foreign trade contract, supply of goods under the terms of the
foreign trade contract to those related to money laundering,
terrorist financing and proliferath of mass destruction
weaponsin the countries or transit of goods through such
countries, economically unreasonable route of good transit,
making significant or repeated changes to the terms of the letter
of credit agreement; regarding transactions eelab storage of
valuablesi t h e cunuseahbehl@awsor, use of three or more
cells by one client, incomprehensible use of the safe by a legal
entity, visit of the client to the safe before depositing cash, use
of the safe by a trusteasfor online tansactions conducting
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online banking operations by unrelated persons from one or
similar IP addresses, discrepancy between the actual location
of the client when conducting transactions and data in the bank
about the client's location when using onlirzenking).

Financial transactions related to terrorist activities and the
proliferation of mass destructiomeapons involve the use of
funds for the direct or indirect financing of terrorism, the
preparation or commission of terrorist acts, the involvenrent i
terrorist activities, public incentives and calls for terrorist,acts
groups, assistance in carrying out terrorist acts, training in
terrorist acts, crossing the border of Ukraite commit
terrorism, financing the proliferation ofmass destruction
weapms; participation in the transaction, persons included in
the lists of terrorists or related persons (Law of Ukraine "On
Prevention and CounteractionMoneyLaundering,Terrorism
Financing and Financing of the Proliferation dflass
DestructionWeapons" bDecember 6, 2019  3-GX).

An economic agent, when attempting to conduct a financial
transaction that may relate to terrorist activities, regardless of
the amount for which the transaction is carried out, must
immediately, but not later than one haaiter blocking the
transaction, notify the Responsible Officer and immediate
supervisor; make copies of the identification documents of
such a person; to carry out additional research on the client;
provide the client to fill in the questionnaire; requadditional
information on contractors; take a written explanation of the
purpose, the essence of the financial transaction from the
client. Then the employee from the financial monitoring
department studies and analyzes the obtained data by
conducting an @ditional check on the financial transaction
participants. A Responsible employee decides to classify the
transaction as terrorisinelated and, accordingly, to block the
transaction, or resume the transaction and unlock it
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Financialoperationghat contan violations in the direction
of antrmoney launderinganti-terrorist financing are financial
transactions that violate the regulations of domestic and foreign
law, norms, recommendations of international,
intergovernmental organizations in antbney lamdering,
antiterrorist financing, proliferationof mass destruction
weapons.

If the operationis not subject to financial monitoring, a
simplified check is performed on such a transaction. Then the
transaction is successfully completed by the economic agent
and the process is completed.

If the transaction is identified as subject to financial
monitoring, the employe&vhich isresponsible for conducting
and verifying the financial transaction shall inform /hes
supervisor of the detection tifis transaction.

The head of the structurdepartmentwherethere was an
attempt to make a financial trsaction subject to financial
monitoring, initiates an intensified inspection of the client's
operations by sending messagdo the Financial Monitoring
Department and the Personnel responsible for financial
monitoring. Moreover, the Responsible Employesist be
notified for different types of transactions in due time: for
threshold financial transactionsvithin two working days from
the date of their implementation or attempt to perform; on
suspicious financial transactions as soon as there is a
suspcion of financial transactions or sufficient grounds for
suspicion.Technically, the notification of financial transactions
is affixed by selecting certain date in the automated system
among all transactions using filters of the required transaction
acording to criteria and indicators; affixing the appropriate
markcomment on the operation with the code and the
operation criteriomame.Oneshould note that the methods and
forms offinancial transactiommessagethat contain violations
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in antrmoney lamdering, antiterrorist financing have own
features methods of submission (sending a letter in the
prescribed form to -enail Financial MonitoringDepartment
agent with a note for the Financial MonitoriBgpartmentby
filling out an electronianessagéorm on the internal portal of
the economic agent, by creating an electranegssagen the
external website of the economic agent); the content of the
message (surname, name, patronymiciad address, position

of the economic agent; essence of the fir@ntransaction
containing violations in artnoney launderingantiterrorist
financing - date of financial transaction, amount of financial
transaction, currency of financial transaction, participants of
the financial transaction, their functions, corteof the
financial transaction, form of settlements, type of asset, how
such financial transactions were identified, list s§ns of
money laundering and terrorist financjinglata on final
beneficiaries, information on third parties related to the
financial transactioron money laundering, terrorist financing,
list of supporting documents regarding the financial
transaction).

The employee of the Financial Monitoring Department
conducts a preliminary study, verification and analysis of the
notification (within ten working days from the next working
day after receiving the message, if necessary, the review period
is extended) if required for additional study of transaction
information. The relevant units of the economic agent study the
transaction (within sean working days from the date of receipt
of the request from the Financial Monitoring Department),
prepare an appropriate conclusion and send it to the Financial
Monitoring Department

Then the employee of thEinancial Monitoring Department
summarizes the information, forms a reasoned conclugien (
information regardinghe message, the date of the transaction,
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the suspect, the essence of the message describing transaction
parameters, circumstances, facts, comments on the studied
information, result of consideraticare giverclearly, logically,
consistently, fully, comprehensivelythe employee of the
Financial Monitoring Departmentapprovesthe conclusion

head of the Hancial Monitoring Departmentsigns it. Upon
confirmation of signiftant risks, an immediate message about
the study results of a financial transaction with significant risk
for taking appropriate measures is sent to the Responsible
Employee and the Head of the Economic Agent (Chairman of
the Management Board). All messagare registered in the
message registers. Then the Responsible Employee decides to
intensify the verification of the transaction.

The next step is to intensify the verification and analysis of
transactions depending on the type of financial transactions
subject to financial monitoring, audited by economic agents:
risky financial transactions, threshold financial transactions,
suspicious financial transactions, financial transactions related
to terrorist activities and proliferatioof mass destruction
weamn, financial transactions involving violations iantk
money launderingnd antiterrorist financing.

Intensified verification and analysis of the client's
transactions subject to financial monitoring are carried out
using the following documents availablto the economic
agent, and additional documents requested from the client: for
individuals - documents confirming the sources of funds (of
sale contracts of movable and real property, documents on
inheritance, on the gift of property, documents on divite
documents on winnings, etc.); statements and certificates of
accounts from other financial institutions; explanation from the
client in writing with a detailed description of the features and
nuances of the transaction legality, and the subsequertfuse
the received cash; data from the questionnaire; other
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documents at the request of the economic agent; for legal
entities - financial reports in the form of balance sheets,
statements of financial performance, declarations and other
forms of financial tatements; documents on paid tax
payments; documents on profit distribution; reports and
certificates of accounts from other financial institutions;
agreements, contracts; explanation from the client in writing
with a detailed description of the featureslanuances of the
legality of the transaction, and the subsequent use of the
received cash; data from the questionnaire; founding
documents; other documents at the request of the economic
agent

The responsible employee organizes and carries out relevant
financial monitoring measures. Messages are entered into the
appropriate registers, information is exchanged with the
Specially Authorized Body, if necessary, by law enforcement
agencies. If necessary, the Responsible Employee of the
Economic Agent sends msages regarding significant risks to
the Supervisory Board if there is a need for its intervention (in
turn, the Supervisory Board receives messages of substantial
risks and takes appropriate measures for financial monitoring)

Business processes of automated internal audit of financial
transactions subject to financial monitoring for various
economic agents are properly controlled at all stages. Control
over the timely identification of financial transactions subject
to financid monitoring, as well as information about such
transactions Responsible employee is entrusted to employees
and heads of departments of the economic agent, which within
its authority to service, support financial transactions of the
client, employees andelds of departments monitoring of the
economic agent, the Chairman of the Management Board, the
Responsible Employees; such controtamstantlycarried out.
Control over the consideration ofessagess entrusted to the

83



Financial Monitoring Committee, towvhich the Financial
Monitoring Departmentreports quarterly on the results of the
examination ofmessage®n financial transactions subject to
financial monitoring.

The control over the timely informing of the Specially
Authorized Body is entrusted to tleenployees of the financial
monitoring unit and the Responsible employees of the
economic agents; such control mnstantly carried out.
Control over the timelynforming of law enforcement agencies
is entrusted to the employees of tR@ancial Monitoring
Department and the responsible employees of economic
agents; such control ionducted when providing such
messages. Control over the proper execution of orders and
directives of the Responsible Employee of the Economic Agent
is entrusted to the employe&om the Financial Monitoring
Departmentand the Responsible Employees of the Economic
Agents; such control isonstantlycarried out.

The Compliance and Supervisiddepartmentcontrol the
measures taken for financial monitorintp which the
ResponsibleEmployee reports on a quarterly basis and in
response to individual inquirie§he employees and the head
of the FinancialMonitoring Department verifythe accuracy of
the data submitted in the reports the Chairman of the
Management Board; such verifttan is performed once a
month before reportingThe employees and the head of the
Financial Monitoring Departmentverify the accuracy of the
data submitted in the reports to the Supervisory Board; such
inspection is carried out once a year.

After a thorogh study of the financial transaction subject to
financial monitoring, the Responsible Officer prepares a
general conclusion, initiates consideration of the decision and
makes a decision in the form of an order or order to conduct a
financial transaction: permission to conduct financial
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transactions and complete the process; refusal to conduct a
financial transaction, notification of the client and entry of data
in the relevant register, notification of the Specially Authorized
Body, and completion of thergcess; suspension of the
financial transaction, initiation of further verification, entry of
data into the relevant register, notification of the Specially
Authorized Body.

After a thorough study of the financial transaction subject to
financial monitorig, the Responsibl&Employee prepares a
general conclusion, initiates consideration of pineblemand
makes a decision in the form of an order to conduct a financial
transaction: permission to conduct financial transactions and
complete the process; refusal to conduct a financial transaction,
informing the client and entry of data in the relevant segi,
informing the Specially Authorized Body, and completion of
the process; suspension of the financial transaction, initiation
of further verification, entry of data into the relevant register,
informing of the Specially Authorized Body.

Oneshould notdhat all measures and actions of employees
and responsible persons of the economic agent to identify
financial transactions that are subject to financial monitoring
must be documented. The dateirdbrmationreceipt, position
and signature of the emplay®f the economic agent are fixed.
All documents received about the client regarding the proper
inspection and study of the client, supporting documents, are
formed in the client's case.

One should also note that the circulation, accounting, and
storage ofinformation on transactions that fall under the
financial monitoring, have their own features: the data has the
status of banking and trade secrets; it is forbidden to leave
documentation in electronic and paper form unattended; it is
forbidden to acquatrand study information with persons who
do not have a special permit; copy, duplicate documents on
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such transactions for purposes not provided for in the financial
monitoring procedures

Thus, the business process model of internal verification of
financial transactions subject to financial monitoring by
economic agents involveseveral stages: initiation of a
financial transaction by a client, identification of a transaction
by an automated system of an economic agent and assigning it
an analytical symbolpreliminary and, if necessary, additional
study and consideration of transactions subject to financial
monitoring, conducting, if necessary, enhanced verification of
the client's financial transactions (verification of risky financial
transactions, veidation of threshold financial transactions,
verification of suspicious financial transactions, verificatién o
financial transactions related to terrorist activities, verification
of financial transactions that contain violationsaint-money
laundering, antiterrorist financing), conducting appropriate
financial monitoring measures, making decisions on
conducting a financial transaction. In tutine relevant officials
supervise all stages of the internal audit of financial
transactions subject to finaat monitoring depending on their
responsibilities.

Development and implementation of an effective automated
internal verification model by economic agents of financial
transactions subject to financial monitoring will allow
identifying risky financial trasactions, threshold financial
transactions, suspicious financial transactions, financial
transactions related to terrorist activities and financing
terrorism at an early stage, financial transactions involving
violations in antimoney laundering, anterrorist financing,
financing the proliferation of mass destruction weapons to
prevent the release of criminal funds into the economy. It will
help stop and hinder these operations, identify new sources,
channels, participants, funding schemes for illega&loine,
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identify and apply appropriate, practical ways and methods to
prevent, combat money laundering, terrorist financing, the
proliferation of mass destruction weapons through legal
economic agents
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4. DEVELOPMENT OF TEMPLATES OF INPUT
AND OUTPUT DOCUMENTS, MESSAGES
RELATED TO THE BEGINNING OF
INSPECTIONS AND OBTAINED MONITORING
RESULTS (ON THE EXAMPLE OF UKRAINE)

Given the annual plan ofanking and noibanking
institutions inspections by the National Bank of Ukraine on
financial monitoring,compliance with currency and sanctions
legislation for 2021 (Table@), as well as the report of the
State Financial Monitoring Service of Ukraine for 2020 on the
results of inspections (Table7) fruitful work carried out by
coordinating, regulatory boel in the financial monitoring can
be traced

Table B. Annual planfor inspections of banking and non
banking institutions by the National Bank of Ukraine on
financial monitoring, compliance with currency and sanctions
legislation for 2021

1 quarter [2™ quarter [3d quarter [4™ quarter
Banking institutions
JSC A ALP/JISCip-BANKO [IJSCB JSC ACB AZEMEL
BANKDO il NDUSTRI AICAPI TALO
JSC AFIRST|JSCA BANK S|JSC AUKRAINIAN [PSCA MTB B ANKDO
INVESTMENT BANK FOR
BANK O RECONSTRUCTION
AND
DEVELOPMENTO
JSC JSC AJSCA RVC BANKO
AOSHCHADBAKONKORDO
JSCi B A N3Kd" PSC i B ANJSC
VOSTOKDO AUKRBUDI NVE S
JSCi ME G A B A|JSCASBERBANKO JSCAUNIVERSALBANK O
Norbanking institutions
LLC fiFC|JSC UKRPOSHTALLC "SWIFT|LLC fE-PAY0 (USREOU
Elaencé (USREOUCode GARANT" (USREOU |Code 36495136)
(USREOUCode |21560045) Code 39859339)
38905834
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continued Tabld.6

TDV fiISKo|LLC AFCO FRASERLOMBARD TD iLOMB
PREMIER "(USREOUCode |DONCREDIT LLC|"HROSHI TUT" "WITH
GARANT PROFI42013017) AINTER-REALITY THE PARTICIPATION OR
"(USREOUCode COMPANYO DISCOUNT SALE, LLQ
37689635) (USREOUCode CENTER FOH
30416462) FINANCIAL SERVICES
MARKET
DEVELOPMENT
(USREOU code 3519721(
JSC fiICo|PJSC SHLLC AFC MARES|Credit union AEXPRESS
VARTA AALLIANCE 0 (USREOU cod{CREDIT UNIONO
"(USREOU cod{(USREOU €0d{40996391) (USREOU code 39045017
14080209) 32495221)
PJSC fInsuranc{PJSC ICHAlnsuranc{LLC AFC PA AT LOMBARDOWITH

Company ASKQ|

Hous® (USREOU

ACTIVITIES"

THE PARTICIPATION OHR

Medservice code 23364325) |(USREOU code ADATE TRADEO LLC,
(USREOU  cod 38800017 ACITY TRADE
13550765) COMPANYO LLC
(USREOU code 4010495(

PJSC IC FINE)LLC AFC FALCONb|LLC fFCO OMEGA|LLC FC fiSystema (code
(USREOU  cod{(USREOU cod{GROUP  "(USREOJUSREOU 37453888)
22321992) 42114342) code 41883355)

LLC AFCO INVEST-|LLC fiFC|LLC AALPHA-LEASING

SERVICE FINHELPPHARMO UKRAINEO (USREOU

(USREOU cod{(USREOU cod{code 33942232)

41738672) 40027358)

LLC FC RARTFINo|LLC APOST|LLC "FC

(USREOU cod{FINANCEO (USREOUINTERLEASING"

38488377) code 38324133) (USREOU code 41765203

LLC FC|fiHromada& CredifLLC AULF-FINANCEQ

AKONGURO Union (USREOU cod|(USREOU code 4111075(

(USREOU cod{24108251)

41962174)

TDV IC|LLC ALAVRIN [LLC FC AOKTAVA

AGRANITEO FINANCES (USREOUFINANCES (USREOU cod

(USREOU cod{code 40369854) 39628794)

42217958)

Source developedby the authorsbased on the plan of inspections on
financial monitoring, compliance with currency and reorganization laws

(2021)
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Thus, in 2021, the NBU appointed? banking institutions
and 32 norbanking institutions to verify compliance with the
requirements of financial monitoring. Also, according to the
report of the SCFM of Ukraine on the results of inspections for
2020, 1036 materials were handed over todaforcement and
intelligence agencies by the State Financial Monitoring Service
of Ukraine, including 607 generalized materials and 429
additional generalized materials.

Table I7. Report of the State Financial Monitoring Service
of Ukraine for 2020 on theesults of inspections

Law enforcement and agencies

Number of
generalized

materials, pcs.

Number
additional
generalized
materials, pcs.

of

Office of the Attorney General 14 48
State Fiscal Service of Ukraine 214 78
National Police of Ukraine 198 35
Security Service of Ukraine 119 133
National AntiCorruption Bureau ol 54 114
Ukraine

State Bureau of Investigation 7 21
Foreign Intelligence Service ¢ 1 0
Ukrain

Source developedoy the authorson the baseaf the report of the State
FinancialMonitoring Service of Ukraine (2020)

The results obtained by the financial system after such
control measures and inspections indicate a-alalken course
aimed at organizing a comprehensive system of aressks of
economic agents by both external kesdand internal units, in
terms of taking appropriate financial monitoring measures.

Despite the fact that the issues of financial monitoring have
been the focus of a wide range of scientists and economists,
aspects of this area remain undiscovered. Theggntists
Leonov, S., Yarovenko, H., Boiko, A., & Dotsenko, T. (2019)
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investigate the information system for monitoring banking
operations related to money laundering; Vovk, V., Zhezherun,

Y., Bilovodska, O., Babenko, V., & Biriukova, A. (2020)
consider iinancial monitoring in a bank as a market instrument

in the conditions of innovative development and digitalization

of t he economy; Ly e-Bawa, vJ., S. ,
Kuzmenko, O., & Koibichuk, V. (2020) disclose gravitational

and intellectual data analysiyy assessing the risk of money
laundering by financial institutions.

Kuzmenko, O., GuleS$S, P., Lyeo
A. (2020) select data and analyze bifurcations of money
laundering risk involving financial institutions; Yashina, N. 1.,
Kashna, O. I., PronchatovRubtsova, N. N., Yashin, S. N., &
Kuznetsov, V. P. (2021) describe financial monitoring of
financial stability and digitalization in federal districts.

Inspections play an important role in both financial and
economic and other ar®aThe need to increase the total
volume of medical examinations in primary care is being
studied by scientists Sallis, A., Gold, N., Agbebiyi, A., James,
R. J. E., Berry, D., Bonus, A., Chadborn, T. (2021); Cheng, X.,
Wang, J., & Chen, K. (2021) descriltke meaning of the
policy of further checks to combat poverty; safety testing is
performed by specialists Huang, G., Yang, L., Zhang, D.,
Wang, X., & Wang, Y. (2021); Kidido, J., Wuni, I., and Ansah,
E. (2021) reveal the need for verification in constagtiFan,

M., Wei, W., Xie, X., Liu, Y., Guan, X., & Liu, T. (2021)
emphasize mandatory software testing.

The successful operation of institutions and organizations
largely depends on the pattern of processes and the typicality of
the documentary componeiitiis is confirmed by the study of
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the effective use of templates in the medical field by scientists
Koley, S., Dutta, P. K., and Aganj, I. (2021); Krause, M.,
Kamal, M., Kruber, D., Halama, D., Hierl, T., Lethaus, B., &
Bartella, A. K. (2021); Positive pects of the application of
templates in technology and engineering are highlighted by
scientists Wadhwani, K., and Awate, SP (2021), Weng, Y.,
Zhang, W., Jiang, Y., Zhao, W., and Deng, Y. ( 2021), Xu, Y.,
Zhang, J., & Brownjohn, J. (2021). Patterns are less
important in the economic sphere.

The procedure for conducting audits of the subjects of
primary financial monitoring for internal audits is determined
by internal instructions and regulations of the economic agent,
and for the requirements afdividual regulatory authorities
responsible for financial monitoring.

The subjects of primary financial monitoring compile
various types of reports and outgoing notifications for
incoming requests and documents related to financial
monitoring.

The Banks internal audits of financial monitoring are
performed by the following structural units of the banking
institution: financial monitoring unit, financial monitoring
committee, customer examination commission, internal audit
unit, audit and control unit, aapliance control and supervision
unit, risk unit, Board, Supervisory Board. The scheme of the
structure of incoming and outgoing documents, messages
related to the start of internal inspections and the obtained
monitoring results is shown in Figure 10.
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Extenal regulatory framework;
data, information, documents,
reports from structural divisions of
the bank, from ABS; requests
from the Responsible employee
of the Bank, management bodies,
ofher structural subdivisions of

Incoming documents and messages

Information, explanations, propesals of
structural subdivisions, application
i

Regulatory requirements
information, documentation

Nofification of violations, information

on

risks, reporting of structural
divisions of the Bank

Information from structural
divisions of the bank, legal

answers, explanations of noms and changes
the bank, extemnal structures structural units
Regulatory requirements Regulatory Requests from i
measures, information requirements extemal insfitutions Irr:e:;)n”rpsa?rgpn
reports, proposals, information, informaion from structural
problematic aspects, issues, documents, answers, stuctural units, fasks units and the
indicators, analysis results explanations of of the Supervisory Board
memos structural units Board
{' .................... T SR T . wvvt l
. Financial Financial Customer Internal ':'::it ig;";:la::: Risk Supervisor
£ menitoring Monitoring Research Audit i management Rule
2 unit Committee Commission | | Department Cm?' supir:rltslun u?m —  yBoard
5
3 i e | R [ [ |
v ¥ ¥ v
Information, reports
Information requests, nofificafions fo extemal
Notices, requirements orders, audit reports institufions, reports to the Decisians to
proposals, recommendations audit reports Supenvisory Board, Iarr'\(:aﬁ::;n

inquiries, reparts, protocols measures, conclusions

recommendations, proposals
decisions, inspections,

regulatory requirements and

Information requests, reports
regulations

Inquiries fo structural divisions of the messages, suggestions
bank; reports to the responsible

employee of the bank, management,

nofifications of transactions subject to
financial menitoring for the JMA,

nofification o the SBU; information for
the NBU; letter-noification to the

client, infemal regulations

Reporting, intemal
methodological materials,

> conclusions on risks, proposals

Output documents and messages

Nofification, decision, protocol

pemmission, conclusion, refusal Management reporting, reports on the

results of assessment and
measurement of compliance risks

Figure 10. Scheme of the structure of incoming and outgoing
documents, notifications related to the start of internal

inspections and the obtained monitoring results
Source compiledby authors

To ensure the organization and functioning of the bank's
effective system for combating money laundering, terrorist
financing and financing the proliferation of weapons of mass
destruction and in accordance with the Regulation on financial
monitoring by baks, approved by the National Bank of
Ukr ai ne from 19.05.2020
financial monitoring unit. The input documents of the financial
monitoring unit are: external regulatory framework; data,
information and documents from structuidivisions of the
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