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Ðàññìàòðèâàþòñÿ òåîðåòèêî-êîäîâûå ñõåìû, ïîñòðîåííûå ñ èñïîëüçîâàíèåì 

ýëëèïòè÷åñêèõ êîäîâ. Ïðåäëîæåíû ñõåìû, ïîçâîëÿþùèå ýôôåêòèâíî 
ïðîòèâîñòîÿòü “ëîáîâûì” àòàêàì çëîóìûøëåííèêà íà êîðîòêèõ äëèíàõ êîäîâ.  
Ïðîâåäåíà ñðàâíèòåëüíàÿ îöåíêà îáúåìà êëþ÷åâûõ äàííûõ äëÿ òåîðåòèêî-
êîäîâûõ ñõåì, ïîñòðîåííûõ ïî îäíîé è äâóì ýëëèïòè÷åñêèì êðèâûì.  

 
ÂÂÅÄÅÍÈÅ 

Îäíèì èç ïåðñïåêòèâíûõ íàïðàâëåíèé â ðàçâèòèè òåîðèè 
ïîìåõîóñòîé÷èâîãî êîäèðîâàíèÿ ÿâëÿþòñÿ ìåòîäû àëãåáðî-
ãåîìåòðè÷åñêîãî êîäèðîâàíèÿ [1,2]. Íåäâîè÷íûå àëãåáðàè÷åñêèå áëîêîâûå 
êîäû, ïîñòðîåííûå ïî àëãåáðàè÷åñêèì êðèâûì (àëãåáðî-ãåîìåòðè÷åñêèå 
êîäû), îáëàäàþò õîðîøèìè àñèìïòîòè÷åñêèìè ñâîéñòâàìè [3]. 
Ïåðñïåêòèâíûì íàïðàâëåíèåì â ðàçâèòèè ìåòîäîâ çàùèòû èíôîðìàöèè 
ÿâëÿþòñÿ èíòåãðèðîâàííûå ìåõàíèçìû, ïîçâîëÿþùèå ñîâìåñòèòü 
ïîìåõîóñòîé÷èâîå êîäèðîâàíèå ñ ìàñêèðîâêîé ïåðåäàâàåìûõ äàííûõ ïîä 
ñëó÷àéíóþ ïîñëåäîâàòåëüíîñòü, òàê íàçûâàåìûå òåîðåòèêî-êîäîâûå ñõåìû 
(ÒÊÑ)[4].  

Èçâåñòíûå ÒÊÑ îáëàäàþò ñóùåñòâåííûì íåäîñòàòêîì – áîëüøèì 
îáúåìîì êëþ÷åâûõ äàííûõ [5-6]. Îäíèì èç ïåðñïåêòèâíûõ íàïðàâëåíèé 
ðàçâèòèÿ ÒÊÑ, íàïðàâëåííûõ íà ïîâûøåíèå ñòîéêîñòè è ñíèæåíèå äëèíû 
êëþ÷à, ÿâëÿåòñÿ èñïîëüçîâàíèå àëãåáðî-ãåîìåòðè÷åñêèõ êîäîâ. 
Ïðèìåíåíèå êîäîâ, ïîñòðîåííûõ ïî àëãåáðàè÷åñêèì êðèâûì (àëãåáðî-
ãåîìåòðè÷åñêèõ êîäîâ), äëÿ ôîðìèðîâàíèÿ ÒÊÑ ïîçâîëèò ïîëó÷èòü 
äîïîëíèòåëüíûé ïàðàìåòð ìàñêèðîâêè êîäà – âèä àëãåáðàè÷åñêîé êðèâîé 
[7]. 

Ïðåäëîæåííàÿ â [8] êîíñòðóêöèÿ ïîçâîëÿåò ñíèçèòü îáúåì êëþ÷à, íî 
ñòîéêîñòü ê âçëîìó òàêîé ñõåìû íà êîðîòêèõ äëèíàõ êîäà, êîòîðûå 
ïðàêòè÷åñêè ðåàëèçóþòñÿ â ñèñòåìàõ ïåðåäà÷è äàííûõ, ñ÷èòàåòñÿ 
íåäîñòàòî÷íîé.  

Àêòóàëüíîé íàó÷íî-òåõíè÷åñêîé çàäà÷åé ÿâëÿåòñÿ ðàçðàáîòêà è 
èññëåäîâàíèå ÒÊÑ, ïîñòðîåííûõ íà ýëëèïòè÷åñêèõ êîäàõ, ïîçâîëÿþùèõ 
ýôôåêòèâíî ïðîòèâîñòîÿòü “ëîáîâûì” àòàêàì ïðîòèâíèêà íà íåáîëüøèõ 
äëèíàõ êîäà.  

 
ÎÑÍÎÂÍÀß ×ÀÑÒÜ 

ÒÊÑ íà ýëëèïòè÷åñêèõ êîäàõ, çàäàííûõ â ïðîåêòèâíîì ïðîñòðàíñòâå 
Ð2.  Ýëëèïòè÷åñêîé êðèâîé â àôôèííîì ïðîñòðàíñòâå À3 íàä ïîëåì 
GF(2m) íàçûâàåòñÿ ãëàäêàÿ êðèâàÿ, çàäàííàÿ óðàâíåíèåì 

2 3 2
1 3 2 4 6y  + a xy + a y = x  + a x  + a x + a ,                           (1) 

èëè â ïðîåêòèâíîì ïðîñòðàíñòâå Ð2, çàäàííàÿ îäíîðîäíûì óðàâíåíèåì 

2 2 3 2 3
1 3 2 4 6y z + a xyz + a yz  = x  + a x z + a xz + a z ,                    (2) 

ãäå ai ∈ GF(2m), ðîä êðèâîé g = 1. 
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Ýëëèïòè÷åñêèé (n, k, d) êîä íàä GF(2m) â Ð2 çàäàåòñÿ ñ ïîìîùüþ 
ãåíåðàòîðíîé ìàòðèöû G âèäà  

( )( ) ( )( ) ( )( )
( )( ) ( )( ) ( )( )

( )( ) ( )( ) ( )( )

0 0 0 1 2 0 1 0 1 2 0 1 0 1 2

1 0 0 1 2 1 1 0 1 2 1 1 0 1 2

0 0 1 2 1 0 1 2 1 0 1 2
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−

−

−

 
 
 

=  
 
  
 

        (3) 

è ðàçìåðíîñòè M × n, M = α, α=3⋅ degF. 
Êàæäûé ñèìâîë ãåíåðàòîðíîé ìàòðèöû ôîðìèðóåòñÿ ïóòåì 

âû÷èñëåíèÿ çíà÷åíèÿ ãåíåðàòîðíîé ôóíêöèè Fj â òî÷êå pi ýëëèïòè÷åñêîé 
êðèâîé. ×èñëî M ãåíåðàòîðíûõ ôóíêöèé îïðåäåëÿåòñÿ êîíñòðóêòèâíûìè 
õàðàêòåðèñòèêàìè ýëëèïòè÷åñêîãî (n, k, d) êîäà. Âèä ôóíêöèé Fj 
îïðåäåëÿåòñÿ ñòåïåíüþ α îòîáðàæåíèÿ òî÷åê êðèâîé è, ñëåäîâàòåëüíî, òàê 
æå çàäàåòñÿ êîíñòðóêòèâíûìè ïàðàìåòðàìè êîäà.  

Òàêèì îáðàçîì, åñëè çàäàíû êîíñòðóêòèâíûå (n, k, d) õàðàêòåðèñòèêè 
ýëëèïòè÷åñêîãî êîäà, òî óíèêàëüíîñòü ãåíåðàòîðíîé ìàòðèöû îïðåäåëÿåò 
íàáîð òî÷åê ð0, ð1, …, ðn-1 , â êîòîðûõ âû÷èñëÿþòñÿ çíà÷åíèÿ 
ãåíåðàòîðíûõ ôóíêöèé.  

Óòâåðæäåíèå 1 Êîíêðåòíûé íàáîð òî÷åê èç ïðîñòðàíñòâà Ð2 
îäíîçíà÷íî çàäàåòñÿ âèäîì ìíîãî÷ëåíà êðèâîé, ò.å. íàáîðîì 
êîýôôèöèåíòîâ a1 … a6, ãäå ∀ai∈GF(2m). 

Ñëåäñòâèå.  Îáúåì ñåêðåòíîãî êëþ÷à (â áèòàõ) â ÒÊÑ, 
ïîñòðîåííîé ïî ýëëèïòè÷åñêèì (n, k, d) êîäàì íàä GF(2m), êîòîðûå 
çàäàþòñÿ ãåíåðàòîðíîé ìàòðèöåé (3), îïðåäåëÿåòñÿ âûðàæåíèåì [8]: 

5K il m= ⋅ .                                              (4) 

Âûðàæåíèå (4) ïîçâîëÿåò îöåíèòü îáúåì ñåêðåòíûõ êëþ÷åâûõ äàííûõ 
â ÒÊÑ, ïîñòðîåííîé ïî ýëëèïòè÷åñêèì êîäàì.  

Â òàáë. 1 ïðåäñòàâëåíû äàííûå, õàðàêòåðèçóþùèå çàâèñèìîñòè 
îáúåìîâ êëþ÷åâûõ äàííûõ îò ðàçìåðíîñòè ïîëÿ GF(2m), íàä êîòîðûì 
ñòðîèòñÿ ýëëèïòè÷åñêèé êîä. 

 
Òàáëèöà 1 

GF(2m) 24 28 210 212 214 216 218 220 

Kl  20 40 50 60 70 80 90 100 

 
Î÷åâèäíî, ÷òî ïðåäëîæåííûé ñïîñîá ïîñòðîåíèÿ ÒÊÑ íà ýëëèïòè÷åñêèõ 

êîäàõ ïîçâîëÿåò ñóùåñòâåííî ñíèçèòü îáúåìû êëþ÷åâîé èíôîðìàöèè ïî 
ñðàâíåíèþ ñ êëàññè÷åñêèìè ñõåìàìè ïîñòðîåíèÿ ÒÊÑ [5, 6]. 

Â òî æå âðåìÿ ïîòåíöèàëüíî ñòîéêèìè ñ÷èòàþòñÿ ñõåìû ñ  
lK > 100 áèò [9]. Êàê ñëåäóåò èç ïðèâåäåííûõ â òàáë. 1 çíà÷åíèé, äëÿ 
ïîñòðîåíèÿ òàêîé òåîðåòèêî-êîäîâîé ñõåìû íåîáõîäèìî èñïîëüçîâàòü 
ýëëèïòè÷åñêèå êîäû ñ äëèíîé êîäîâîãî ñëîâà > 220 áèò, ÷òî íà 
ñåãîäíÿøíèé äåíü â ñèñòåìàõ ïåðåäà÷è äàííûõ ïðàêòè÷åñêè íå 
ðåàëèçóåìî. 

ÒÊÑ íà ýëëèïòè÷åñêèõ êîäàõ, çàäàííûõ â ïðîåêòèâíîì ïðîñòðàíñòâå 
Ð3. Çàôèêñèðóåì ãëàäêóþ ïðîåêòèâíóþ àëãåáðàè÷åñêóþ êðèâóþ Õ â 

ïðîåêòèâíîì ïðîñòðàíñòâå 3P íàä ïîëåì GF(2m) êàê ñîâîêóïíîñòü 
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ðåøåíèé äâóõ îäíîðîäíûõ íåïðèâîäèìûõ àëãåáðàè÷åñêèõ óðàâíåíèé îò 4 
ïåðåìåííûõ ñ êîýôôèöèåíòàìè èç GF(2m):  

( )
( )

1 0 1 2 3

2 0 1 2 3

, , , 0,

, , , 0.

f x x x x

f x x x x

 =


=
                                      (5) 

Â êà÷åñòâå óðàâíåíèé (5) èñïîëüçóåì óðàâíåíèÿ ýëëèïòè÷åñêîé êðèâîé 
(2).  

Ýëëèïòè÷åñêèé (n, k, d) êîä íàä GF(2m) â ïðîñòðàíñòâå Ð3 çàäàåòñÿ ñ 
ïîìîùüþ ãåíåðàòîðíîé ìàòðèöû G âèäà  

( )( ) ( )( ) ( )( )
( )( ) ( )( ) ( )( )

( )( ) ( )( ) ( )( )

0 0 0 1 2 3 0 1 0 1 2 3 0 1 0 1 2 3

1 0 0 1 2 3 1 1 0 1 2 3 1 1 0 1 2 3
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.  (6) 

Óòâåðæäåíèå 2 Êîíêðåòíûé íàáîð òî÷åê èç ïðîñòðàíñòâà Ð3 
îäíîçíà÷íî çàäàåòñÿ âèäîì äâóõ ìíîãî÷ëåíîâ ýëëèïòè÷åñêîé êðèâîé, ò.å. 
íàáîðîì êîýôôèöèåíòîâ a1 … a6, ãäå ∀ai∈ GF(2m) ïåðâîé è âòîðîé 
êðèâûõ.  

Ñëåäñòâèå   Îáúåì ñåêðåòíîãî êëþ÷à (â áèòàõ) â ÒÊÑ, ïîñòðîåííîé ïî 
ýëëèïòè÷åñêèì (n, k, d) êîäàì íàä GF(2m), êîòîðûå çàäàþòñÿ 
ãåíåðàòîðíîé ìàòðèöåé (6), îïðåäåëÿåòñÿ âûðàæåíèåì  

2

i
1

5 mK
i

l
=

= ⋅ ∑ .                                         (7) 

Â òàáë. 2 ïðåäñòàâëåíû äàííûå, õàðàêòåðèçóþùèå çàâèñèìîñòè 
îáúåìîâ êëþ÷åâûõ äàííûõ îò ðàçìåðíîñòè ïîëÿ GF(2m) äëÿ ÒÊÑ, 
ïîñòðîåííîé ñ èñïîëüçîâàíèåì äâóõ ýëëèïòè÷åñêèõ êðèâûõ. 

 
Òàáëèöà 2 

GF(2m) 24 28 210 212 214 216 218 220 

*K
l  40 80 100 120 140 160 180 200 

 
Íà ðèñ. 1 ïðèâåäåíû çàâèñèìîñòè îáúåìà êëþ÷åâûõ äàííûõ 

ñîîòâåòñòâåííî äëÿ ÒÊÑ, ïîñòðîåííîé ïî îäíîé ( Kl ) è äâóì ( *K
l ) 

ýëëèïòè÷åñêèì êðèâûì. 

 

Ðèñóíîê 1 – Çàâèñèìîñòè îáúåìà êëþ÷åâûõ äàííûõ îò äëèíû êîäîãðàììû 

lK 
lK* 
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Êàê âèäíî èç ïðèâåäåííûõ çàâèñèìîñòåé, ìàñêèðîâàíèå ýëëèïòè÷åñêîãî 
êîäà ïóòåì ñîêðûòèÿ êîýôôèöèåíòîâ ìíîãî÷ëåíà êðèâîé â òåîðåòèêî-
êîäîâûõ ñõåìàõ ïîçâîëÿåò ýôôåêòèâíî ïðîòèâîäåéñòâîâàòü “ëîáîâîé” àòàêå 

òîëüêî äëÿ 610n > , ÷òî äëÿ ïðàêòè÷åñêèõ ïðèëîæåíèé íå ðåàëèçóåìî. 
Íàïðîòèâ, ìàñêèðîâàíèå ýëëèïòè÷åñêîãî êîäà ïóòåì ñîêðûòèÿ 
êîýôôèöèåíòîâ äâóõ ìíîãî÷ëåíîâ êðèâîé â òåîðåòèêî-êîäîâûõ ñõåìàõ 
ïîçâîëÿþò óæå äëÿ 1000n >  ýôôåêòèâíî ïðîòèâîñòîÿòü “ëîáîâûì” àòàêàì 
çëîóìûøëåííèêà.  

Òàêèì îáðàçîì, ïðåäëîæåííûå ÒÊÑ  öåëåñîîáðàçíî èñïîëüçîâàòü äëÿ 
çàùèòû ôîðìàëèçîâàííûõ êîäîãðàìì â ñîâðåìåííûõ 
òåëåêîììóíèêàöèîííûõ ñèñòåìàõ. 

 
ÂÛÂÎÄÛ 

Òåîðåòèêî-êîäîâûå ñõåìû íà ýëëèïòè÷åñêèõ êîäàõ ïîçâîëÿþò 
çíà÷èòåëüíî ñîêðàòèòü îáúåì êëþ÷åâûõ äàííûõ ïî ñðàâíåíèþ ñ 
êëàññè÷åñêèìè ñõåìàìè èõ ïîñòðîåíèÿ. Îäíàêî ñòîéêîñòü ê âçëîìó òàêîé 
ñõåìû íà êîðîòêèõ äëèíàõ êîäà ñ÷èòàåòñÿ íåäîñòàòî÷íîé.  

Â ðåçóëüòàòå ïðîâåäåííûõ èññëåäîâàíèé ïðåäëîæåíû ñõåìû, êîòîðûå 
îòëè÷àþòñÿ îò èçâåñòíûõ ïðèìåíåíèåì â êà÷åñòâå ñëóæåáíûõ äàííûõ 
ïàðàìåòðîâ äâóõ ýëëèïòè÷åñêèõ êðèâûõ, ÷òî ïîçâîëÿåò ýôôåêòèâíî 
çàùèùàòü êîðîòêèå ôîðìàëèçîâàííûå êîäîãðàììû è îáåñïå÷èòü çàùèòó 
äàííûõ îò  “ëîáîâûõ” àòàê çëîóìûøëåííèêà. 

 
SUMMARY 

THEORETICAL-CODE CHARTS ON ELLIPTIC KODAS 

Grabchak V.I.  

Theoretical-code charts built with the use of elliptic kodas are examined. Ñharts which 
allow effectively to resist the “frontal” attacks of opponent on short lengths of kodas are offered. 
The comparative estimation of volume of key information for theoretical-code charts, built on one 
and two elliptic curves, is conducted. 
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