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BCTYIl

B cywacHOMYy CBITI IIUPOKO MOMIMPEH] 3aCO0M TIepeiaBanHs iHGOpMaIrii, KOKEeH
3 HUX Ma€ CBOE MPU3HAUEHHS Ta IIIbOBY ayAUTOPiI0. 3 PO3BUTKOM Mepexki [HTepHeT
Bce Ouaplie 1 OUIbIIEe 3aCTOCYHKIB OpPIEHTOBaHI Ha XMapHi cXoBWIa naHux. lle
no3Bosisie  cBiToBiM sigepam [T 30upatu iHpopmaliio TpO KOPUCTYBAUIB,
KOHTPOJIIOBAaTH BMICT Ta HaJaBaTH IUIaTHI MOCIyrH abo IMOKa3yBaTH peKJIaMHI
MOBIJJOMJICHHS KOPUCTYBa4aM.

[IpeBaramMu Takux pilieHb € MOXKJIMBICTh KOPUCTYBATHUCS MOCIYTaMH TaM JI€ €
M1IKITFOYEHHS JI0 TJI00aJIbHOT MEPEXi 3 MOMKIIMBICTIO JIETKOTO CHHXPOHI3yBaHHS HOBUX
IPUCTPOIB Ta MIHIMAJIbHI 3aTpaTd JIOKAJIbHOTO IMCKOBOro mpocropy. Hemomixamu
TaKuX 3aCTOCYHKIB € BCI TI OOMEXEHHS SIKI HaKJIaJal0Th BIIACHUKA HA KOHTEHT SIKUI
MOske 30epiratucsa abo nepenaBatucs. | B pa3i HeJOTpUMaHHS OOJIKOBHIA 3aITUC MOXKE
OyTu 3a0JI0KOBaHIM 1 pa3oM 3 HUM BCl JaHHI, skl OyJM TepellaHi TaHOMY pecypcey.
["apanTyBaTu Te, MO CEPBEPU TAKUX CEPBICIB HE MOXKYTh OyTH CKOMIIPOMETOBaHI,
TOBOPUTH HE JOBOJIUTHCS, OIBII TOTO IIJI0A000BUM TOCTYN A0 1HGOPMAIIIl MiABUIITYE
pU3UK Oe3mocepeTHbO KOMITPOMETAIlil caMOoro 00JIIKOBOTO 3aIUCY .

BupinieHHaM 1iux BCiX HENOMIKIB € BUKOPUCTAHHS JIOKAIBHUX 3aCTOCYHKIB 0€3
npsMoro aoctyny B IHTepHer. Takux AOJATKIB ICHYE MEHIIE 1 MPaLIOOTh BOHU
31e01TBIIIOT0 B MeXaxX O/HI€T onepairiitHoi cuctemu. 11{o nmpu3BoanuTh A0 yCKIIaTHEHHS
npoiiecy oOMiHY y pa3i BIICYTHOCTI MOPTATHBHUX HAKOMHYYBayiB ab0 3B’SI3KYy 3
IaTepneTom.

B nesxux BUmaakax TakoXX € OOMEXEHHS Ha OOJaJHaHHS sIKe MOXke OyTH
BUKOPHUCTAHO JIJIsl Mepefavi JaHUX 1 1e OOYMOBIJICHO MOILIYKOM CYCIJHIX MPHUCTPOIB
rOTOBUX JI0 Iiepenayl TaHux. MeToro 1i€i poOOTH € CTBOPEHHS TPOXU YHIBEpCATbHUX
KOMITOHEHT, $IKi JI03BOJISITh IMIUIEMEHTYBAaTU pilieHHS OOMiHY MH(POBOIO
iH(popmariiero B [Pv4 mepexi Ha onepauiiinux cucremMax Windows 8.1 1 Buie Ta

Android 4.4.4 i Bume. MoBoO Ha sKiif Oy/yTh HalKCaHi [[i KOMIIOHEHTH € Java.
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['070BHOI0O KOMIIOHEHTHOIO € TYyHENb 3B'SI3KY, 3aXUIICHUA HACKPI3HUM
mmm@pyBaHHAM. JIBa 1HIINX KOMIIOHEHTA 1€ TpadidHi JOJATKU B OTOUEHHI SIKUX Oyze
NpaIIOBaTH TOJOBHUM MOIYJNb MiJ PI3HUMH OIEpaliiHUMH cUCTeMaMH. Takox
OTOYEHHS BIAMOBiAE 3a 30€pekeHHs KOPUCTYBalbKoi 1H(OpMalii B KOXHIA 3

oTepariiHuX CUCTEM.



1 THOOPMAIIMHUM OT'JISI

1.1 AHaxi3 iCHylO4HX pillleHb

3HauHy MO0 PUHKY 3aiiMae momaTok Shareit (puc. 1.1), me 6e3xkomToBHUI
JOJIaTOK 7S Tiepenadi (aiiis, M0 HAJAa€ 3MOTY MPHUCTPOSIM OOMIHIOBATUCSA JaHUMHU
yepe3 Wi-Fi mporokosn. KopucryBaui MOXYTh BUKOPUCTOBYBATH HOTO JJid mepenadi
daitniB Oyap-sKOTO TUITY, BKIIOYaroun ¢potorpadii, Biieo, My3uKy, KOHTaKTH, JOJATKH
Ta iHme. [Iporpama po3pobiena ogHoiimenHoro kommaniero SHAREit Technologies
Co. Ltd 1 moctynHa Ha 45 MoOBax, BKIIOYAIOUU POCIMCHKY, aHTJINCHKY, 1CIIAHCHKY,

¢bpaHiry3bKy, apaOChKy 1 KHTACBKY.

® G43G4 N1515

@ SHAREit ®

}{ Invite

SEND

RECEIVE

0 g

1 1 181.9MB

Devices Received Data

Clean up junk files to save space

Pucynok 1.1 — I'onosue mento nonatky SHAREIt
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['onoBHa nepeBara Jo0aaTKy — OlIblla MIBHUIKICTh NEepeAayl JaHUX B MOPIBHSAHHI
3 Bluetooth mpoTtoxomnom. Tpancdep qanux 6e3meyHuit, 3 OTISAY Ha THII I IKITFOYCHHS,
SKUW BUKOPUCTOBYETbCS i mepedadi (aitmiB. Takok BaXJIMBUM € MIATPUMKA
OutbmocTi momysipHuX omnepaniianx cucreM. o mosBu SHAREit 1 momiOHmx
JOAATKIB HaWKpalllUM €JMHUM criocoOoM s mepenadi daitmis 0y Bluetooth, abo
USB-¢aem-nakonuuyBau. Y pasi Bluetooth mBuakicte mnepemaui gaHux Oyna
HE3aJI0BUIbHOIO, a BUKOpHCcTaHHS USB-HakomudyBadiB Majo HETaTUBHHM JOCBIJ,
MOB'A3aHUIN 3apaXEHHSIM MPUCTPOIB, 10 sAKkUX miakiaodeHi USB-nakonuuysauyi, 110
MICTATbH LIKIJIMBI POTPaAMHU.

—  OCHOBHHMM HEIOJIKAMH 1IOTO JIOJATKY €:

—  TIEPEBAHTAXKEHICTh IHTEpPEiCy MO0JaTKy B OCTaHHIX BEPCISAX, BCTAHOBJICHHS
SKUX BUMararoTh 0€3MeKOB1 BUIIPABJICHHS IINX BEPCIH;

—  peXUM «BIDKMBaHHS» CEpBICIB JIOJATKy, 10 HETaTUBHO BIUIMBAE Ha
aBTOHOMHICTB IPUCTPOIO, TOOTO SKILO 3aKPUTHU JOJATOK BIH MIPOJOBXKYE MPAIIOBATH B
(GhOHOBOMY pEKMMI 1 HaBITh SKIIO MPUMYCOBO 3aBEPIIUTH MOTO CEPBICH BiH MO MPU BCE
HaMaraeThCsl BITHOBUTH CBOIO POOOTY;

—  OOMEXeHICTh BUKOPUCTaHHS poToKoioM Wi-Fi;

—  3aKkpuTa KojoBa 0a3a, IK J0JATKY, TaK 1 IPOTOKOIY OOMIHY.

[HImIIMM togaTkoM it oOMiHy (aitiamu 1 He Timbku € Pushbullet (puc. 1.2). Le
HIUPOKO(PYHKIIOHATIBHUN T0AATOK, 110 103BOJIsSiE CHHXPOHI3yBaTH BC1 BJIACHI MPUCTPOI
B €JIMHY €KOCHCTEMY a JOTIOMOT'OI0 Baroro ooikoBoro 3amucy Google abo Facebook
1 T03BOJISIE IUIMTHCS OaraThMa pedamMu MK Tene@oHoM Ta Komm roTepoM. [lepemik
TOTO, 1110 poouTh Pushbullet:

—  oOwmiH ¢aiilaMu Ta MOCUJIAHHIMU;

—  JI3epKaJIbHHM meperisi croBieHs Tenedony Ha [1K;

— npaacunagas CMC 311K

—  BiamaneHu# goctyn a0 (HaiIoBOi CHCTEMH.



10:19 DOvsn

FRIENDS ME FOLLOWING

Comments for: Falcon 9 taking off above

Downtown LA, California
https://www.reddit.com/r/gifs/comme... @

Deli Board: 1058 Folsom St, San

Francisco, CA 94103

Comments for: Here comes the sun... do

do do do </
https.//www reddit. com/r/teslamotors. e

e All Devices -

@ 3 = iy e
Pushing Mirroring SMS Channels Account
)

Pucynok 1.2 — BikHo 00MiHy Mix nprcTposiMu B noaatky Pushbullet

["0710BHI nepeBaru HpOro J0/1aTKYy:

—  NOIATpUMKA 0araTthboX ONEpariiiHuX CHUCTEM, Y TOMY YUCHII IOJaTOK MOXe OyTH
BCTAHOBJIEHUHN sk posmmpenHs maig Chrome-momioHuX OpaysepiB, ane 3 MEBHUMH
0OMeXEeHHSIM 10 (YHKIIOHATY;

—  jerke 00’ eqHaHHS MIPUCTPOIB 3a TOTIOMOTOI0 OOTIKOBUX 3aIUCIB;

—  J3epKaibHe BiIOOpaKEHHS MOBIAOMIICHb MOOUIBHUX MPUCTPOIB;

—  JIOCTYII JI0 30epeKeHNX PECypCiB 32 HASIBHOCTI JOCTYMy 10 [HTEpHETY;
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—  MOXJIMBICTbh BIJIJaJIEHO KepyBaTu (ailJIoBOIO CUCTEMY, aje TUIbKH B J0AaTKax
i1 KepyBaHHsM onepaniiiaux cucreM Windows ta Android.

OCHOBHI HEJIOJIIKU:

—  IIMPOKHUH MeperiKk TOBHOBAXKEHB SIKI HAAAIOTHCS TOAATKY IIPU BCTAHOBJICHHI;

—  nepexorieHHs CMC nmoBi1oMIIEHb, IKI CHHXPOHI3YIOThCs uepe3 [HTepHeT;

—  BIJNpaBKa BiIOYyBA€ThCS JIUINE MPU HASBHOCTI MIAKIIOUEHHS 10 [HTEepHeTy, y
pazi #oro BIICYTHOCTI, IIPH HASIBHOCTI JIOKAJbLHOI MEPEXkKI TOAATOK HE MPaIlIoE;

—  Bcl (aimm 30epiraroThCs HA XMapHOMY CXOBHIII, IO aKTyalli3ye Oe3MeKOoBi
nuTaHHsA 30epiranHs Ganis;

—  IBUAKICT, Tiepepadi ¢ailyliB  oOMEKeHa IIBUIKICTIO MIJKIOYEHHS 10
InTepHery;

—  BIJCYTHICTb IlepeBar y nepezaadi (aiisiip nepes; CydyaCHUMH MECEHIKEpaMHu.

Hacrtymnne cimeiicTBO 101aTKIB [ OOMiHY MOBIAOMIICHHSIMH, SIK1 TAKOXK MOKHA
BUKOPUCTOBYBATH JJIsi OOMiHY (haijiaMu MK MPUCTPOSIMHU € Cy4acHI MECEHDKEepHU TaKi
gk Viber (puc. 1.4), Telegram (puc. 1.5) abo WhatsApp (puc. 1.3).

Mecenpxepd MNpalolTh Ha OUIBIIOCTI omepauiiHux cucteM, Telegram Ta
WhatsApp maroTh BeO Bepcii 10J1aTKiB, 10 JO3BOJISIOTH 0€3 MEPEIIKo 1 MOIparoBaTH
32 Yy>KUM KOMII FOTEpOM 30€perTu pe3yiabTaTH CBOET poOOTH.

Telegram Ta Viber miaTpumyroTh 4aT «3 COOOI0» 3a 3aMOBUYBaHHSIM, a y
WhatsApp Takoi GyHKIIIT HE Ma€e, HATOMICTbD JIOJJATOK JIO3BOJISIE CTBOPUTH YaT 3 Oy/b-
KUM Ta BUJIAJIMTU BCIX OKpiM cebe.

Mecenmxepu HaIalOTh HEOOMEXEHE PO3MIPOM CXOBHINE, aje MaloTh IEBHI

0OME)XEHHSI Ha MaKCUMaJIbHUHN po3Mip (ailiy.



This is my space

Pucynox 1.3 — CtBopenHs yary 3 coboro y WhatsApp

. Mow zameTn

. 3pece GyayT BalIM 3aMeTKW

v [Nepecewinaidte coobLieHWA cloda, YTobkl He 2abeiTe
v CoxpaHAlTe B pezepeHOR KonwK Jatoe Viber
v OTMedardTe BuINOAHEHHBIE 33434K

v [Npocmatpueaiite Ha Aobom ycTpoicTee

Pucynox 1.4 —Yar 3 coboro y Viber
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U3bpaHHoe

Pucynok 1.5 — Yar 3 coboto y Telegram

["onoBHI mepeBaru bOro MmiJIXo1y:
—  JIETKICTh MEpPexXoly — y pa3l BUKOPHUCTAHHS OJIHO 13 IUX MECEHIDKEpPIB HE
NOTPIOHO CTBOPIOBATH HOB1 aKKayHTH;
— poctyn 10 ¢haiioBUX PECypciB BCIOH, JI€ € TOCTYM A0 [HTepHeTy;
— € MOXJIMBICTb JICTKO MOAUTMTHCS (hailJlaMH 3 THIIUMH JIFOAbMU;
OCHOBHI HEJOJIIKH:
—  BlANpaBKa B1I0OYBAETHCS JIMILE IPU HASIBHOCTI MIAKIIOUEHHS 10 [HTEepHETY;
—  BCl (paitnu 30epiraroThCsi HA XMapHOMY CXOBHII, IO aKTyali3ye O€3MeKOBl
nuTaHHsA 30epiranHs Ganmis;
—  IBUAKICT, Tiepenadi ¢aimB oOMEKeHa IMBUIKICTIO IMAKIOYEHHS 10
InTepnery;
—  3absokoBaHMM MO OyIb-SIKUM MMPUYMHAM aKKayHT, O€3 MOBEPHEHHS BTpavyae BCl

30eperKeHi J1aHi.
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1.2 ITocTanoBKka 3agaui

Po3po6ka mpoTokony 0OMiHY Ma€ BiAMOBIAATH TAKUM XapaKTEPUCTHKAM:

- JloBkrHa KITI0Ya aCHMETPUYHOTO MU(PYBaHHI Ma€e CTaHOBUTH 2048 OiT.

- JloBkrHA KITF0Ya CHMETPUYHOTO UG PYBAHHS Ma€ CTAHOBUTH 256 OIT.

- JlaHi Ha BCTAHOBJICHHS 3B’SI3Ky MalTh OyTH TIANMHUCAHI MPUBATHUM
KIIOYEM  BIAMpaBHUKA, 3aM(pyBaBIIM  KOHTPOJIBHY CyMy  BiANpPaBICHOTO
MOBIJJOMJICHHSI.

- Bci inenTudikyroui gaHHl MaroTh Oyt nepeaani nmo mporokoiay UDP i

BaJIIJIOBaHI.

- BukopucTanHs BCiX HasIBHUX MEPEKEBHX I1IKITIOYCHb.

- brnokyBaHHSI HHUTOK TMpOIECIiB TMOTOKAMU BBEACHHS BUBEIACHHS IS
M1JIBUIICHHS €HeProe)EeKTUBHOCTI.

— 3aKpUTTS HEBUKOPUCTOBYBAHMX 3’€/lHaHb MICJIS OJIHIET XBWJIMHHU
IPOCTOIO.

— [ToBTOpHI 3amUTH BIAIPABISAIOTHCS MEPILY XBUIMHY KOXHI 5 CEKyH], B
NOJAJIBIIOMY — pa3 B XBWJIMHY a00 KOJM LIUIBOBHI MPUCTPIN 3adBUTH Npo cede B
Mepexi.

- Koxen mnpucTpiii MIOXBWIMHM PO3CHIAE IIMPOKOMOBHUN TAKeT,
3asIBJISIIOYM CBOIO MTPUCYTHICTb.

Bumoru no momatky Android:

- [TinTprmKa Bepciii onepaiiitHoi cucteM MouynHaruu 3 4.4.4.

— [ToBHa iMIIIIEMEHTAaIlIsE PO3POOJIECHOTO MPOTOKOITY.

— OOMeXeHHS PO3CWIKM TpPU BHMKHEHOMY €KpaHl TMOPTaTUBHOTO
IPUCTPOIO.

Bumoru no nomatky Windows:

— [TinTpumKa Bepcii onepaiiiftHoi cucteM mounHaro4u 3 8.1.

— [ToBHa imMIIIIEMEHTAIlisl PO3pPOOJIEHOT0 MPOTOKOMTY.
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2 BUBIP METOJIB BUPILHIIEHHSA 3AJIAYI

2.1 HpOCKTyBaHHH BJIACHOT'O IMMPOTOKO0JY BCTAHOBJICHHA 3aXUIIICHOTI'O 3B’H3Ky

Cgity Bxxe gaBHO Bigomuii mpotokoi Jipdi — ['ennmana, 3a 10moMororo SKoro
MO>KHO CTBOPHUTH 3aXMILEHHUN KaHaI 3B’5I3Ky 0€3 MOIepeAHiX JOMOBICHOCTEH. Ale
BiJl JTaHOT TEXHOJIOT1i HEOOXITHO BiIMOBUTHUCH Yy 3B'SA3KY 3 TUM, IO TaKUH MPOTOKOI
BUMarae 30epiraTu BiJIMPaBHUKY 3HAYHUH TEpeIiK KIIOUIB JJISI KOXKHOTO OTpUMYyBaya,
y pasi SKIIO HEOOXIHO CTBOPUTHU Hepe3 ACSKUM Yac e OJHY CECCil0 3aXHIIEHOTO
3BsI3KYy. TaKOoXK TeHepallisi HOBUX KIIIOYiB BUMAara€ BUTpAT MPOIECCOPHOTO Yacy Ha
NepeBIpKy HOBUX KJIIOYIB HA KPUITOCTIMKICTb.

Ha BimMminy Big mpotokony Hidbdi — [Nemmmana, icHye mpoTokon RSA skwuii
noOy/I0BaHUI Ha pa30Biid TOHEpallli Mmapu KIIOYiB, MO J03BOJISE CKOPOTUTH 4Yac
BCTAHOBJICHHS 3B'S3Ky Ta TapaHTyBaTH B IMOJAJIBIIOMY MPOCTUN CIOCIO CTBOPEHHS
HOBOI ceccli, Ta MIATBEPKACHHS BOJOJIHHS IMPUBATHUM KIIOYOM 3a JONOMOIOIO
HiAIUCy MU(POBAHOTO MAKETY.

OcHoBHUM 11eHTU(]IKaTOPOM TpUCTporo € myOmiuHuit kioud RSA 2048. Cepsic
J0JIaTKy Ma€ BIJIMOBIJATH HA MIMPOKOMOBHI 3aMMUTH 3 OOKY 1HIIMX MPUCTPOIB.

Sxmo Oyne OoTpUMaHO TAKET 3 JOBXKHHOKO PIBHOIO HYJIIO, TOJI OJATOK Ma€e
BIJIOBICTH Y FOHIKOJ (hopmaTi 3a abIOHOM

{L/W/AIMHNAME}IHmd5(Public key)}

[ToBimoMIIEHHS CKIIaIA€ThCA 3 TPHOX YaCTHH (BUAUICHUX (PITYPHUMU AYKKAMH),
nepila yacTuHa — onepailiiina cuctemMa, BUKOHYe Juuie iHdopMalliiiny poiib, ae «Ly» —
Linux, «W» - windows, «A» — android, «M» — MAC OS / I0OS. Jlpyra yactuHa 1e im’st
MPUCTPOIO SIKE 0OAYaTh 1HII KopucTyBayi. TpeTs yactuHa — e mdS xeur myOaigyHoro
kioda. KopoTka BiAMOBIIb HA TaKUi 3aITUT 0OYMOBJICHA YaCTHM BHKOPUCTAHHIM JIJIS
OJICp)KaHHsI CITUCKY aKTHUBHHX JeBaiiciB. Xem MJ5 BUKOPUCTOBYETHCS 4Yepe3 HOTO
NPOCTOTY W MOCTOTHIO MOBXXHHY IO Ba)JIMBO HAa TOPTATHUBHHUX MPUCTPOSX, SIKi

MPAITIOIOTh Bl aKyMYJISITOPHUX JKEPEIT KUBJICHHS, a BCl XENIOBaH1 JaHHI 1 6€3 Toro
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BiJOM1 200 MOXYTb CTaTi BIJOMI 32 3a[IUTOM OTPHUMYBauyy 1 BUKOPUCTOBY€ETHCS JIUIIIE
K CKOpOUYeHHS a00 KOHTPOJIbHA CyMMa.

3anuT myOIi4HOro Kiitoua Mae opmar:

{PH{md5(Public key)}

e «P» cratuunuit diar 3anuTy myO0a14HOTO KIIF04a 1HIIIOTO IPUCTPOIO.

OpepxyBau Mae TEPEBIPUTH KOPEKTHICTh XENly Ta BIAKUHYTH HEKOPEKTHI
3anuTy. Y pasi BIANOBIIHOCTI BIAMOBIIb Ma€e ckiagatucs 3 ¢iary «F» ta myOiaiaHoro
KJIF04a IPUCTPOIO B (hopMaTi:

{F}{Public key RSA 2048}

B cBoro uepry ozaepxxyBau Mae€ MEpPEBIPUTH BIJANOBIAb Ha BIAMOBIIHICTh
nyOJIYHOTO KIt0Ya HAsIBHOMY X€Ily MpH HOro ojiep:kaHHi, 11 JO03BOJIUTH 3amo0IrTH
CIIOTBOPEHHIO 1H(pOpMallii, IKa MOKe B1IOyTHCS 3 BUKOpUCTaHHAM npoTtokoay UDP.

3anuT Ha BCTAHOBJICHHS 3aXMILEHOTO 3’ €HAHHS Mae hopmMar:

{CHSIGNED(Public key RSA 2048, Enrypted connection data)) }{SIGN}

Ha BcTaHOBIIEHHS 3aXMINEHOTO 3’€qHaHHs BKaszye (uar «Cy», npyra dactuHa
3aMUTY CKJIAJAEThCS 3 JBOX YAaCTHUH IMyOJIYHOTO KIIOYa BIANPABHHUKA, Ta
3alM(pPOBAHOTO TMOBIIOMJIEHHS MyOJIYHIM KJIIOYEM OTpuMyBaya. B 1pomy
MOBIJJOMJICHHI MICTUTBCS HOMEp CeECii, KJII0Y CHMETPUYHOro IH(ppPyBaHHS, YacoBa
BIJIMITKA, 3araJIbHUI pO3Mip MepeaBaHuX JIaHUX, OPT Ha sikoMy posmimieHuit TCP
server socket. Tperst yactuHa makety — e mianuc xeury md5 apyroi vactuau. [Tignuc

BHKOHYETBHCA 3a JOIIOMOI'OIO IIPUBATHOI'O KJIHO4Ya BiI[HpaBHI/IKa.



Sender

Receiver

Broadcast-
Empty packet

ute broadcast

in
Ewery mi ty paclr:E'L

ar ‘LarE,E'E SET'I'-‘.! on emp

Name + md5|(self public key)
md5 _ _
dest public key) if not exist
Full public key RSA 2048

self

Pucynox 2.1 — UML niarpama cTBOpEHHS HOBOTO 3aXIIEHOTO 3B'SI3KY
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[linBoasSYM NPOMDKHUK MIICYMOK Tpeda MiAKPECIUTH, L0 Mapa KIIOYiB

ACUMETPUYHOTO MHU(PPYBAHHS BHUKOPUCTOBYIOTHCS JUIsl IBOX LILJIEH, a caMe 3aKpuTa

JIOCTaBKa JI0 OTpUMyBaya JIaHUX, SKI HEOOXIJH1 JJis BCTAHOBJICHHS MIU(PPOBAHOTO

3B’SI3KYy Ta MIATBEP/KCHHSIM TOTO, IO BIAMPABHUK AIMCHO BOJIOAIE MPUBATHUM

KIIOUOM, SK HACHIZOK TICIs TPOBEJACHHS TMEPEeBIPOK JTOCTOBIPHOCTI

rapaHTyBaTy, 010 OyB OTPUMAHUX HE MOLIKOHKEHUH 1 HE 3MIHEHUM MaKeT.

MOJKHA

Hwxye HaBemenmii koj kiacy Security, IO BIANOBiZa€ 3a BCl omeparlii

mupyBaHHs, sIKI BAKOHYIOTHCS B OJIaTKY 1 OyJIM OMUCaH1 B IbOMY IiAPO3/1LIi:

public class Security {
public static KeyPair generateKeyPair () {

try {

KeyPairGenerator keyPairGenerator = KeyPairGenerator.getInstance ("RSA");
keyPairGenerator.initialize (2048);
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return keyPairGenerator.genKeyPair();

} catch (NoSuchAlgorithmException ignored) {
throw new RuntimeException();

}

}

public static byte[] encrypt (PublicKey publicKey, byte[] data) {
try {

Cipher cipher = Cipher.getInstance ("RSA");

cipher.init (Cipher.ENCRYPT MODE, publicKey):;

return cipher.doFinal (data);

} catch (GeneralSecurityException e) {

throw new RuntimeException (e);

}

}

public static byte[] decrypt (PrivateKey privateKey, byte[] data) {
try {

Cipher cipher = Cipher.getInstance ("RSA");

cipher.init (Cipher.DECRYPT MODE, privateKey);

return cipher.doFinal (data);

} catch (GeneralSecurityException e) {

throw new RuntimeException (e);

}

}

public static SecretKey generateAES () {

try {

KeyGenerator keygen = KeyGenerator.getInstance ("AES");
keygen.init (256);

return keygen.generateKey ()

} catch (NoSuchAlgorithmException e) {

throw new RuntimeException () ;

}

}

public static InputStream securelnputStream(InputStream in, SecretKey key) throws
NoSuchPaddingException, NoSuchAlgorithmException, InvalidKeyException,
InvalidAlgorithmParameterException {

Cipher cipher = Cipher.getInstance ("AES/CFB8/NoPadding") ;

cipher.init (Cipher.DECRYPT MODE, key, new IvParameterSpec(new byte[l6]));

return new CipherInputStream(in, cipher);

}

public static OutputStream secureOutputStream (OutputStream out, SecretKey key)
throws NoSuchPaddingException, NoSuchAlgorithmException, InvalidKeyException,
InvalidAlgorithmParameterException {

Cipher cipher = Cipher.getInstance ("AES/CFB8/NoPadding") ;

cipher.init (Cipher.ENCRYPT MODE, key, new IvParameterSpec(new byte[l6]));

return new CipherOutputStream(out, cipher);

}
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public static byte[] signatureData (PrivateKey privateKey, byte[] input) {
try |

Cipher cipher = Cipher.getInstance ("RSA");

cipher.init (Cipher.ENCRYPT MODE, privateKey);

return cipher.doFinal (Security.md5 (input) .getBytes());

} catch (GeneralSecurityException e) {

return null;

}

}

public static byte[] checkSignature (PublicKey publicKey, byte[] input) throws
GeneralSecurityException/{

if (input.length < 256) throw new GeneralSecurityException ("Not valid");

byte[] data = clip(input, 0, input.length-257);

byte[] signature = clip(input, input.length-256, input.length-1);

Cipher cipher = Cipher.getInstance ("RSA");

cipher.init (Cipher.DECRYPT MODE, publicKey):;

if (Arrays.equals (cipher.doFinal (signature), Security.md5 (data) .getBytes()))
return data;

throw new GeneralSecurityException ("Not valid");

}

}
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2.2 IlpoexryBanHs nogaTrky Android
B ocnoBy noknaaeno npunnui npoektyBanusa KISS (keep it short and simple),
TOMY J0JIaTOK OyJ0 PO3JAUIEHO HAa TP BIKHA, a caMe€ CIUCOK MPUCTPOIB B MEPEXKI,
CIUCOK (haiiJTiB HA BiAMpaBy (TOJIOBHE BIKHO) Ta CIIMCOK MOTIH.
OCKUJIbKHY KO’KHE BIKHO Ma€ CIIMCKHU pO3pO0OJICHO YHIBEpCcalibHA afanTUBHA JIHISA

(puc. 2.2) nist KOXKHOTO 3 HUX.

Title

description

Pucynox 2.2 — JliHist ciuCKiB

Ile#i eneMeHT CKJIaJaeThbcsl 3 MIKTOIpaMHU sKa MpUNMAaEe BIANOBIAHUNA BUIJISA
3aJIEKHOCTI B1J] BMICTY.

HaBkosio mikTorpamu po3milieHUl NpUXOBaHUW KPYroBUM mporpecOap sKuil
BiJIoOpaXkae mporec BiAMpaBKUA abo onxepkaHHs dainy. 3 iHIIOro 00Ky po3MillieHa
KHOIKa Jif siKa 3’SIBJISETHCS MPU BUAUICHHI LBOTO €JIEMEHTY CIHMCKY. MiX LUMH
KOMIIOHEHTaMH PO3MIIIEHO J[Ba MOJIS 3 3ar0JI0OBKOM Ta KOPOTKHUM OIHCOM.

[Ipuknag BukopucTaHHA (puc. 2.3) ejleMeHTa CHHCKY Ha TOJIOBHOMY BIKHI

JOJIaTKYy.
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11:44 C4d4d

DEVICES SHARING ACTIONS

test name =

— Plain text | Clipboard

=] TecTtoBe noeBigoMMNeHHa

Gdann
/storage/emulated/0/®ain

B
(9 URL

http:/google.com

Pucynok 2.3 — ['010BHE BIKHO J0JIaTKy

Ha rosioBHOMY BiKHI PO3MIIIEHUI CIHCOK €JIEMEHTIB FOTOBUX JO BIJINPABKU,
JIaBaroya KHOIKA J0JJaBaHHsI B CITUCOK BMICTY Oydepy 0OMiHY, MMOJe JJ1s 3MIHU Ha3BU
MPUCTPOIO B MEPEKI Ta KHOMIKA MEPEXOY /10 BUOOPY OJep KyBayiB.

Crucok oxepxyBauiB (puc. 2.4) mae aHajoriyHy OYyJOBY, 32 BUKIIOUCHHSIM
MIKTOTpaM, SKi B JOHHOMY BHUIIAJIKy BIJIOBIJIAIOTh ONEpaIliiHIi cucTeMi, a iX KOJip
BKa3ye Ha Te, Y BHECHH I OTPUMyBad B CIIMCOK JOBIPEHHMX (SIKIIO TakK, TO
OJakUTHHM, K0 Hi - yepBoHM). [IporpecObap B mbOMy BUTAIKY 3 SIBISETHCS SKIIO
npUCTpii oHyaliH (3anmoBHIOEThCsl HA 100% u mpuiiMae 3enenuit kouip). [lnaBatoua

KHOIIKa OHOBJIIO€ CIMCOK MPHUCTPOIB SIKI € B Mepexi. Y pasi BUAUICHHS JEKUIbKOX



21
OTPUMYBaUiB IJIaBal04ya KHOIKA 3MIHIOE 300pa>keHHs (puc. 2.5) Ha BIAMOBITHE 1y pasi

HATUCKAHHS BIJNIPABIISIE IOBIIOMJICHHS BCIM BHIUICHUM OJICPKyBadaM.

21:32 CA PV
DEVICES SHARING ACTIONS
Filter: Online Confirmed New

Test android device!
00000000000000000000000000000000
Test linux device!
00000000000000000000000000000001

¢, Test MAC device!
' 00000000000000000000000000000002

Test windows device!
I 00000000000000000000000000000003

Pucynox 2.4 — Criucok HOBUX MPUCTPOiB B Mepexki pizHux OC
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Filter: Online » @ Confirmed 7 New »

Test android device!
00000000000000000000000000000000

HE ©00000000000000000000000000000003

mm Test windows device!

Pucynox 2.5 — Ilpukian BUgiaeHHS JEKITBKOX MPUCTPOIB

BikHO moiit MiCTUTh aHAJOTIYHUI CITMCOK, III0 MICTUTh 3aBAaHHS Ta IMOKa3ye iX
CTaTyCc BUKOHAaHHS. B HbOMY MOXHa MEpErNITHYTH CTaTyC BiAIpaBKH a0 OTPUMAaHHS

daiiniB, y pazi HEOOX1THOCTI BIIMIHUTH Tepeaayvy.



[Tpuknax Bignpasnenns ¢aiury 3 Android momatky:

1:51/0,0Kb/c 2t © Lall il Z @88 x
DEVICES SHARING ACTIONS
Redmi =

Free_Adblocker_Browser_v80.0....
103,27 MB

storage/emulated/0/Download

Pucynok 2.6 — IlinroroBka cnucky 00’ €KTiB 715 BiAMpPaBICHHS
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1:52|0,1KB/c & © il Ll = (@)88 x
DEVICES SHARING ACTIONS
Filter:  Online Trusted New

Pucynok 2.7 — OOpaHHs UIJTbOBUX MPUCTPOIB
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Sharing

Device name Actiong

fMot accepted![FILE [Free Adblesks

Pucynok 2.8 — [linTBepmkeHHs BiAMpaBICHHS
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1:52(2,1MB/cZ © Ll _al = @88 »

DEVICES SHARING ACTIONS

(il Device name
' / 3DBC0OD26961988B29C1F12359A13DB47
3,27 MB

% \ Free_Adblocker_Browser_v80.0....
,J 103,27 MB
A ’ storage/emulated/0/Download

Pucynok 2.9 — TpuBae nepenaBanHs
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1:54|0,2Kb/c 2t © il Ll = @88 «

DEVICES SHARING ACTIONS

> Device name
! 3DBC0OD26961988B29C1F12359A13DB47
103,27 MB

Free_Fl\L(ibIocker_Browser_v80.0....
103,27 MB

/storage/emulated/0/Download

Pucynok 2.10 — [lepenaBanHs 3aBepIIeHO
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2.3 llpoextyBanus intepdeiicy nogarky Windows
Buxos1au 3 1ocBiny mooymoBu AoaaTky Ha Android, muist cripoleHHs opieHTartii
B KOMITOHEHTaXx, 0yJ10 po3po0sieHo OJIn3bKui 1HTEpdelic, BAKOHAHUM Ha CTaHIAPTHUX
KOMIIOHEeHTaxX onepamiiaoi cucremu Windows, ne BikHo € GUI KOMITOHEHTOM SKHM

Kepye Java koJi, Ta mepeiae KOMaH1 BiJl KOPUCTyBaya sJipy.

; Lecal sharing — >

Devices [ Online T Trusted [ Mew Shaig  |Device name Actions

[FILE] aplization.

Pucynok 2.11 — [linroroBka cnucky ¢aimniB



H Local sharing

Devices [ Online [ Trsted [ Mew Sharing |DBViCB name Actions

¢ |[FILE] aplication.exe

Send
Trust

Ban

Remove

Pucynox 2.12 — OGpanHS 1[1IbOBOTO MPUCTPOIO

B Local sharing - ceiivac ~

Device name /192.168.1.150
Send messages/urls/files 0/0/1

O6HoBneHue [1ocTyrnHo o6HOBNEHUE v

Pucynox 2.13 — [linTBepaKeHHS IEPECUITKA



30

B Local sharing - *

Devices | Online [ Trusted [ Mew Shating Device name Actions
[&ndraid] Redmi aplication.exe - Transmiting [38%]

Pucynox 2.14 — TpuBae nepenaBaHHs

HE Local sharing — ™
Devices [~ Online T~ Trusted [ Mew Sharing Device narne Actions
[Andraid] Redmi [FILE] aplic:ation, exe - Done

Pucynok 2.15 — I[lepenaBanHs 3aBepIICHO
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3 IIPOI'PAMHA PEAJII3ALIA

[Iporpamua peamizamiss 1oAaTKy BimOyBaeThcs B y 3ampornoHoBaHomy (Google
cepenosuiii Android Studio. Lle cepenoBuiie Mae MUPOKUIA COEKTP IHCTPYMEHTIB ISt
po3pooku Android-gomarkiB. /s 30epiranss gaHux B 1oAaTky Bukopuctano SQLIite,
sk nerka Ta ¢yskiionansHa BJ[. Ile cxoBuine mMae MICTUTH BiIOMOCTI CTOCOBHO
BJIACHUX KIIIOYIB IMMGpYyBaHHS, Tepeiiky ¢aiiiiB, M0 HAKOIUICHI Ha BIAIpaBy,
KOPHCTYBaUiB Ta iX mMyOJI1uH1 KJIFO4i, CIIMCOK MO/Ii# Ta iX ctaryc. ba3za manux HeoOXximaHa
Bpasi 3aBEpIICHHS CEPBICY JOJATKY, SKUH MICTHTHh BCi Il JlaHi, OKPIM ITyOJIYHUX
KJIFOUIB 1HIIIUX KOPUCTYBAYiB.

[Ipuknan koxy abcTpakTHOrO Kiacy cnucky BaseFragment:

public abstract class BaseFragment {

protected List<Line> lines = new LinkedList<>();
protected MainActivity MAIN;

protected View root;

protected ViewGroup viewGroup;

public BaseFragment (View root, MainActivity MAIN) {
this.MAIN = MAIN;

this.root = root;

this.viewGroup = root.findViewById (getLayout()):;

}

protected abstract int getLayout();
abstract Set<? extends CanBuildLine> getServicelList();

public boolean update () {
Set<? extends CanBuildLine> list = getServicelList();

try {

int 1 = 0;

if(list.size() == 0) throw new RuntimeException();

for (CanBuildLine line : list)

while (line != lines.get (i++) .getParent())

if (i == lines.size()) throw new RuntimeException();

for(Line line : lines) {

if(list.contains(line.getParent())) line.getParent () .updateline(line, this);

else removeline (line);

}

} catch (Exception ex) {
)

for (Line line : lines) line.remove();
lines.clear ()
for (CanBuildLine buildLine : list) lines.add(buildLine.buildLine (viewGroup,

this));
}
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return true;

}

public void addLine (CanBuildLine line) {
lines.add(line.buildLine (viewGroup, this));

}

public boolean removeline (Line line) {

if(lines.contains (line) && SharingService.Pipe.remove(line.getParent()))
return lines.remove (line.remove ());

return false;

}

public void OnIcon(Line line) {}

public void OnSelect (Line line) {}

public void OnUnSelect (Line 1line) {}

public void OnMenuSelect (Line line, int index) {}
public void OnPanelSelect () {}

public void OnFabClick() {}

public List<String> getMenu (Line line) {return new ArrayList<>(); }
public List<Line> getLines () {

return lines;

}

public List<Line> getSelected() {

List<Line> 11 = new ArrayList<>();

for(Line 1: lines) if (l.isSelected()) 1ll.add(l);
return 11;

}
}

Le#t ko crIagKy€eTHCS THITMME KJIaCaMH, 10 BiJIMOBIAIOTH 33 CIIUCKH MIPUCTPOI,
HaKoMUYeHuX (paitnu Ta mofii, ki peanxizoByOTh HOTO aOCTPaKTHI METOAM BIATIOBIIHO
710 TOTpeO KOXKHOTO 3 CITUCKIB.

Po3pobka gomarky mij onepaniiny cuctemy Windows BinOyBaeThCs 3a paxyHOK
NIEPEBUKOPUCTAHHS MOAYJISI TPAHCTIOPTYBAHHS IIITXOM KOMITUTFOBAHHS B jar MOJTYJIb 3

rpadiuniM oroueHHsM Windows.
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BUCHOBKHA

B pesynbpTaTi BUKOHAHHA AUIUIOMHOTO MPOEKTYy OYJO0 CTBOPEHO 1 JAETaIbHO
OMKCAaHO TPOTOKOJ BCTAHOBJICHHS 3amIM(POBAHOTO 3’€IHAHHS B OCHOBY SIKOTO
MOKJIaJICHO HACKpi3He Mu(pyBaHHS, SIKUH BIAIOCS 3pOOMTH CTIMKUM, OC3MEUHUM Ta
epextuBHUM, B Mepexi |Pv4 BuxopuctoBytoun mnpotokonmu TCP ta UDP 3
ypaxyBaHHSM TepeBar KO>KHOro 3 HUX. A caMme MOIIYK MPUCTPOIB MO BCIX HaIBHUX
MEpEeKEeBHUX MIJKIIOYEHHAX 0€3 3HaUHUX BUTpAT Ha IMOIIYK CycCiAiB, aHajgoriuno ARP
3anmutaM. Ta y pa3i HEeOOXiTHOCTI CTBOPEHHsS cecii mepenadi JaHUX BiIKPUBAETHCS
tpuBaiue TCP miakiroueHHs.

[IpocTuii onuc MPOTOKOJIY O3BOJIUTH BIPOBAIUTH MOTO K IJIATIH A0 1THIIUX
(GalioBUX MEHEIKepax pI3HUX ONEpPALlIMHUX CHUCTEM, IHO JIO3BOJUTH JETKO
CHUHXPOHI3yBaTH Bce Oumbine npuctpoiB. Takox WIiNdows momaTtok Moxke
BuKopuctoByBatucs i kKepyBaHHsIM GNU/LINUX BUKOPUCTOBYHOUH eMYISITOD
«Winey.

VY BUMajKy 1bOro JUIIIOMHOIO IPOEKTY OYJI0 IMIUIEMEHTOBAHO 1I€H MTPOTOKOI Y
BUUIAI A0AaTKiB juis omepanidnux cuctem Windows ta Android. Jlomatox mae
MPOCTUN Ta 3po3yMinii 1HTEepdenc, MIHIMYM €KpaHiB, SIKi HAJAalOTh MPOCTOTY Ta
JeTKiCTh BUKOpHcTaHHSA. OCHOBHMMH TpHHIMIIAMH po3poOku craimm  «Single
Responsibility» Ta «Keep it short and simple.

Ha ocHoBi my0OiuyHuX KITt041 po3po0sieHa cucTemMa JOBIPEHOCTEH, 10 I03BOJISIE
Jerko OOMIHIOBaTuCA (aiiaMu MK BJIACHUMU TPUCTPOSAMH 03  3alBUX
MIITBEPKEeHb. Takok OYyJI0 CTBOPEHO CUCTEMY (UIBTPIB, IO JIO3BOJISE PO3ILIIUTH BCl
MPUCTPOi B MEPEXKI.

[Iupoke BUKOPUCTAHHS 3aXHINEHUX MTPOTOKOJIIIB JO3BOJISIE HAAATH KOPUCTYBATY
YIEBHEHICTh B 0€3MEYHOCTI WOTO JTaHWX, X04a O MOKU BCl CUCTEMHM 3HAXOIATHCS 3a

JIOKaJIbHUM OpaHIMayepOM.
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JTOJATOK A

Buxinuauit kon nonatky, daitn MainActivity.java

package com.example.main;

public class MainActivity extends AppCompatActivity {
private Handler handler;

public ViewPager viewPager;

private DevicesFragment devicesFragment;

private SharingFragment sharingFragment;

private ActionsFragment actionsFragment;

private FloatingActionButton fab;

public static LayoutInflater inflater;

@SuppresslLint ("HandlerLeak")

@Override

protected void onCreate (Bundle savedInstanceState) {
super.onCreate (new Bundle());

setContentView (R.layout.activity main);

System.out.println (CONFIG.DIR DESTINATION) ;

if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.JELLY_BEAN) {
ActivityCompat.requestPermissions (MainActivity.this, new
String[] {Manifest.permission.READ EXTERNAL STORAGE,
Manifest.permission.WRITE EXTERNAL STORAGE}, 1);

} else ActivityCompat.requestPermissions (MainActivity.this, new
String[] {Manifest.permission.WRITE EXTERNAL STORAGE}, 1);

inflater = LayoutInflater.from(MainActivity.this);
handler = new Handler () {

@Override

public void handleMessage (@NonNull Message msg) {
switch (msg.what) {

case -10:

showMessage ("Permission denied");

break;

case -1:

if ('update()) handler.sendEmptyMessageDelayed(-1,50);
break;

case 0:

if (viewPager.getCurrentItem() != 0) break;
handler.removeMessages (0) ;
handler.sendEmptyMessageDelayed (0,30000) ;
Network.sendQueryOnlineDevices () ;

break;

}

}

bi

stayAliveService () ;

onSharedIntent () ;

fab = findViewById(R.id.fab);

SectionsPagerAdapter sectionsPagerAdapter = new SectionsPagerAdapter (this,
getSupportFragmentManager () ) ;

viewPager = findViewById(R.id.view pager);
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viewPager.setAdapter (sectionsPagerAdapter) ;

((TabLayout) findViewById(R.id.tabs)) .setupWithViewPager (viewPager);
viewPager.setCurrentItem(l) ;

viewPager.addOnPageChangelListener (new ViewPager.OnPageChangelListener ()
@Override

public void onPageScrolled(int position, float positionOffset, int
positionOffsetPixels) {

}

@Override
public void onPageSelected (int position) {
switch (position) {

case 0:
handler.sendEmptyMessage (0) ;
if (devicesFragment != null) devicesFragment.OnPanelSelect();

else fab.setImageResource (android.R.drawable.ic popup_ sync);
break;

case 1:

handler.removeMessages (0) ;

fab.setImageDrawable (getPastelIcon())

if (sharingFragment != null) sharingFragment.OnPanelSelect();
break;

case 2:

handler.removeMessages (0) ;

fab.setImageResource (android.R.drawable.ic menu close clear cancel);
if (actionsFragment != null) actionsFragment.OnPanelSelect();

break;

}

update () ;

}

@Override

public void onPageScrollStateChanged(int state) {
}

}):

fab.setOnClickListener (new View.OnClickListener () {
@Override

public void onClick (View view) {
stayAliveService () ;

switch (viewPager.getCurrentItem()) {

case 0: devicesFragment.OnFabClick(); break;

case 1l: sharingFragment.OnFabClick(); break;

case 2: actionsFragment.OnFabClick(); break;

}

) ;
}

@Override

protected void onStart () {
super.onStart () ;

stayAliveService () ;

update () ;
handler.sendEmptyMessageDelayed (0, 1000);
}

@Override
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protected void onStop () {
super.onStop () ;
handler.removeMessages (0) ;

}

void addToList (String path) {

try {

SharingService.Pipe.addUnit (UnitTypes.FILE, path);

} catch (FileNotFoundException e) ({

Toast.makeText (this, "File " + new File (path) .getName () + " already added to
list", Toast.LENGTH_ SHORT) .show () ;

}

}

private void onSharedIntent () {

Intent receivedIntent = getlIntent();

String receivedAction = receivedIntent.getAction();

if (receivedAction != null) switch (receivedAction) {

case Intent.ACTION_ SEND:

Uri uri = receivedIntent.getParcelableExtra (Intent.EXTRA STREAM) ;
if (uri '= null) addTolList (getRealPathFromURI (uri));

break;

case Intent.ACTION_ SEND MULTIPLE:

ArrayList<Uri> uris =
receivedIntent.getParcelableArraylListExtra (Intent.EXTRA STREAM) ;

if (uris !'= null) for (Uri uri2 : uris) addTolList (getRealPathFromURI (uri2));
break;

case Intent.ACTION MAIN:

break;

}
}

private void stayAliveService () {

if (!SharingService.isAlive())

startService (new Intent (MainActivity.this, SharingService.class));
SharingService.Pipe.setHandlerUI (handler) ;

}

@SuppressWarnings ("ConstantConditions")

public String getClipboard() {

try A

ClipboardManager clipboard = (ClipboardManager)

getSystemService (CLIPBOARD SERVICE) ;

return clipboard.getPrimaryClip () .getItemAt (0) .getText ().toString();
} catch (NullPointerException ignore) { return ""; }

}

@SuppressLint ("UseCompatLoadingForDrawables")

Drawable getPasteIcon () {

TypedArray a = getTheme () .obtainStyledAttributes (R.style.AppTheme, new
int[] {R.attr.actionModePasteDrawable}) ;

int attributeResourceld = a.getResourceId (0, 0);

return getResources () .getDrawable (attributeResourceld) ;

}

public void showMessage (String msg, boolean fast) {
Snackbar.make (viewPager, msg,
fast?Snackbar.LENGTH SHORT:Snackbar.LENGTH LONG) .show () ;



public void showMessage (String msg) {
showMessage (msg, false);

}

public boolean update () {

try{switch (viewPager.getCurrentItem())
case 0: return devicesFragment.update();
case 1l: return sharingFragment.update ()
case 2: return actionsFragment.update()
}}catch (NullPointerException e) {return false;}
return true;

}

{

’

public String getRealPathFromURI (Uri contentUri) {
String path = contentUri.getPath();

Cursor cursor = this.getContentResolver () .query(contentUri, null, null, null,
null);

if (cursor != null && path != null) {

int idx;

if (path.startsWith ("/external/image") || path.startsWith("/internal/image"))

idx = cursor.getColumnIndex (MediaStore.Images.ImageColumns.DATA) ;
else if (path.startsWith("/external/video") ||

path.startsWith ("/internal/video"))

idx = cursor.getColumnIndex (MediaStore.Video.VideoColumns.DATA) ;
else if (path.startsWith("/external/audio") ||
path.startsWith("/internal/audio"))

idx = cursor.getColumnIndex (MediaStore.Audio.AudioColumns.DATA) ;
else return contentUri.getPath();

if (cursor.moveToFirst ()) {

String result = cursor.getString (idx);

cursor.close();

return result;

}

}

return path;

}

public void setDevicesFragment (DevicesFragment devicesFragment) {
this.devicesFragment = devicesFragment;

}

public void setSharingFragment (SharingFragment sharingFragment) {
this.sharingFragment = sharingFragment;

}

public void setActionsFragment (ActionsFragment actionsFragment) ({
this.actionsFragment = actionsFragment;

}

public void setFabIcon (@DrawableRes int res) {
fab.setImageResource (res);

}

public static void toast (String text) {
Toast.makeText (inflater.getContext (), text, Toast.LENGTH SHORT) .show () ;
}



@Override

public void onRequestPermissionsResult (int requestCode, String permissions|[],

int[] grantResults) {

if (requestCode != 1 || grantResults.length <= 0 || grantResults[0] !=

PackageManager.PERMISSTION GRANTED)
Toast.makeText (MainActivity.this,
Toast.LENGTH_ SHORT) .show () ;

}

}

"Permission denied to work your storage",
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JTOJATOK B

Buxinnuit kon nonatky, ¢aiin SharingService.java

package com.example.main;

public class SharingService extends Service implements Runnable {
private static Storage storage;

private static Thread thread;

private static Set<Unit> unitSet = new LinkedHashSet<>();

private static Set<Device> deviceSet = new LinkedHashSet<>();
private static Set<Action> actionSet = new LinkedHashSet<>();

private Handler notificationHandler;
int notificationID = 0;

private static Pattern url =
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Pattern.compile ("~ (http://www\\. |https://www\\. |http://|https://)?2[a-z0-9]1+ ([\\-

-1[a-z0-91+)*\\. [a-z]1{2,5} (: [0-9]{1,5})2(/.*)28");

public static Set<? extends CanBuildLine> getUnitSet () { return new
LinkedHashSet<> (unitSet); }

public static Set<? extends CanBuildLine> getDeviceSet () { return new
LinkedHashSet<> (deviceSet); }

public static Set<? extends CanBuildLine> getActionSet () { return new
LinkedHashSet<> (actionSet); }

static boolean isAlive() {
return thread !'= null && thread.isAlive();

}

@Override
public IBinder onBind(Intent intent) {
return null;

}

@Override
public void onStart (Intent intent, int startId) {
super.onStart (intent, startId);

try {
if (intent.hasExtra ("confirm")) {
Device device = null;

InetAddress address =

InetAddress.getByAddress (intent.getByteArrayExtra ("address") ) ;

byte[] bPublicKey= intent.getByteArrayExtra ("public");

PublicKey publicKey = Security.deserializePublicKey (bPublicKey) ;

String md5 = Security.md5 (bPublicKey) ;

for (Device d: deviceSet) if(d.getMd5 () .equalsIgnoreCase (md5)) {device = d;
break; }

if (device == null) device = new Device ("Unknown", md5, DeviceTypes.Unix);
device.setPublicKey (publicKey) ;

device.setInetAddress (address) ;

createInputAction (new SenderContainer (intent.getByteArrayExtra ("container")),

device);

}



((NotificationManager)

getSystemService (NOTIFICATION SERVICE)) .cancel (intent.getIntExtra("id",

} catch (Exception ignored) { }

}

@SuppresslLint ("HandlerLeak")

@Override

public void onCreate() {

super.onCreate () ;

storage = new Storage (this);

selfTest ()

if (thread == null || !thread.isAlive()) {
thread = new Thread(this);

thread.start () ;

}

createNotificationChannel () ;

notificationHandler = new Handler () {

@Override

public void handleMessage (@NonNull Message msg) {
if (! (msg.obj instanceof SenderContainer)) return;

SenderContainer container = (SenderContainer) msg.obj;
Intent intent = new Intent (SharingService.this, SharingService.class);

intent.putExtra ("container", container.toByte());
intent.putExtra ("id", notificationID);
intent.putExtra ("public",

Security.serializePublicKey (container.getPublicKey()))
intent.putExtra ("address", container.getInetAddress().getAddress());

intent.putExtra ("confirm", true);

PendingIntent acceptPendingIntent =
PendingIntent.getService (SharingService.this, 10,
PendingIntent.FLAG CANCEL_ CURRENT) ;

Intent intent2 = new Intent (SharingService.this, SharingService.class);

intent.putExtra ("id", notificationID);

PendingIntent denyPendingIntent = PendingIntent.getService (SharingService.this,

20, intent2, PendingIntent.FLAG CANCEL CURRENT) ;

String name = "Unknown";
String md5 =

Security.md5 (Security.serializePublicKey (container.getPublicKey()));

0));

for (Device device : deviceSet) if (device.getMd5 () .equalsIgnoreCase (md5)) {

name = device.getName () + " " + device.getInetAddress();

break;

}

NotificationCompat.Builder builder = new

NotificationCompat.Builder (SharingService.this, "New files")

.setSmallIcon(R.mipmap.ic_launcher)
.setContentTitle (name)
.setContentText ("Send messages/urls/files
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"+container.getCountStrings () +"/"+container.getCountUrls () +"/"+container.getCoun

tFiles())
.setPriority (NotificationCompat.PRIORITY HIGH)

//.addAction (android.R.drawable.ic menu delete, "Ban sender",
.addAction (android.R.drawable.ic menu delete, "Deny",
.addAction (android.R.drawable.ic _input add, "Accept",

.setAutoCancel (true);

NotificationManager notificationManager = (NotificationManager)

getSystemService(NOTIFICATION_SERVICE);

banPendingIntent)
denyPendingIntent)
acceptPendingIntent)



notificationManager.notify(notificationID++, builder.build()):;
}

}i
}

private void createNotificationChannel () {

if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.O) {

int importance = NotificationManager.IMPORTANCE DEFAULT;

NotificationChannel channel = new NotificationChannel ("New files", "New files",
importance) ;

NotificationManager notificationManager =

getSystemService (NotificationManager.class);
notificationManager.createNotificationChannel (channel);

}

}

@Override

public void onDestroy () {
super.onDestroy () ;
thread.interrupt () ;

}

@SuppressWarnings ("InfiniteLoopStatement")

@Override

public void run() {
while (true) {

try {

listenUDP () ;

Thread.sleep (100);

} catch (Exception e) { e.printStackTrace();}
}

}

public static class Pipe {
private static android.os.Handler handlerUI;

public static void forceUpdate () {
handlerUI.sendEmptyMessage (-1) ;
}

public static void setHandlerUI (android.os.Handler handlerUI) {
Pipe.handlerUI = handlerUI;
}

public static Unit addUnit (UnitTypes type, String data) throws
FileNotFoundException {

Unit unit = new Unit (type, data):;

if (unitSet.add(unit)) {

handlerUI.sendEmptyMessage (-1);

return unit;

}

else return null;

}

public static Unit addUnit (String data) {
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try {

if (url.matcher (data) .matches()) return addUnit (UnitTypes.URL, data);
else {

File f = new File(data);

if(f.exists () && !f.isDirectory()) return addUnit (UnitTypes.FILE, data);

else return addUnit (UnitTypes.TEXT, data);
}

} catch (FileNotFoundException e) {return null;}

}

public static Device addDevice (String name, String md5, DeviceTypes type) {
Device tmp = new Device (name, md5, type);

if(!deviceSet.add (tmp)) for (Device one : deviceSet) if (one.equals (tmp)) {
tmp = one.update (name, type):;
break;

}

return tmp;

}

public static boolean remove (Object object) {

if (object instanceof Action) return actionSet.remove (object);

else if (object instanceof Device) return deviceSet.remove (object);
else 1if (object instanceof Unit) return unitSet.remove (object);
else return false;

}

public static void sendEmptyMessage (int i) {
handlerUI.sendEmptyMessage (i) ;

}

}

/**

* empty message - query devices - response: [(0S)L/W/A/M][char-NAME] [md5 (Public
key) ]

* [P] [md5 (Public key)] query public key - response [F][Public key RSA 2048]

* [C] [encrypted (md5 (Public key) + port + AES 512 key)] - create tcp tunnel -
request to try connect to tcp socket

*/

public void 1listenUDP () {

try {

DatagramSocket socket = new DatagramSocket (26885) ;

byte[] buffer = new byte[65536];

DatagramPacket packet = new DatagramPacket (buffer, buffer.length);
global:

while (true) {

socket.receive (packet) ;

if (packet.getLength () == 0){

Network.sendUDPMessage (packet.getAddress (), 26885, "A" +
storage.getSelfDeviceName () +

mdb (serializePublicKey (storage.getSelfKeyPair () .getPublic())));

continue;

}

String response = new String(buffer, 0, packet.getLength());

if (checkFlag (response, 'w', 'L', 'A', 'M'"))({

String md5 = response.substring(packet.getLength()-32);

if (md5.equals (Security.md5 (Security.serializePublicKey (storage.getSelfKeyPair ().
getPublic())))) continue;

for (Device device : deviceSet) if (device.getMd5 () .equals (md5)) {



device.setOnline (true);
device.setInetAddress (packet.getAddress());
Pipe.forceUpdate() ;

continue global;

}

Device device = Pipe.addDevice (
response.substring (1, packet.getLength()-32),
md5,

DeviceTypes.convert (response.charAt (0))

)

device.setInetAddress (packet.getAddress());
Network.sendUDPMessage (packet.getAddress (), 26885, "P"+mdb5);

} else if (checkFlag(response, 'P')) {

if (packet.getlLength() < 33) return;

byte[] serializedPublicKey =

serializePublicKey (storage.getSelfKeyPair () .getPublic());

if (md5 (serializedPublicKey) .equalsIgnoreCase (response.substring(1l,33)))
Network.sendUDPMessage (packet.getAddress(),26885, addAll ("F".getBytes(),
serializedPublicKey)) ;

} else if(checkFlag(response, 'F')) {

setDeviceNetworkData (clip (buffer, 1, packet.getLength()-1),
packet.getAddress());

} else if(checkFlag(response, 'C')) {

System.out.println ("C detect " + packet.getLength());

beginSession(clip (buffer,1l, packet.getLength()-1), packet.getAddress());
}

}

} catch (IOException e) {

e.printStackTrace () ;

}

}

public static void beginSession (Action action) {

SenderContainer container = new SenderContainer ()
.setSessionID(action.getSessionID())

.setTotalSize (action.totalSize())

.setSecretKey (action.getSecurityKey())

.setPort (action.getPort())

.setCountFiles (action.count (UnitTypes.FILE))

.setCountStrings (action.count (UnitTypes.TEXT))

.setCountUrls (action.count (UnitTypes.URL)) ;

byte[] data = addAll (

Security.serializePublicKey (storage.getSelfKeyPair () .getPublic()),

Security.encrypt (action.getDevice () .getPublicKey (), container.toByte())

) 7

byte[] sign = Security.signatureData (storage.getSelfKeyPair () .getPrivatel(),
data) ;

byte[] udpdata = addAll ("C".getBytes (), data, sign);

Network.sendUDPMessage (action.getDevice () .getInetAddress (),26885, udpdata);

}
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private void beginSession (byte[] data, InetAddress address) {

try |

PublicKey destPublicKey = Security.deserializePublicKey(clip(data, O,
data.length-513));

byte[] validData =
data.length-1));
byte[] bContainer = clip(validData, validData.length-256, wvalidData.length-1);
byte[] b = Security.decrypt (storage.getSelfKeyPair().getPrivate (), bContainer);

Security.checkSignature (destPublicKey, clip(data, O,

SenderContainer container = new SenderContainer (b);
container.setPublicKey (destPublicKey) ;
container.setInetAddress (address) ;

boolean isTrust = false;

for (Device device : deviceSet) if (device.getPublicKey () .equals (destPublicKey) &&
device.isTrusted ()) {

isTrust = true;

createInputAction (container, device);

break;

}

if (!isTrust) notificationHandler.sendMessage (Message.obtain(notificationHandler,
0, container));

} catch (Exception ignored) {ignored.printStackTrace();}

}

private void createInputAction (SenderContainer container, Device device) {
actionSet.add (new Action(device, container));

Pipe.forceUpdate() ;

}

private void setDeviceNetworkData (byte[] publicKey, InetAddress address) throws
IOException {

String md5 = Security.md5 (publicKey) ;

for (Device device : deviceSet)

if (device.getMd5 () .equalsIgnoreCase (md5)) {

device.setPublicKey (Security.deserializePublicKey (publicKey)) ;
device.setInetAddress (address);

device.setOnline (true);

Pipe.forceUpdate () ;

}

}

public static void setDevicesOnline (boolean isOnline) {
for (Device device: deviceSet) device.setOnline (isOnline);

}

private static boolean checkFlag(String str, char... flags) {
for (char flag : flags) if (str.charAt(0) == flag) return true;
return false;

}

public static void trustDevice (Device device, boolean val) {
device.setTrust (val) ;

}

public static void banDevice (Device device, boolean val) {
device.setBan (val) ;
if (val) device.setTrust (false);

}
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public static void createAction (Set<Device> devices) {

for (Device device : devices) actionSet.add(new Action (unitSet, device));
unitSet = new LinkedHashSet<> () ;

Pipe.forceUpdate () ;

}

public static class SenderContainer {
private InetAddress inetAddress;
private PublicKey publicKey;

private long timestamp = System.currentTimeMillis() / 1000L;
private long sessionID;

private long totalSize;

private SecretKey secretKey;

private int port;

private int countFiles;

private int countStrings;

private int countUrls;

SenderContainer () {}

byte[] toByte() {

byte[] connectionData = null;

ByteArrayOutputStream byteArrayOutputStream = new ByteArrayOutputStream();
DataOutputStream dataOutputStream = new DataOutputStream(byteArrayOutputStream);
try {

dataOutputStream.writeByte (100) ;

dataOutputStream.writelnt (countFiles) ;

dataOutputStream.writelInt (countStrings) ;

dataOutputStream.writelInt (countUrls) ;

dataOutputStream.writelong (timestamp) ;

dataOutputStream.writelong (sessionlID) ;

dataOutputStream.writelLong (totalSize);

dataOutputStream.write (Security.serializeSecretKey (secretKey)) ;
dataOutputStream.writeInt (port) ;

dataOutputStream. flush() ;

connectionData = byteArrayOutputStream.toByteArray();
dataOutputStream.close() ;

byteArrayOutputStream.close () ;

} catch (IOException ignored) {}

return connectionData;

}

SenderContainer (byte[] in) {

try {

ByteArrayInputStream byteArrayInputStream = new ByteArrayInputStream (in);
DataInputStream datalInputStream = new DatalnputStream(byteArrayInputStream);
datalnputStream.readByte();

countFiles = datalnputStream.readInt();
countStrings = datalnputStream.readInt();
countUrls = datalnputStream.readInt():;

timestamp = datalnputStream.readLong() ;

sessionID datalInputStream.readlLong () ;

totalSize dataInputStream.readLong () ;

byte[] bSecretKey = new byte[32];

datalInputStream.read (bSecretKey);

secretKey = Security.deserializeSecretKey (bSecretKey)
port = datalnputStream.readInt();



datalnputStream.close();
byteArrayInputStream.close ()
}catch (Exception ignored) {}
}

’

public long getTimestamp () {
return timestamp;

}

public SenderContainer setTimestamp (long timestamp) {
this.timestamp = timestamp;
return this;

}

public long getSessionID() {
return sessionlID;

}

public SenderContainer setSessionID(long sessionID) ({
this.sessionID = sessionID;
return this;

}

public long getTotalSize () {
return totalSize;

}

public SenderContainer setTotalSize (long totalSize) ({
this.totalSize = totalSize;
return this;

}

public SecretKey getSecretKey () {
return secretKey;

}

public SenderContainer setSecretKey (SecretKey secretKey) {
this.secretKey = secretKey;
return this;

}

public int getPort () {
return port;

}

public SenderContainer setPort (int port) {
this.port = port;
return this;

}

public int getCountFiles () {
return countFiles;

}

public SenderContainer setCountFiles (int countFiles) ({
this.countFiles = countFiles;
return this;



}

public int getCountStrings () {
return countStrings;

}

public SenderContainer setCountStrings (int countStrings) {
this.countStrings = countStrings;
return this;

}

public int getCountUrls() {
return countUrls;

}

public SenderContainer setCountUrls (int countUrls) {
this.countUrls = countUrls;
return this;

}

public PublicKey getPublicKey () {
return publicKey;

}

public void setPublicKey (PublicKey publicKey) {
this.publicKey = publicKey;
}

public InetAddress getInetAddress () {
return inetAddress;

}

public void setInetAddress (InetAddress inetAddress) {
this.inetAddress = inetAddress;

}

public String toString() {
return "Receive{" +
"timestamp=" + timestamp +
", port=" + port +

, sessionID=" + sessionID +
", totalSize=" + totalSize +

", countFiles=" + countFiles +
", countStrings=" + countStrings +
", countUrls=" + countUrls +

4
P

}
}

private void selfTest () {

byte[] b = new byte[230];

for (int 1 = 0; 1 < b.length; i++) b[i] = (byte) new Random() .nextInt ()
byte[] e = Security.encrypt (storage.getSelfKeyPair () .getPublic (), b);
byte[] b2 = Security.decrypt (storage.getSelfKeyPair () .getPrivate(), e);

if (!Arrays.equals(b,b2)) throw new RuntimeException ("BAD keypair!!!t!iitim;

}
}
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JTOJATOK B

Buxinauit kon nonatky, ¢aitn Network.java

package com.example.main;
public class Network {

public static boolean sendUDPMessage (InetAddress address, int port, @NotNull
String message) {

try {

DatagramSocket socket = new DatagramSocket ()

socket.setBroadcast (true) ;

byte[] sendData = message.getBytes|();

DatagramPacket sendPacket = new DatagramPacket (sendData, sendData.length,
address, port):;

socket.send (sendPacket) ;

} catch (IOException e) { return false; }

return true;

}

public static boolean sendUDPMessage (InetAddress address, int port, @NotNull
byte[] message) {

try {

DatagramSocket socket = new DatagramSocket () ;

socket.setBroadcast (true) ;

DatagramPacket sendPacket = new DatagramPacket (message, message.length, address,
port);

socket.send (sendPacket) ;

} catch (IOException e) { return false; }

return true;

}

public static Set<InetAddress> getBroadcastAddresses() {
Set<InetAddress> broadcastAddresses = new HashSet<>();
StrictMode.ThreadPolicy policy = new
StrictMode.ThreadPolicy.Builder () .permitAll () .build() ;
StrictMode.setThreadPolicy (policy) ;

try {

for (Enumeration<NetworkInterface> interfaces =
NetworkInterface.getNetworkInterfaces(); interfaces.hasMoreElements () ;) {
NetworkInterface networkInterface = interfaces.nextElement () ;
List<InterfaceAddress> interfaceAddresses =
networkInterface.getInterfaceAddresses|() ;

for (InterfaceAddress address:interfaceAddresses)

if (address.getBroadcast () != null)

broadcastAddresses.add (address.getBroadcast ());

}

} catch (SocketException ex) { ex.printStackTrace(); }

return broadcastAddresses;

}

public static void sendQueryOnlineDevices () {
SharingService.setDevicesOnline (false);

for (InetAddress address : getBroadcastAddresses())
Network.sendUDPMessage (address, 26885,"");

}



public static void sendSelfOnline (Storage storage) {
for (InetAddress address : getBroadcastAddresses())

Network.sendUDPMessage (address,

’

}

}

26885,

"A" + storage.getSelfDeviceName ()

+
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Security.md5 (Security.serializePublicKey (storage.getSelfKeyPair () .getPublic())))



JTOJATOK T

Buxigauit kox goaatky, dain Action.java

package com.example.main.domain;

public class Action implements CanBuildLine {

public enum Status {HASHING, WAIT, TRANSMITTING, DONE}
Status status = Status.WAIT;

long sessionID = new Random () .nextLong() ;

Set<Unit> units;

Device device;

public float progress = 0;

long totalsize = -1;

int port;

SecretKey securityKey = Security.generateAES()
Map<Unit, NetworkContainer> container = new LinkedHashMap<> () ;
List<NetworkContainer> networkContainers;

public void newContainer (NetworkContainer networkContainer) ({
Unit unit = new Unit (networkContainer);

units.add (unit) ;

this.container.put (unit, networkContainer);

}

public Action (Device device, SharingService.SenderContainer container)
this.device = device;

port = container.getPort();

sessionID = container.getSessionID();
totalsize = container.getTotalSize();
securityKey = container.getSecretKey () ;

units = new LinkedHashSet<>();
int size =

container.getCountFiles () +tcontainer.getCountStrings () +container.getCountUrls () ;

networkContainers = new ArrayList<>(size);

for (int i = 0; 1 < size; i++) networkContainers.add(null);

new Receiver (device.getInetAddress (), port, networkContainers, this);
status = Status.TRANSMITTING;

}

public Action (Set<Unit> units, Device device) {

this.units = units;
this.device = device;
for (Unit unit: units) {
unit.isInput = true;

if (!'unit.done) {

unit.subscribe (this);

status = Status.HASHING;

}

}

if (!status.equals (Status.HASHING)) md5Notify ()
}

public SecretKey getSecurityKey () {
return securityKey;

}
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public int getPort () {
return port;

}

public Status getStatus() {
return status;

}

public boolean isShowThis () {
return showThis;

}

public void setShowThis (boolean showThis) {
this.showThis = showThis;

}

boolean showThis = false;

@Override

public Line buildLine (ViewGroup vg, BaseFragment executor) ({
Line line = new Line(vg, this);

updateline (line, executor);

line.show () ;

return line;

}

@Override

public void updateline (Line line, BaseFragment executor) {
line.setText (device.getName (),

device.getMd5 () +"\r\n"+humanReadableByteCount (totalsize))

.setImage (TypesUtil.getTypeRes (device.getType (), device.isTrusted()))
.setExecutor (executor)

.selectable (true)

.setOnline (true)

.update () ;

}

public synchronized void md5Notify () {
for (Unit unit : units) if(!'unit.done) return;
status = Status.TRANSMITTING;

Sender sender = new Sender (device.getInetAddress (), buildContainer()):;

sender.beginTCP (this) ;
}

List<NetworkContainer> buildContainer () {
List<NetworkContainer> networkContainers = new ArrayList<>();
for (Unit unit: units) {

switch (unit.type) {

case TEXT: networkContainers.add (new NetworkContainerMessage (unit.data));
unit.md5)) ;

case FILE: networkContainers.add(new NetworkContainerFile (unit.data,
break;
case URL: networkContainers.add(new NetworkContainerURL (unit.data));

}

container.put (unit, networkContainers.get (networkContainers.size()-1));

}

return networkContainers;
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break;

break;
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}

public Set<? extends CanBuildLine> getUnits () {
return units;

}

public Device getDevice() {
return device;

}

public long totalSize () {

if (totalsize == -1) {

totalsize = 0;

for (Unit unit: units) totalsize += unit.size;
}

return totalsize;

}

public int count (UnitTypes unitType) {

int count = 0;

for (Unit unit: units) if (unit.type.equals(unitType)) count++;
return count;

}

public void serverRun (int port) {

System.out.println ("run server");

this.port = port;

SharingService.beginSession (this);

}

public void serverStop (boolean fail) {
if (fail) status = Status.WAIT;

else status = Status.DONE;

}

public long getSessionID() {
return sessionID;

}

public void updateProgress () {

double progress = 0;

long totalsize = 0;

for (Map.Entry<Unit, NetworkContainer> entry : container.entrySet()) {
float unitProgress = entry.getValue () .getProgress/();

progress += unitProgress*entry.getValue () .getSize();

totalsize += entry.getValue().getSize()/100;

if (showThis) {

if (entry.getKey () .status.equals (Status.DONE)) continue;

if (entry.getValue () .getStatus () .equals (com.example.main.pipe.Status.DELIVERED) ) {
entry.getKey () .setStatus (Status.DONE); continue;}

if (isError (entry.getValue () .getStatus())) entry.getKey () .progress = -1;
else entry.getKey () .progress = unitProgress*100;

}

}

if (totalsize == 0) return;

this.progress = (float) (progress / totalsize);
SharingService.Pipe.forceUpdate () ;

}

}



JTOJATOK ]I

Buxigauii ko goxartky, ¢aiur Device.java

package com.example.main.domain;

public class Device implements CanBuildLine {
private String name;

private String mdb5;

private DeviceTypes type;

private boolean isOnline;

private boolean isTrust;

private boolean isBan;

private boolean lostOnline = false;

private PublicKey publicKey;

private InetAddress inetAddress;

public PublicKey getPublicKey () {
return publicKey;

}

public InetAddress getInetAddress () {
return inetAddress;

}

public Device (String name, String md5, DeviceTypes type) {
this.name = name;

this.md5 = md5;

this.type = type;

}

public void setPublicKey (PublicKey publicKey) {
this.publicKey = publicKey;
}

public void setInetAddress (InetAddress inetAddress) {
this.inetAddress = inetAddress;

}

@Override
public Line buildLine (ViewGroup vg, BaseFragment executor)
Line line = new Line(vg, this);

updateline (line, executor);
line.show () ;
return line;

}

@Override

public void updatelLine (Line line, BaseFragment executor) {
line.setText (name, md5)

.setImage (TypesUtil.getTypeRes (type, isTrusted()))
.setExecutor (executor)

.selectable (true)

.setOnline (true) ;

}

@Override



public int hashCode () {
return md5.hashCode () ;
}

@Override

public boolean equals (@Nullable Object obj) {
if (! (obj instanceof Device)) return false;
return md5.equals (((Device) obj).mdb);

}

public void setOnline (boolean online) {
lostOnline = !online && !isOnline;
isOnline = online;

}

public Device update (String name, DeviceTypes type)
this.name = name;

this.type = type;

return this;

}

public String getName () {
return name;

}

public boolean isTrusted() {
return isTrust;

}

public void setTrust (boolean trust) {
isTrust = trust;

}

public void setBan (boolean ban) {
isBan = ban;

}

public boolean isBaned() {
return isBan;

}

public boolean isLostOnline() {
return lostOnline;

}

public DeviceTypes getType () {
return type;

}

public String getMd5 () {
return md5;

}

}
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JTIOJIATOK E

Buxigauii kox goxatky, daiur Unit.java

package com.example.main.domain;

public class Unit implements CanBuildLine {
UnitTypes type;

String data;

String md5;

boolean done;

List<Action> listeners = new LinkedList<>();
long size;

boolean isInput;

NetworkContainer container;

Action.Status status = Action.Status.WAIT;
float progress;

public Unit (NetworkContainer container) {

this.container = container;
switch (container.getType()) {
case TEXT: type = UnitTypes.TEXT;
isInput = true;

md5 = container.getMd5 () ;

size = container.getSize();

data = container.toString();
status = Action.Status.DONE;
return;

case URL: type = UnitTypes.URL;
isInput = true;

md5 = container.getMd5 () ;

size = container.getSize();

data = container.toString();
status = Action.Status.DONE;
return;

case FILE: type = UnitTypes.FILE;
data = ((NetworkContainerFile) container) .getFilename () ;
break;

}

isInput = true;

md5 = container.getMd5 () ;

size = container.getSize();

status = Action.Status.TRANSMITTING;
}

public Unit (UnitTypes type, String data) throws FileNotFoundException {

if (type == UnitTypes.FILE) {
File £ = new File(data);
if(!'f.exists () || f.isDirectory()) throw new FileNotFoundException();

size = f.length();

new AsyncFileHasher (f) {

public void callback (String md5) {
Unit.this.md5 = md5;

if (md5 == null) {
SharingService.Pipe.remove (Unit.this);
SharingService.Pipe.sendEmptyMessage (-10) ;
}

else SharingService.Pipe.forceUpdate()
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done = true;

for (Action action : listeners) action.md5Notify();
}

bi

} else {done = true; size = data.length();}
this.type = type;

this.data = data;

}

public Line buildLine (ViewGroup vg, BaseFragment executor) {
Line line = new Line(vg, this);

updateline (line, executor);

line.show () ;

return line;

}

public void updateline(Line line, BaseFragment executor) {
String title;

if (type == UnitTypes.FILE) title = new File(data) .getName () ;

else if (type == UnitTypes.URL) title = "URL";

else title = "Plain text | Clipboard";

if (isInput) line.setText (title, (type ==
UnitTypes.FILE?humanReadableByteCount (size)+"\r\n":"")+data)

.setImage (TypesUtil.getTypeRes (type))

.setExecutor (executor)

.selectable (true)

.setVisibleProgressBar (true)

.setProgress (progress) ;

else line.setText (title, (type ==
UnitTypes.FILE?humanReadableByteCount (size)+"\r\n":"")+data) .setExecutor (executo
r) .selectable (true);

}

@Override
public int hashCode () {
return data.hashCode() ;

}

@Override

public boolean equals (@Nullable Object obj) {
if (! (obj instanceof Unit)) return false;
return data.equals(((Unit) obj).data);

}

public void subscribe (Action action) {
listeners.add (action);

}

public void setStatus (Action.Status status) {
this.status = status;

}

public String getData() {

return data;

}

public UnitTypes getType () {

return type;

}

}



JTOJATOK K

Buxigauii kon goxatky, dain TypesUtil.java

package com.example.main.domain.types;
import com.example.main.R;
public class TypesUtil {

public static int getTypeRes (UnitTypes type) {
switch (type) {

case URL: return R.drawable.ic link;

case FILE: return R.drawable.ic file;

case TEXT: return R.drawable.ic text;

default: return -1;

}

}

public static int getTypeRes (DeviceTypes type, boolean isTrusted) {
if (isTrusted) switch (type) {

case Android: return R.drawable.ic android trusted;
case MAC: return R.drawable.ic mac trusted;
case Win: return R.drawable.ic windows_trusted;
case Unix: return R.drawable.ic linux trusted;

}

switch (type) {

case Android: return R.drawable.ic android new;
case Win: return R.drawable.ic windows new;
case MAC: return R.drawable.ic_mac_new;

case Unix: return R.drawable.ic linux new;

default: return -1;
}
}
}
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JTOJATOK 1

Buxigauii kox gogatky, darn Utils.java

package com.example.main;

public class Utils {

public static byte[] addAll (bytel[]l... array) {

int size = 0;

for (byte[] b : array) size += b.length;

byte[] joined = new byte[size];

size = 0;

for (byte[] b : array) System.arraycopy(b, 0, Jjoined, (size += b.length) -

b.length, b.length);
return joined;

}

public static byte[] int2byte(int wval) {
return new byte[]{ (byte) ((val >> 8) & OxFF), (byte) (val & OxFF)};
}

public static int byte2int (byte... val) {
return val[0] << 8 | wval[l] ;
}

public static int randRange (int min, int max) {
return (int) (Math.random() * (max - min + 1) + min);

}

public static <T> T[] clip (T[] arr, int start, int end) {

T[] clip =
(T[])java.lang.reflect.Array.newlInstance (arr.getClass () .getComponentType (), end-
start+1);

System.arraycopy (arr, start, clip,0, end-start+l);

return clip;

}

public static byte[] clip(bytel[] arr, int start, int end) {
byte[] clip = new bytel[end-start+l];

System.arraycopy (arr, start, clip,0, end-start+l);

return clip;

}

public static int[] clip(int[] arr, int start, int end) {
int[] clip = new int[end-start+l];

System.arraycopy (arr, start, clip,0, end-start+l);
return clip;

}

public static boolean getBit (byte b, int position) {
return ((b >> position) & 1) == 1;

}

public static String humanReadableByteCount (long bytes) {
int unit = 1024;

if (bytes < unit) return bytes + " B";

int exp = (int) (Math.log(bytes) / Math.log(unit)):;
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String pre = ("KMGTPE").charAt (exp-1) + "";
return String.format ("%.2f %$sB", bytes / Math.pow(unit, exp), pre);
}

public static byte[] longToBytes (long x) {
ByteBuffer buffer = ByteBuffer.allocate(8);
buffer.putlong(x) ;

return buffer.array():;

}

public static long bytesToLong (byte[] bytes) {
ByteBuffer buffer = ByteBuffer.allocate(8);
buffer.put (bytes) ;

buffer.flip();

return buffer.getLong();

}

public static String mdbtoHexString (byte[] bytes) {

StringBuilder result = new StringBuilder();

for (byte aByte : bytes)

result.append (Integer.toString((aByte & 0xff) + 0x100, 16).substring(l));
return result.toString();

}

public static byte[] md5toByteArray (String md5) {

byte[] result = new byte[l6];

for (int i = 0; 1 < 16; i++) result[i] = (byte) Integer.parselnt (md5.substring(i*2,
i*242), 16);

return result;

}

public static byte[] combine (byte[]... arrays) {
int size = 0;

for (bytel[] array : arrays) size += array.length;
byte[] result = new bytel[size];

size = 0;

for (bytel] ar
for (int 1 = 0; 1 < array.length; i++, size++)
result[size] = arrayl[il;

return result;

}

public static String md5(String str) {

try {MessageDigest messageDigest = MessageDigest.getInstance ("MD5");

return md5toHexString (messageDigest.digest (str.getBytes (Charset.forName ("UTF-
8"))))

} catch (NoSuchAlgorithmException e) {

e.printStackTrace();

return null;

}

}

ray: arrays)

static wvoid checkReadBuffer (bytel] buffer, int minSize, int id) throws
SmallBufferException {

if (buffer == null | buffer.length < minSize + 2) throw new
SmallBufferException (minSize+2);

buffer[0] = (byte) (id>>>8);

buffer[1l] = (byte) (id);
}
}



