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ABSTRACT

This research is devoted to solving the issue of increasing the level of cybersecurity in large
companies through the introduction of modern blockchain technology. The urgency of this
problem has been determined for enterprises that have faced with cases of cyber fraud, initiated
not only by hackers but also by company employees. The authors have proposed a system-
dynamic model of the company’s cybersecurity system built using blockchain technology. The
choice of this modeling tool gives an ability to create a computer model of a complex
cybersecurity system for further effective design of the proposed modification. The authors have
made the main emphasis on reducing the threat associated with the human factor since,
according to statistics, 34% of cases are accounted for by the system vulnerability due to user
activities. The researchers have developed a diagram of causal relationships, which imitates
the process of personnel behavior in the environment of an enterprise automated information
system, provided that a person intentionally or unintentionally carries out fraud. The model
takes into account the primary condition when any transaction initiated by a person registered
in the system has fixed in its blockchain. Thus it reflects the system reaction in case of illegal
actions, which further creates the basis for the development of a set of preventive measures.
The authors have proposed a system-dynamic diagram based on an analysis of the causal
relationship diagram. The article describes the components of the model in the form of
differential equations and conducted experimental modeling for various values of some
parameters at the initial level of others to identify the sensitivity of the system. The results have
made it possible to conclude about the increasing system response in cases of employee fraud
in the environment of the company’s automated information system if it bases on blockchain
technology.

Keywords: blockchain, cybersecurity, enterprise information system, fraud, system-dynamic
simulation modeling

1. INTRODUCTION

Most companies face such a problem as decreased reliability of the cyber security system,
which leads to vulnerabilities in the corporate information system of enterprises and violation
of the confidentiality, integrity and availability of data. In the modern world, such problems
usually lead to the loss of information, and, as a result, companies lose their customers, money,
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and reputation. This is due to the intervention of external cyber fraudsters who aim to steal
information, including personal data of clients and banking information. Cybercrime cases are
often committed by enterprise employees who have unlimited access rights, use remote access,
mobile applications, and cloud technologies. Therefore, companies are interested in creating an
effective cybersecurity system that would reduce the number of incidents and prevent cyber
threats. The practice shows that despite the growing investment in the development of a
cybersecurity system, current data protection solutions do not meet the needs of the business.
This conclusion was reached by 81% of respondents surveyed by Dell Technologies. The main
reason is the increase in the amount of information owned by companies. In 2019, its volume
grew by almost 40% as compared to 2018 with a total cost of data loss of more than $1 billion
per organization (DELLTechnologies, 2020). According to the IBM study, about 60% of initial
cases of penetration in the company’s information system was due to account data that were
previously stolen (29% of cases that led to the loss of 8.5 billion records), or software
vulnerabilities (more than 30% of cases) (IBM Security, 2020). On the other hand, 34% of cases
are accounted for by the system vulnerability due to user activities (EY, 2018). The problem of
improving the efficiency of the cybersecurity system of enterprises is global. The average
amount of financial losses from information leaks in June 2019 for medium-sized businesses in
the world amounted to about $3.92 million (Ponemon Institute, 2019). Therefore, companies
are interested in attracting the latest technology to ensure the reliability and security of
information. The following technologies were widely used in 2019: Cloud-native Applications
(60%); Artificial Intelligence and Machine Learning (64%); Software-as-a-Service
Applications (54%); 5G / Cloud Edge (infrastructure) — 67%; Containers — 48%. However, the
problem exists and its consequences are not reduced. Thus, there is a need to involve other
approaches. Although, according to the survey (DELLTechnologies, 2020), 71% of
respondents believe that new technologies create a greater complexity of data protection, while
61% state that they pose a risk to data protection. In our opinion, companies should pay attention
to blockchain technology, which has proven itself to be effective in the financial sphere. This
confirms the growth of investment in developers of corporate blockchain solutions, which in 2019
reached almost $434 miIn, which is by 62% higher than the investment in 2018 (Ledger Insights,
2020). The analytical platform CB Insights identified 58 industries where blockchain can be used,
including cybersecurity (CBINSIGHTS, 2020). Goldman Sachs experts believe that due to the
introduction of this technology, the probability of cyber hacking is reduced during data transfer
because blockchain provides for open registries, advanced cryptography methods, and has
powerful cyber protection as compared to traditional systems (TADVISER, 2020). Since the team
of authors believes in the prospects of using blockchain technology to increase the reliability of
the cyber security system of enterprises, this study used a system-dynamic modeling of a system
that uses blockchain technology and a traditional information system to compare their
effectiveness.

2. LITERATURE REVIEW

Analysis of data from the Scopus database showed that the publication activity on the topic of
cybersecurity has increased by 17.67 times over the past ten years, which indicates a growing
interest in it. This trend is observed in scientific papers on blockchain technologies, which have
been actively studied since 2016. Over the past four years, the number of publications on this
topic has grown by 30.93 times, due to the emerging prevalence of this technology in various
fields, especially Computer Science and Engineering. The authors have formed a bibliometric
map using the VOSviewer software product (VOSviewer, 2020), which made it possible to
analyze scientific studies that reveal the possibilities of using blockchain technology to solve
cybersecurity problems. The map was built based on publications from the Scopus database on
cybersecurity and blockchain.

400



55t International Scientific Conference on Economic and Social Development — Baku, 18-19 June, 2020

It reflects 6 clusters of publications according to keywords (Figure 1). Scientists who consider
issues related to blockchain and cybersecurity study them in conjunction with financial markets,
cryptocurrencies, the Internet of things, and electronic money. They solve the problems of
malware, data protection, authentication, and peer to peer networks that arise in these areas
since they require powerful methods of information protection. The second cluster combines
blockchain, cryptography, electronic data interchange, smart contracts, smart grid, smart power
grid, and commerce, i.e. scientists focus on the software and technical aspect of blockchain
technology and its implementation in the field of commerce. When analyzing other clusters,
they highlight a wide range of technologies that are associated with the possibility of using
blockchains in cybersecurity systems: artificial intelligence, deep learning, intrusion detection
systems, machine learning, 5G mobile communications, big data, cloud computing, edge
computing, etc.
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Figure 1: Bibliometric map based on keywords
(Source: original development)

Scientists study various aspects related to cybersecurity. The issue of digitalization of business
processes is relevant, which contributes to increasing requirements for cybersecurity systems.
This occurs under the impact of Industry 4.0 on entrepreneurship in developed and developing
countries (Tapscott, Tapscott, 2016; Kendiukhov, Tvaronavi¢iené, 2017; Bilan et al., 2019b). It
is also one of the main prerogatives of the state since the consequences of cybercrime affect the
state’s economic security system, which requires certain regulatory measures (Levchenko et al.,
2019; Grencikova et al., 2019). Some authors (Rios et al., 2018) condemn the rapid pace of digi-
talization and automation of companies, noting that this leads to the fact that such technologies
turn into a factor that is destructive rather than integrating, and contributes to the emergence of
new cyber threats for companies and states in general. Another group of authors (Bilan et al.,
2019c; Grytsenko et al., 2010; Rubanov et al., 2019) highlights the relationship between the
amount of funding and the level of development of information technologies. Since the need to
ensure the reliability of the cybersecurity system is growing, there is a need for further improve-
ment and development of investment mechanisms for projects such as the introduction of block-
chain technology in the activities of companies (Levchenko et al., 2018; Sotnyk et al., 2020;
Choo, etal., 2020).
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One of the problematic aspects related to cybersecurity is the human factor, i.e. the participation
of a person in the commission of a crime aimed at embezzlement, destruction or distortion of
information. Researchers (Korablinova, 2017; Grytsenko, Vysochina, 2012; Berzin et al., 2018)
note that today a human has become a part of a complex information system, which increases
its intellectual capabilities towards unauthorized interference in the system. This idea is also
supported by scientists (Bilan et al., 2019a; Pakhnenko et al., 2018). As indicated in the paper
(Cosmulese et al., 2019), the digital revolution affects various aspects of life, including the level
of people's awareness of cybersecurity issues. This impact, on the one side, is an incentive for
the development of IT literacy, according to scientists (Vasylieva et al., 2017b), and on the
other side, this will contribute to the emergence of new forms of cyber fraud, which is one of
the threats. In the paper (Leonov et al., 2017), it is argued that the level of organization of
information systems affects the level of development of the company. This leads to the fact that
ERP-class systems in combination with artificial intelligence systems, Internet of things
systems, cloud technologies, which corresponds to the level of a leading company, contribute
to increasing the reliability of their cybersecurity system. This is also relevant for banking
institutions that are faced with massive cyberattacks, social engineering; therefore, they are
interested in developing modern anti-fraud means (Boiarko, Samusevych, 2011; Druhov et al.,
2019; Vasylieva et al.). Thus, the use of modern mathematical methods (Lyeonov et al., 2019),
new approaches to the development of modern engineering knowledge, creation and
construction of databases and knowledge bases (Melnyk, 2017; Drescher, 2017), and methods
for identifying IT risks (Semenova, Tarasova, 2017) are promising areas for solving this issue.
This study, taking into account the experience of other authors, will consider the prospect of
using blockchain technology to reduce the vulnerability of the company’s information system
and increase the reliability of the cyber security system.

3. RESEARCH METHODOLOGY

The method of system-dynamic modeling was chosen for the research. Its main advantage is

the ability to model the behavior of systems at a high level, based on their information and

logical structure and based on a data-flow approach. The research methodology includes the
following stages:

e Stage 1 — development of a cause and effect diagram. For this purpose, the main elements
of the system were identified: the intention of a person to commit cybercrime; influencing
factors for increasing or decreasing cybercrime; human actions for committing cybercrime
(unauthorized access, copying, destruction and modification of information, user errors,
intentional non-preservation of information); recording data in the blockchain and database
of a traditional information system; user features, company policies, and system
vulnerabilities. Cause and effect relationships were established between the main elements,
which, together with certain elements, formed the parameters of the system. A cause and
effect relationship is positive if an increase (decrease) in the parameter affects the increase
(decrease) of the parameter that is affected, or negative when an increase (decrease) in the
parameter affects the decrease (increase) of the parameter that is affected.

e Stage 2 —development of the flow chart. At this stage, levels were identified, i.e. parameters
that are influenced by a larger number of other parameters, taking into account the positive
and negative effects. Special parameters were taken into account, i.e. those that cause the
corresponding level to increase or decrease. Additional variables and constants were also
used. For each variable was set an equation.

e Stage 3 — setting system parameters and test simulation. For this purpose, limit values are
set for the initial parameters, which show the state of the system as a result of a person’s
intentions to commit cybercrime. The following parameters require changes: a ban on
downloading information, a ban on opening and launching unknown files, a ban on the use
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of external media, limited access, hardware errors, database openness, remote access. If the
need arises, then the appropriate levels are debugged. Then the simulation is performed,
resulting in a visualization of the system’s behavior when there are potential intentions to
commit cybercrime; the system's reactions are determined in the case of recording data in
the blockchain and in the case of using a traditional information system. In the end, we get
a result that shows the reaction of the system to its vulnerabilities in the case of using
blockchain technology and a traditional information system.

4. RESULTS
System-dynamic modeling was performed in the Vensim environment, which is used for

scientific purposes to implement this type of simulation (Ventana Systems, 2015). As a result,
a cause and effect diagram (Figure 1) was constructed, which reflects the logic of the
functioning of flows between the elements of the system.
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Figure 2: Cause and effect diagram
(Source: original development)

The main element is the “intention to commit cybercrime”. The state of this element is affected
by the following factors: a ban on downloading information, a ban on opening and running
unknown files, a ban on using external media, restricted access, the level of user access,
database openness, and remote access. Depending on the state of these factors, the intention
may increase if the user is aware of the absence of such prohibitions, or has unlimited access
rights, etc. The intention may decrease in cases where the company has a high level of
protection, establishes various prohibitions, grants access rights in accordance with the
functional responsibilities of the employee, etc. The model assumes that a cybercriminal intends
to steal information by copying it, or destroy data or change information, or perform intentional
non-saving, unauthorized access, or distort information by making errors. These activities are
selected as the most popular illegal actions that contribute to the emergence of vulnerabilities
of a system and reduce the level of its cybersecurity. If the blockchain technology is
implemented in the company, it provides that all actions are recorded in the blockchain and are

not subject to any changes.
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Accordingly, using an artificial intelligence system, blockchain data can quickly provide
information about user behavior and, as a result, detect violations. The model assumes that the
recording occurs in a traditional information system, but if the information is updated, the
recording in the system may not be saved. The cybersecurity system will need quite a long time
to check activity logs to detect violations. Depending on the results, the company’s policy, user
functions, and the state of system vulnerabilities are changed, which affects the intention to
commit cybercrime. At the second stage, a flow diagram was obtained (Figure 3), which was
constructed using the mathematical apparatus represented by a system of equations (formula
1). The notation for the variables from the system of equations is signed for each element in the
figure 3.
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The flow diagram allowed the simulation to be performed. For this purpose, the values of the
initial parameters were changed and their 128 combinations of limit values were taken. The
values for the parameters (a ban on downloading information, a ban on opening and running
unknown files, a ban on the use of external media, restricted access) were equal to 1 if there are
bans and restrictions in the company, or O if there are none. The value for user access level,
database openness, and remote access was 1 if these parameters are typical for the system, and
0 if these parameters are missing. The simulation occurred at the same time interval. As a result,
128 cases of system behavior were collected for using blockchain technologies and a traditional
information system. The result of the simulation is shown in Figure 4.
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Figure 4: Results of simulation
(Source: original development)

The upper graph of Figure 4 shows the level of risk that is determined by a system that uses
blockchain technology and a traditional information system. According to the implemented
method, if the value approaches 0, the risk of not detecting cybercrime activity is lower; if the
value approaches 1, the risk is higher. Thus, in almost all cases, a system using blockchain
technology has a lower risk level than a traditional information system. The cases where both
systems have a risk level equal to 1 are cases where the company does not establish a ban,
provides unlimited access to users, i.e. this is an option when all security measures are missing.
Accordingly, in this case, no technology can positively affect the cyber security system. The
lower graph in Figure 4 shows the impact of the identified data on system vulnerabilities. A
value of 0 indicates a decrease in vulnerabilities, and 1 indicates an increase in vulnerabilities.
In other words, the use of blockchain technology will reduce the vulnerability of the system in
almost most cases, and the use of a traditional information system only in some cases. As a
conclusion, the use of blockchain technology is more effective than traditional databases, which
will positively affect the reliability of the company’s cyber security system.
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5. CONCLUSION

Thus, the problems associated with the violation of the reliability of cybersecurity systems are
relevant. The consequences may be the loss of financial resources, customer trust, and reduced
reputation and competitiveness. Therefore, cyber security experts must respond in a timely
manner in the event of new types of cyber threats or an increase in the likelihood of
vulnerabilities in the system. There are no unique tools that can fully solve cyber security
problems. Thus, it should be a set of measures that will contribute to the effectiveness and
reliability of the defense system. Most companies increase their investment in the use of modern
technologies, which is condemned by some experts. In our opinion, this is the right approach,
because the increase in the volume of information, the level of human awareness in the use of
modern technologies and devices require new and non-standard approaches. The blockchain
technology is being increasingly used and its scope of application is expanding. Therefore, there
is a fairly good prospect of using it to increase the level of reliability of the cyber security
system in enterprises. The system-dynamic modeling allows making assumptions about the
advantages of this technology over traditional information systems. First, this technology will
not replace the existing one but will complement it, since its main prerogative is to store
information in its original form without changes, which will allow detecting deviations when
trying to implement changes. In the future, it is planned to expand the proposed model by taking
into account other parameters: to increase the number of activities, especially by external users;
to take into account the impact factors at the level of recording data in the blockchain and in
the traditional database.
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