MIHICTEPCTBO OCBITU TA HAYKU VKPAIHU
CYMCBHKUI IEP’)KABHUI VHIBEPCUTET
KA®EJIPA KOMIT'FOTEPHUX HAYK

KBAJII®IKAIIHHA MATICTEPCBhKA
POBOTA

HA TEMY:
«IHpopmaniiiHa TeXHOJI0Tis 3a0e3MeYeHHS]
LHEHTPAJTI30BAHOI0 KOHTPOJII0 32 BUKOopUucTaHusam USB-

HAKONHMYYBA4YiB B KOPIMOPATUBHIN MepeKi»

3aBinyBau

BHITYCKAK40i Kadeapu Josoum A.C.
KepiBHuk poéotu bapyenxko H.JI.
Crynenrta rpynu IH.m-02 Tarapinos B.P.

Cymu 2021



CymcoKuil 0epacasHull VHigepcumem
(na3Ba By3Yy)

DaKyJIbTET EnlT Kadenpa Kowmn tomepnux nayx

CrerianbHICTh «122 - Komn tomepui nayxu)

3aTBepIKYIO:
3aB.Kadeaporo

3ABJIAHHS
HA JUTIJIOMHUIA MPOEKT (POBOTY) CTYAEHTOBI

Tamapinosy Baoumy Pycranosuuy

(mpi3BuiLe, imM’si, IO OATHKOBI)

1. Tema npoekty (po6oTH) Indhopmayiina mexnonozisa sabesneuenns YeHmpanizo8aHo20 KOHMPOIIO
3a suxopucmannam USB-naxonuyyeauie 6 KOpnopamueHiti mepexici

3aTBEP/PKYIO0 HAaKa30M IO IHCTUTYTY Bifg ” 20 p. Ne

2. TepMiH 3/1a4i CTYJJCHTOM 3aKiHUE€HOTO MPOEKTY (poOOoTH)

3. Bxiani naHH1 10 IpoekTy (po6oTH)

4. 3MicT pPO3paxyHKOBO-TIOSICHIOBATbHOI 3amucku  (MEpelik MHTaHb, M0 iX HAJIEeKUTh
po3po0OuTH)

1) Oz2150 mexnoa02il, wo 00380.AmMb peanizysamu nocmasieny zaoayy; 2) Hocmanosxka 3a60anHs

U _opmyeanna sasoannnsa oocuioxcenus,; 3) Q2180 mexnoao2ii, wo sUKOpUCmo8yIombcs nio 4ac

pospobxu dooamxie Ha OC Windows, ASP.NET Core, React; 4) MooeniosarnHs ma npoexmy8aHHtsL,

5) Ilpoepamna peanizauis; 6) Ananiz pe3yibmamis.

5. Ilepenik rpadiuroro marepiany (3 TOYHUM 3a3HAYCHHSIM 000B’I3KOBUX KPECIICHB)

6. KoncynpTanTu 10 mpoekTy (poOOoTH), 13 3HAYEHHSAM PO3/1IiB MIPOEKTY, IO CTOCYETHCS 1X



Ilignwuc, maTta
Po3min Koncynbrant 3aBaaHHsg 3aBmaHHsI
BHUIaB MIPUIHSIB
7. laTa Buavi 3aBJIaHHS
KepiBHuK
(mimmmc)
3aBaHHS IPUIHSB 10 BAKOHAHHS
(miarmuc)
KAJTEHAAPHUU 11JIAH
Ne n/mn ) TepMiH BUKOHaHHS [Tpumitka
Ha3zBa eramniB AUMIIOMHOTO MPOEKTY (poOOTH)
npoexTy (podoTn)
1. Ornsan HasiBHUX PIlIEHb
2. [TocTtanoBka 3amaui Ta (opMyBaHHS 3aBIaHb
JIOCITIJDKEHHS.
3. [TpoekTyBaHHS Ta MOAETIOBAHHS
4. [Iporpamua peanizartis
S. OdopmieHHsT  MOSACHIOBAJIbHOI ~ 3alMCKU IO

KBaTiiKaIiiHOT MaricTepchbkoi podoTH

CTyI[CHT — JUITTIOMHHK

KepiBHUK POEKTY

(miammmc)

(mignmc)




PE®EPAT

3anucka: 117 crop., 23 puc., Ttabmumi, 1 momatok, 24 miTeparypHHUX

JUKEpeL.

O0’eKT AOCTIIKEHHS] — TEXHOJIOT1s 3a0e3MeueHHs [ICHTPaIi30BaHOTO

KOHTpOJII0 32 BUKopucTaHHsM USB-Hakonu4yBadiB B KOPIOpPAaTUBHINA MEpEKi.

MeTta pod0oTH — po3poOKa TEXHOJIOT1, sKa 3a0€3MeUYUTh IIEHTPaTi30BaHUN

KOHTPOJIIO 32 BUKOpUcTaHHAM USB-HakonudyBadiB B KOPIOPATUBHIA MEPEXKI.

PesyabTatn — OyJ0 MPOBEACHO aHai3 MPEAMETHOI 00JacTi, SKUAN
CKJIaJIaBCsl 3 OTJISAY JIITEPATypy Ta aHali3y HasBHUX pilieHb. JlocaimkeHo HasiBHI
criocoOu 3a0e3neueHHs MepeKeBO1 B3aeMO/I11, METOIM TTOOYA0BH BeO-101aTKIB Ta
criocoOn B3aemofii 3 omepariitHoro cuctemoro Windows. Ilposeaeno anaii3
3aco0IB MPOrpamMHOi peaiizailii, sKi JO3BOJSATH PO3POOUTH  TEXHOJIOTIIO
[EHTPAII30BAHOTO  KOHTPOJIIO  BUKOPHUCTAHHS USB-nakonuuyBa4iB B
KopriopaTuBHiil Mepexi. [licis aHamizy npeaMeTHoi 00J1acTi Ta 3aco0iB peanizallii
OyJI0 MIPOBEICHO MPOSKTYBAaHHS Ta MOJICIIOBAHHS TEXHOJIOTII i yac, sikoi Oyna
po3po0iieHa jaiarpama BaplaHTIB BUKOPUCTaHHS, CTBOPEHHM MPOTOTHUIl BeO-
iHTepdeicy Ta CpoeKTOBaHa CTpyKTypa 0a3u gaHux. Ha 3aBepinasbHOMY eTarii
Oy70 TPOBENEHO MpOTpaMHy peaiizaiiro. PesympratomMm pobotu € po3pobieHa
TEXHOJIOTis, sKa 3a0e3rnedye ICHTPaTi30BaHWK KOHTPOJIb 3a BHKOPHUCTAHHSIM

USB-HakonuuyBayiB B KOPIOPATUBHIN Mepexi.

TEXHOJIOI'TI KOHTPOJIIO BUKOPUCTAHHS USB ITPUCTPOIB, ASP.NET
CORE, C#, JAVASCRIPT, REACT, ENTITY FRAMEWORK CORE,
POSTGRESQL, WMI, TCP
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BCTYII

Ha crorognimmniit aens USB-nakonuuyBadi HaOyJIM MHPOKOI MOMYJISIPHOCTI
3aBJIIKM HEBEJIMKOMY pPO3MIpy, 3HaYHOMY 0OCATy mam’siTi, JOCTYMHINA IiHI Ta
MOPTAaTUBHOCTI, L0 JI03BOJISIE 3pYYHO 30epiratu Ta mepeHocUTy (aitu 3 OHOTO
KOMII'toTepa Ha iHmMi. OHaK L1 XapaKTEepUCTUKU POOJIATh iX TpUBaOIMBUMU AJIs
3noBMucHUKIB[1]. [Ipr HeXTyBaHHI 3ax0/1aMu OE3MEKH, IO HANIPABJICHI HAa 3aXKCT
KOMIT IOTEpIB BiJ] HeOaxkanux mijakiouenb USB-npuctpoiB, koMmaHii pu3nuKyoOTh
3a3HaTH CYTT€BUX 30UTKIB. 3JIOBMHUCHUKM MOXYTh BHKOpuctoByBatu USB-
HAKOIMWYYyBayil JUIsl 3apa)K€HHs 1HIIMX KOMI'IOTEPIB WIKIJJIMBUMH MPOrpaMaMu ado
NOLYNMUTH  KOHQimeHIiHy iHpopmMario[2]. OcraHHiIM dYacoM  HaOy/H
pPO3MOBCIOJKEHHSI aTakd depe3 HaueOTo 3aryoOisieHi mnpuctpoi. IligibpaBmm
INPUCTPINA Ta M7’ €IHABIINA HOTO J0 KOMIT I0TE€pa, NPALliIBHUKK KOMIAaHIl HaBITh HE
3[I0TayIOThCs, IO CTald ChiBydyacHukamu KkiOeparaku[3]. Takox Hepiako
MpaliBHUKY HABMUCHO BIAIOTHCA J0 3JIOUYMHHUX J1i 3apaju MOMCTH a00 HAKHUBHU.

Tomy 6e3neka USB-nopTiB moTpedye 3HA4YHOI yBar.

HaitedekTuBHIIMN CIOCi0 3aXUCTUTHCS BIJ MIAKIIOYCHh HeOaKaHUX
HAaKOMMYyBadiB - TOBHE BimkmtoueHHs ycix USB-mopriB. Haxans, nani mipu
Oe3reku 3po0JIATh B3aEMOJIII0 KOPUCTYBaya 3 KOMIT IOTEPOM HEMOXKIUBOO[4].
3Bi7ICH BUHUKAE HEOOX1IHICTh Y BUKOPUCTAHHI MTPOTPaAMHOTO 3a0e3MMeUeHHs, 10 He
YMOKJIMBITH MIJKJIIOYEHHS HEOaXaHUX MPHUCTPOIB Ta JO3BOJIUTH BIJCIIIKYBaTH
icTopiro  BUKopucTaHHS no3BojieHux USB-nakonuuyBauiB. Bukopucranus
MOAIOHOTO TPOTrpaMHOro 3a0e3MEeUCHHS 3HAYHO IMJACHINTL PiBEHb OC3MEKH B

KOPIOpAaTUBHIM Mepexi Ta He OyJie 3aBaKaTh HOPMaJIbHIM poOOTI KOPUCTYBaUiB.

Mertoto naHoi po6oTu € po3poOKa CUCTEMA LIEHTPATi30BAHOTO KOHTPOJIIO Ta
ynpaBiiHHS BukopuctanHs USB-HakonnuyBauiB, 110 J03BOJUTH 3HAYHO

MIJBUIIUTH PiBEHb 0€3MEKH B KOPIIOPATUBHIN Mepexi.
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HoBuzna po0OoTH mosiArae B BHUPIIICHHI HACTYMHUX HEAONIKIB, IO Mae

IICPCBa’KHAa YaCTHHA HAJABHUX piHICHL:

- OC3KOIITOBHI pIMICHHS HE MaloTh MOTPIOHOTO (YHKIIOHATY, IO
JI03BOJIUTH IIEHTPATi30BaHO ynpasisaT Oe3nekoro USB-nopTis;

- O1TBIIICTD PIIIICHb MAIOTh TPOMI3JIKHI Ta HE3PO3YMUIHH 1HTEpderic;

- JesKl ICHYIOYHMX pIIIeHb MpaIiolTh B XMapax 0e3 MOXJIMBOCTI
PO3TOPHYTHCS Ha BIACHUX CEpBEpax;

- nepeBa)kHa YacTUHA IUIATHUX PIllIeHb MAaIOTh 3aiiBUI (DYHKIIIOHAJ, 1110
JIOJIa€ CUCTEMI 3aMBOI CKIIQAHOCTI;

- OUIBLIICTh IUIATHUX PIIIEHb MAIOTh 3aHAATO BUCOKY BapTICTh IS

HEBEJIMKUX KOMITaH1H.

Ha ocHOBI BUSIBIICHMX HEIOJIKIB, K1 MaIOTh MepeBakHA YACTHHA HAsIBHUX PIIICHb,

B JIaHiil po6oTi OyJie po3po0JIEHO CUCTEMY, IO T03BOJIUTH:

- 3a/laBaTl CIHCKU JO3BOJICHMX NPHUCTPOIB Ha OCHOBI SIKUX OyJ1e
MpUIMATHUCS PIIICHHS;

- nepersiiaTd  cnucok  migkirodeHux  USB-HakonuuyBawiB, — siKi
BUKOPUCTOBYIOTHCSA B KOPIIOPATUBHIN MEPEKI;

- MOXJIMBICTH OiokyBatu USB-HakonmudyBaui, 110 BUKOPUCTOBYIOTHCS
Ha KOMIT 10Tepi;

- BIJICTTIZIKOBYBATH 1CTOPIIO MIAKIIOYEHB HOCITB 1H(OpMAITi;

- IEHTPAJII30BaHO YIPABIATH OE3MEKOI0, 3a JIONOMOIOK I1HTYITHBHO
3pO3yMIJIOT0 BE€0-3aCTOCYHKY;

- po3roprat CUCTEMY Ha BJIACHUX CCPBCPAX;

JI71st MOCSATHEHHS TIOCTABJICHOT METH Tpeba BUPIIINTH HACTYHI 3a7a4i:

- IIPOBECTH aHAJII3 IIPEAMETHOI 00J1acTi,
- oOpartu 3acobu Ta METOJIU JIJIsi BUPIIICHHS 3a/1ayi;
- BUKOHATH MPOCKTYBAHHS CUCTEMH;

- 3MIMCHUTH MIPOTPAMHY peaizaliio.



1. AHAJII3 IPEJIMETHOI OBJIACTI

1.1. JlirepaTypHuii orjisijg

1.1.1. Orasia TeXHOJIOTiii Mepe:KeBOi B3aEMOil

[Iporokon TCP — me craHgapT 3B'SI3Ky TrapaHTOBAHOI'O JOCTABJICHHS
MOBIJIOMJICHb uepe3 Mepexy [HTepHeT. BiH 103BoJiss€ HaACWIATH TOBIIOMIICHHS
3abe3neuyroun ycmimHy goctaBky. TCP € oZHMM OCHOBHUX CTaHAApTIB, IO
BU3HAUAIOTh IMpaBwia [HTepHETy, 1 BXOAUTh JO CTaHAAPTIB, BU3HAYCHHUX
[mkenepHoro Tpymoro 3 po3podku I[atepuery (IETF)[5]. Lle#t mpotokon €

OCHOBHHUM, 00 Ha Horo masi [IpanrorTb JOAATKH IIPUKIAIHOI'O piBHiI.

TCP opranizoBye 1aHi Tak, 1100 iX MOKHa OyJIO MepejaBaTh MI>K CEPBEPOM 1
KJIIEHTOM, TapaHTyl4u UUIicHICTh naHux. llepmr Hik nepenaBatu gaHi TCP
IHImiami3ye 3'€THaHHA MDK JDKEpeJIOM Ta OTpUMyBayeM, SKUA MYCHUTh
3a0e3mnedyBaTi Mpare3 aTHICTh 0 MOoYaTKy mepenadi moinomieHb. [loTiM BiH
JITUTh BEJMKI MOBIJOMJICHHSI Ha OUIbII MEHII MAaKETH, TapaHTYIOUd MPHU IIbOMY
HETOPYIIHICTh JaHUX MPOTATOM yChoro mporecy[5]. B pe3yabrari Bci mpOTOKOIIH,
SAKi HaJIeXaTb JO BHCOKOTO PIBHSI Ta BHMAaramTh Tepenady JaHuX,
BUKOPUCTOBYIOTh MpOTOKON TCP. OCHOBHMMH TpUKIaAaMH MOXKYTh CIIyTyBaTH
taki mporokomn, sk (FTP), Secure Shell (SSH) i Telnet[6]. Moro Takox
BUKOPUCTOBYIOTh, 1100 BIAOPABISATH Ta OTPUMYBATH MOBIJIOMJICHHS uepes
CJIEKTPOHHY IMOIITY 3a JONOMOror Takux mpotokodie sk IMAP ta (POP).
Haii6inpmr po3noBcromxenuit BeO-npotokos HTTTP Takox 0asyeTbcs Ha gJaHOMY

POTOKOJTI.

AnprepHaTuBHUM BapiaHToM A0 mnpotokony TCP € mporokon User
Datagram Protocol (UDP), sikuii mpu3HaueHUil AJii BCTAHOBJICHHS 3’ €IHAHb 3
MaJIor0 3aTPUMKOO MiXK ITPOTrpaMaMu Ta CKopoueHHs 4acy nepenadi[5]. TCP moxe

OyTH 3aHAATO TOBUIBHUM Ui MOOYAOBH JESKUX JOAATKIB, OCKIJIBKM BIH



HaMaraeThCsl BIAHOBUTHU BiJICYTHI a00 MOMIKO/KEHI MaKeTH Ta TapaHTye JOCTABKY
JAHUX 3a JIOMOMOrOK TaKWX 3aco0iB KepyBaHHs, SIK IMiJITBEPHKEHHS, 3aIyCK
3’e¢qHaHHS Ta KepyBaHHS moTokoM. UDP He Hamaraerbcsl BiZHOBUTH BTpadeHI
nakeTH ado MOIIKO/KEH1 MAKeTH Ta TAKOXK HE CUTHAII3Y€E PO MYyHKT MPU3HAYCHHS
nepesl JOCTaBKOK JaHUX, IO POOWUTh WOro MEHII HaAIiWHUM, ajie OUIbII
mBUAKUM[S]. TakuM dYHMHOM, IIe¢ XOpOINWK BapiaHT IS YYTIUBHX JO 4Yacy
CUTYyalllil, TakuxX sIK Momyk cuctemMu AoMmeHHHX imeH (DNS), mepemaua rosocy

yepes [urepuer-npotokos (VolIP) 1 1715 mOTOKOBOI MyJIbTUMEIA.

Omnepartiiini cuCTeMH HaJalOTh PI3HI 3aCO0M ISl MaHIMMYJIIOBAHHS CBOIMU
TCP-3'ennannsmu. Sockets APl mpuxosye Bci netani TCP ta IP Big nmporpawmicra
HTTP[6]. Bin Bnepiie OyB po3poOiieHuit mjis omnepaunidHoi cuctemu Unix, ane
Terep BapiaHTH JOCTYNHI Maibke Il KOKHOI OnepamiiiHOi CHCTEeMH Ta MOBH.

Tabmuug 1.1 mokasye Aesiki 3 OCHOBHUX (DYHKIIIH JIJIs1 IPOTpaMyBaHHS COKETIB.

Tabmuus 1.1 — 3araneHi dynkiii iHTepdeiicy TCP-cokeris.

Sockets API Omnmc
s = socket(<parameters>) CTBOpIOE HOBUH, HETIPUETHAHUH COKET.
bind(s, <local IP:port>) [Tpu3Hayae HOMEp JOKATBLHOTO OPTY Ta

1HTEepdEC COKETY.

connect(s, <remote IP:port>) Bcranosimoe TCP-3'enHanHs 3
JIOKAJbHUM COKETOM 1 BlIaJIEHUM

XOCTOM 1 TIOPTOM.

listen(s,...) [TourHae mMPOCITYXOBYBAaTH TOPT IS

M € JHAHHS.

s2 = accept(s) Oudikye, TIOKM XTOCh BCTaHOBHTH

3’€IHAHHS 3 JTOKAJIBHUM TTOPTOM.

n = read(s,buffer,n) Hamaraetbcss mpouutatd n OaiTiB i3

coketa B Oydep.

n = write(s,buffer,n) Hamaraerbcss 3anucaty n  OaTiB 3

Oydepa B coxker.




Sockets API Omuc

close(s) [TorHicTio 3akpuBae TCP-3'eqHaHHS.

shutdown(s,<side>) 3akpuBae nwmire BXing ad6o Buxig TCP-
3’€JIHaHHS.

getsockopt(s, . . .) 3untye 3HAYCHHS napaMmerpa

KOH(irypallii BHyTPIIIIHEOTO COKETa.

setsockopt(s, . . .) 3MmiHI0€ 3HAYCHHS napaMmerpa

KOH(Dirypailii BHyTPIIIHbOTO COKETA.

1.1.2. MeTtoau no0ya0BH BeO-101aTKiB

Beb-n01aTki MOKHA CTBOPIOBATH PI3HUMU CIIOCOOAMU — SIK OJTHOCTOPIHKOBI

nporpamu (SPA) 1 6aratoctopinkosi nporpamu (MPA).

OIHOCTOPIHKOBHM 10JATOK — II€ BE0-I0/IaTOK, SIKUM CKIAJAA€ThCsl 3 OJHIET
HTML-cropinku, 3aBanTaxye HoBi qaHi JSON 13 cepBepa Ta nmepenucye CTOpIHKY
y BignoBigs Ha nii kopuctyBaua[7/]. Ha Bimminy Bim MPA, SPA He morpiOHO
3aBaHTaXyBaTH KOXKHY HOBY BE€O-CTOPIHKY 3 HYJSl — BOHHM MPOCTO 3MIHIOIOTH
HasiBHY CTOpiHKY[8]. Lle#i miaxim JO3BOJIE CTBOPIOBATH OJHOCTOPIHKOBI
porpami, siki 3aIycKaroThcsl y Opay3epi, ane mMaroTh 1HTep(deiic kopucTyBaya Ta

GyHKIIIOHATBHICTh, TOIIOHY 10 TPOTPaM JIJIsl HACTIIBHUX KOMIT FOTEPIB.

[To cyTi, OMHOCTOPIHKOBI MpOTpaMu 3acHOBaHI Ha Ajax — HaOOpP1 METO/IIB
BEO-pO3pOOKM Il HaJCUIaHHS Ta OOpOOKHM 3amuTIiB 13 cepBepa Y (OHOBOMY
pexumMi 6e3 HeoOX1THOCTI Mmepe3aBaHTaKyBaTH MUTy cTOpiHKY[9]. Ajax 103BOJIMB
pO3pOOHUKAM TIOYATH CKJIAJIaTH CKJIAaJHI (PYHKIII B MpoOrpamu, siKi MOMIIIAIOTHCS

Ha OJHIN CTOPIHIII.
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Pucynok 1.1.1 - Ilpunuun po6oTH 6araTocTOPiHKOBUX Ta OJHOCTOPIHKOBUX BeO-

JIOJATKIB

SPA cramu Haa3BUYAHO MOMYJSIPHUMM 3aBISKW aKTHUBHIA MIATPUMIL 3
6oky Google, sika mpuitHsia e popmat aist 61IBIIOCTI CBOIX mociyr. ChoroaHi

SPA B OCHOBHOMY BUKOPHCTOBYIOTHCS JIJIA:

- comanbsHi Mepexi (Facebook, Twitter, LinkedIn)

- iHdopmariiini naneni (Jira, Trello)

- BeO-aHanoru JokanbHux aoaatkiB (Google Docs, Slack, Telegram)

- nporpamMHe 3a0e3MeUeHHs SIK CEPBICHUN MPOAYKT TMHAMIUHI POEKTH,
SK1 BKJIOYAIOTh HEBEJIMKY KUIBKICTh JIaHUX BHYTPINIHI KOPIOPATHUBHI

IIPOEKTH.

BararocropinkoBuit nomatok (abo MPA) — me BeO-momaTok, SAKUN
CKIIAJAEThCS 3 KIUTBKOX BEO-CTOPIHOK, SIKI 3aBAaHTAXKYIOTHCS, KOJIM KOPUCTYBay
BinBiaye pizHi vactuau ctopinku[10]. Ile Tpaamiiiinuii maba0H po3poOKH BeO-
JOAATKIB, SKUM MIIXOIUTh JJiS BeO-CalTIB, SKI MaloTh CIOpaBy 3 BEJIMKOIO
KUIBbKICTIO BMicTy. KoKeH 3amuT, sSikuii MU HAJICUJIAEMO Ha CEepBep, SIK-OT MI0pasy,
koJin M1 BBojiuMO HOBY URL-aapecy abo HaTHUCKaeEMO MOCUJIaHHSI, TPU3BOJIUTH 10

TIOBEPHEHHST HOBOT CTOPIHKH 13 cepBepalll].

UynoBuMy TpUKIagaMu 0araTOCTOPIHKOBUX JOJATKIB € Taki TITaHTH, K
Amazon a6o eBay. BukopucroByrouu iX, BU 3aBXAU OTPUMY€ETE HOBUU (ailn 1Jis

KOJXHOT'O 3aIlnuTy. Sk ImpaBulIo, 6aFaTOCTOpiHKOBi JOJAaTKN € CKIIaAJHHUMH 3



KUTbKOMa pIBHSMHM, TOCHUJIAHHSIMH Ta pi3HUMH 1HTepdeiicamu. BmicT Takux BeO-

CalTIB po30MBAETHCS HA KIJIbKA MIKPO-CAMTIB, PO3ALTIB Ta MIAPO3/I1IIiB.

1.1.3. MeToau oTpUMAHHS MOiii Ta JaHUX MPO CTAH CUCTEMH B omepailiiHii

cucremi Windows

WMI — ne TexHosoriss ympaBiiiHHS, sIKa BIPOBAKYETHCS B OIEpaliifHy
cucremy Windows 3 gaciB Windows NT 4.0[12]. Koxxaa HOBa Bepcis Windows,
TaK camo, AK 1 KO)KHa HOBa Bepcisa 0araThoX IHIIUX NPOAYKTiB Microsoft, oHoBIIO€E
WMI, Hajarouu iii HOB1 pUCH 1 HAAUISIOUM HOBUMHU MOXIHBOCTIMU. WMI Hanae
iHopMmarito BianmoBimHO A0 moxaeni Common Information Model, sxa Oyna
po3pobiieHa mpomMuciioBoro Tpymoro Distributed Management task Force 3a yuactio
Microsoft Ta iHmMX nocravanbHUKIB. s Mojens 30epirae mMpakTUYHO OYIb-SKY
1H(}OopMaIito B CXOBHIIII, sIKa IMOB’sA3aHa 3 BHYTPIIIHBOIO poboToto Windows 1 Tum,
10 B Hii BUKOHY€eTbCsl. WMI — 11e MOTYy>KHUI 1HCTPYMEHT, SIKU aMIHICTPATOpH
BUKOPUCTOBYIOTh JJI1 JIOKaJbHOTO Ta BIAJAJIEHOro KepyBaHHa Windows.
BuxopucroBytoun WMI, amMmiHicTpaTopu MOXYTh 3alUTyBaTH 1HGOpMAIIIO B
cucteMi Windows, SK-OT BCTaHOBJIEHI IpPOrpamH, CTaTyC CIy»Ou, ailnmm y
daitmoBii cucremi Ta Oarato iHmoro[13]. WMI no3Bosise mignpueMcTBaM
MOHITOPUTHU Ta 30UpaTH 1HPOPMAIIiIO PO CTaH OMEPAIliifHOI CUCTEMHU Ta JOJIaTKIB

0e3 BUKOPUCTaHHS JOPOTUX THCTPYMEHTIB.

WMI - ne He mpocTto uimicHa mporpama. BoHa Bkitouae B cebe KulbKa
mpoBaiiiepiB, KoxkeH 3 sSkux 3'eqanye WMI-cepBic 3 KOHKPETHUM MPOIYKTOM,
TexHoJorier, pyHkiiero 1 T.1. WMI nposaiinep aie Maiike sk IpaiiBep MPUCTPOIO,
3a0e3mneuyroun, J0CTyNn 10 pisHux npoayktiB Windows[12]. Hampuxman, na
KOMIT'IOTepax 3 omneparniiHo cucteMoro Windows Server, Ha SKUX BCTaHOBJICHUN
cepic Windows DNS, WMI nposaiinep no3sosiste WMI cepBicy 3anutyBatu i

CTBOpIOBaTU pecypcHi 3amucu DNS, a Takox HanmamryBaHnHs KoHdirypaii DNS.
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Bes indopmaris, sky orpumye WMI-nipoBaiinep, peectpyerbest B WMI-
CXOBHIIIE, IIEHTPAJII30BaHOi KOH]IrypamiitHoi 0a3u mgaHuX, ska Bkazye WMI, 1o
iH(pOpMallig TOCTYIIHA HA TOMY YU 1HIIOMY KOHKPETHOMY KOMIM'toTepi. Baxkmuso
po3yMiTtH, 1110 iHdopmarlis, Ky Bu orpumyete 3a qonomororo WMI, HactipaBi He
3HaXOJIUTHCS B CXOBHIIIl: CXOBHIIE MICTUTh JIMIIIEC TIEPEIiK JOCTYHHOI 1HpOopMaIlii,
1 WMI Butsrye ii muaamivso, 3a 3amutoM[14]. CXoBHIIEe CKIIATAETHCS 3 IPOCTOPIB
iIMEH, sKi TpHOJM3HO BIAMOBITAIOTH OKPEMHUM IIPOJYKTaM 1 TEXHOJOTISIM.
[IpocTopu IMEH pO3TAIIOBaHI 1€PAPXIYHO, a 3HAUYNUTH, BOHM MOXXYTb BKJIIOYATH B

cebe miampoCTOpH.

[IpocTip iMEHI BEPXHBOTO PIBHS € KOPEHEBUM. I[HIII MPOCTOPU MOXKYTh

MICTHUTH:

- Root\Cimv2

- Root\MicrosoftDNS

- Root\SecurityCenter

- Root\MicrosoftActiveDirectory

Bceepenauni koxxnoro npoctopy iMmeH WMI BuaiisieTbest ouH abo JeKiIbKa
kiaciB. Kiac - ne aOCTpakTHe 3HAU€HHS KOMIIOHEHTa yrnpaBiiHHsA. Hampukian,
npoctip iMmeH Root\Cimv2 wmictuth Kkiac, skuii HasuBaeThbcs Win32 TapeDrive.
[leit knac BU3HAYa€ BIACTUBOCTI CTPIYKOBOI'O HAaKONMMYyBauya 1 ICHy€ B MPOCTOP1

IMEH1 HE3aJI)KHO BiJI TOTO, IMIKIIOUCHUHA JaHUH HOCIH J0 KOMIT'IOTEpa 9H Hi.

Knacu B mpocrtopi iMen the Root\Cimv2 maibke 3aBkam MarTh mpedikc
Win32 , HaBiTh Ha 64-01THUX KoMIT'tOTepax. L{el npedikc He BUKOPUCTOBYETHCS B
Ha3Bax KJaciB IHIIUX MPOCTOPIB IMEH. B 1HImIMX mpocTopax IMEH Ha3BU KJaciB
B3arajii piko MawTh Oyabp-skoi mpedikc. Jlo IHIMKMX KIaciB MPOCTOpPY IMEH

Root\Cimv2 BigHOCATHCH:
- Win32_Keyboard
- Win32_LogicalDisk
- Win32_NetworkAdapterConfiguration



11

- Win32_NTDomain
- Win32_Account

- Win32_Product

- Win32_Service

- Win32_BIOS

- Win32_Desktop

- Win32_Fan

- Win32_Group

Sk BumHO, mTpoctip iMeH Root\Cimv2 MicTUTh Kacw, IO MAaloTh
BIIHOILIGHHS J0 omnepaiiitHoi cucremu Windows 1 amapaTHOro 3a0e3nedyeHHs
koMmIT'roTepa. Lle ogHe 3 HebaraThoX MPOCTOPIB IMEH, IO MICTATHCS Ha KOXXHOMY
koMm'rotept 3 Windows, Xoya Kiacu BCEpeAMHI LBOTO MPOCTOPY IMEH
PO3PI3HSIIOTHCA HAa CEPBEPHHUX 1 KIIEHTCHKUX KOMII'IOTEpaxX, a TaKOXk Ha PI3HHUX
Bepcisix Windows OC. Knacu BU3HAUarOTh J1Ba BaXKJIMB1 €JIEMEHTH: BJIACTUBOCTI Ta
Metonu. KoxkeH kiiac mae sk MIHIMyM OJHY BJIACTHUBICTb, 1 MOAIOHO /10 IHIIMX
o0'ektiB B Windows PowerShell, BnactuBocTi kiacy 3a0e3meuyioTh AOCTYI [0
YOPaBIIHCHKOI Ta KOH(IrypamiiHoi iHpopmaii. Jleski kjaacu MaroTh METOAM, SIK1
BUMAralmTh MEBHUX [, HAMPHUKIAJ, MMepe3aBaHTAXKEHHS KOMIT'toTepa abo 3MiHU

KoH(pirypariii.

PeanbHe icHyBaHHS KJlacy Ha3uWBalOTh ek3eMIUIsipoM. Hampukian, ko Ha
KOMM'IOTEpPl € YOTUPH JIOTIUHMX AWCKA, TO BIH Ma€ YOTHUPHU EK3EMIULSIPU Kiacy
Win32 LogicalDisk. fkmo Ha KoMI'IoTepi HEMae MiJKIOYEHOr0 CTPIYKOBOIO
HAKOINMWYyBaya, y HbOro Oyae HyJIboBHM ex3emiunsip kiacy Win32 TapeDrive,

Xo0y4a caM KJac Oyjie ICHyBaTH Y BUIJISA/II aOCTPAKTHOTO 3HAUYEHHSI.

Exzemmsipu € Takumu >k 00'ekTamu, SIK 1 Oyap-ski 1HIN 00'€KTH, SKi
BukopuctoBytoThcs B Windows PowerShell. Exzemmuisipy maroTh BIacTHBOCTI Ta
METO/IM, BU3HAYEHI 1X KJIacOM, 1 BU MOKETE MPAIFOBATH 3 IMMHU BIACTUBOCTSAMHU Ta

METOJIaMU BCEPEIUHI KOHBEEPA OOOIOHKH.
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VY Oaratbox BUIAIKaX EK3EMIULIPH MPU3HAYCHI JIUIIE I YUTaHHSA, 10
O3HAYae€, M0 € MOXJIMBICTh OTPUMATH 3HAYEHHS BJIACTHBOCTI, aje HE 3MIHUTH
fioro. OcoOJIMBO 1€ CTOCYEThCS KiaciB B mpoctopi iMmeH Root\Cimv2. [[nst Toro,
o0 3MIHUTH HaJlalITyBaHHS KOHQIiryparlii, Kjiac MOBUHEH BOJOJITH METOJIOM,
SKUW MOKHAa BUKOPUCTOBYBATH JJIS 3/IIMCHEHHS 3MIH. 32 MeXaMU MPOCTOPY IMEH
Root\Cimv2 npuHImn podoTH Moxke OyTH IHIUM. Y JICSIKHUX BHIAJKaX MOXHa
3MIHUTH 3HAUEHHS BJIACTUBOCTI NUIAXOM MPUKPIIUIEHHS 1O HBOTO HOBOI
BJIAacTUBOCTI. [lpukiagomM I1OTO MOXKE CIYXKUTH MPOCTip iMeH s Internet

Information Services (IIS) 6 Bcepequni WMI.

Y Windows y Oyab-siKhii MOMEHT 4acy MOXYTb BIJOYBAaTHCS COTHI MOJIM.
Konmu Bu BuxopucroByere pi3Hi ¢yHkiii Windows, SK-0T CTBOpeHHs (haiiiB,
3YMHUHKA Ta 3aIyCK CIIy»0, BCTAHOBJICHHSI ITPOTPAMHOI0 3a0e3nedeHHs1 abo Oy/ib-
10 iHIIe, HWMOBipHO, iHiitOeThbes momis WMI[13]. Maiibke koxHa Jis, sKka
BUKOHYeThcA B Windows, Moxke OyTH BiakpuTa 3a nonomoroto noaii WMI. Komnu
niro Bukonyetbess B Windows, Windows 3amyckae moJiiro uepe3 CBOK BHYTPIIIHIO
iH(ppacTpykTypy. 3a 3aMOBYYBaHHSM I Tojii MOOaYUTH HE MOXHA. BoHu
BiOyBatoThCsl vy (oHOBoMy pexkumi. [1[o60 mobauumtu mi moxili, MOTpiOHO

MMIMCAaTHCS Ha HUX.
CrtBopenns nianucku Ha noAito WMI Bu3Hauae HACTYITHI KPOKH:

1. CtBopenns WQL-3anuty. Tak camo, sIK 1 IMiJ1 4yac 3aluTy CTATUYHUX JaHUX,
BU MOBUHHI cTBoput WQL-3anut, sikuii BianoBigatume tuny noaii WMI,
Ky BU XoueTe 0auuTu. Ajie, Ha BiIMIHY BiJl 3alIUTIB JI0 CXOBHIIA JaHUX, Y
3aMHUTI MOTPIOHO BUKOPUCTOBYBATH KiJIbKA CKJIQJHINIUX KOMIIOHEHTIB,
HaIPUKJIaJ], CHCTEMHI KJIACH Ta LMKIIU MEePEBIPKU (PO HUX AaIl).

2. CtBopennst ¢inbTpa moxi. Ilicas Toro sik Bu ctBopunu 3armut WQL, Bu
MOBUHHI CTBOPUTH GuIbTp momii. PiuneTp momii peectpye 3amut WQL B
CIM.

3. CTBOpeHHs CIOXHBaya — CIIOKUBA4 BU3HAYAE [II10, IKY TOTPIOHO BUKOHATH,

KOJIM 3anmuT (PinbTpa Mol moBepTae 3MiHYy B kjaci. Hampuknan, mopa3sy,
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KOJM CTaTyC CIY>KOM 3amyCKa€ThCs, 3YMHHIETHCS, CTBOPIOETHCS abo
BUIAISETHCS, CIIOKUBAY 1HIIIIOE JIIO.

4. TlpuB’si3yBaHHs (IIbTpa MOAIN M0 CIIOXKHBa4a — KJEH, sIKUM 3B’sA3y€ 3aIluT
Windows WMI 13 cnoxuBaueM. [IpuB’si3ka cIOBIIIa€ CHOXKWBaya, KOJIU
GUIBTp TIOAIN OTpUMYE 30iT.

CucTemMH1 KJIacu — 1€ BHYTPILIHIN KJIac, SIKAW MPEACTaBIs€e TUI 3MiHHU, Ky 3a3HA€

noxis. [Toxis WMI mae 4oTupu TUIMH CUCTEMHHX KJIACiB:

- InstanceModificationEvent — nepeBipsie Oyab-sIKi 3MiHH
3HA4YEHHSI BIACTUBOCTI JIJIsl €K3EMIUISIpa B KIIaci.

- InstanceCreationEvent — mepeBipsie HasIBHICTb HOBHX
CK3EMIUISIPIB.

- InstanceDeletionEvent — inepeBipsie HasIBHICTh BUAATICHUX
CK3EMIUISPIB.

- InstanceOperationEvent — mieit cucteMHuit Kitac epeBipsie Bl

TUIH TOJI1i, 3MIHH, CTBOPEHHS Ta BUJIAJICHHSI.
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1.2. AHaJji3 HasIBHUX pillleHb

Endpoint Protector — e kpocruiatgopMHe mporpamHe 3a0e3NeUEHHs, IO
poroHye (yHKIIOHAT TS OJIOKYBaHHSI, KOHTPOJO Ta MoHITOpuHTY USB-mopTiB.
3a pgomomMoror BeO-iHTEpdeiCy KOpHCTyBad MOXE BIIIAJICHO YIPaBISATH
oe3nekoro USB-nopriB. [Iporpama takox Moke HaJCHJIaTH CHOBIIICHHS O€3MeKH,
KOJIM Ha CHUCTEMI1 3allyCKalOThCsl BIPYCHI MpOrpamu, 3aJaBaTh MOJITUKH OE3MEKH,

aHaJTi3yBaTH THNH (ailiiB Ta BiaganieHo mudpysatu HoOcIiB iHpopmartii[15].

20

Q 8 ) weceme

Ukraine

wson Prone vanter Ot veeres acoca

SOLLLLL

Pucynok 1.2 - Endpoint Protector.

AHaniz Heodoikie

Cucrema mae rpomi3akuii iHTEp(EIC 3 BETUKOIO KITBKICTIO TapaMeTPiB JJIs
HaJallITyBaHHs, O poOUTH ii OLIBII CKJIAAHOK Yy BuUKOpHcTaHi. IIpu BTparti
3'€THaHHA MK areHTOM 1 CEpBEpPOM He BiAOYBAa€TbCS BIANPABIEHHS JIOTIB MPO
1HIUACHTH Ha cepBep. CkaHyBaHHS 3allyllIEHUX MpOTpaM AJisi BHUSIBJICHHS BIPYCIiB

MOX€ 3HAYHO CIIOBUIHHIOBATH CHUCTEMY Ta IEPEIIKOKAaTH HOPMaJIbHIM pPOOOTI
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kopuctyBauiB. [lludppyBanns USB-nakonnuyBauiB € J0JAaTKOBOIO —OIII€IO

porpamu, aje ii MO>KJIMBOCTI MPOrparoTh CTAHJAPTHUM YTUIIITaM.

Device Control Plus — 1e koMIUIEKCHE mporpaMHe 3a0e3leucHHS s
3armoOiraHHsl BUTOKY JaHMUX, IO [O3BOJIAE KOPUCTyBadyaM IEHTPaIi30BaHO
KOHTpoJitoBaTH  BukopuctanHs USB  Ta  nepudepiiiHux  nOpuctpoiB B
KopriopaTuBHiii Mepexi[15]. Tlporpama pae MOXJIMBICTD 3aJaBaTH CITUCOK
JOBIPEHUX MPHUCTPOiIB, KOHTPOJIOBATH JIOCTYNl HAa OCHOBI poJied Ta mepenady
daiiniB cnuparourdch Ha iX THm, po3mip Tomio. Ille omHa 1mikaBa 0COONMBICTH
noysirae B ToMmy, Mmoo IT-agMiHicTpaTop, MOXKET€ HagaTH KOPHUCTyBadyaM
TAMYACOBUH JOCTYN I mepenadi abo komiroBaHHA (aitmiB Ha 30BHImHI USB-

IIPUCTPOI.

| ManageEngine®

| Desktop Central 10 mited for 25 days. Get Quote B umptoSOP License BuildVersion' 100430 @

ations  PatchMgmt  Software Deployment  Inventory  OS Deployment  Mobile Device Mgmt  Tools

Globel Seltings ” Scope of Management
3, User Administration Add computers that needs to be managed using Desktop Central and install Desitop Central agent in it Learn More

£ Custom Group

@ Domain
it Agent not Installed in Client Computers.
ebrandin
: Tomanage a client comguter, you should first install the agents in all the compxters Add Computer(s)
0 Mobile App

2o Self Service Portal

Settings {_ Agent instaltation initlated in 3 computers out of 6 computers Stop Agent Installation
¥ Credential Manager Séanery Corputets Remote Offices 1P Scope SoM Policy Settings & Download Agent
3 Custom Field

+ x Limporte  / Edit Credential 8 Want to customin

SoM Settings - Agent Actions: 57 @ MoveTo  Select Remote Office 7 Filters Totak6 | Q B OB &
98 Scope of Management ComputerName « DomsinName  AgentStatus  LastContactTime  AgentVersion  Remarks RemoteOffice  Logged On Users
£ Agent Settings 3 oc cLoup Yet to Instal Local Office
@ 1P Scope z Instalied Sep7,201902:20 Agent Installed

T* HVIRTM  CLOUD 100430W Locai Office Paul

Successfully PM Successfully
£ SoM Poticy
" BT 0w Instalied SOTI0220 W Apntistalled -
® ?etrzlrm - : Successtly  PM i Successtully 2l
nstallation

v Instalied Sep7,20190220 Agent Installed
- " 2 wi T°HVIRTM  CLOUD 00430W Local Off
Q g;pnoymw.w-m Oou Successhully ™ ’ Successtully oreo

<~ HV4RTM CLouo Yet to Instal - . Local Office
B Replication Policy

2 s2o aoup Yet to lnstal Local Office
Integrations N 1-60t6 25
53 ServiceDesk Pius

Settings Quick Links v Hide

Pucynok 1.3 - Device Control Plus.

AHaniz Heodoikie

[Ipu 3HAuHINA KITBKOCTI (PyHKIIOHATY Hporpama Ma€ MOTraHO MPOJyMaHUN
inTepdeiic. KopucryBauy ckinagHo 3HAWTH MOTpiOHI HOMYy HallallITyBaHHS 0e3

JACTaJIbHOI'O BUBYCHHA CUCTCMMU.
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MacAfee DLP 3axwumiae iHTeneKTyaabHy BIACHICTh 00 (iHAHCOBI JaHi BiJ
HECAHKI[IOHOBAHOTO JIOCTYITy 3a JOMOMOIOI0 TOJITUK Oe3neku. Takox Mae
GbyHKIIOHAJ, IO JO03BOJISAE YIPABISATH MPOIECOM KOTMIOBAaHHS KOH(IIEHIIHHAX
JAaHUX Ha 3MiHI npuctpoi. KopuctyBau mMoke BIJCTIIKOBYBaTH MO O€3MEKU B
pealbHOMY 4Yaci 3 MOXKJIMBICTIO TE€HEpYBaHHS 3BITIB i1 30BHIIIHBOTO a0o0
BHYTPIIIHBOTO KOpucTyBaHHS. [Iporpama 103Bosii€ CTBOPIOBATH  CIIUCKU
JIO3BOJICHUX IPHUCTPOIB Ha OCHOBI SKUX BIJIOyBa€TbCs OJIOKYBaHHS HeOaKaHUX
npuctpoiB[16]. OkpiMm QyHKIIN HampaBIeHUX HA HEIOMYIICHHS BHUTOKY JaHUX
yepe3 3MIHI Hocii 1H(opMmalli, mporpaMa 3axullae BiJl BIPYCIB, CIaMy Ta

(bIIIMHTOBUX aTak.

= [IMCAf@® srumime Guwimimmon  Zecsity Rescrce P &-

System Tree

Pucynok 1.4 - MacAfee DLP.

AHaniz Heodoikie

MacAfee DLP rapHuii iHCTpyMEHT IS TIONIEPEIDKEHHS BUTOKY iH(pOpMAii,
ajie BOHO MICTUThH CBOi HemocTadi. CUCTEMH CKJIaJlHa y BCTAHOBJIEHHI, YIIPaBJIiHHI
Ta 00cmyroByBaHHi. JlaHe pimieHHsS MOeAHY€E y co0l HE TUTbKK (DYHKIIOHAT IS
KOHTPOJIF0O BUKOPHUCTAHHS 30BHIIIHIX MPUCTPOiB, aje 1 (YyHKII aHTHUBIPYCHOTO
3a0€3MeUeHHs], 110 3MYIIyE KOPHUCTYBadiB IUIATUTH 3a JOJATKOBI (PYHKIIIT.
[aTepdeiic moraHo mpucTOCOBaHWMN ISl 3ajaHHS mpaBuB Oe3neku. KopucTtyBau
BUMYIIICHUN pOOWTH 3aiiBl Jii Ta BUTpayaTH JOJATKOBUM Yac JUIsl BHUBUCHHS

MIPUHIIUIIB POOOTH 3 CUCTEMOIO.
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DriveLock — e mporpamHe pillieHHs, IO J03BOJISIE YIPABISATH MPUCTPOSIMHU
Ta KOHTPOJIIOBATH X TpaH3aKilii, 110 3MEHIIYE PU3UKKH BUTOKY iHpopmarii[16].
[Iporpama 3maTHa 3amobiratu mepenady JaHUX depe3 He3amudpoBaHi HOCIT, Mae
pI3HI MOKJIMBOCTI, Takli $K KEpyBaHHS MPUCTPOSIMU, KOHTPOJIb JIOJATKIB,
aHaMITHKAa Ta KPUMIHAJIICTUYHA EKCIEepTH3a, MAIllMHHE HaBYaHHS, KEpyBaHHS

Bitlocker, mmudpyBanus, kepyBaHHs iAeHTU]IKAIIEIO Ta TOCTYIIOM TOIIIO.

File Action View Help
«= H
|| DriveLock

Q Device Scanner ' rive A
[@ Product updates and support ’ .D M

B Local compirter pokicy ‘ &

(2 Potcies ‘ ' Management Console

{1 Policy assignments
B DriveLock Enterprise Services [PMWS2( Welcome to DriveLock.
> DriveLock Cloud

& DriveLock File Protection
) Operating

DriveLock gives you total control over who can attach what to your computers. Data encryption ensures that data remains confidential even when a mobile storage
device is lost. DriveLock fits into your existing IT management infrastructure for easy and effective administration.

The DriveLock Management Console is the central point for creating a device control company policy, testing and fine tuning this policy, as well as operating all

=

Local computer
policy

DriveLock Agents deployed throughout the network.

3

Device Scanner

Policies

Policy assignments b

Done

Pucynok 1.5 — DriveLock.

AHaniz Heoonikis

Henonikom DriveLock e te, mo koHTposibs BukopucTanHs USB-npuctpois
3MIMCHIOETHCS JHIIe MudpyBaHHI 0€3 MOXIIMBICTh 33a/1aBaTH CIIMCKHU JO3BOJICHUX
npuctpoiB[15]. Cucrema mpencTaBisieThCsi SK XMapHHN CepBiC 0€3 MOMXIUBOCTI
PO3TOPHYTHUCS JOKATBHO. ANTOPUTMH MAIIMHHOTO HAaBYaHHSA, XO04ya 1 JIOJAI0Th
JI0JJATKOBOTO 3aXHUCTY, ajie BIPOTAHICTh XUOHOTO CIIpalfoBaHHS a00 MPOIYIIEHHS
IHITMICHTY 3aJMIIAEThCS JOCUTh BHCOKOIO. I[Iporpama Mae HaITUIIKOBHMA
GbyHKITIOHAJ, 10 BUPIIIYE 3a7adi HEMOB s3aHi 3 KOHTposieM BUKopucTanHs USB-

IIPUCTPOIB.
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DeviceLock — me mporpama uis 3amoOiraHHs BUTOKY KOH(IIEHIIIHOT
1H(hOopMaIlii, 1110 HaJa€ KOPUCTyBayaM JETAIbHUM KOHTPOJIb HAJl TOBHUM CIEKTPOM
NUISIXiB BHTOKY JaHWX Ha KOHTEeKCTHOMY piBHI[16]. [lopsim 3 ¢yHKmisiME
KOHTPOJIIO IOCTYITY JI0 MPUCTPOiB, BOHA MICTUTh (PYHKIIIi KEPYBaHHS MEPEKEBUMU
KOMYHIKalisiMu, GuUIbTpalii BMICTY, BHUSABJICHHS BMICTy Tomo. lLlg mporpama
JI03BOJISIE KEPYBATHU JIOKAJIBHOK CHHXPOHI3AINEI0, IO JIa€ MOXJIMBICTH JIETKO
HaJAIITOBYBATU JETATBHUN KOHTPOJb JOCTYIY 1 IpaBuil OJOKYBaHHS JAHUX MIX
CHHXPOHI30BaHUMHU TMpHUCTposiMU. 3a nomomororw DeviceLock amMinicTpaTopu
MOXXYTh KOHTpPOJIIOBATH TIPyIly KOPUCTYBauiB, sIKI MaloTh JOCTYIl JI0 aJaITepiB
USB, FireWire, WiFi 1 Bluetooth. Takoxx mporpama m03BOJisi€ HaJalITyBaTU
3aJ]aBaTH PEXUM <«JIUIIE YWTAHHS» s MEBHHUX MPHUCTPOIB Ta KOHTPOIIOBATU
JOCTYM JI0 IPUCTPOIB 3aJIE€KHO B yacy JOOU Ta JHS THKHS.

] DeviceLock Console -a
File Action View Help
&=z He
& Devicelock

ol DeviceL ack Service Search..
4 [y DeviceLock Enterprise Sever (Local, |

~
Last7days  Last 30 days

€ WINT0-KPPSuser T

€ CL-WINTX86\Administrator

€ NT AUTHORITY\SYSTEM

€ Tlmailtest]

€1 WIN81X64_DEMO\Administrator

€ DESKTOP-QU3TBOA\Admin

€ Tl\Administrator

€ MACBOOK PRG — ADMIN\admi

’ -
@ Personal loyalty iGroup's average

eAllow Read. «

History chart (all activities)

G I I I R T T FF TSI
AT TP TR
DEE LS FTAA PP LD LSS TS

I T e ey
S S gy

< > @ Devices sliowed Devices denied @ Protocols allowed @ Protocals denied > Group's average

2 Apr, 2018 - 11 Jun, 2020

Devices (all activities) Protocols (all activities)

Pucynoxk 1.6 — DeviceLock.

AHaniz Heoonixis

Opnnak naHe pimieHHsT Mae psn HenodikiB. [Iporpama He mae BeO-KOHCOJII
JUTSL IIGHTPAIi30BaHOTO YIIPaBJIiHHS OE3IEeKO0, a JACCKTOIMHHUI JT0AaTOK MOTpelye

BCTaHOBJEeHHA. CHcTeMa HE Ma€ MOKIHMBOCTI 3aJaBaTu CIIMCKH AJ03BOJICHHUX
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IPUCTPOiB. YTPaBIiHHA OE3MEKOI0 uepe3 TpyNu CKJIAJHINIE A PO3yMIHHS Ta

HOTpe6y€ A0OAaTKOBOI'O 4acCy IJIsd OITaHYBAHH:.

Ivanti Device Control — pitieHHs U1t KepyBaHHS IPUCTPOSMHU, SIKE JO3BOJISE
JeTKO 3aCTOCOBYBAaTH TMOMITUKY Oe3meku 1 mudpyBaTd JaHlI Ha 3HIMHHX
npuctposx[17]. Lls mporpama Moke 3aXHCTHTH KIHIEBI TOUKH Bif IIKIJIJIHABOTO
nporpaMHOTO  3a0e3ledyeHHs, Hagae  (QYHKII  TAMYAcOBOTO  JOCTYILY,
[EHTPATI30BAaHOTO YIpPaBIiHHA, 3a0e3ledye BUIAUMICT 1 KOHTPOJb Hal
OPUCTPOSMU 3 JOCTYNOM JIO KIHIEBUX TOUYOK, Takux sk USB-nHaxonuuyBsaui,
npuntepu Tomo. [IporpamMa mae MOXIMBICTH 33JaBaTH CIUCKU JIO3BOJICHHUX
IPUCTPOiB, KOHTPOJIIOBATH AOCTYN Ha OCHOBI pOJIeH Ta Ha/laBaTH KOPUCTyBadyaM

THMYACOBHH a00 3aIlJTaHOBAHUH AOCTYII JO 3HIMHHUX HpI/ICTpO'l.B.

m It Device it Application Cortvd Manapermert Corsale + [.0g Fplores s8] x

| 2 2 27
e ¢ F 3

B8 setpe Dctaut Options |

e

Pucynoxk 1.7 — DeviceLock.

AHaniz Heoonixis

Xouya cucTeMa Ma€ He MOTraHl XapaKTepUCTUK, aje BOHA MAa€ CBOi MIHYCH.
Cucrema He Mae BeO-TaHelni, sKa 3HAYHO CHPOIIYyE AOCTYN [0 HajalllTyBaHb
Oes3neku, Mae 6araTo mapameTpiB JJIsl HaJAIITyBaHb, HE JI03BOJISIE BIJICI1IKOBYBATH
nonii minkmoueHHss USB-nakonuuyBauiB, iHTepdEHC CUCTEMH CKJIaJHUN Ta

HE3pYYHUI Y BUKOPUCTAHHI.
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Endpoint Security — me moBHOQYHKIIIOHATBHE MpPOTpaMHE 3a0e3TMCUeHHS,
sKe CyMicHe 3 omepaliiiinoro cuctemoro Windows ta mae Takuii GyHKI[IOHAT, 5K
KYpHAJIU aKTUBHOCTI JJIsl IPOBEJCHHS ayJIUTY, 03BOJISIE KEPYBATU MPHUCTPOSIMH,
mrdpyBaTH 3MiHI Hocii iH(opMarii Ta 3agaBaTi Oiai/dopHi crucku[16]. Meron
OJIOKYBaHHS JIOCTYITy NPHUCTPOIB HAa OCHOBI OUIMX/YOPHUX CIHCKIB TMONEPEIHKYE
HECaHKI[IOHOBaHE BUKOpUCTaHHI USB-mpucTpoiB, 1m0 3MeHIIy€e BipOTiAHICTDH
NPOHUKHEHHSI 3JIOBMHUCHHKIB B KOPIOPAaTHBHY MEPEKY Ta PO3MOBCIOIKESHHS

HIKIJJIMBOTO IPOrPAMHOTO 3a0€3MeYeHHS!.

File  Configure Help Discuss this wersion
Status Activity LConfiguration Scanning Reporting General
8 Risk Assessment 88 Statistics 88 Status 88 Deployment

ol Data Leakage Risk Assessment

Azsess the data leakage risk of your endpoints and network

Reduce your data leakage risk level &3 Computer Name Status Risk
= maincalin Unprotected
g Is -
Reassess risk , Medium g
1 Low 4 \
o =S HA High -3:
Last assessment at: Wednesday. February 27, 2013, 3:44 PM

Summary of last assessment & Protected by GFI EndPointSecurity E
Time: 2/27/2013 3:44:00 PM Mfa (0,00 %)
Target: localhost B Protected (0,00 %)
Scanned endpoints: 1 M Unprotected (100,00 %)

Successful scans: 1
Protected endpoints: 0
Unprotected endpoints: 1
Devices discoversd: 180

View device usage statistics

Device Threat Level 2 Device Usage &3 Selected endpoint details: -3

Pucynok 1.8 — Endpoint Security.

AHnaniz Heoonixis

Endpoint Security mparifoe, sk XMapHHH CEpBIC Ta HE Ma€ MOKIUBOCTI
po3ropTaHHsi Ha BJIACHMX pecypcax. ['padiunuii iHTEepdeic HenpocTut y
3acTocyBaHHl. BiH Mae BenuKy KUIBKICTh KOH(Qirypauid 0e3 [eTajbHOro
MOSICHEHHS, CKJIQJIHO CTBOPIOBAaTH TONITUKH Oe3meku. JlomatkoBa QyHKITisA
Opanamayepa mpaioe ripmie Hixk Opanamayep Windows, mo poOuTh #oro
BUKOPUCTAaHHA HenouiabHuM. Lleli mnpoaykT € I1ulaTHUM, ane BapTICTh He

3HAaXOJUTHCS Y BIIKPUTOMY JOCTYIII.
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2. TIOCTAHOBKA 3AJJAYI TA BUBIP METO/IB PEJII3ALLII

2.1. TlocTtanoBKa 3aa4i Ta BUZHAYEHHA METH

Meroto poboTH € CTBOpeHHS i1H(OPMAIIHOT TEXHOJIOTI, sIKa JO3BOJIUTH
3a0e3MeYnTH ICHTPATI30BaHU KOHTPOJIb Ta ymnpaBiiHHSA Bukopuctanas USB-

HAKOIWYYyBayiB, 1110 J03BOJIUTH 3MEHIIIUTH PU3UKHU BTpaTH 1H(POpMAIIii.

TexHomor1s MOBUHHA TABATH MOKJIUBICTB!

- 3a/1aBaTH CIIMCKH JO3BOJICHHX MPUCTPOIB HA OCHOBI SIKUX OyJie
pUIIMATHUCS PIIICHHS;

- neperisaaTi cnucok makmoueHnx USB-nakonmudyBadiB, sKi
BUKOPUCTOBYIOTHCS B KOPIIOPATUBHIN MEPEXKI;

- omoxyBatn USB-HakonuuyBadi, 110 BHKOPUCTOBYIOTHCS Ha
KOMIT F0TeplI;

- BIJICJTIJIKOBYBATH 1CTOPIIO MAKIIOYEHB HOCIIB 1H(OpMAaILii;

- IIEHTPAJI30BaHOTO  YIIPABIIATH OC3MEKOI, 3a JIOIMOMOI'OKO
IHTYITUBHO 3p0O3YMIJIOTO BE0-3aCTOCYHKY;

- pO3ropTaHHs Ha BJIACHUX CepBepax;
J1J1st TOCSITHEHHS TIOCTABJICHOT METH TpeOa BUPIIIUTH HACTYIIHI 3a4a4i:

- MIPOBECTH aHAJII3 MPEIMETHOT 00JIaCTi;
- oOpatu 3acoOu Ta METOJIU JIJIsi BUPIIICHHS 3a]1aul;
- BUKOHATH MPOCKTYBAaHHS CUCTEMU;

- 3MIUCHUTH MIPOTPaAMHY peajizalliio.
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2.2. Bubip meroaiB peasizamii

Ha nmaHmii mMoMeHT icHye O€3/1i4 TEXHOJOTiH pO3pOoOKH MPOrpamMHOTO
IPOAYKTY, SIKI MAarOTh CBOi MepeBard Ta HEIOJIKH MPU BUPIIICHHI MOCTaBJICHOT
3amadi. Tomy Jayke BaXJIMBO OOpaTH TOW I1HCTpyMEHTapii, SKUN Halkpaiie

3aJI0BOJILHUTH MOTPEOU MPOEKTY.

Onepaniitna cucteMa Windows € HaiOUIbIl PO3MOBCIOIKEHOIO Y CBITI,
TOMYy caMe il HaiJacTilie BiJaloTh MepeBary KOMIaHii Oyab-sSKOTO pPO3MIpy.
Otxe, Bkpall HeoOXigHO, 1100 (oHOBa ciyx0a, sika OyJie BCTAaHOBIIOBATHCS Ha
KOMIT FOTEpU B KOPIIOPATUBHIN Mepexi, Oyja CyMICHOIO 3 ONEpaIiiHOI0 CUCTEMOIO
Windows. [{ist nocsrHeHHs 11i€i MeTH, Haikparie miaxoauTs miargopma NET 5,
aka Oyna po3pooOsieHa kommadieto Microsoft. Ilmardopma .NET 5 mae moBHuii
IHCTpYMEHTAp1i JIsi CTBOPEHHS JOBTOTPUBAIMUX MPOTPaM, K1 3aMyCKAIOTHCS ]l
yac BiacHuXx ceaHciB Windows. 1li ciyx0u MOXyTh 3alyCKaTUCs aBTOMATHYHO
i 9yac 3aBaHTaXEHHS KOMIT' IOTEpa, 1X MOKHA MPHU3YIMUHUTH Ta MEPE3aTyCTUTH.
Takox cmyxOM MOXKHa 3allyCKaTh B KOHTEKCTI O€3MeKH MEBHOTO OOJIKOBOTO
3aMCcy KOPUCTyBaya, SAKUM YBIWIIOB y cHCTEMY, a00 OOJIIKOBOrO 3amucy
KOMIT'toTepa 3a 3amoBuyBaHHsM. [lnardpopma .NET 5 miarpumye Ouiblue onHI€q
MOBH TpOTpaMyBaHHS, KOMITIJIIOIOYM KOX B 30ipKy Ha crmitbHiii moBi CIL[18].
OcHoBHa MoBa mnporpamyBaHHs IMarpopmu € C#, ska Oyna po3poOseHa
koMmrtaniero Microsoft. C# - 11e mmpoko po3MoOBCIOKEHA, 00’ €KTHO-OPIEHTOBAHA,
CTpOTO THIII30BaHA MOBA MPOrpaMyBaHHS. 3aBISKH CEPEJOBHUIINY BHKOHAHHS
Common Language Runtime Bona m03BoJiss€ MUCAaTH KOJ HabaraTto MpOCTIIle
nopiBasHO 3 C ta C++, aBTOMAaTH3yI0YM YaCTHHY HU3bKOpiBHEeBHX 3ama4[18]. Lls
MOBa J00pe 3aJOKyMEHTOBaHa, Ma€ KOPOTKHHA IIMKJ OHOBIEHb Ta BEIUKY

CHUIBHOTY.

HactynHoio BuMoOror 10 cuctemMd € Te, 1mo0 BoHa Oyna 34aTHa

IEHTpaTi30BaHO ympaBisaTu Oesmekoro USB-mopTiB Ta BiAcmiaKoByBaTH, sIKi



23

IPUCTPOi BUKOPUCTOBYBAIHCS Yy KOPIMOpPATUBHIA Mepexi. s 3a70BOJICHHS Mi€i

noTpebu HeoOxigHO po3podutu SPA ta WEB-API.

Ha crorognimmHiii newp 1ist po3poOku SPA HaiiyacTilie BUKOPHUCTOBYIOTH
6i6mioTexy React. React — e 6i6mioTeka, sika po3pobneHa Ha 6a3i JavaScript 3
BIIKPUTUM KOJIOM JUIsi CTBOPEHHS KOpHUCTYyBallbkuX 1HTepdeliciB. React OyB
cTBopeHuii kommaniero Facebook. Ils 6i0mioTeka CHHpPAeThC Ha KOHIICIILIIIO
BUKOPUCTAHHS KOMITIOHEHTIB, 1[0 JO3BOJISIE MIEPEBUKOPUCTOBYBATH KOJ y PI3HHX
npoektax. Jlns BusHaueHHs koay iHTepdeiicy React BukopuctoByro JSX, 1o
no3Boiisie nucatd HTML noniOHuii xoa pasoMm 3 kommnoHeHTaMu[19]. Takoxk, ms
010J110TE€Ka Ma€e BUCOKY MPOJYKTUBHICTh 3aBJISKM KOHUEIMLIi BipTyaasHoro DOM.
Bipryansauit DOM 306epirae komito 3Bu4aitHoro DOM. Ilpu HeoOxigHOCTI
OHOBUTU €JIEMEHT IHTepJeEhCy CMoYaTKy TOPIBHIOEThCA Ta 3aMIHIOETHCS
BipTyasibhuii DOM, 1 npu BUsIBJIEHHI po30iKHOCTENH OHOBIOE ocHOBHUN DOM 3
MiHIMaJIbHOO KiTbKicTiO 3aTpaT[20]. OTxe, Takuii criocid B3aeMOIT 3 elIeMEHTaMHU
Habararo eQeKTUBHIIINMA, HIK HanpsaMy 3MiHioBaTd DOM uepes JavaScript. React
BUKOPHCTOBYE OJHOHAIMpABIEHY Tepenadyy JaHuX, TOOTO 3 O0aThbKIBCHKHX
KOMITOHEHTIB /10 KOMIIOHEHTIB HamaakiB. [laHi, gxi Oynu mepenaHi HE MOXYThb
OyTH 3MIHEHI HampsiMy KOMIIOHEHTOM HAIllaJKOM, ajie¢ MpU HEOOXITHOCTI MOXKHA

3acrocyBatu callback-dynkiii.

Hust crBopennss APl mmatrdpopma .NET 5 wmictute ASP.NET Core
dpeiimBopk[18]. ASP.NET Core — 11¢ BeO-ppeiiMBOpK 3 BIZKPUTHM BHUXITHUM
KOJIOM 1 ONTHUMI30BaHUMN JUIsI XMapu JJIT PO3pOOKH CydaCHUX BeO-T0JATKIB, SKi
MOJKHA Po3po0JiaTH Ta 3amyckatn Ha Windows, Linux ta Mac[21]. Bin Bkirouae
dbpeitmBopk MVC, sikuit Tenep noennye ¢ynkuii MVC 1 Web API B enuny
miatdopmy Bed-miporpamyBanHsi. ASP.NET Core € kpocmiaThopMHUM 1 i€aIbHO
npaioBatume Ha Windows, Linux 1 Mac, a Takox Ha Bcix npuctposix. Cucrema
THyYKa 1 103BOJIA€ po3poOHUKaM BubupaTt Oynb-aky OC amnst cBo€i 3pyyHOCTi. Y
ASP.NET Core po3poOHHKH MOKYTh IUcCaTH HaOaraTo MeHIe orepaTopiB[22].

H.[O, Y CBOIO 4YCpry, Hnpu3BcAC A0 CIHPOHICHHA CTPYKTypHu KOAY Ta MCHIIOI'O
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KoxyBaHHsA. Jlna Oi3Hecy 1ie poOUTH pO3pOOKY AOAATKIB OLIbII E€KOHOMIYHO
eexTuBHOW. [l po3poOHMKIB 1€ Ja€ OuIbIlle KOHTPOJIIO HaJ MPOIEeCOM 1
CIpoIIy€e HaarokeHHs. [liaTpuMKka 1H’€KIii 3aJIeKHOCTEH BUKOPHUCTOBYETHCS
JUTSL IPOEKTYBaHHsA iHTerpaiii B mporpamy. 3asasku 1ipomy ASP.NET Core Hanae
po3poOHKKaM BeO-10/1aTKIB MOKPAILEHY MOXJIMBICTh TECTYBaHHS Ta PO3UIMPEHHS.
binpie He MOTPIOHO BHKOPUCTOBYBATH CTOPOHHI (PPEWMBOPKH MAJisi 1HTErparii
HEOOX1IHOTO  Ju3aiiHy B godaTok. IliaTpumka 1H’€KIii  3ajie)KHOCTEH

BUKOPUCTOBYETHCS JJIs1 TPOCKTYBAHHS 1HTErpallii B Iporpamy.

3aBnaku 1oMy ASP.NET Core Hamae po3poOHHMKaM BeO-10JaTKIB
TOKpAIeHy MOKJIUBICTh TECTYBaHHS Ta PO3LIMPEHHS. IM Oinblie He MOTPiOGHO
BUKOPUCTOBYBATH CTOPOHHI (peHMBOpPKHU JJis 1HTETpallii HeoOXiJHOTO NU3aiiHy B
nonatok. ASP.NET Core mae BOyoBaH1 (pyHKIIi, SIKi JO3BOJISIIOTh PO3POOHHKAM
CTBOPIOBAaTH BHMCOKOOE3IMEUHl BeO-A0JaTKU. 3aBIASKH I TEXHOJOTII JIeriie
MiITPUMYBATH 3aCTOCYBAaHHSA HTTPS, 3anoOiraHHs XSRF/CSRF,

ayTeHTHU(IKaIlF0, aBTOPU3AIIiI0 Ta 3aXUCT aaHnx[23].

Rapid Development ineanbHO MAXOAUTH [JIs1 MNPOEKTIB, SKI MOTPIOHO
BUITYCTUTHU 32 KOPOTKUU MPOMDKOK 4acy (2-3 wmicsami). Lle Mmoaens po3pobku, ne
Oulbllle yBaru MNPUIUISETHCA 3aBJAHHAM PO3POOKM Ta MPOTOTUIY, HIK
IUIaHyBaHHIO. MoJienb THyuYKa Ta ajanToBaHa A0 3MiH, 3HWKY€E 3arajJbHUN pU3HK
IPOEKTy, pyuyHE KOAYBaHHA Ta MOMMJIKH. Mojenab MIBUIKOI PO3pOOKH TOAATKIB

MoxHa Jerko BukopucrtoByBaTu 1uisi ASP.NET Core.

Bigkputuii xox o3nHaudae, mo Oyab-skuii ekcriept ASP.NET Core mae
JOCTYTI 10 Komy (perMBOpKy Ta pero3utopiiB Ha GitHub. Ycs cminbnota NET
Core MOXX€ mMpalfoBaTH HaJl YJOCKOHAJICHHSIM TEXHOJOrii Ta 3MIHIOBAaTH Il
BIJIMOBITHO /O MOTped po3pobku BebO-mporpaM. OTpuUMaBIIM HaWKpaiie Bij

ASP.NET Core, po3poOHUKH MOXYTh CTBOPIOBATH HAMKpaIll BeO-pillieHHS.
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3. INPOEKTYBAHHJI IH@OPMAHIﬁHOi TEXHOJIOI'H
3.1. Po3spodka moaesi BapiaHTiB BUKOPHCTAHHS

Ha erami MonentoBaHHSI BaXJIMBO SIBHO BUIUIUTH CHUCTEMY BiJ] OTOUYIOUOTO
CEpEeIOBUINA, BU3HAYUTH BCIX aKTOPIB, sIKI OyIyThb B3a€MOIISTH 3 CHCTEMOIO Ta
BU3HAUUTH TIEPENIIK OCHOBHOro (yHKUIOHATYy cucteMu. [{ns gocsrHeHHs
MOCTaBJIEHOI MeTH OyJla BHKOpPUCTaHa JlarpaMa BapiaHTIB BUKOPUCTAHHS, SKa

300pakeHa Ha pUCYHKY 3.1.

Cucrema ynpasnikna Geanerxoio USB-npuctpois

BiacnigkysTu nogito
NiAEAHAHHA

<<Inchide>>

Doparu USB-npucrpin

Buganutu g
USB-npucrpin .
3anucartu nogito

Peparysaru
USB-npucrpiit

Buganuru
HeNnoTpibHi noai

'
'
'

>

<<Include>>

Buganutu
HenoTpibHi pobovi

CTaHujii A
Mepernsia nopii Kopucrysay web-poparry
MNepernaHytn
poboui cranuii
MNepernaHyTy
nogii
MepernanyTu
6ini cnucim

MNepernaHyTu
USB-npucrpoi

Pucynok 3.1 — /liarpama BapiaHTiB BUKOPHUCTaHHSI.

MNepesiputu
USB-yHakonuuysay

Kopuctysay web-gogatxy

<<Include>>

Peparysaru
6inuit cnucok

3abnokyeaTtu
USB-Hakonuyysay

Buganuty Ginui
CNMCOK

ABTOpU3yBaTH
KOpUCTyBava

L giarpama 300pakye mepenik HassBHOTO (PyHKIIIOHATY Ta aKTOPIB, 110

B3aEMOJIIIOTH 3 CUCTEMOIO.
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3.2. Po3poOka npororuny intepdeiicy kopucrysaya

[IporoTun — [03BOJSIE BU3HAUMTH OCHOBHUU (yHKIIOHAN 1HTEpdeiicy
KOpHCTyBaya Ta OLIHUTU au3aiH. [IpoToTHN TakoXX Ja€ MOKJIHUBICTH MPOIyMAaTH
i1ei 6e3 ¢akTHUYHOI MporpaMHOi peanizaiii. 3aBASKA I[bOMY MOKHA 3HAa4yHO
3MEHIIIATA 4Yac PO3POOKHM CHUCTEMH Ta 3pOOMTH 1i OUIBII 3pYyYHOIO ISt

KOPHUCTYBaua.

[aTepdeiic cuctemu nmoBuHEH 3a0e3MeuyBaTH B3a€EMO/III0 MK KOPUCTYBaYeM
Ta poOounmu cTaHIisMu. KopuctyBad moBHHEH MaTH 3MOTY MEPErVISIHYTH CTaH
Oe3MeKn B MEpPEeki Ta MPUUHATH HEOOXIJHI 3aX0AM NI Moro nokpaimieHHs. Ha
pucyHky 3.2 300paK€HUU TMPOTOTUIl TOJOBHOI CTOPIHKM, fKa JO3BOJISIE
KOPUCTYBauy TMEPErsHYTH CHHCOK pOOOYMX CTaHIli B CHUCTEMIi, SIKUU

OpraHi30BaHO y BUTJISA/I TaOJIUIIl 3 OCHOBHOIO 1H(POPMAIII€IO.

2 Log.out

Xoctn

(3

Xoctu
3acTocysati @insTpu Vv

YnpaenixHa

5 Hassa xocty IP anpeca Mac anpecy
nonitukamu 6esnexu

[Bsemra HA3BY XOCTY I rBumYn IP anpecy 1 [Bsemra Mac anpecy

YnpaeninHs

3acrocysatn
QPMCTYBGHCIMM
use
.. M Penarysatu

npucTpoi
I'ma Max anpeca IP anpeca Penarysatn
PC-1 00:26:57:00:1F:02 199.21.1.0
PC-2 00:46:27:00:1A:03 199.21.2.0
PC-3 00:27:56:00:1F:02 192.21.2.0

Pucynox 3.2 — [IpoToTur roloBHOT CTOPIHKH.
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KopuctyBau Oyme Martm 3MOry TepersiHyTH Mak-aapecy, |IP-ampecy Ta
Ha3By poOouoi cranmii. [Ipyu 3HaYHIA KUTBKOCTI KOMIT'IOTE€PIB B KOPIOpPATUBHIN
MepeXi BUHUKa€e HEOOXITHICTH 3ilicHioBaTH momyk. [lomryk motpioHOi pobodoi
ctanuii Oyae BimOyBaTHUCS 3a JOTMOMOIOI0 TMPUXOBAHOI IMaHENl, Ky MHOTPiOHO
posropHyTH. JlaHui miaxia 10 moOy10BH MPOTPaMHOTrO 1HTepdeicy T03BOJUTH HE
BIJIBOJIIKATH KOPUCTyBaua BiJA OTpPUMaHHS OCHOBHOi iHdopMmarii. Y pasi
HEOOX1THOCTI KOPUCTYBa4 MaTUME 3MOT'Y BUJIAJIUTU HEMOTPIOHY poOOUy CTaHIIIIO.
Januii QyHkiionan Oyae NPUXOBAHWK HAa TOYATKOBOMY €Talll Ta s HMOro
aKTUBallli HEOOXIHO MOCTAaBUTU TajlouKy y TOJI peaaryBaTH, MiC/si 4Oro B
Tabnuil Oyjae 3 ABISITHCS JTOJAATKOBE IMOJIE 3 OMIISAMH I penaryBanHs. Ha mii
CTOPIHIII KOpUCTyBaduy OyJe JOCTYMHOI JIMIIE ONis JJisl  BUAAJICHHS

HCPCJICBAHTHOI'O 3aIInCy.

Haruckaroum Ha KOXKHUN PSAIOK B TaOJWIl KOPUCTYBAa4 MaTHUME 3MOTY
nepeidTd Ha CTOPIHKY TNeperyisimy TOoAiNM s BIAMOBIAHOT poOOYOi CTaHIil

MIPOTOTHII, SIKOT MO’KHA ITOOAYUTH HA PUCYHKY 3.3.

>x5/6 Log_ out
/N S

L
1 PC-1 IP:199.21.1.0 MAC: 00:26:57:00:1F:02
Xoctun
3acTocysati @ineTpu Vv
YnpasniHHs
nonitTukamu besnexu TTowyx 30
Ynpaeniums [Bseairs vID | [Beeairs pro | [Beeairs sn R
KopucTyeauamu
USB
npUCTpoi
[ Peaarysamm
Dara Yac vID PID SN
23.10.2021 21:48:53 3213 6531 32123RE21
21.10.2021 13:56:32 4312 7631 45123RE21
20.10.2021 12:26:41 6543 3212 47623RE21

Pucynok 3.3 — IIpoToTuIl CTOpiHKH MEpersisiTy Moaii.
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B 3aronoBky cropinku Oyne BimoOpaxkatucs iHdopmaiis mpo pobdbody
CTaHIIIO J0 SKOi HalleXxaTh MOIii, a caMe Ha3Ba poOOUOi CTaHIIii, MaK-aapeca Ta
IP-anpeca. OcCHOBHMMM KOMIIOHEHTAMH I1i€1 CTOPIHKY € TAOJIUIISA MePEerIIsiTy MO,
K1 B1IOyJMCS Ha BIANOBIAHIA poOouiit cranmii. KopucryBauy Oyne Matu
MOXJIMBICTh TieperiisiaaTa iHpopmariito npo USB-HakonuuyBay, 4ac Ta Jarty, KoJju
BiH OyB mix eqHaHWil abo Bia e€qHaHWN 10 poOOYOi cTaHIii, Ta 4u OyB MaHUN
HaKomM4yBad 3a0iokoBaHWMU, uM Hi. KopucTyBau Takox 3MOXKe 3IHCHIOBATH
noAill 3a JOMOMOTroI OJIOKYy, IO PpO3ropTaeThcsa. Takok Ha CTOPIHIL Oyne

MOXJIMBICTh BUJAJISITA HETIOTPIOH1 MO/Iii.

JUiss  Toro, moOO0 KOpHCTYyBad MaB 3MOTY YIpPaBIsATH OE3MEKOI0 B
KOPIOpaTUBHIN Mepexi, iHTep(deiic MOBUHEH HaJaBaTU MOXIIMBICTh BU3HAYaTH
noJituku 6e3nexu. Ha pucynky 3.4 300pakeHnii IPOTOTUIT CTOPIHKU YIIPABIIIHHS

MMOJIITUKAMU OE3IEKH.

56 x 5\9 Log out
€<
YnpasniHHa nonitukamu 6esnexu
Xoctn X
CTBOPHTH 6inuiA cnucok
yﬂpﬂBJ‘l iHHS 3acTocysatv @ineTpy
nonitukamu Geanexku
Hassa npasuna
hpﬂﬁanHﬂ Becaims ['na cronul ];enirb HA3BY Npasuna —l
KopucTyBauamm
USB npucrpint b
USB UsB 1 »
. usB 2 -
npuyueTpol E Penarysat -
Rt usB 3 ¥
Hassa Pofioua cramuia v A
USB-npucTpais Penarysam
L Pofioua cramuia 1 A
Tpassno-1 Pofioua cranuia 2 =] |sstussz _
Poboua cranuis 3 . —
Tpasuno-2 USB1
Tpasuno-3 1 uUse2 y
—

Pucynok 3.4 — I[IpoTOTHI CTOPIHKH YIIPABIIHHA MMOJITUKAMH OE3MEKH.
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Ha miif cropiHill KOpHCTyBad MaTUME MOXJIMBICTH 3/A1MCHIOBAaTH MOIIYK.
Jana cropinka Oynae wMaTu (YyHKIIOHAN JJis CTBOPEHHS, peIaryBaHHS Ta
BUJAJICHHs TMpaBwi. HaTuckaioum Ha KHONKY JgoAatd abo 3MIiHUTH, Oyne
BIIKpUBATHCSI MOJAJbHE BIKHO, /¢ KOPHCTyBad MaTHME€ 3MOTY CTBOPUTH HOBE
npaBuio abo penaryBaTH Bxke icHyroue. [IpaBwiio Oyne 3amaBaTHCS NUISIXOM
BUOOpY 13 BXK€ ICHYIOUHMX JaHUX B cuctemi npo USB-makomuuyBaui Ta poOoui
craniii. MOXJIMBOCTI pelaryBaHHs IMpaBUJ MPHXOBaHI Ha MOYATKOBOMY CTaHI.

Jlns ix akTUBallii HEOOX1JHO MOCTABUTH TrajlOuKy Y MOJ1 peIaryBarTH.

Ha pucynky 3.5 300pakeHMid TpPOTOTUIN CTOpPIHKA  YIPABIIHHA
KopuctyBauamu. DyHKI[IOHAJ JaHOI CTOPIHKM 30iraeTbcsa 3 (PYHKIIOHAIOM
CTOPIHKM YTIpaBJiiHHS MpaBuwiamMu Oe3neku. KopucrtyBau MaTuMe MOXIMBICTb
J10/1aBaTH, BUAAIATH Ta 3MIHIOBATH AaHl Ipo KopucTyBayda. [Ipy 3HauHIi KITBKOCTI
3alUCiB  KOpPHUCTyBau Mae 3Mmory ix BigduieTpyBatu. [lpunnun pobotu

KOMITOHEHTIB 1HTep(elicy 30epiraerbes.

S
D

<
YnpaeniHHa KopucTyeBadamu
XocTtu
YF'IPO.B.I'IiHH.ﬂ 3ocTocysati QineTpu ¥
nonitukamu 6esneku | | [ penarysam

YnpaeniHHs

HikHeim Tpmsemuwie Ta i'ma Email Pone
KopucTyBeayamm
nickl Tiwenko Crenan jonil2@gmail.com admin
use ]
npuctpoi
nick2 Boryapax Mukona bur23@gmail.com user

nick3 Minoweru MapTin rofi45@gmail.com user

Pucynok 3.5 — IIpoToTun cTOpiHKK yHpaBIIHHSI KOPUCTYBaYaMHU.

Jlani mpo mpHUCTPOi, AKI BUKOPUCTOBYIOTHCS B KOPIIOPATUBHIA MEpPExi,
MOBUHHI J1I0JIaBaTUCS A0 CUCTEMU IpH KokHOMY mija’ eqHanHi USB-nakonuuyBada

70 poOoyoi cTaHIlli Ta camMuM KopucTyBadeM. Ha pucyHky 3.6 BimoOpaxkaeTbcs
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IPOTOTHUIT CTOPIHKH, IO JT03BOJIAE 3hiMicHIOBaTH ympasiiHHa USB-mpuctposmu.

[TpuHumn po6oTH Ta HAOIp PYHKIIOHATY 3aJIUIIAETHCS HE3MIHHUM.

AN Log_out
=
USB npucTpoi
XocTu
Aoaatw USB-npucTpit
y_i'lpClBJ'I iHHA 3acTocyBath @ineTp
nonitukamu 6esnekum
Hasea npuctporo
y_ﬂpOBJ'H'HHsl Beenite i'ma cTaHuil |T?;Be,nfTb Hasey mpucTpoio —l
KOPUCTYBAYAMI VD
Beenite vid —l
use r
npuetpoi ™ peaarysans PID
|T?;Be,11fTb pid —l
SN
ral
npﬂg:;‘;m |T?;Be,nfTb sn —l USB-npuctpais Penarysati
Use-1 SB1LUSBZ -
| )

Pucynok 3.6 — IIpotoTumn cTOpiHKH, IO IO3BOJISE 3A1HCHIOBAaTH yIipaBiiHHS USB-

IIPUCTPOSMMU.
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3.3. Po3podka ER-giarpamu

Jlyst Toro, o0 crpoekTyBaTu 6a3y naHux Oyjo BUKOpucTaHo ER-miarpamy.

Ile 103BOMUTH BU3HAYUTU MPEIMETHY 00JacTh, BHOKPEMHUTH TOJIOBHI CYTHOCTI Ta
, : :

BCTAHOBHUTH 3B’sI3kM Mik HUMU. Ha pucynky 3.6 moOymoana ER-miarpama, mo

BINOBiIa€ moTpedam cucteMu. [l YHUKHEHHS MOTSHIIIMHUX CYTIePEeUHOCTEeH MIXK

JTAHUMHU MOJIeJIb 0YyJI0 MPUBEACHO JIO TPETHOT HOPMAJIbHOI (POPMHU.

(3 Host )
U Id integer(10)

( AppUser ) Hostldentifier varchar(255) ( HostEvent )
U id integer(10) HostName  varchar(255) /id integer(10)
UserName varchar(255) MacAdress  varchar(255) EventType varchar(255)
Password  varchar(255) IPAdress varchar(255) EventDate date
Surname varchar(255) EventTime varchar(255)
Email varchar(255) IsAllowed varchar(255)
Role varchar(255) ™ USBDeviceld integer(10)

\ J ( WhitelistHost Al L )

L’-?- Whitelistid _integer(10) J =
Y Hostld integer(10) !
-

( Whitelist ) ( USBDevice )
U Id integer(10) = U Id integer(10)
RuleName varchar(255) Name varchar(255)

( WhitelistUSBDevice ] Vid varchar(255)
" USBDeviceld integer(10)J Pid  varchar(255)
Y Whitelistid  integer(10) Sn varchar(255)
J ~ |ElPng  varchar(2s5)
T ¥ y\l, ual Paradgm Co inity Edit 4@

Pucynok 3.6 — ER-niarpama.

Tabmuus 3.1. — Onuc cyTHOCTEH Ta X aTpuOyTiB.

Taomursg [Tone Kiroui 3MicT
AppUser Id PK VHikanbHu# i7eHTH(dIKATOp
CYTHOCTI.
UserName Hikueiim kopucTtyBaya.
Name Im’s kOopucTyBaya.
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Tabmus [Tone Kiroui 3mict
Surname [Ipi3BuIie KOpucTyBaya.
Email Anpeca mOYTOBOI CKPHUHBKU
KOpHCTYyBava.
Password [Tapons KopucTyBaua.
Role [IpaBa mocTyiy KopucTyBada
710 CUCTEMH.
Host Id PK VYHikanbHUN 11eHTUdIKATOP
CYTHOCTI.
Hostldentifier Inentudikarop pobouoi
CTaHIII].
Host HostName Im’st poGovoi cTanitii.
MacAdress Mak-aapeca poGoyoi
CTaHIIIi.
IPAdress IP-anpeca poGodoi cTaHIlii.
HostEvent Id PK VYHikanpHU#l i1eHTH(IKATOP
CYTHOCTI.
EventDate JlaTa KoM cTaacs momIis.
EventTime Yac xoym cranacs moIis.
IsAllowed Mictute iH(MOpMaIiito TIpo
Te, ud OyB 3a0JIOKOBaHUU
IPUCTPIH.
USBDeviceld | FK VYHiKanpHUN  iIeHTH(IKATOD
cytHocti «USBDevicey.
USBDevice Id PK VYHikanbHUN i7eHTH(DIKATOP
CYTHOCTI.
Name HasBa mpucrporo.
Pid PID nakonuuyBaya.
Vid VID nakonuuyBaua.
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Tabmus [Tone Kiroui 3mict
Sn Cepiiinnii  Homep  USB
HAKONNYyBaya.
Png VYHiKanpHUN 11eHTU(IKATOP
JUIA  TIONIYKY TPHCTPOIO B
CUCTEMI.
WhitelistUSBDevice | USBDeviceld | FK VYHIKaIbHUR  iIeHTU(IKATOD
cytHocti «USBDevicey.
Whitelistld FK VYHIKanpHUHN 1IeHTH(DIKATOD
cytHocrti «Whitelisty.
Whitelist Id FK VYHIKanpHUHN 1IeHTH(DIKATOP
CYyTHOCTI
RuleName Haspa npaBuia
WhitelistHost Whitelistld VYHIKaIbHUR  ieHTH(IKATOD
cytHocrti «Whitelisty.
Hostld VYHiKanpHUN i1eHTH(IKATOP

cyTtHocT1 «Hosty.
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4. PO3POBKA IHOOPMAIIMHOI TEXHOJOTI'II

4.1. Tporpamua peajizamisi KJIi€HTCLKOI CIIy:KOU

Knientcpka ciyx0a BUCTymae B SIKOCTI areHTy, IO BCTAHOBIIOETHCS Ha
pobouy cranmito. [lana cmyx0a mpaitoe y (OHOBOMY pexHMi Ta 3abe3redye
MOCTiIHE TPOCIYXOBYBaHHs MOpTy Ha miakmoueHHs USB-mpuctpois. ns ii
CTBOpeHHs Oyno BukopuctaHo miardopmy .NET 5, ska € HailOutbm cymicHOIO 3
onepaniiaumu cucremamu Windows[22]. Jlist ctBopeHHs (OHOBUX CITY»KO JaHa
wiargopmMa MICTHTh MpoekTHHM 1radion Worker Service, 1o ja€ Mmo4aTKOBY

TOYKY JIJISl PO3POOKHU JOBIOCTPOKOBHUX (DOHOBUX CEPBICIB.

OcHOBHOIO CKJIaJ0BOIO ciyxOu € texHosoriss Windows Management
Instrumentation, mo Hagae mporpamMHui iHTEpdEHC A1 B3a€MOIIT 3 ONEpaIiiiHO
cucremoro Windows. WMI nae MOXIJHBICTD BiJIC/IIIKOBYBAaTH 3MiHU B CHCTEMI 3a
JIOTIOMOTOI0 00’ €KTIB, fIKI MPEJCTABISAIOTH BIJMOBIIHI KOMIOHEHTH B CUCTEMI. Y
HalIOMY BUMAJKY, IJIsl MPOCIyXOBYBaHHs OyJjio oOpaHo 00’exkt Win32 USBHub.

[Toxii mpocTyxoBYIOTBCS 3a I0MTOMOTOr0 Kilacy ManagementEventWatcher.
Jlns BiJICT1IKOBYBAHHS MOI1H OyJ10 BUKOHAHO HACTYITHI JIii:

1. Otpumano 06’ext Win32_USBHub 3a nonomororo WMI Query Language.

2. CtBopeHo o0’ext kiacy ManagementEventWatcher, sxuit 3miiicHI0€
CIIOCTEPEIKCHHS.

3. 3apeectpoBaHo QYHKITIIO OOpOOHUKA MMOIIH.

4. 3amyIeHo mpoIec CIOCTEPEIKCHHSI.

[Ticnst Toro, stk moais MAKIIOYEHHS a00 BIAKIIOUECHHS Tpamwiach, Ciyxoa
BIJIIPABIIs€ 3aMUT Ha cepBep A nepeBipku USB-npuctporo. s gocsarHeHHs i€l
MeTH OyJIo peani3oBaHO MOXKJIMBICTH MEPEKEBOI B3a€MO/IIT, 32 JOTIOMOIOK0 Kjacy

TcpClient. Lleit kmac 6a3yerbes Ha TCP mpoTokosi, o rapaHTye I0CTaBKY
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noBiomsieHb. 11l00 BCcTaHOBUTH MEpEKEBH 3B'SI30K MK KIIEHTOM Ta CEPBEPOM,
nanuii  kiaac mictuth Meton TcpClient.Connect, sikuii mpuiiMae B SIKOCTI
napameTpiB MOPT 10 SKOTO MOTpiOHO mimkitountrcs Ta IP-aagpeca abo momeHHe
M’ s BijtasieHoro cepBepy. [licias yChinHoro maKIroueHHs] MU MOXEMO OTpUMAaTH
00’exT kaacy NetworkStream, uepes sikuii BiiOyBa€eThCs MMOAAJIbIINA B3AEMO/IIS MIXK

CEpBEPOM Ta KIIIEHTOM.

[Ticast mepeBipku Oylio peanizoBaHO MOXJIMBICTH OJIOKYBaHHS HeOaKaHHX
USB-npuctpoiB. s mporo Oyio Bukopucrano 0iomioreky USBClocker, sxa
MiCcTUTh cTaTnaHui MeToa SetDeviceEnabled. B sikocti mapameTpiB BOHA IpHiiMae
guid imeHTH(IKATOP TPUCTPOIO, iACHTU(IKATOP, SKUN 0a3yeThCs HA CEPIHHOMY
HOMEpPI TPUCTPOIO, Ta OylieBe 3HA4YEHHs, MLI0 JI03BOJIsE 3a0JI0OKyBaTh ado
no3Bonut USB-mpuctpiii. [licns toro, sik Oyno NpUAHATO pilieHHS OJOKYBaTH,
yn go3BonuTH USB-mipucTpiii mporpama Bianpasisie iHGOpMaIliio Ipo Moo Ha
cepBep. Ha cepBep BianmpaBisitoThCs Taki mapameTpu, sk Vid, pid, cepiiinuii Homep

MPUCTPOIO, TUI NOJIIT Ta 1I€HTU(IKATOP CTATyCy MOIi.

Jlist 30epexeHHsT MEpPEKEeBUX HalalllTyBaHb OyJ0O BHKOPUCTAHO (Qailn

koHpiryparii App.config.
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4.2. TIporpamua peasizamisi Be6-cepBepy Ta GOHOBOI CIyKOH

[Ticyist 3aBepiieHHS PO3POOKH KIEHTCHKOT CITY>KO HACTYITHUM KPOKOM OYJIO
peanizaiiisa BeO-cepBepy. st Hioro po3pooku 6yno BukopuctaHno ASP.NET Core
bpeiiMBOpK, KUK BXOoAWTH B iHGpacTpykTypy miardopmu .NET 5. Jlanwmii
¢perimBopk miaTpumye aBa mabiaonu — Web API, skuii BukopucroBye REST-
apxitektypy, Ta MVC[21]. [1]o6 peanizyBaTH cepBepHY YaCTHHY CHCTEMH OYJIO
Bukopuctano maomon Web API. Ile mae psnm mepeBar, Taki sK MOXKIHBICTb
peamizarniii Single Page Application ta 103BOMUTH B MOAATBIIOMY PO3POOUTH

MOOUTEHUN TOAATOK O€3 3MIHM CEPBEPHOI YaCTUHHU.

Jlist B3aeMOZI11 MI’K CEpBEPOM Ta KJIIEHTOM OYJIO CTBOPEHO Psii KOHTPOJIEPIB,
10 JI03BOJISIFOTh BUKOHATH TEBHUM TIEPEIIK JiM Ta BIANPABUTH BIAMOBIIL Ha3a/l.

REST- apxiTekTypa 103BOJIs€ BUKOPUCTOBYBATH KOHTPOJIEPH TAKUX THUIIIB, SIK:

o GET

o POST

e PUT

e DELETE

B saxocti oTpumaHHsS BIAMNOBIAEH Ta HAACWIAHHS 3amUTIB OyJI0 BHUKOPHUCTAHO

dbopmat JSON.

B Tabmumi 4.1 amxye HaBeaeHo onuc REST-intepdeiic, sxuii Oyno peanizoBaHO

JIJIS1 33JI0BOJICHHSI IOTPE0 CUCTEMHU.

Tabmuus 4.1 — Onuc po3pobienoro REST-inTepdeiicy.

Tun API inTepdetic [Ipu3HaueHHs

GET /api/Host Jlo3BoJIsie  OTpHMATH

CITUCOK pobounx
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Tun API inTepdetic [Ipu3HaueHHs
CTaHIIH.

POST /api/Host/SearchCertainHosts Jlo3BOJIsIE  OTpUMATH
NeBH1 poOOYl CTaHIII].

DELETE | /api/Host/DeleteHost/{id} Jl03BOJIsI€  BHJAJIMTH
HEMoTpiOHy  pobouy
CTaHIIIIo.

POST /api/HostEvent/HostEventsSearch Jlo3BoJisie  oTpUMaTu
IIEBHI o1l Ha
poOouiii cTaHIIii.

GET /api/HostEvent/{id} Jlo3BoJisie  oTpEMaTu
COHCOK Mol Ha
NIEBHIM pobouiit
CTaHIII].

DELETE | /api/HostEvent/DeleteUsbEvent/{id} Jlo3BoysieE  BHIATUTH
HEMOTPiOHY MO/III0.

POST /login Jlo3Bousie
aBTOPU3YBaTH
KOPHCTYyBava.

GET /api/USBDevice Jlo3BoJisie  oTpEMaTu
CITUCOK USB-
IIPUCTPOIB.

POST /api/USBDevice/AddUSBDevice Jlo3Bousie IOJATH
USB-nipuctpiii.

POST /api/USBDevice/SearchCertainUSBDevice | Jlo3Bossie 3HAUTH
neBH1 USB-mipuctpoi.

PUT /api/USBDevice/UpdateUSBDevice/{id} | Jlo3Boisie =~ OHOBUTH
3amuc  npo  USB-

PUCTPI.
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Tun API inTepdetic [Ipu3HaueHHs

DELETE |/api/USBDevice/DeleteUSBDevice/{id} | Jlo3Bosisge BUIaIuTH
HenoTpionut  USB-
OPUCTPIi.

GET /api/User Jlo3BoJIsi€E  OTpUMATH
CIIUCOK USB-
HaKOIMYyBaiB.

POST /api/User/AddNewUser Jlo3BoJisie  oTpEMaTu
HOBOT'O KOPHCTyBaya.

PUT /api/User/UpdateUser/{id} Jlo3BOJISIE ~ OHOBUTH
KOpHCTYyBava.

DELETE | /api/User/DeleteUser/{id} Jlo3BONISIE  BHIATUTH
KOpHCTYyBaya.

POST /api/User/SearchCertainUsers Jlo3Bousie 3HAUTH
NEBHUX KOPUCTYBAYIB.

GET /api/Whitelist Jlo3BoJIsie  OTpUMATH
CIIUCOK 3 TIEPENIIKOM
011X CIHCKIB.

GET /api/Whitelist/{id} Jlo3BoJisie  oTpEMaTu
KOHKPETHUN  OLIHid
CITHCOK.

POST /api/Whitelist/ AddNewWhitelist Jlo3Boutsie J0J1aTh
HOBUH OUIHI CITHUCOK.

DELETE | /api/Whitelist/DeleteWhitelist/{id} Jlo3BoJisie  BHIANHTH
HEMOTpIOHUN  Olmuid
CITHCOK.

PUT lapi/Whitelist/UpdateWhitelist/{id} Jl03BOJIIE ~ OHOBHTH

O1JIMH CIIMCOK.
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[Ticass Bu3HauYeHHS TeEpeiKy KOHTPOJIEPiB, HACTYIHHUM KpOKoM Oyrna
peanizallis MOXJIMBOCTI 30epiratu iHopmaliio B 6a3i ganux. s B3aemonii 3
0a3oro manux Oyio Bukopucrano Entity Framework Core 5, npeacraiisie co6oro
00’€KTHO OpIEHTOBaHY, PO3IIUPIOBAHY TEXHOJIOTIIO JUIsl JOCTYIY K JaHuM. JlaHuit
bpeiim € ORM-1HCTpyMEHTOM, IO JIO3BOJISIE TIpalfoBaTH 3 0Oa3aMu JaHUX Ha
OumeIn BECOKOMY piBHI aOctpakiii[24]. EF Core mae 3Mory He 3arimOIroBaTUCS B
neTaini 0a3u JaHUX Ta MPAIfoBaTH 3 JAHUMHU 0€3 CTPOroi MpUB’ s3Il 10 KOHKPETHOI
0a3u gaHux, TOOTO y pa3i HEOOXiMHOCTI MU Mokemo 3MmiHuTU CYB/I, 3MiHUBIIHN

JIUIIE CTPOKY MIAKITIOUCHHS.

Po3poOka cxemu 0a3u maHux BigOyBaiacs 3a JOMOMOTOI0 ONMHUCY TabJUIlb Y
BUTJISAII KaciB. J{is BimoOpakeHHs TaOnuIh Oe3rocepeHbo B 0a3i JaHUX OyIio
Bukopuctano 06i0miorexy Microsoft.EntityFrameworkCore.Tools, mo mo3Bomsie
3reHepyBaTH TaOJMINl BIANOBIIHO 3aJaHUX KiaciB. Tak, SK B IIPOEKTI
BukopuctoByetbcst CYBJI  PostgreSQL, ©Oyno BHKOpHCTaHO IpoBaiiaep
Npgsql.EntityFrameworkCore.PostgreSQL. Ctpoky mifKIr04eHHs 0YJI0 BUHECEHO
10 aitmy appsettings.json, o 103BOJUTH MiJABHIIUTH PiBeHb OE3MEKU TOJATKY.
[Ticnst Toro, sk OyJI0 OMMCAaHO MOJEIb JJIsl B3aEMOJIT 3 0a3amMu JaHUX, BoHa Oyra
iAKII0YeHa 10 BeO-Z0JaTKy 3a J0moOMOroro mexanizmy Dependency Injection.
OHOBIICHHSI, 3aIIUC, BUJAAICHHS Ta OTPUMaHHS JaHUX BiJOYBA€THCS 3a JOIMIOMOTOIO
MoBH 3anutiB LINQ, 1110 siBjisie cOO010 MPOCTY MOBY 3aMUTIB J10 JHKepesia nanux. B

JAaHOMY BUIAJIKY 3alUTH BIIOYBalOThCs 10 Habopy nanux DataSet.

[I{o6 peanizyBaTu MOXJIHMBICTH B3aEMOIIi MK KOPHUCTYyBa4eM Ta poOOUYNMU
CTaHLisIMU OyJi0 peanizoBaHo (JOHOBY CIIykOy, sika TMpalloe CUHXPOHHO 3 BeO-
cepBepoM. Jlmst po3poOku maHOi CiIyOM OyJi0 BUKOPUCTAHO aOCTpaKTHUN Kiac
BackgroundService, sikuit MIiCTUTh METOAM s 3amyckKy (DOHOBHX MPOILECIB.
[IpuB’sizka BeO-cepBepy Ta (POHOBOI Ciyk0OM BiAOYBAa€TbCS 3a JIONOMOTOIO
Dependency Injection, mo mx03Bojsie oTpuMaTH BCi cepBicu asp.net momartky. Llei
MEXaHi3M JI03BOJIMB BUKOPUCTOBYBATH B)KE BHUIIE OMUCAHY MOJEIH ISl B3a€MO/Iii

3 ©Oazamum JaHux. HacTtymHuMm KpokoMm Oylia peaizaiisi  MOXJIHUBOCTI
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BcTaHoBmoBaTH moctiiiHe TCP 3’eaHanns 3 poOounmu ctanuisiMu. [locTtiiiHuii

TCP 3B’s30K [103BOJINTH KOPHUCTYBauy MaTH IOCTIMHHMM JOCTYN A0 poOOYMX

CTaHIII Ta T03BOJMUTH BiACIIIKOBYBATH MOMEHT MPUITUHEHHS POOOTH KIIIEHTCHKOT

ciyx0Ou. [lnsg 1mporo Oyino BHKOpHMCTaHO BOyaoBaHMii kiac TcpListener, 1o

JIO3BOJIAE BIAKPUTH TOPT I TpociyxoByBaHHs [CP 3’eananb. 11[o6 mouatm

MIPOCITYXOBYBaHHS MOPTY OYyJIO BUKOHAHO HACTYITHI JIii:

1.
2.

3anano IP-anpecy ta mopt 115t NpOCIyXOBYBaHHS,;

CtBopeHo 00’ekT Kiacy TcpListener, 3a J0mMoMororw KOHCTPYKTOpa,
AKUHM npuiimae Buie 3aaany IP-agpecy ta Homep nopry;

Y Buime cTBOpeHOro 00’ekTy Bu3BaHO Mertoa IcpListener.Start() y
1HIIIOMY TIOTOIII.

Jlami 3 Toro x camoro o0’exty y mukm While Oyinemo BH3MBaTH MeTO
TcpListener.AcceptTcpClientAsync(), mo dekae Ha MiJKIIOUCHHS
pobOouoi cTaHIIii 10 cepBepa.

[Ticns ycnoimHOTO BCTAHOBJIGHHS 3’€MHaHHS Meton 1cpListener.
AcceptTcpClientAsync() moseprae 06’ext kimacy NetworkStream, 1o

JTI03BOJIUTH 3YUTYBATH 200 BIAMPABIISATH MOBIJOMIICHHS.
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4.3. TIporpamua peasizauis inTepdeiicy kopucrypaya

OcranHIM eTarmoM po3pOOKH CHCTEMH € peanizarisi BeO-iHTepdeicy 3a
JIOTIOMOT'OI0 SIKOTO B1JIOYBA€ThCSI B3a€MO/Iisl KOPUCTYyBaya 3 pOOOYUMU CTaHIIISIMU.
Iarepdeiic Oyno peanizoBaHo 3a jgomomoror Oibmiotekn React, ska mo3Bosse
crBoproBatu Single Page Application 3a momoMororw JeKJIapaTHUBHOTO ITiIXOMY.
Januit miaxig poOUTh Ko nepeadadyyBaHUM Ta IPOCTUM IS BiJIaKyBaHHs. Bcei
eJleMeHTu 1HTepdeiicy OyJo po30UTO Ha KOMIIOHEHTHU, W0 JO3BOJISIE
MEePEeBUKOPUCTOBYBATH 1X Yy pI3HUX YacTUHaX iHTepdeiicy. MixcTopiHKOBa
MapuipyTu3aiis Oyia peaizoBaHa 3a JOMOMOTOI0 OkpeMoi Oibmioreku React
Router, sika Hagae MOXJIMBOCTI JJIA HaBITallil 3a HATHCKOM, MEPEHANPABICHHS Ta
noctyn 1o ictopii nepexoniB. II[o6 cmpocTUTH CTBOPEHHS aCMHXPOHHHX 3aIUTIB
Ha Web APl cepsep Oyiio Bukopucrano O0i0morexky AXios. Takox, s
MPUIIBUAIICHHS po3poOKu BeO-iHTepdelicy Oyno Bukopuctano 6i0moreky React
Bootstrap, mo mgomae aganTUBHICTH JO CalTy 3 KOpoOKHM Ta Mae Habip

CTHJII30BAHMUX KOMITOHEHTIB.

Po3pobka BeO-iHTEepdeiicy modanacs 31 CTBOPEHHsS IMOYaTKOBOiI CTOPIHKHU

BXOJ1y, SIKY MOJKHA IM00Q4YUTH Ha PUCYHKY 4.1
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[ ] + -
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yposnikin Poboui cTaHuii

B Peaaryeane

Hest P Mac Pegarynari

Pucynox 4.1 — I'osioBHa cTOpiHKA.

Ha cropinmi, mo 3o00pakeHa Ha pPHUCYHKY BHIIE, KOPHUCTyBad MOXeE
MEepPEerisIHyTH CHUCOK POOOYMX CTaHIli, Ha SKUX BCTAHOBJICHHI KJ1E€HTCHKI
ciyx6u. Ha miii ctopinil Oyyno peandizoBaHO MOXJIMBICTH (PUIBTpYBaTH JaHl 3a
JIOTIOMOT'OI0 TaHeN! JJIsl 3aCTOCYBAaHHS (DUIBTPIB, TAKOXK € MOXJIMBICTh BUIAISITH
HenoTpiOHI ctaHiii. [Ipyn HaTHCKaHHI HA PAIOK B TaOIMI[l, KOPUCTYBad NOTPAITUTh
Ha CTOPIHKY, J¢ BiIOOpakKaTUMEThCS CIMCOK TOJIM, SKiI CTalMCs Ha BiAMOBIIHIN

poOouiii crantii. Jlana cropinka 300pakeHa Ha pUCYHKY 4.2.
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DESKTOP-TA8L19Q IP: 192.168.3.4 Mac: ¢8:3d:d4:92:a0:b3

Jacrocysare dimTpn b

Vid Pid

Pucynok 4.2 — CtopiHka neperisay moaiil Ha poOboyiil cTaHIli.

Ha wmiif cTopinii KOpucTyBad MoKe OTpUMaTH 1H(GOpMaIlito Mpo JaTy Ta vac,
KOJIM cTajacs Mojis, IPUCTPiH, akuid OyJo mija’ €qHaHo abo BiJ’€IHAHO, Ta CTATYC,
o BimoOpaxkae iH(opmarlito mpo Te, yu OyB JaHUN MPUCTPIM 3a0I0KOBaHMM a00
no3BoJIeHUI. JlaHa CTOpiHKa MIATPUMYE MOXIIMBOCTI (DUIBTPYBaHHS [aHUX Ta

BUJIAJICHHS] HEMOTPIOHUX 3aIKCIB, K1 3apa3 3HAXOATHCS B MPUXOBAHOMY CTaHI.

Hami Oyno peanizoBaHO CTOPIHKY, 3a JOIOMOTOI0 SIKOi KOPUCTYBad Mae
sMory  mepernsimatu  cnucok  USB-mpuctpoiB, axi komm  HeOyTh
BUKOPHUCTOBYBAJIUCA B Mepeki abo Oynu JojaHl 1O CUCTeMH B pyuHy. [laHy

CTOPIHKY MOXHa M0OAYUTH Ha PUCYHKY 4.3.
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YNpaBniHHA UsB npuyucTpol
noaitHkani Geanexw

¥npaeniHHA
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8 Peaarysars
#  Hamanpucrpoio Pid vid sn
1 use.1 1000 8564 OBCVEESGTIONIRRK
2 wsE2 1000 8564 15T2VIGRISPONNKK

3 USE_3 43 12345 ROMOVBESGTIONZRRK

Pucynok 4.3 — Cropinka ynpasniaas USB-nipuctposmu.

Ha it cropiHimi kopucTyBad MOXE [0/JaBaTH, 3MIHIOBaTH, BHIAISATH Ta
¢binpTpyBaTH 3amucu. 3miHa ab0 CTBOPEHHS HOBOTO 3amuCy BiJOyBaeThCs 3a

JIOTIOMOT'OI0 MOJJAJIBHOTO BIKHA, SIKE MOKHA TOOAYUTH HA pUCYHKY 4.4.

foaatv HoBwWiA 3anKc

Hadsa npucTpoR

use 4

Pid

Wid

4531

Cepidnud nowep

234U0JK2134112234

Pucynox 4.4 — MoganpHe BIKHO /1l pearyBadas abo nob6asnenus USB-

MIPUCTPOIB.
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[Ticns Toro, sk Oyna momaHa MOXJIMBICTH moxaBatu USB-mpuctpoi, Oyio

peali3oBaHO CTOPIHKY JUIS YIIPaBIIHHS TMOJITUKAMU O€3IMEeKH, SKy MOXKHA

no0aYnTH HA PUCYHKY 4.5.

YnpaBniHHA nonitukamu 6eznekn

¥Ynpasninna

noAimHkam4 Geanexi

Bacrocysarn ginkTpn ¥

Ha38a npassa Geaneen

B Peaarysati

Hassn npasna Xocrm Npwerpoi Peparysam
=

Rule_02 m MameASH. 1
A OBVEESG T SONIREX

Pucynok 4.5 — CtopiHka ynpaBiiHHS MOJITHKAMU O€3MEKH.

Ha cropinimi ans ynpaBiiHHS TOMITHKAMUA O€3MEKH KOPUCTYBad MOXKE

J0/1aBaTH, 3MIHIOBATH, BUAAIATA Ta (UIBTPYBaTH OULIl CHUCKH. BImui crnmcok

CKJIaJIa€Thes 3 IMeHl Ta Habopy USB-nipuctpoiB ta pobouux cranuiii. Ha pucynky

4.6 MO>KHA TOOAYUTH MOJIATbHE BIKHO JJIsI CTBOPEHHS 011X CITHCKIB.
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€ 3 C (@ localhostI000/RulesManagement LI " T

CreopuTH BIAKIA cnMcok

Hazea npasnsy

Rule_01

Pucynok 4.7 — MopmanbHe BIKHO 715 pejaryBaHHs a00 CTBOPEHHSI O17TMX CITUCKIB.

I[J'Iﬂ peaaryBanus 6y.]'IO BHKOPHUCTAHO TaKUM CcaMUM KOMIIOHCHT, 3BiJ_ICI/I

MOJAJIbHE BIKHO Oy MaTH iICHTUYHUN BUTJIS.

diHanrbHUM €TamoM € pealizallisi CTOpiHKH iHTepdeicy KopHucTyBaya, Ky
MOKHa M00auuTH Ha pucyHKy 4.6. Jle KopucTyBad Mae 3MOTy JOAaBaTH,
penaryBatu iH(GOpMAIliI0 TIPO KOPUCTYBayiB, BUAAISATH HEMOTPIOHI 3ammcu Ta

3M1MCHIOBATH (PUIBTPAITIIO.
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Pucynok 4.6 — Ctopinka ynpaBiiHHSI KOPUCTYBauaMHu.

Ha pucynky 4.7 mMoxxHa 1mo0auuTH MOJAIBHE BIKHO, SIKE Ma€ 1MEHTUIHHUI

BUIJIA BUTJI A€ IJI peaaryBaHds Ta CTBOPCHHSA HOBUX KOpI/ICTYBa‘-IiB.

B e e P
€& 9 @ (@ kcahost3000UserManagement

Aoaatv HoBwWiA 3annc

Hikmedun

[y

Email

mmmmm @gmailcom

Mpaea gocryry
Admin
Mapans

1234567

Pucynok 4.7 — MonanbHe BIKHO JIJIsl peflaryBaHHs a00 CTBOPEHHS 3aIKCIB PO

KOPHCTYBayiB.
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BUCHOBOK

VY miii poboti Oyma po3pobiieHa iHpopMaIliifHa TEXHOJOTIsA 3a0e3MmeueHHs
HEHTPaII30BaHOTO KOHTPOJIIO 3a BUKOpucTaHHsM USB-nakonuuyBauiB B
KopropaTuBHIK Mepexi. CTBOpPEHHH TPOAYKT MOXKE BUKOPHUCTOBYBATHCS
HEBEJIIMKUMH KOMIAHISIMU, SIKI XOYYTb MIJBUIMUTH pIBEHb O€3MeKu B
KOPIOPATUBHIN MEpexKi.

[Tix yac poGoTH Oy0 MPOBEAEHO aHaNI3 MPEAMETHOI 00JacTi, IKUM CKIaaaBcs 3
OTJISIAY JITepaTypu Ta aHali3y HasgBHUX pilieHb. JlochmimkeHo HasBHI Ccriocoou
3a0€3IeUeHHs] MEPEXKEBOT B3aEMO/I11, METOIM MOOYAOBU BEO-10AaTKIB Ta CLIOCOOU
B3aemofii 3 omepamiiiHoro cuctemoro Windows. IlpoBeneHo anamiz 3aco0iB
porpamMHoi peaiizailii, Kl JO3BOJISITh PO3POOUTH TEXHOJIOTIIO IEHTPAII30BaHOTO
KOHTpoo Bukopuctands USB-nakomnuyBadiB B kopmopatuBHiid Mepexi. [licms
aHai3y mpeaMeTHOl 00IacTi Ta 3ac001B peanizallii 0yJI0 MPOBEIEHO MPOEKTYBAHHS
Ta MOJICTFOBAHHS TEXHOJOTII M Yac, sKoi Oyjia po3polseHa JiarpaMa BapiaHTIB
BUKOPUCTAHHS, CTBOPEHUM MPOTOTHUTT BeO-1HTEpPElCy Ta CIPOCKTOBAHA CTPYKTYypa
0a3u nanux. Ha 3aBepmrasbHOMy eTari OyJio MPOBEACHO MPOTPaMHy peaizalliio.
Pe3ynbTaTom po0OTH € po3pobsieHa TEXHOJIOTIs, siKa 3a0e3Meuy€e MOKIIUBICTS:

- 3a/1aBaTH CIUMCKH JO3BOJICHUX MPUCTPOIB HA OCHOBI SIKUX OyJie

MpUITMATHUCS PIIICHHS;

- nepernsiaaTi cnucok miakaoueHux USB-HakonmuuyBadiB, siKi

BUKOPHCTOBYIOTHCS B KOPIIOPATUBHIN MEPExKi,;

- omoxyBatn USB-HakonmuuyBadi, 110 BHKOPHUCTOBYIOTHCS Ha

KOMIT I0TeplI;

- BIJICJTIIKOBYBATH 1CTOPIIO MAKIIOYEHBb HOCIIB 1H(pOpMaIii;
- [EHTPATI30BAaHOTO YOPABIATH OE3MEKOI0, 3a JIOTIOMOTOIO
1HTYITUBHO 3p0O3yMLJIOT0 BE0-3aCTOCYHKY;

- pO3ropranHsa Ha BJIaCHUX CEPBEpaAX,
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JopaTok A

Mepe:xeBa 0i0JrioTeKA

namespace NetworkController

public class ConnectionManager
{

private Dictionary<string, HostConnection> _hosts = new Dictionary<string,
HostConnection>();

public void AddHostConnection(HostConnection hostConnection)

{
}

AddHostConnectionById(hostConnection.HostId, hostConnection);

public void AddHostConnectionById(string hostId, HostConnection
hostConnection)

{ if (!_hosts.ContainsKey(hostId))
t _hosts.Add(ChostId, hostConnection);
) }
public HostConnection GetHostConnection(string hostId)
{ return _hosts[hostId];
}
public void RemoveHostConnection(string hostId)
i _hosts.Remove(hostId);

namespace NetworkController

{
public class Dispat
{
private Dictionary<string, ICommandHandler> _controllers
= new Dictionary<string, ICommandHandler>();

public Dispat AddCommandHandler(string command, ICommandHandler controller)

{
if (!_controllers.ContainsKey(command))
{
_controllers.Add(command, controller);
}
else
{
_controllers[command] = controller;
}

return this;
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public ICommandHandler GetCommandHandler(string key)
{

}

return _controllers[key];

}

namespace NetworkController
{
public class FrontController
{
private readonly ILogger _loggelLocalExceptionsInService;
private readonly Dispat _dispat;
private readonly HostInteractor _hostInteractor;
private readonly ChannelWriter<MessageNetPackage> _messageNetPackageWriter;

public FrontController(Dispat dispat,
HostInteractor hostInteractor,
ChannelWriter<MessageNetPackage> messageNetPackageWriter)

{
_dispat = dispat;
_hostInteractor = hostInteractor;
_messageNetPackagelWriter = messageNetPackageWriter;
}

public FrontController(Dispat dispat,
HostInteractor hostInteractor,
ChannelWriter<MessageNetPackage> messageNetPackageWriter,
ILogger logger)
: this(dispat, hostInteractor, messageNetPackageliriter)

_loggelLocalExceptionsInService = logger;

public void OnMessageNetPackageReceivedEvent(object sender,
MessageNetPackageRecivedEventArgs eventArgs)

Task.Run(async () =>
{
try
{
var messageNetPackage =
JsonConvert.DeserializeObject<MessageNetPackage>(eventArgs.MessageNetPackage,
new JsonSerializerSettings() { Converters = { new
MessageNetPackageConverter() } 1);

var requestMessageNetPackage = messageNetPackage as
RequestMessageNetPackage;

var responselessageNetPackage = messageNetPackage as
ResponselMessageNetPackage;

if (requestMessageNetPackage != null)

{
ICommandHandler commandHandler = _dispat
.GetCommandHandler(requestMessageNetPackage.Command);
await commandHandler
.ExecuteCommand(requestMessageNetPackage,
_hostInteractor);
}
if(responseMessageNetPackage != null)

{
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await
_messageNetPackageWriter.WriteAsync(responseMessageNetPackage);
}
}
catch (Exception err)

{

_loggelLocalExceptionsInService?.LogError(err.MessageNetPackage);

B;

namespace NetworkController
{
public class HostConnection
{
public string HostId { get; set; }
public string HostType { get; set; }
public TcpClient TcpConnection { get => _hostConnection; }
public NetworkStream NetStream { get => _networkMessageNetPackageSource; }

private TcpClient _hostConnection;

private NetworkStream _networkMessageNetPackageSource;

private readonly ILogger _loggelLocalExceptionsInService;

private ConnectionManager _connectionManager;

private readonly FrontController _frontController;

private readonly MessageNetPackageReceiver _messageNetPackageReceiver;
public HostConnection(TcpClient hostConnection)

{
}

_hostConnection = hostConnection;

public HostConnection(TcpClient hostConnection, NetworkStream networkStream,
ConnectionManager connectionManager, FrontController frontController)
{

_hostConnection = hostConnection;

_connectionManager = connectionManager;

_frontController = frontController;

_networkMessageNetPackageSource = networkStream;

_messageNetPackageReceiver = new
MessageNetPackageReceiver(networkStream, _loggelLocalExceptionsInService);

public HostConnection(TcpClient hostConnection, NetworkStream networkStream,
ConnectionManager connectionManager, FrontController frontController,
ILogger logger)
: thisChostConnection, networkStream, connectionManager,
frontController)
{

_loggelLocalExceptionsInService = logger;

public async Task<bool> InitHostConnectionAsync()

MessageNetPackageReceiver messageNetPackageReceiver = new
MessageNetPackageReceiver(_networkMessageNetPackageSource);

RequestMessageNetPackage initMessageNetPackage = await
messageNetPackageReceiver.GetConnectionInitMessageNetPackageAsync();

if(initMessageNetPackage.Command != INIT_CONNECTION_COMMAND)
{
_loggelLocalExceptionsInService?.LogInformation("Wrong
messageNetPackage type");
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return false;

}
HostId = initMessageNetPackage.HostId;
HostType = initMessageNetPackage.HostType;

_connectionManager.AddHostConnection(this);

return true;

}

public void Start(Stop_prosses_token_now stop_prosses_token_now)
{
Task.Run(async ()=> {
_messageNetPackageReceiver.MessageNetPackageReceivedEvent +=
_frontController.OnMessageNetPackageReceivedEvent;
await _messageNetPackageReceiver.StartAsync(stop_prosses_token_now);

});
}
public void Stop()
{
_messageNetPackageReceiver?.Stop();
CloseConnection();
}
public void CloseConnection()
{
_hostConnection?.Close();
_networkMessageNetPackageSource?.Close();
}

namespace NetworkController
{
public class HostInteractor
{
private readonly NetworkStream _networkMessageNetPackageSource;
private readonly ConnectionManager _connectionManager;
private readonly ChannelReader<MessageNetPackage> _messageNetPackageReader;

public HostInteractor(NetworkStream networkStream,
ChannelReader<MessageNetPackage> messageNetPackageReader)
{
_networkMessageNetPackageSource = networkStream;
_messageNetPackageReader = messageNetPackageReader;

}

public HostInteractor(ConnectionManager connectionManager,
ChannelReader<MessageNetPackage> messageNetPackageReader)
{
_connectionManager = connectionManager;
_messageNetPackageReader = messageNetPackageReader;

}

private MessageNetPackageSender GetMessageNetPackageSender(string hostId =
CLIENT_HOST_ID_MODE)

{
if (hostId == CLIENT_HOST_ID_MODE && _networkMessageNetPackageSource !=
null)
{
return new MessageNetPackageSender(_networkMessageNetPackageSource);
}

else if (_connectionManager != null)
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{
NetworkStream networkStream = _connectionManager.
GetHostConnectionChostId)?.
NetStream;
return (networkStream != null) ? new

MessageNetPackageSender(networkStream) : null;

return null;

}

public async Task SendAsync(MessageNetPackage messageNetPackage, string
hostId = CLIENT_HOST_ID_MODE)
{
var messageNetPackageSender = GetMessageNetPackageSender(hostId);
await messageNetPackageSender.SendAsync(messageNetPackage);

}

public async Task<ResponseMessageNetPackage>
SendRequestAsync(RequestMessageNetPackage requestMessageNetPackage,
string hostId = CLIENT_HOST_ID_MODE)
{

var messageNetPackageSender = GetMessageNetPackageSender(hostId);
await messageNetPackageSender.SendAsync(requestMessageNetPackage);
if(await _messageNetPackageReader.WaitToReadAsync())
return await _messageNetPackageReader.ReadAsync() as
ResponseMessageNetPackage;
return null;
}

public async Task SendResponseAsync(ResponseMessageNetPackage
responseMessageNetPackage,
string hostId = CLIENT_HOST_ID_MODE)
{

var messageNetPackageSender = GetMessageNetPackageSender(hostId);
await messageNetPackageSender.SendAsync(responseMessageNetPackage);

namespace NetworkController
{
class MessageNetPackageReceiver
{
private NetworkStream _networkMessageNetPackageSource;
private readonly IlLogger _loggelLocalExceptionsInService;
public event EventHandler ConnectionBrockenEvent;
public event EventHandler<MessageNetPackageRecivedEventArgs>
MessageNetPackageReceivedEvent;
private Stop_prosses_token_nowSource _stopTokenSource = new
Stop_prosses_token_nowSource();
private Stop_prosses_token_now _stopToken;

public MessageNetPackageReceiver(NetworkStream networkStream)
{
_networkMessageNetPackageSource = networkStream;
_stopToken = _stopTokenSource.Token;

}

public MessageNetPackageReceiver(NetworkStream networkStream, ILogger
logger)
: this(networkStream)
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_loggelLocalExceptionsInService = logger;

public async Task StartAsync(Stop_prosses_token_now stop_prosses_token_now)

{

ThrowExceptionIfNull(_networkMessageNetPackageSource, new
NullStreamException("Stream is null!"));

while (!stop_prosses_token_now.IsCancellationRequested &&
!_stopToken.IsCancellationRequested)
{
try
{
string messageNetPackage = await
ReadMessageNetPackageFromStreamAsync(_networkMessageNetPackageSource);
MessageNetPackageReceivedEvent?.Invoke(this, new
MessageNetPackageRecivedEventArgs(messageNetPackage));
}
catch (Exception e)
{
if ((e is IOException)
|| e is ConnectionBrokenException)
{

}

else

{

ConnectionBrockenEvent?.Invoke(this, new EventArgs());

_loggeLocalExceptionsInService.LogInformation($"Error:
{e.MessageNetPackage}");

}
}

public async Task<RequestMessageNetPackage>
GetConnectionInitMessageNetPackageAsync()
{
ThrowExceptionIfNull(_networkMessageNetPackageSource, new
NullStreamException("Stream is null!"));
string messageNetPackage = await
ReadMessageNetPackageFromStreamAsync(_networkMessageNetPackageSource);
return
JsonConvert.DeserializeObject<RequestMessageNetPackage>(messageNetPackage);

}

private async Task<string>
ReadMessageNetPackageFromStreamAsync(NetworkStream stream)

{
byte[] data = new byte[256];
StringBuilder builder = new StringBuilder();
int bytes = 0;
do
{
bytes = await stream.ReadAsync(data, 0, data.Length);
if (bytes == 0) throw new ConnectionBrokenException("Connection is
broken!");
builder.Append(Encoding.Unicode.GetString(data, 0, bytes));
}
while (stream.DataAvailable);
return builder.ToString();
}

public void Stop()
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_stopTokenSource.Cancel();

namespace NetworkController
{
public class MessageNetPackageSender
{
private readonly ILogger _loggelLocalExceptionsInService;
private NetworkStream _networkMessageNetPackageSource;

public MessageNetPackageSender(NetworkStream networkStream)

{
}

_networkMessageNetPackageSource = networkStream;

public MessageNetPackageSender(NetworkStream networkStream, ILogger logger)
: this(networkStream)
{

_loggelLocalExceptionsInService = logger;

public async Task SendAsync(MessageNetPackage messageNetPackage) {

ThrowExceptionIfNull(_networkMessageNetPackageSource, new
NullStreamException("Stream is null!"));

try
{
string messageNetPackageJson =
JsonConvert.SerializeObject(messageNetPackage);
byte[] data = Encoding.Unicode.GetBytes(messageNetPackageJdson);
await _networkMessageNetPackageSource.WriteAsync(data, 0O,
data.Length);
}

catch (Exception e)

{ _loggeLocalExceptionsInService.LogError(e.MessageNetPackage);
}
}
}
namespace NetworkController.CustomEventArgs
‘ public class MessageNetPackageRecivedEventArgs : EventArgs
{ public MessageNetPackageRecivedEventArgs(string messageNetPackage)
: MessageNetPackage = messageNetPackage;
public string MessageNetPackage { get; set; 1}
) }

namespace NetworkController.CustomExceptions
{
class ConnectionBrokenException : Exception

{
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public ConnectionBrokenException(){}
public ConnectionBrokenException(string messageNetPackage)
base(messageNetPackage){}

}
}

namespace NetworkController

{
static class ErrorHandlingUtility
{
public static void ThrowExceptionIfNull<T> (object obj, T exception) where T
: Exception
{
if (obj == null) throw exception;
}
}
}

namespace NetworkController.CustomExceptions

{
class NullStreamException : Exception
{
public NullStreamException() { }
public NullStreamException(string messageNetPackage)
base(messageNetPackage) { }

}
}

namespace NetworkController.CustomExceptions
{
class NullTcpClientException : Exception
{
public NullTcpClientException() { }
public NullTcpClientException(string messageNetPackage)
base(messageNetPackage) { }
}
}

namespace NetworkController
{
public interface ICommandHandler
{
public Task ExecuteCommand(RequestMessageNetPackage messageNetPackage,
HostInteractor interactor);

}
}

namespace NetworkController
{
public abstract class MessageNetPackage
{
public string HostId { get; set; }
public string HostType { get; set; }
public Dictionary<string, object> Parameters { get; set; } = new
Dictionary<string, object>();

public object this[string key]
{
get
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{

return Parameters[key];
}
set {

Parameters[key] = value;
}

namespace NetworkController

{
public class RequestMessageNetPackage : MessageNetPackage
{
public string Command { get; set; 1}
public virtual RequestMessageNetPackage addParameter(string key, object
value)
{
Parameters.Add(key, value);
return this;
}

public virtual RequestMessageNetPackage setMessageNetPackageHeader(string
hostId, string hostType, string command)
{

HostId = hostId;
HostType = hostType;
Command = command;
return this;

}

namespace NetworkController

{
public class ResponselMessageNetPackage : MessageNetPackage
{
public int StatusCode { get; set; }
public ResponseMessageNetPackage addParameter(string key, object value)

{
Parameters.Add(key, value);
return this;
}
public ResponseMessageNetPackage setStatusCode(int code)
{
this.StatusCode = code;
return this;
}

public ResponseMessageNetPackage setMessageNetPackageHeader(string hostId,
string hostType)
{

HostId = hostId;
HostType = hostType;
return this;

namespace NetworkController

{
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public class NetConnector
{
private readonly int _port;
private readonly ILogger _loggelLocalExceptionsInService;
private TcpClient _serverConnector;
private NetworkStream _networkMessageNetPackageSource;
private HostInteractor _hostInteractor;
private readonly int _attemptTime;
private readonly string _ip;
private MessageNetPackageReceiver _messageNetPackageReceiver;
private FrontController _frontController;
private Dispat _dispat;
private readonly Channel<MessageNetPackage> _messageNetPackageChannel;
public delegate MessageNetPackage ConnectionToServerEventHandler();
public event ConnectionToServerEventHandler ConnectionToServerEvent;

public NetConnector(string ip, int port, int attemptTime, Dispat dispat)
{

_ip = ip;

_port = port;

_attemptTime = attemptTime;

_dispat = dispat;

_messageNetPackageChannel =

Channel.CreateUnbounded<MessageNetPackage>();

}

public NetConnector(string ip, int port, int attemptTime, Dispat dispat,
ILogger logger)
: this(ip, port, attemptTime, dispat)
{

_loggelLocalExceptionsInService = logger;

public void Start(Stop_prosses_token_now stop_prosses_token_now)
{
Task.Run(async () => {
await ConnectAsync(stop_prosses_token_now);
_messageNetPackageReceiver = new
MessageNetPackageReceiver(_networkMessageNetPackageSource,
_loggeLocalExceptionsInService);
_messageNetPackageReceiver.MessageNetPackageReceivedEvent  +=
_frontController.OnMessageNetPackageReceivedEvent;
_messageNetPackageReceiver.ConnectionBrockenEvent += (object sender,
EventArgs e)
=>
Reconnect(stop_prosses_token_now);
await _messageNetPackageReceiver.StartAsync(stop_prosses_token_now);

});
}
private void Reconnect(Stop_prosses_token_now stop_prosses_token_now)
{
var Connect = ConnectAsync(stop_prosses_token_now);
Task.WaitAll(Connect);
}

private async Task ConnectAsync(Stop_prosses_token_now
stop_prosses_token_now)

await Task.Run(async () =>
{
while (!stop_prosses_token_now.IsCancellationRequested)
{
try



_serverConnector = new TcpClient();

_serverConnector.Connect(_ip, _port);

_networkMessageNetPackageSource =
_serverConnector.GetStream();

_hostInteractor = new
HostInteractor(_networkMessageNetPackageSource,
_messageNetPackageChannel.Reader);

_frontController = new FrontController(_dispat,
_hostInteractor,
_messageNetPackageChannel.Writer,
_loggelocalExceptionsInService);

var messageNetPackage = ConnectionToServerEvent?.Invoke();

await _hostInteractor.SendAsync(messageNetPackage);

_loggelLocalExceptionsInService?.LogInformation("The
connection is established");

break;
}
catch(Exception)
{

_loggelLocalExceptionsInService?.LogInformation("The
connection is not established");
Thread.Sleep(_attemptTime);

}
}
});

}
public HostInteractor GetHostInteractor()
{

return _hostInteractor;
}
public void Stop()
{

_serverConnector?.Close();
}

namespace NetworkController
{
public class NetListener
{
private TcpListener _serverlListener;
private readonly int _port;
private readonly IlLogger _loggelLocalExceptionsInService;
private readonly ConnectionManager _connectionManager;
private readonly FrontController _frontController;
private readonly Channel<MessageNetPackage> _messageNetPackageChannel;
private HostInteractor _hostInteractor;

public NetListener(int port, Dispat dispat)
{
_port = port;
_messageNetPackageChannel =
Channel.CreateUnbounded<MessageNetPackage>();
_connectionManager = new ConnectionManager();

_hostInteractor = new HostInteractor(_connectionManager,
_messageNetPackageChannel.Reader);
_frontController = new FrontController(dispat, _hostInteractor,

_messageNetPackageChannel.Writer);
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}

public NetListener(int port, Dispat dispat, ILogger logger)
: this(port, dispat)
{

_loggelLocalExceptionsInService = logger;

public void Start(Stop_prosses_token_now stop_prosses_token_now)
{
Task.Run( async () => {

try

{
_serverListener = TcpListener.Create(_port);
_serverListener.Start();
await StartListeningAsync(stop_prosses_token_now);

}

catch (SocketException e)

{
_loggeLocalExceptionsInService?.LogError($"SocketException:

{e.MessageNetPackage}");
}

catch (Exception e)
{

_loggeLocalExceptionsInService?.LogError($"Exception:
{e.MessageNetPackage}");
}

finally
{

}

_serverlListener?.Stop();

H;
}

private async Task StartlListeningAsync(Stop_prosses_token_now
stop_prosses_token_now)

while (!stop_prosses_token_now.IsCancellationRequested)
{
try
{
TcpClient connection = await
_serverListener.AcceptTcpClientAsync();
NetworkStream networkStream = connection.GetStream();

HostConnection hostConnection = new HostConnection(connection,
networkStream,

_connectionManager, _frontController,
_loggeLocalExceptionsInService);

if(await hostConnection.InitHostConnectionAsync())

{
hostConnection.Start(stop_prosses_token_now);
}
}
catch (Exception e)
{

_loggeLocalExceptionsInService?.LogError($"Exception:
{e.MessageNetPackage}");
}

}



Stop();

public HostInteractor GetHostInteractor()
{

}

return _hostInteractor;

public void Stop()
{

}

_serverListener?.Stop();
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namespace ClientService
{
public class Worker : BackgroundService
{
private readonly ILogger<Worker> _loggelLocalExceptionsInService;
private readonly Dispat _dispat;
private readonly NetConnector _netConnector;
private readonly USBEventWatcher _usbEventWatcher;
private readonly USBEventConsumer _usbEventConsumer;
private readonly string _hostIdentifier;
private readonly int _port;
private readonly string _ip;
private readonly int _attemptTime;

public Worker(ILogger<Worker> logger)
{

var appSettings = ConfigurationManager.AppSettings;

_port = Int32.Parse(appSettings["port"]);
_ip appSettings["ip"];
_attemptTime = Int32.Parse(appSettings["attemptTime"]);

_hostIdentifier = GetUniqueIdentifier();

_loggelLocalExceptionsInService = logger;

_dispat = new Dispat();

_netConnector = new NetConnector(_ip, _port, _attemptTime, _dispat,
_loggeLocalExceptionsInService);

_netConnector.ConnectionToServerEvent += OnConnectionToServerEvent;

_usbEventConsumer = new USBEventConsumer(_netConnector, _hostIdentifier,
_loggeLocalExceptionsInService);
_usbEventWatcher = new USBEventWatcher(_usbEventConsumer);
}

protected override Task ExecuteAsync(Stop_prosses_token_now
stop_prosses_token_now)

_netConnector?.Start(stop_prosses_token_now);
_usbEventWatcher?.Start();
return Task.CompletedTask;

}

public override async Task StopAsync(Stop_prosses_token_now
stop_prosses_token_now)

_netConnector?.Stop();
await base.StopAsync(stop_prosses_token_now);

}

public static RequestMessageNetPackage OnConnectionToServerEvent()
{
var initConnectionMessageNetPackage = new RequestMessageNetPackage();
initConnectionMessageNetPackage
.setMessageNetPackageHeader(
GetUniqueIdentifier(),
HostType.AGENT,
INIT_CONNECTION_COMMAND);

return initConnectionMessageNetPackage;



}

namespace ClientService

{

#pragma warning disable CA1416
class USBEventWatcher

{

}

private readonly ManagementEventWatcher _eventWatcher;

public USBEventWatcher(USBEventConsumer usbEventConsumer)

{
var GetUSBObjQuery = new WqlEventQuery(GET_USB_OBJ_QUERY);
_eventWatcher = new ManagementEventWatcher(GetUSBObjQuery);
_eventWatcher.EventArrived += usbEventConsumer.OnUSBConnectionEvent;

}

public void Start()

{ _eventWatcher?.Start();
}

public void Stop()

i _eventWatcher?.Stop();

#pragma warning restore CAl4l6

namespace ClientService

{

#pragma warning disable CAl416
class USBEventConsumer

{

private readonly ILogger<Worker> _loggelLocalExceptionsInService;
private readonly NetConnector _netConnector;

private readonly USBConnectionLogger _usbConnectionLogger;
private readonly USBDeviceChecker _usbDeviceChecker;

private readonly string _hostIdentifier;

public USBEventConsumer(NetConnector netConnector, string hostIdentifier,

ILogger<Worker> logger)
{

_netConnector = netConnector;

_loggelLocalExceptionsInService = logger;

_hostIdentifier = hostIdentifier;

_usbConnectionLogger = new USBConnectionLogger(_netConnector,

67

_hostIdentifier);
_usbDeviceChecker = new USBDeviceChecker(_netConnector,
_hostIdentifier);
}
public async void OnUSBConnectionEvent(object sender, EventArrivedEventArgs
eventArgs)
try
{

var usbEventData = GetUsbConnectionEventData(eventArgs);

if (usbEventData != null)

{
bool isAllowed = false;
if (usbEventData.ActionType == USB_DEVICE_CONNECTED)
{
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isAllowed = await
_usbDeviceChecker.CheckUSBDevice(usbEventData);
if (isAllowed)

{
EnableUSBDevice(usbEventData.USBDeviceId);
3
else
{
BlockUSBDevice(usbEventData.USBDeviceId);
3
3
usbEventData.IsAllowed = isAllowed;
await
_usbConnectionLogger.SaveUSBConnectionEventData(usbEventData);
}
}
catch (Exception ex)
{
_loggelLocalExceptionsInService.LogError(ex.MessageNetPackage);
}
private USBEventData GetUsbConnectionEventData(EventArrivedEventArgs
eventArgs)
{

var USBTargetDevice = (ManagementBaseObject)eventArgs.NewEvent
.Properties["TargetInstance"].Value;
var usbAEventType =
eventArgs.NewEvent.SystemProperties["__Class"].Value.ToString();

if (usbAEventType != INSTANCE_DELETION_EVENT && usbAEventType !=
INSTANCE_CREATION_EVENT)
return null;

return GetUSBEventData(USBTargetDevice, usbAEventType);
}
}

#pragma warning restore CAlu416

namespace ClientService

{

#pragma warning disable CAld416
static class SystemUtility

{
public static string GetUniqueIdentifier()
{
return new DeviceIdBuilder()

.AddMachineName()
.AddOSVersion()
.AddProcessorId()
.AddSystemUUID()
.AddUserName()
.ToString(Q);

}

public static IPAddress GetIPAddress()

{

using(Socket socket = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, 0))
{

socket.Connect("8.8.8.8", 65530);
IPEndPoint IpendPoint = socket.LocalEndPoint as IPEndPoint;
return IpendPoint.Address;
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}

[DllImport("iphlpapi.dll", ExactSpelling = true)]
public static extern int SendARP(int DeIP, int SoIP, [Out] byte[] pcMACAddr,
ref int pPhyAddrLen);
public static string GetMacAddress()
{
var ip = GetIPAddress();
byte[] mac = new byte[6];
int macLen = mac.Length;

if (SendARP(BitConverter.ToInt32(ip.GetAddressBytes(), 0), 0, mac, ref
macLen) != 0)
throw new InvalidOperationException("SendARP failed.");

return GetMacString(mac);

}
private static string GetMacString(byte[] mac)
{ List<string> macStr = new List<string>(Q);
foreach (byte macByte in mac)
macStr.Add(macByte.ToString("x2"));
) return string.Join(':', macStr);
public static string GetNameOfHost()
{ var globalPCProp = IPGlobalProperties.GetIPGlobalProperties();
) return globalPCProp.HostName;

public static USBEventData GetUSBEventData(ManagementBaseObject target,
string usbAEventType)
{

string usbDeviceID = (string)target["DeviceID"];

Regex USBInfoRegex = new Regex(USB_INFO_PATTERN);

MatchCollection USBDevice =
USBInfoRegex.Matches(Convert.ToString(target["PNPDeviceID"]));

string prefix = (usbAEventType == INSTANCE_DELETION_EVENT) ? "DIS" : "";

string usbAction = prefix + "CONNECTED";

return new USBEventData(usbDeviceID, USBDevice[0].Value,
USBDevice[1].Value, USBDevice[2].Value, usbAction);
}

static List<ManagementBaseObject> GetDevicesList()

{

var devices = new List<ManagementBaseObject>();

using (var usbDeviceSearcherOnLocalPC = new
ManagementObjectUsbDeviceSearcherOnLocalPC(CIMV2, SELECT_DEVICES))

{
foreach (var device in usbDeviceSearcherOnLocalPC.Get())
{
devices.Add(device);
}
}

return devices;

}

public static void BlockUSBDevice(string targetDeviceID)
{



EnableOrBlock(targetDeviceID, false);
}

public static void EnableUSBDevice(string targetDeviceID)
{

}

EnableOrBlock(targetDeviceID, true);

private static void EnableOrBlock(string targetDeviceID, bool flage)
{
var devices = GetDevicesList();
foreach (var device in devices)
{
var currDeviceID = (string)device["DeviceID"];
var currDeviceGuid = (string)device["ClassGuid"];
if (targetDeviceID == currDeviceID)

USBBlocler.SetDeviceEnabled(new Guid(currDeviceGuid),

currDeviceID, flage);

}

}
}

#pragma warning restore CAl4l6

namespace ClientService.Schemas

{

class USBEventData

{

public string VID { get; set; }

public string PID { get; set; }

public string SN { get; set; }

public string USBDeviceId { get; set; }
public string ActionType { get; set; }
public bool? IsAllowed { get; set; } = null;

public USBEventData(string usbDeviceId, string vid, string pid, string sn,

string actionType)
{

}

USBDeviceId = usbDeviceld;

VID = vid;
PID = pid;
SN = sn;

ActionType = actionType;

namespace ClientService.OnEvent

{

class USBDeviceChecker

{

private readonly NetConnector _netConnector;
private readonly string _hostIdentifier;

public USBDeviceChecker(NetConnector netConnector, string hostInteractor)

{
_hostIdentifier = hostInteractor;
_netConnector = netConnector;

}

public async Task<bool> CheckUSBDevice(USBEventData usbEventData)
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if (usbEventData == null)
throw new ArgumentNullException(nameof(usbEventData));

var serverInteractor = _netConnector.GetHostInteractor();

var USBEventMessageNetPackage = new RequestMessageNetPackage()

.setMessageNetPackageHeader(

_hostIdentifier,

HostType.AGENT,

CHECK_USB_DEVICE)
.addParameter("HostName", GetNameOfHost())
.addParameter("vid", usbEventData.VID)
.addParameter("Pid", usbEventData.PID)
.addParameter("Sn", usbEventData.SN);

var responseMessageNetPackage = await serverInteractor
.SendRequestAsync(USBEventMessageNetPackage);

return (bool)responseMessageNetPackage["isAllowed"];

namespace ClientService.OnEvent

{

#pragma warning disable CAl416
class USBConnectionLogger

{

private readonly NetConnector _netConnector;
private readonly string _hostIdentifier;

public USBConnectionLogger(NetConnector netConnector,

}

string hostIdentifier)

_hostIdentifier
_netConnector

hostIdentifier;
netConnector;

public async Task SaveUSBConnectionEventData(USBEventData usbEventData)
{

if(usbEventData == null)
throw new ArgumentNullException(nameof(usbEventData));

var serverInteractor = _netConnector.GetHostInteractor();
string isAllowed = "###",

if(usbEventData.ActionType == USB_DEVICE_CONNECTED)

{

}

isAllowed = (bool) usbEventData.IsAllowed ? "Allowed" : "Blocked";

var USBEventMessageNetPackage = new RequestMessageNetPackage()
.setMessageNetPackageHeader(

_hostIdentifier,

HostType.AGENT,

SAVE_HOST_EVENT_COMMAND)
.addParameter("HostName", GetNameOfHost())
.addParameter("IPAdress", GetIPAddress().ToString())
.addParameter("MacAdress", GetMacAddress())
.addParameter("vid", usbEventData.VID)
.addParameter("Pid", usbEventData.PID)
.addParameter("Sn", usbEventData.SN)
.addParameter("IsAllowed", isAllowed)
.addParameter("Png", usbEventData.USBDeviceId)



.addParameter("EventType", usbEventData.ActionType);

var responseMessageNetPackage
= await
serverInteractor.SendRequestAsync(USBEventMessageNetPackage);

}
}

#pragma warning restore CAl4l6
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namespace DB.Models

{

public class Host

{

public int Id
[Required]
public string
[Required]
public string
[Required]
public string
[Required]
public string

public List<HostEvent> HostEvents { get; set; }
public List<Whitelist> Whitelists { get; set; }

namespace DB.Models

{

{ get; set; }

HostIdentifier { get; set; }
HostName { get; set; }
MacAdress { get; set; }
IPAdress { get; set; }

new List<HostEvent>();
new List<Whitelist>();

public class HostEvent

{

public int Id
[Required]

{ get; set; }

[Column(TypeName = "Date")]
public DateTime EventDate { get; set; }

[Required]

public TimeSpan EventTime { get; set; }

public string

EventType { get; set; }

public int USBDeviceId { get; set; }

public string

IsAllowed { get; set; }

public USBDevice USBDevice { get; set; }
public int HostId { get; set; }
public Host Host { get; set; }

namespace DB.Models

{

public class USBDevice

{

public int Id
public string
[Required]
public string
[Required]
public string
[Required]
public string
public string

{ get; set; }
Name { get; set; }

vid { get; set; }
Pid { get; set; }

Sn { get; set; }
Png { get; set; }

public List<HostEvent> HostEvents { get; set; } = new List<HostEvent>();
public List<Whitelist> Whitelists { get; set; } = new List<Whitelist>();
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namespace DB.Models

{
public class Whitelist
{
public int Id { get; set; }
[Required]
public string RuleName { get; set; }
public List<USBDevice> USBDevices { get; set; } = new List<USBDevice>();
public List<Host> Hosts { get; set; } = new List<Host>();
}
}

namespace DB

{
public class AppDBContext : DbContext

{
private readonly IConfiguration _config;
public AppDBContext(DbContextOptions<AppDBContext> options, IConfiguration
config)
: base(options)

{
}

_config = config;

public DbSet<AppUser> AppUsers { get; set; }
public DbSet<Host> Hosts { get; set; }

public DbSet<HostEvent> HostEvents { get; set; }
public DbSet<Whitelist> Whitelists { get; set; }
public DbSet<USBDevice> USBDevices { get; set; }

protected override void OnModelCreating(ModelBuilder modelBuilder)

{

modelBuilder.Entity<AppUser>()
.HasIndex(user => new { user.Email, user.UserName })
.IsUnique(Q);

modelBuilder.Entity<Host>()
.HasIndex(host => host.HostIdentifier)
.IsUnique(Q);

base.OnModelCreating(modelBuilder);
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namespace WebAPI.Controllers

{
[Route("api/[controller]")]
[ApiController]
public class HostController :

{
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ControllerBase

private readonly AppDBContext _DBContext;

public HostController(AppDBContext DBContext)

{
}

[HttpGet]

_DBContext = DBContext;

public async Task<JsonResult> GetHosts()

{
var hosts =
.Select(Chost => new
{
Id = host.Id,
HostIdentifier =
HostName =

host.
host.HostName,

await _DBContext.Hosts

HostIdentifier,

MacAdress = host.MacAdress,

IPAdress =

B
.ToListAsync();

return new JsonResult(hosts);

}

[HttpPost("SearchCertainHosts")]

host.IPAdress

public async Task<JsonResult> SearchCertainHosts([FromBody] HostData

hostSearchData)
{

var (_, HostName, MacAdress, IPAdress) = hostSearchData;

var hosts =
.Where(Chost =>
(host.HostName
String.IsNullOrEmpty(HostName))
&& (host.MacAdress
String.IsNullOrEmpty(MacAdress))
&& (host.IPAdress
String.IsNullOrEmpty(IPAdress))

await _DBContext.Hosts

HostName ||
MacAdress | |

IPAdress ||

&& (!String.IsNullOrEmpty(HostName)
|| !'String.IsNullOrEmpty(MacAdress)
|| !'String.IsNullOrEmpty(IPAdress)))

.Select(Chost => new

{
Id = host.Id,
HostIdentifier = host.HostIdentifier,
HostName = host.HostName,
MacAdress = host.MacAdress,
IPAdress = host.IPAdress
1))
.ToListAsync(Q);

return new JsonResult(hosts);
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[HttpDelete("DeleteHost/{id}")]
public async Task<IActionResult> DeleteHost(int id)
{
var host = await _DBContext.Hosts
.WhereChost => host.Id == id)
.Include(Chost => host.HostEvents)
.FirstOrDefaultAsync();

if Chost == null)
{

}

return NotFound("Host not found");

_DBContext.Hosts.Remove(host);
await _DBContext.SaveChangesAsync();

return Ok(Q);

namespace WebAPI.Controllers
{
[Route("api/[controller]")]
[ApiController]
public class HostEventController : ControllerBase

{

private readonly AppDBContext _DBContext;

public HostEventController(AppDBContext DBContext)
{

}

_DBContext = DBContext;

[HttpPost("HostEventsSearch")]
public async Task<JsonResult> SearchCertainHostEvents([FromBody]
HostEventData hostEventSearchData)
{
var (HostId, Vid, Pid, Sn, EventDate, EventTime) = hostEventSearchData;

var HostEvents = await _DBContext.Hosts
.WhereChost => host.Id == HostId)
.IncludeChost => host.HostEvents)
.ThenInclude(ChostEvents => hostEvents.USBDevice)
.Select(Chost => new
{
HostName = host.HostName,
MacAdress = host.MacAdress,
IPAdress = host.IPAdress,
HostEvents = host.HostEvents
.WhereChe =>
(he.USBDevice.Vid == vid || String.IsNullOrEmpty(vid))
&& (he.USBDevice.Pid == Pid ||
String.IsNullOrEmpty(Pid))
&& (he.USBDevice.Sn == Sn || String.IsNullOrEmpty(Sn))
&& (he.EventDate == EventDate || EventDate == null)
&& (he.EventTime == EventTime || EventTime == null)
&& (!String.IsNullOrEmpty(Vid)
[| !String.IsNullOrEmpty(Pid)
[| !String.IsNullOrEmpty(Sn)



|| EventDate != null
|| EventTime != null))
.Select(Che => new

{
Id = he.Id,
Vid = he.USBDevice.Vid,
Pid = he.USBDevice.Pid,
Sn = he.USBDevice.Sn,
IsAllowed = he.IsAllowed,
EventType = he.EventType,
EventTime = he.EventTime,
EventData = he.EventDate
1))
1))
.ToListAsync(Q);

return new JsonResult(HostEvents);

}

[HttpGet("{id}")]

public async Task<JsonResult> GetAllHostEvents(int id)

{

var hostEvents = await _DBContext.Hosts

.Where(Chost => host.Id == id)
.Include(Chost => host.HostEvents)
.ThenInclude(ChostEvent => hostEvent.USBDevice)
.Select(Chost => new {

HostName = host.HostName,
MacAdress = host.MacAdress,
IPAdress = host.IPAdress,
HostEvents = host.HostEvents
.Select(Che => new
{
Id = he.Id,
Vid = he.USBDevice.Vid,
Pid = he.USBDevice.Pid,
Sn = he.USBDevice.Sn,
IsAllowed = he.IsAllowed,
EventType = he.EventType,
EventTime = he.EventTime,
EventData = he.EventDate
B

ED)
.FirstOrDefaultAsync();

return new JsonResult(hostEvents);

}

[HttpDelete("DeleteUsbEvent/{id}")]
public async Task<IActionResult> DeleteUsbEvent(int id)
{

var hostEvent = await _DBContext.HostEvents
.FirstOrDefaultAsync(hostEvent => hostEvent.Id == id);

if (hostEvent == null)
{

}
_DBContext.HostEvents.Remove(hostEvent);

await _DBContext.SaveChangesAsync();
return OkQ);

return NotFound("Usb event not found");



78

namespace WebAPI.Controllers

{
[Route("api/[controller]")]
[ApiController]
public class LoginController : ControllerBase
{
private readonly IConfiguration _config;
private readonly AppDBContext _DBContext;
private readonly string _hashSalt;
public LoginController(IConfiguration config, AppDBContext DBContext) {
_config = config;
_DBContext = DBContext;
_hashSalt = _config["HashSalt"];
}
[HttpPost("/login")]
public async Task<IActionResult> Login(LoginData loginData)
{
var user = await GetUserAsync(loginData);
if (user == null)
{
return NotFound("User not found");
}
var jwtToken = getJwtToken(user);
return Ok(jwtToken);
}
private async Task<AppUser> GetUserAsync(LoginData loginData)
{
string currkEmail = loginData.Email;
string currUserName = loginData.UserName;
string currHashedPassword = BCryptoLib.HashPassword(loginData.Password,
_hashSalt);
return await _DBContext.AppUsers
.Where(user => (user.Email == currEmail ||
user.UserName == currUserName)
&& user.Password == currHashedPassword)
.FirstOrDefaultAsync();
}

private string getJwtToken(AppUser user)
{
var securityKey = new
SymmetricSecurityKey(Encoding.UTF8.GetBytes(_config["Jwt:Key"1));
var credentials = new SigningCredentials(securityKey,
SecurityAlgorithms.HmacSha256);

var claims = new[]
{
new Claim(ClaimTypes.NameIdentifier, user.UserName),
new Claim(ClaimTypes.GivenName, user.Name),
new Claim(ClaimTypes.Surname, user.Surname),
new Claim(ClaimTypes.Email, user.Email),
new Claim(ClaimTypes.Role, user.Role),
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var jwtToken = new JwtSecurityToken(
_config["Jwt:Issuer"],
_config["Jwt:Audience"],
claims,
expires: DateTime.Now.AddDays(1),
signingCredentials: credentials);

return new JwtSecurityTokenHandler().WriteToken(jwtToken);

namespace WebAPI.Controllers
{
[Route("api/[controller]")]
[ApiController]
public class USBDeviceController : ControllerBase
{
private readonly AppDBContext _DBContext;
public USBDeviceController(AppDBContext DBContext)

{
_DBContext = DBContext;
}
[HttpGet]
public async Task<JsonResult> GetAllUSBDevices()
{
var USBDevices = await _DBContext.USBDevices
.Select( usbDevice => new
{
Id = usbDevice.Id,
name = usbDevice.Name,
vid = usbDevice.Vid,
pid = usbDevice.Pid,
sn = usbDevice.Sn
1))
.ToListAsync(Q);
return new JsonResult(USBDevices);
}

[HttpPost("AddUSBDevice")]
public async Task<ActionResult> AddUSBDevices([FromBody] USBDeviceData
usbDeviceData)

{

var (_, name, vid, pid, sn) = usbDeviceData;

var usbDevice = new USBDevice(){
Name = name,

Pid = pid,

vid = vid,

Sn = sn };

await _DBContext.USBDevices.AddAsync(usbDevice);
await _DBContext.SaveChangesAsync();

return Ok(Q);
}

[HttpPost("SearchCertainUSBDevice")]

public async Task<JsonResult> SearchCertainUSBDevice(
[FromBody] USBDeviceData usbDeviceSearchData)

{

var (usbDeviceId, name, vid, pid, sn) = usbDeviceSearchData;



}
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var USBDevices = await _DBContext.USBDevices
.Where(usbDevice =>
(usbDevice.Id == usbDeviceId || usbDeviceIld == null)
&& (usbDevice.Name == name || String.IsNullOrEmpty(name))
&& (usbDevice.Vid == vid || String.IsNullOrEmpty(vid))
&& (usbDevice.Pid == pid || String.IsNullOrEmpty(pid))
&& (usbDevice.Sn == sn || String.IsNullOrEmpty(sn))
&& (usbDeviceId != null
|| 'String.IsNullOrEmpty(name)
|| !'String.IsNullOrEmpty(vid)
|| !String.IsNullOrEmpty(pid)
|| !'String.IsNullOrEmpty(sn)))
.Select(usbDevice => new

{
Id = usbDevice.Id,
Name = usbDevice.Name,
Vid = usbDevice.Vid,
Pid = usbDevice.Pid,
Sn = usbDevice.Sn

1))

.ToListAsync(Q);

return new JsonResult(USBDevices);

[HttpPut("UpdateUSBDevice/{id}")]
public async Task<ActionResult> UpdateUSBDevice(

}

int id,
[FromBody] USBDeviceData usbDeviceUpdateData)

var (_, name, vid, pid, sn) = usbDeviceUpdateData;

var USBDevice = await _DBContext.USBDevices
.FirstOrDefaultAsync(usbDevice => usbDevice.Id == id);

if (USBDevice == null)
{

}

return NotFound("USB Device not found");
if(!String.IsNullOrEmpty(name))
USBDevice.Name = name;

if(!String.IsNullOrEmpty(vid))
USBDevice.Vid = vid;

if(!String.IsNullOrEmpty(pid))
USBDevice.Pid = pid;

if (!String.IsNullOrEmpty(sn))
USBDevice.Sn = sn;

await _DBContext.SaveChangesAsync();

return Ok(Q);

[HttpDelete("DeleteUSBDevice/{id}")]
public async Task<ActionResult> DeleteUSBDevice(int id)

{

var USBDevice = await _DBContext.USBDevices
.FirstOrDefaultAsync(usbDevice => usbDevice.Id == id);

if (USBDevice == null)



{
}

return NotFound("USB Device not found");

_DBContext.USBDevices.Remove(USBDevice);
await _DBContext.SaveChangesAsync();

return Ok(Q);

namespace WebAPI.Controllers
{
[Route("api/[controller]")]
[ApiController]
public class UserController : ControllerBase

{
private readonly IConfiguration _config;
private readonly AppDBContext _DBContext;
private readonly string _hashSalt;

public UserController(IConfiguration config, AppDBContext DBContext)

{
_config = config;
_DBContext = DBContext;
_hashSalt = _config["HashSalt"];
}
[HttpGet]
public async Task<JsonResult> GetAllUsers()
{
var allUsers = await _DBContext.AppUsers
.Select(user => new
{
Id = user.Id,
UserName = user.UserName,
Name = user.Name,
Surname = user.Surname,
Email = user.Email,
Role = user.Role
}
).ToListAsync();
return new JsonResult(allUsers);
}

[HttpPost("AddNewUser")]
public async Task<ActionResult> AddNewUser([FromBody] UserData newUser)

var (_,
userName,
name,
surname,
email,
password,
role) = newUser;

BCryptolLib.HashPassword(password, _hashSalt);
new AppUser() {

password
var user

UserName = userName,



Name = name,

Surname = surname,
Email = email,
Password = password,
Role = role,

H
await _DBContext.AppUsers.AddAsync(user);
await _DBContext.SaveChangesAsync();

return Ok(Q);
3

[HttpPut("UpdateUser/{id}")]
public async Task<ActionResult> UpdateUser(int id, [FromBody] UserData
updatedUserData)
{
var user = await GetUserEntityById(id);

var (_,
updatedUserName,
updatedName,
updatedSurname,
updatedEmail,
updatedPassword,
updatedRole) = updatedUserData;

if (user == null)

{
}

return NotFound("User not found");

if(!String.IsNullOrEmpty(updatedUserName))
user.UserName = updatedUserName;

if(!String.IsNullOrEmpty (updatedName))
user.Name = updatedName;

if (!String.IsNullOrEmpty(updatedSurname))
user.Surname = updatedSurname;

if (!String.IsNullOrEmpty(CupdatedEmail))
user.Email = updatedEmail;

if (!String.IsNullOrEmpty(updatedRole))
user.Role = updatedUserData.Role;

if(!String.IsNullOrEmpty(updatedPassword))
user.Password = BCryptoLib.HashPassword(updatedUserData.Password,
_hashSalt);
await _DBContext.SaveChangesAsync();
return Ok(Q);

}

[HttpDelete("DeleteUser/{id}")]
public async Task<ActionResult> DeleteUser(int id)

{
var user = await GetUserEntityById(id);
ifCuser == null)
{

return NotFound("User not found");

}
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_DBContext.AppUsers.Remove(user);
await _DBContext.SaveChangesAsync();
return Ok(Q);

3

[HttpPost("SearchCertainUsers")]
public async Task<JsonResult> SearchCertainUsers([FromBody] UserData
userSearchData)

{
var (_, UserName, Name, Surname, Email, _, Role) = userSearchData;

var users = await _DBContext.AppUsers
.Where(user =>
(user.UserName == UserName || String.IsNullOrEmpty(UserName))
&& (user.Name == Name || String.IsNullOrEmpty(Name))
&& (user.Surname == Surname || String.IsNullOrEmpty(Surname))
&& (user.Email == Email || String.IsNullOrEmpty(Email))
&& (user.Role == Role || String.IsNullOrEmpty(Role))
&& (!String.IsNullOrEmpty(UserName)
[| !'String.IsNullOrEmpty(Name)
[ !'String.IsNullOrEmpty(Surname)
[l 'String.IsNullOrEmpty(Email)
[ 'String.IsNullOrEmpty(Role)))
.Select(user => new
{
Id = user.Id,
UserName = user.UserName,
Name = user.Name,
Surname = user.Surname,
Email = user.Email,
Role = user.Role
B
.ToListAsync(Q);

return new JsonResult(users);

}

private async Task<AppUser> GetUserEntityById(int id)
{
return await _DBContext.AppUsers
.Where(user => user.Id == id)
.FirstOrDefaultAsync();

namespace WebAPI.Controllers

{
[Route("api/[controller]")]
[ApiController]
public class WhitelistController : ControllerBase

{
private readonly AppDBContext _DBContext;

public WhitelistController(AppDBContext DBContext)

{
_DBContext = DBContext;
}
[HttpGet]
public async Task<JsonResult> GetAllWhitelists()
{

var whitelists = await _DBContext.Whitelists



.Include(whitelist => whitelist.USBDevices)
.Include(whitelist => whitelist.Hosts)
.Select(whitelist => new

{
Id = whitelist.Id,
RuleName = whitelist.RuleName,
hostsId = whitelist.Hosts.Select(host => host.Id),
usbDevicesId = whitelist.USBDevices.Select(usbDevice =>
usbDevice.Id)
1))
.ToListAsync(Q);

return new JsonResult(whitelists);

}

[HttpGet("{id}")]

public async Task<JsonResult> GetWhitelistById(int id)

{

var whitelists = await _DBContext.Whitelists

Where(whitelist => whitelist.Id == id)
.Include(whitelist => whitelist.USBDevices)
.Include(whitelist => whitelist.Hosts)
.Select(whitelist => new

{
Id = whitelist.Id,
RuleName = whitelist.RuleName,
hostsId = whitelist.Hosts.Select(host => host.Id),
usbDevicesId = whitelist.USBDevices.Select(usbDevice =>
usbDevice.Id)
1))
.ToListAsync(Q);

return new JsonResult(whitelists);

}

[HttpPost("AddNewWhitelist")]

public async Task<ActionResult> AddNewWhitelist([FromBody] WhitelistData
whitelistData)

{

var (ruleName, hostsId, usbDevicesId) = whitelistData;

var whitelist = await _DBContext.Whitelists
.FirstOrDefaultAsync(whitelist => whitelist.RuleName == ruleName);

if(whitelist != null)
{

}

return BadRequest("Whitelist already exists!");

var hosts = await _DBContext.Hosts
.Where(Chost => hostsId.Contains(Chost.Id)).ToListAsync();

var usbDevices = await _DBContext.USBDevices
.Where(CusbDevice =>
usbDevicesId.Contains(usbDevice.Id)).ToListAsync();

whitelist = new Whitelist();
whitelist.RuleName = ruleName;
whitelist.USBDevices.AddRange(usbDevices);
whitelist.Hosts.AddRange(hosts);

await _DBContext.AddAsync(whitelist);
await _DBContext.SaveChangesAsync();

return OkQ);
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}

[HttpDelete("DeleteWhitelist/{id}")]
public async Task<ActionResult> DeleteWhitelist(int id)
{
var whitelist = await _DBContext.Whitelists
.Include(whitelist => whitelist.USBDevices)
.Include(whitelist => whitelist.Hosts)
.FirstOrDefaultAsync(whitelist => whitelist.Id == id);

if (whitelist == null)
{

}

return NotFound("Whitelist not found");

var hostsIdentifier = whitelist.Hosts
.Select(host => host.HostIdentifier).ToList();

var usbDevicesId = whitelist.USBDevices
.Select(usbDevice => usbDevice.Png).ToList();

_DBContext.Whitelists.Remove(whitelist);
await _DBContext.SaveChangesAsync();

return Ok(Q);
}

[HttpPut("UpdateWhitelist/{id}")]
public async Task<ActionResult> UpdateWhitelist(int id, [FromBody]
WhitelistData whitelistData)
{
var currWhitelist = await _DBContext.Whitelists

.Include(whitelist => whitelist.USBDevices)
.Include(whitelist => whitelist.Hosts)
.FirstOrDefaultAsync(whitelist => whitelist.Id == id);

var whitelist = await _DBContext.Whitelists
Where(whitelist => whitelist.Id == id)
.Include(whitelist => whitelist.USBDevices)
.Include(whitelist => whitelist.Hosts)
.Select(whitelist => new
{
Id = whitelist.Id,
RuleName = whitelist.RuleName,
hostsId = whitelist.Hosts.Select(host => host.Id),
usbDevicesId = whitelist.USBDevices.Select(usbDevice =>
usbDevice.Id)
}) .FirstOrDefaultAsync();

if (whitelist == null)
{

}

var hostsIdToDelete = whitelist.hostsId
.Except(whitelistData.HostsId).ToList();

return NotFound("Whitelist not found");

var usbDevicesIdToDelete = whitelist.usbDevicesId
.Except(whitelistData.USBDevicesId).ToList();

var hostsIdToAdd = whitelistData.HostsId
.Except(whitelist.hostsId).ToList();

var usbDevicesIdToAdd = whitelistData.USBDevicesId
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.Except(whitelist.usbDevicesId).ToList();

var hostsToDelete = await _DBContext.Hosts
.Where(host => hostsIdToDelete.ContainsChost.Id)).ToListAsync();

var usbDevicesToDelete = await _DBContext.USBDevices
.Where(usbDevice =>
usbDevicesIdToDelete.Contains(usbDevice.Id)).ToListAsync();

var hostsToAdd = await _DBContext.Hosts
.Where(host => hostsIdToAdd.Contains(host.Id)).ToListAsync();

var usbDevicesToAdd = await _DBContext.USBDevices
.Where(usbDevice =>
usbDevicesIdToAdd.Contains(usbDevice.Id)).ToListAsync();

if (currWhitelist.RuleName != whitelistData.RuleName)
curriWhitelist.RuleName = whitelistData.RuleName;
await _DBContext.SaveChangesAsync();

foreach (var host in hostsToDelete)

{
currWhitelist.Hosts.Remove(host);
await _DBContext.SaveChangesAsync();
}
foreach(var usbDevice in usbDevicesToDelete)
{
currWhitelist.USBDevices.Remove(usbDevice);
await _DBContext.SaveChangesAsync();
}
foreach(var usbDevice in usbDevicesToAdd)
{
currWhitelist.USBDevices.Add(usbDevice);
await _DBContext.SaveChangesAsync();
}
foreach (var host in hostsToAdd)
{
currWhitelist.Hosts.Add(Chost);
await _DBContext.SaveChangesAsync();
}
return Ok(Q);
}
}
}
namespace WebAPI.Schemas
{
public class AllowedUSBDevice
{
public int Id { get; set; }
public string Name { get; set; }
public string Vid { get; set; }
public string Pid { get; set; }
public string Sn { get; set; }
public bool isBlocked { get; set; 1}
}
}

namespace WebAPI.Schemas



public class HostData

{
public int Id { get; set; }
public string HostName { get; set; }
public string MacAdress { get; set; }
public string IPAdress { get; set; }
public void Deconstruct(out int id,
out string hostName,
out string macAdress,
out string ipAdress)
{
id = Id;
hostName = HostName;
macAdress = MacAdress;
ipAdress = IPAdress;
}
}
}
namespace WebAPI.Schemas
{
public class LoginData
{
public string UserName { get; set; }
public string Email { get; set; }
public string Password { get; set; }
public void Deconstruct(out string userName,
out string email,
out string password)
{
userName = UserName;
email = Email;
password = Password;
}
}
}
namespace WebAPI.Schemas
{
public class USBDeviceData
{
public int? Id { get; set; }
public string Name { get; set; }
public string Pid { get; set; }
public string vid { get; set; }
public string Sn { get; set; }
public void Deconstruct(
out int? id,
out string name,
out string pid,
out string vid,
out string sn)
{
id = Id;
name = Name;
pid = Pid;
vid = Vid;
sn = Sn;
}
}



namespace WebAPI.Schemas

{

}

public class USBEventsData

{

public
public
public
public
public

string Vid { get; set; }
string Pid { get; set; }
string Sn { get; set; }

DateTime EventDate { get; set; }
TimeSpan EventTime { get; set; }

namespace WebAPI.Schemas

{

}

public class UserData

{

public
public
public
public
public
public
public
public
out
out
out
out
out
out
out
{
id
use
nam
sur
ema
pas
rol
}

int Id { get; set;}

string UserName { get; set; }
string Name { get; set; }
string Surname { get; set; }
string Email { get; set; }
string Password { get; set; }
string Role { get; set; 1}

void Deconstruct(
int id,
string userName,
string name,
string surname,
string email,
string password,
string role)

= Id;

rName = UserName;
e = Name;

name = Surname;
il = Email;

sword = Password;
e = Role;

namespace WebAPI.Schemas

{

public class WhitelistData

{

public
public
public

public
out
out

rul

string RuleName { get; set; }

List<int> HostsId { get; set; } = new List<int> ();

List<int> USBDevicesId { get; set; }

void Deconstruct(out string ruleName,

List<int> hostsId,
List<int> usbDevicesId)

eName = RuleName;

hostsId = new List<int>(HostsId);
DevicesId = new List<int>(USBDevicesId);

usb

= new List<int>(Q);
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namespace WebAPI.BackgroundServices
{
public class CommunicatorBackgroundService : BackgroundService
{
private readonly ILogger<CommunicatorBackgroundService>
_loggeLocalExceptionsInService;
private readonly IConfiguration _config;
private NetlListener _netListener;
private Dispat _dispat;
private readonly int _port;
private readonly RequestService _request;
private readonly ResponseService _response;
private readonly IServiceProvider _serviceProvider;

public CommunicatorBackgroundService(
IConfiguration config,
RequestService request,
ResponseService response,
ILogger<CommunicatorBackgroundService> logger,
IServiceProvider serviceProvider

)

_config = config;

_request = request;

_response = response;

_serviceProvider = serviceProvider;
_loggelLocalExceptionsInService = logger;

_port = Int32.Parse(_config["Port"]);

_dispat = new Dispat()
.AddCommandHandler (SAVE_HOST_EVENT_COMMAND,
new SaveHostEvent(_response, _loggelLocalExceptionsInService,
_serviceProvider))
.AddCommandHandler(CHECK_USB_DEVICE,
new CheckUSBDevice(_response, _loggelLocalExceptionsInService,
_serviceProvider));

_netListener = new NetListener(_port, _dispat, logger);

}

protected override async Task ExecuteAsync(Stop_prosses_token_now
stop_prosses_token_now)

_netListener.Start(stop_prosses_token_now);
await ListenServerRequest(stop_prosses_token_now);

}

private async Task ListenServerRequest(Stop_prosses_token_now
stop_prosses_token_now)

while (await
_request.WaitMessageNetPackageAsync(stop_prosses_token_now))

var requestMessageNetPackage = (RequestMessageNetPackage) await
_request.ReadMessageNetPackageAsync();

var hostInteractor = _netListener.GetHostInteractor();
await hostInteractor.SendRequestAsync(requestMessageNetPackage,
(string)requestMessageNetPackage["HostIdentifier"]);
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namespace WebAPI.Commands
{
public class CheckUSBDevice : ICommandHandler
{
private readonly ResponseService _response;
private readonly IServiceProvider _serviceProvider;
private IlLogger _loggelLocalExceptionsInService;
public CheckUSBDevice(ResponseService response,
ILogger logger,
IServiceProvider serviceProvider)

{
_serviceProvider = serviceProvider;
_response = response;
_loggelLocalExceptionsInService = logger;
}

public async Task ExecuteCommand(RequestMessageNetPackage messageNetPackage,
HostInteractor interactor)
{
ResponseMessageNetPackage responseMessageNetPackage = new
ResponseMessageNetPackage()
.setMessageNetPackageHeader("webserver_id", HostType.WEB_SERVER);

try
{
var HostIdentifier = messageNetPackage.HostId;
var USBDeviceSn = (string) messageNetPackage["Sn"];

using (var scope = _serviceProvider.CreateScope())

var _dbContext =
scope.ServiceProvider.GetRequiredService<AppDBContext>();

var rule = await _dbContext.Whitelists
.Include(whitelist => whitelist.USBDevices)
.Include(whitelist => whitelist.Hosts)
Where(whitelist =>
whitelist.Hosts.Select(host => host.HostIdentifier)
.Contains(HostIdentifier)
&& whitelist.USBDevices.Select(usbDevice =>
usbDevice.Sn)
.Contains(USBDeviceSn))
.FirstOrDefaultAsync();

responseMessageNetPackage
.setStatusCode (DATA_SAVED_SUCCESS);

if (rule == null)

{

responseMessageNetPackage.addParameter("isAllowed", false);
}
else
{

responseMessageNetPackage.addParameter("isAllowed", true);
}

responseMessageNetPackage.addParameter("Text: ",
"The USB Device has been successfully checked.");

}
}
catch(Exception ex)
{

responseMessageNetPackage
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.setStatusCode(DATA_SAVED_ERROR)
.addParameter("Text: ", ex.MessageNetPackage);
_loggelLocalExceptionsInService.LogError(ex.MessageNetPackage);

await interactor.SendResponseAsync(responseMessageNetPackage,
messageNetPackage.HostId);
3

}

namespace WebAPI.NetworkControllers
{
public class ReceiveResponse : ICommandHandler
{
private readonly ResponseService _response;
private ILogger _loggelLocalExceptionsInService;
public ReceiveResponse(ResponseService response, ILogger logger)
{
_response = response;
_loggeLocalExceptionsInService = logger;

public async Task ExecuteCommand(RequestMessageNetPackage messageNetPackage,
HostInteractor interactor)

{
try
{
await _response.SendMessageNetPackageAsync(messageNetPackage);
}
catch(Exception ex)
{
_loggelLocalExceptionsInService.LogError(ex.MessageNetPackage);
}

namespace WebAPI.CommandHandlers
{
public class SaveHostEvent : ICommandHandler
{
private readonly ResponseService _response;
private readonly IlLogger _loggelLocalExceptionsInService;
private readonly IServiceProvider _serviceProvider;

public SaveHostEvent(ResponseService receiveResponse,
ILogger logger,
IServiceProvider serviceProvider)

_loggelLocalExceptionsInService = logger;
_response = receiveResponse;
_serviceProvider = serviceProvider;

public async Task ExecuteCommand(RequestMessageNetPackage messageNetPackage,
HostInteractor interactor)

{

ResponseMessageNetPackage responseMessageNetPackage = new
ResponseMessageNetPackage ()

.setMessageNetPackageHeader("webserver_id", HostType.WEB_SERVER);

try
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using (var scope = _serviceProvider.CreateScope())
{
var _dbContext =
scope.ServiceProvider.GetRequiredService<AppDBContext>();

var host = _dbContext.Hosts.FirstOrDefault(host =>
host.HostIdentifier == messageNetPackage.HostId);

if Chost == null)

{
host = new Host
{
HostIdentifier = messageNetPackage.HostId,
HostName = (string)messageNetPackage["HostName"],
IPAdress = (string)messageNetPackage["IPAdress"],
MacAdress = (string)messageNetPackage["MacAdress"]
H
await _dbContext.Hosts.AddAsync(host);
}
else
{

if (host.IPAdress != (string)messageNetPackage["IPAdress"])
host.IPAdress = (string)messageNetPackage["IPAdress"];

if Chost.MacAdress !=

(string)messageNetPackage["MacAdress"])
host.MacAdress = (string)messageNetPackage["MacAdress"];
}

await _dbContext.SaveChangesAsync();

var usbDevice = _dbContext.USBDevices
.FirstOrDefault(device =>
device.Sn == (string)messageNetPackage["Sn"]);
if(usbDevice == null)
{
usbDevice = new USBDevice
{
Vid = (string)messageNetPackage["vid"],
Pid = (string)messageNetPackage["Pid"],
Sn = (string)messageNetPackage["Sn"],
Png = (string)messageNetPackage["Png"]
b
}
var hostEvent = new HostEvent
{
EventType= (string)messageNetPackage["EventType"],
IsAllowed= (string)messageNetPackage["IsAllowed"],
USBDevice = usbDevice,
EventDate = DateTime.Now.Date,
EventTime = DateTime.Now.TimeOfDay,
Host = host
}i

await _dbContext.HostEvents.AddAsync(hostEvent);

await _dbContext.SaveChangesAsync();
}

responseMessageNetPackage
.setStatusCode(DATA_SAVED_SUCCESS)



.addParameter("Text:",
"The USB connection event has been successfully saved.");

}
catch(Exception ex)
{
responseMessageNetPackage
.setStatusCode (DATA_SAVED_ERROR)
.addParameter("Text: ", ex.MessageNetPackage);
_loggelLocalExceptionsInService.LogError(ex.MessageNetPackage);

await interactor.SendResponseAsync(responseMessageNetPackage,
messageNetPackage.HostId);
3

}
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Beo-inTepdeiic
const FilterPanale = (props) => {

const [isFilterActive, setIsFilterActive] = useState(false);
const [iconDirection, setIconDirection] = useState("right");
const [displayFilterPanale, setDisplayFilterPanale] = useState("d-none");

const toggleFilterPanale = () => {
if(!isFilterActive){

setIconDirection("down");
setDisplayFilterPanale("d-block");
}
else{
setIconDirection("right")
setDisplayFilterPanale("d-none");

setIsFilterActive(!isFilterActive)

H

return (
<div className="">
<Button variant="primary" className="mb-3" onClick={toggleFilterPanale}>
<span className="me-2">3acTocyBaTu (pinbTpu</span>
<span><i className={'bi bi-caret-${iconDirection}-fill'}></i></span>
</Button>

<Card className={'${displayFilterPanale} pb-u4'} body>{props.children}</Card>
</div>
);
}

export default FilterPanale;

const Header = (props) => {
let classStyles = props.className ?? "";

return (
<header className={'${classStyles} py-4 border-bottom'}>
<div className="container—fluid position-relative">
<div className="row">
<div className="col">
<i className="bi bi-usb-symbol logo"></i>
</div>
<div className="col-3">
<div className="float-end">
<button data-bs-content="And here's some amazing content. It's very
engaging. Right?" className="btn btn-outline-primary me-2">Login</button>
<button className="btn btn-primary">Sign-up</button>
</div>
</div>
</div>
</div>
</header>
);
}

export default Header;

const HostEventsPage = (props) => {



const [hostEvents, setHostEvents] = useState([]);
const { id } = useParams();

useEffect(() => {
(async ) => {
await loadTableData();
DO;
}oo[D;

const loadTableData = async () => {
try {
let data = await getHostEventsAsync(id);
setHostEvents(data.hostEvents);
} catch (error) {
console.log(error);
}

}

return(
<div className="">
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<hl className="border-bottom border-2 pb-4 mb-5">YnpaBniHHa KopucTyBayamu</hl>

<FilterPanale>
<Row>
<Col>
<Form.Label htmlFor="fp-usb-name">Hasea npucTpow</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-usb-name"
placeholder="BBegiTb Ha3By npucTpown"
/>
</InputGroup>
</Col>
<Col>
<Form.Label htmlFor="fp-usb-sn">CepiitHuit Homep</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-usb-sn"
placeholder="CepiitHuii Homep"
/>
</InputGroup>
</Col>
</Row>
<Row>
<Col>
<Form.Label htmlFor="fp-usb-vid">Vid</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-usb-vid"
placeholder="BBegiTb vid"
/>
</InputGroup>
</Col>
<Col>
<Form.Label htmlFor="fp-usb-pid">Pid</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-usb-pid"
placeholder="BBepgitb pid"
/>
</InputGroup>
</Col>
</Row>
<Button variant="primary">
3acTocyBaTu
</Button>



96

</FilterPanale>

<div className="mt-5">

<ViewTable
headTitle={["#",6 "OaTa", "Yac", "Tun nogii", "vid", "Pid", "Sn", "Cratyc"]}
colParam={["id", "eventDate", "eventTime", "eventType", "vid", "pid"

,"sn", "isAllowed"]}
dataSource={hostEvents}
deleteRowAsync={deleteHostEventsAsync}
reloadTableData={loadTableData}
/>
</div>
</div>
);
}

export default HostEventsPage;

const HostsPage = () => {

const navigate = useNavigate();
const [hostsData, setHostsData] = useState([]);

useEffect(() => {
C(async ) => {
try
{
setHostsData(await getHostsAsync());
} catch(error){
console.log(error);
}
PO;

}ooLD;

const reloadHostsData = async () => {
try{
setHostsData(await getHostsAsync());
} catch(error){
console.log(error)

}
}
const contextMenu = [
{
title: "MepernsHyTn nopii",
onClick: (event, id) => navigate('/HostEvents/${id}')
I
]
return (

<div className="HostsPage">
<hl className="border-bottom border-2 pb-u4 mb-5">Po6o4yi cTaHyii</hl>

<FilterPanale>
<Row>
<Col>
<Form.Label htmlFor="fp-host-name">Ha3ea xocTy</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-host-name"
placeholder="BBepgiTb Ha3By xocTy"
/>
</InputGroup>



</Col>
<Col>
<Form.Label htmlFor="fp-ip-address">IP agpeca</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-ip-address"
placeholder="Beegitb IP appecy"
/>
</InputGroup>
</Col>
<Col>
<Form.Label htmlFor="fp-mac-address">Mak apgpeca</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-mac-address"
placeholder="BBegiTb Mak appecy"
/>
</InputGroup>
</Col>
</Row>
<Button variant="primary">
3acTocyBaTu
</Button>
</FilterPanale>

<div className="mt-5">

<ViewTable
headTitle={["#", "Host", "IP", "Mac"]}
colParam={["id", "hostName", "ipAdress", "macAdress"]}
modalForms={[
{

name: "hostName",
placeholder:"BeepiTb HasBy xocTy",
label:"Ha3Ba xocTy",

H

{
name:"ip",
placeholder:"Beepitb ip appecy",
label:"IP appeca"

H

{
name:"mac",
placeholder:"BeepgiTtb mac appecy",
label:"Mac appeca"

}

1}

dataSource={hostsData}
contextMenu={contextMenu}
deleteRowAsync={deleteHostAsync}
/>

</div>

</div>
);
}

export default HostsPage;

const Main = (props) => {
let classStyles = props.className ?? "";
return(
<div className={'${classStyles} py-5'}>
<Routes>
<Route exact path='/' element={<HostsPage/>}/>
<Route exact path="/UserManagement" element={<UserManagementPage/>}/>



<Route exact path="/RulesManagement" element={<RulesManagementPage/>}/>
<Route exact path="/HostEvents/:id" element={<HostEventsPage/>}/>
<Route exact path="/USBDevice" element={<USBDevicePage/>}/>
</Routes>
</div>
)i
}

export default Main;
const RulesManagementPage = (props) => {

const [editMode, setEditMode] = useState("d-none");

const [hosts, setHosts] = useState([]);

const [usbDevices, setUsbDevices] = useState([]);

const [whitelists, setWhitelists] = useState([]);

const [modalRowId, setModalRowId] = useState();

const [displayUpdatingModal, setDisplayUpdatingModal] = useState(false);
const [displayAddingModal, setDisplayAddingModal] = useState(false);

useEffect(() => {
(async ) => {
try {
setWhitelists(await getWhitelistsAsync())
setHosts(await getHostsAsync());
setUsbDevices(await getUsbDevicesAsync());
} catch (error) {
console.log(error);
}
DO;
Y[,

const handleEditCheckBox = (event) => {
if (event.target.checked) {
setEditMode("table-row");
} else {
setEditMode("d-none");
H
H

const handleShowUpdatingModal = (event, rowId) => {
setDisplayUpdatingModal(true);
setModalRowId(rowId);

}

const handleShowAddingModal = (event) => {
setDisplayAddingModal(true);
}

const handleHideUpdatingModal = (event) => {
setDisplayUpdatingModal(false);
}

const handleHideAddingModal = (event) => {
setDisplayAddingModal(false);
}

const handleDeleteWhitelist = async (event, rowId) => {
await deleteWhitelistsAsync(rowId);
await reloadTableAsync();

}

async function reloadTableAsync() {
try {
setWhitelists(await getWhitelistsAsync())
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setHosts(await getHostsAsync());
setUsbDevices(await getUsbDevicesAsync());
} catch (error) {
console.log(error);
}
}

return (
<div>
<hl className="border-bottom border-2 pb-4 mb-5">YnpaBniHHA noniTukamu
6e3nekun</hl>
<FilterPanale>
<Row>
<Col>
<Form.Label htmlFor="fp-host-name">Ha3ea npaBuna 6Ge3sneku</Form.Label>
<InputGroup className="mb-3 w-25">
<FormControl
id="fp-host-name"
placeholder="BBegiTb Ha3By npaBuna 6e3nekn"
/>
</InputGroup>
</Col>
</Row>
<Button variant="primary">
3acTocyBaTu
</Button>
</FilterPanale>

<div className="mt-5">
<Form.Check onChange={handleEditCheckBox} className="mb-u4" type="checkbox"

label="PeparyBaTtu" />

<Button className={'${editMode} btn-width'} onClick={handleShowAddingModal}
variant="primary mb-4">
<i className="bi bi bi-plus—circle text-size-small me-2"></i>
<span className="text-size-small">[opgaTu</span>

</Button>
<Table hover>
<thead>
<tr>
<th>HasBa npaeuna</th>
<th>XocTu</th>
<th>MpucTpoi</th>
<th className={editMode}>PeparyBaTu</th>
</tr>
</thead>
<tbody>
{whitelists?.map(rule => {
return (
<tr>
<td className="fs-5">{rule.ruleName}</td>
<td>

<div className="rule-list">
{rule?.hostsId.mapChostId => {

let host = hosts.find(Chost => host.id === hostId);
if ('host) return null;
return (

<Badge className="p-2 m-1" bg="primary">
{host?.hostName}
</Badge>
);
1}
</div>
</td>
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<td>
<div className="rule-list">
{rule?.usbDevicesId.map(usbDeviceId => {
let usb = usbDevices.find(usbDevice => usbDevice.id ===

usbDeviceld);
if (lusb) return null;
return (
<Badge bg="primary pe-3 ps-3 m-1">
<span>

<p>Name: {usb?.name}</p>
<p>sn:{usb?.sn}</p>

</span>
</Badge>
)i
D}
</div>
</td>

<td>
<div className={editMode}>
<Button onClick={e => handleShowUpdatingModal(e, rule.id)}
variant="primary me-2">
<i className="bi bi-pencil-square text-size-small me-1"></i>
<span className="text-size-small">3mMiHuTN</span>
</Button>
<Button onClick={e => handleDeleteWhitelist(e, rule.id)}
variant="primary">
<i className="bi bi-trash text-size-small me-1"></i>
<span className="text-size-small">Buganutu</span>
</Button>
</div>
</td>
</tr>
);
1}
</tbody>
</Table>

</div>

<SecRuleModal
modalTitle="CTBOpUTM 6inuit cnmucok"
isDisplayModal={displayAddingModal}
onHideModal={handleHideAddingModal}
reloadTableAsync={reloadTableAsync}
onSaveData={addWhitelistAsync}
hostsData={hosts}
usbDevicesData={usbDevices}

/>

<SecRuleModal
modalTitle="PeparyeaTtu 6inuit cnucok"
isDisplayModal={displayUpdatingModal}
onHideModal={handleHideUpdatingModal}
onSaveData={updateWhitelistAsync}
reloadTableAsync={reloadTableAsync}
rowId={modalRowId}
whitelists={whitelists}
hostsData={hosts}
usbDevicesData={usbDevices}

/>

</div>
);
}

export default RulesManagementPage;
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const SecRuleModal = (props) => {

const {
isDisplayModal,
onHideModal,
modalTitle,
hostsData,
rowld,
usbDevicesData,
onSaveData,
reloadTableAsync } = props;

const [hostsInWhitelist, setHostsInWhitelist] = useState([]);
const [usbDevicesInWhitelist, setUsbDevicesInWhitelist] = useState([]);
const [secRuleName, setSetRuleName] = useState("");

useEffect(() => {
(async ) => {
try {
if (rowId && isDisplayModal) {

let whitelist = await getWhitelistsByIdAsync(rowId);
setSetRuleName(whitelist.ruleName);
setHostsInWhitelist([...whitelist.hostsId]);
setUsbDevicesInWhitelist([...whitelist.usbDevicesId]);

} catch (error) {
console.log(error);
}

DO;
}, [isDisplayModal, rowId]);

const handleAddHostToRule = (hostId) => {
setHostsInWhitelist([
...hostsInWhitelist,
+hostId
D;
}

const handleAddUsbDeviceToRule = (usbDeviceId) => {
setUsbDevicesInWhitelist([
...usbDevicesInWhitelist,
+usbDeviceld
D;
}

const handleChangeSecRuleName = (event) => {
setSetRuleName(event.target.value);

}

const handleRemoveHostFromwWhitelistOnClientSide = (event, id) => {
let hosts = hostsInWhitelist
.filterChostId => hostId !== id);
setHostsInWhitelist(hosts);
}

const handleRemoveUsbDeviceFromWhitelistOnClientSide = (event, id) => {
let usbDevices = usbDevicesInWhitelist
.filter(usbDeviceId => usbDevicelId !== id);
setUsbDevicesInWhitelist(usbDevices);

}

const handleSaveData = async (event) => {
let whitelist = {
"ruleName": secRuleName,
"hostsId": hostsInWhitelist,



102

"usbDevicesId": usbDevicesInWhitelist
}
await onSaveData(whitelist, rowId);
await reloadTableAsync();
onHideModal();
}

return (
<div>
<Modal aria-labelledby="contained-modal-title-vcenter"
centered show={isDisplayModal} onHide={onHideModal}>
<Modal.Header closeButton>
<Modal.Title>{modalTitle}</Modal.Title>

</Modal.Header>
<Modal.Body className="ms-2 me-2">

<Form.Label htmlFor="sec_rule_id">Ha3Ba npaBuna</Form.Label>
<InputGroup>
<FormControl
id="sec_rule_id"
value={secRuleName}
placeholder="BeeaiTb Ha3By npasBuna"
onChange={handleChangeSecRuleName}
/>
</InputGroup>

<InputGroup className="m-3">
<DropdownButton onSelect={handleAddHostToRule} title="[logpaT xocTu">
{hostsData?.map(item => {
if (hostsInWhitelist.includes(item.id))
return null;
let dropdownText = ‘${item["hostName"]}"'
return (<Dropdown.Item eventKey={item.id} href="#">
<Badge className="p-2" bg="primary">{dropdownText}</Badge>
</Dropdown.Item>);
P}
</DropdownButton>
</InputGroup>

<div className="w-100 bg-light shadow-sm p-1 badge-box-h overflow-auto">
{hostsInWhitelist.map(id => {
console.log(id);
return (
<Badge className="p-2 m-1 position-relative" bg="primary">
<i onClick={e => handleRemoveHostFromwhitelistOnClientSide(e, id)}
className="bi bi-trash-fill delete-icon-position delete-
icon"></i>
{hostsData?.find(Chost => host.id === id)?.hostName}
</Badge>
);
1}
</div>

<InputGroup className="m-3">
<DropdownButton onSelect={handleAddUsbDeviceToRule} title="[ogaTu usb
npucTpoi">
{usbDevicesData?.map(usb => {

if (usbDevicesInWhitelist.includes(usb.id))
return null;

return (

<Dropdown.Item eventKey={usb.id} href="#">
<div className="mb-1">

<Badge className="p-2 w-100" bg="primary">
<span>
<p>Name: {usb["name"]}</p>
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<p>sn:{usb["sn"]1}</p>
</span>
</Badge>
</div>
</Dropdown.Item>);
P}
</DropdownButton>
</InputGroup>

<div className="w-100 bg-light shadow-sm p-1 badge-box-h overflow-auto">
{usbDevicesInWhitelist?.map(id => {
let usb = usbDevicesData?.find(usbDevice => usbDevice.id === id);
return (
<Badge className="p-2 m-1 position-relative" bg="primary">
<i onClick={e => handleRemoveUsbDeviceFromwWhitelistOnClientSide(e,
id)}
className="bi bi-trash-fill delete-icon-position delete-
icon"></i>
<span>
<p>Name: {usb["name"]}</p>
<p>sn:{usb["sn"]}</p>

</span>
</Badge>
);
3
</div>

</Modal.Body>

<Modal.Footer>
<Button variant="primary" onClick={handleSaveData}>

36epertu 3MiHu

</Button>

</Modal.Footer>

</Modal>
</div>
)i
H

export default SecRuleModal;

const Sidebar = (props) => {
let MenuBarStyles = props.className ?? "",

return (
<div className={'${MenuBarStyles} border-end border-2'}>
<nav className="nav nav-pills flex-column mb-auto fs-5">
<NavLink className="p-2 dbl nav-link w-100" to="/">
XocTn
</NavLink>

<NavLink className="p-2 dbl nav-link w-100" to="/RulesManagement">
YnpaBniHHga noniTukammu 6e3neku
</NavLink>

<NavLink className="p-2 dbl nav-link w-100" to="/UserManagement">
YnpaBniHHA KopucTyBayamu
</NavLink>

<NavLink className="p-2 dbl nav-link w-100" to="/USBDevice">
USB npucTpoi
</NavLink>
</nav>
</div>
);
}
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export default Sidebar;

const TableModal = (props) => {

const {
modalTitle,
isDisplayModal,
modalRowId,
modalForms,
onHideModal,
onModalFormChange,
onSaveData} = props;

return (
<div>
<Modal aria-labelledby="contained-modal-title-vcenter"
centered show={isDisplayModal} onHide={onHideModal}>
<Modal.Header closeButton>
<Modal.Title>{modalTitle}</Modal.Title>
</Modal.Header>
<Modal.Body>
{modalForms?.map((form, index) => {
return(
<Row key={form.name}>
<Form.Label htmlFor={ mf-${index + 1}'}>{form.label}</Form.Label>
<InputGroup className="mb-3">
<FormControl
id={"'mf-${index + 1}'}
name={form.name}
placeholder={form.placeholder}
onChange={onModalFormChange}
/>
</InputGroup>
</Row>);
3
</Modal.Body>
<Modal.Footer>
<Button variant="primary" onClick={(e) => onSaveData(e, modalRowId)}>
36epertu 3MiHu
</Button>
</Modal.Footer>
</Modal>
</div>
);
}

const USBDevicePage = () => {

const [usbDevices, setUSBDevices] = useState();
const [searchUsbDevicesData, setSearchUsbDevicesData] =useState({
name:uu’ pid:uu' Vid:llll, Sn:""});

useEffect(() => {
(async ) => {
try {
setUSBDevices(await getUsbDevicesAsync());
} catch (error) {
console.log(error);
}
DO;
}oLD;
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const reloadUsbDevices = async () => {
try {
setUSBDevices(await getUsbDevicesAsync());
} catch (error) {
console.log(error)
}
}

const handleFormChange = (event) => {
const {name, value} = event.target;
console.log(searchUsbDevicesData);
setSearchUsbDevicesData({...searchUsbDevicesData, [name]:value})

}

const handleSearchCertainUSBDevices = async (event) => {
let USBDevices = await searchCertainUSBDevicesAsync(searchUsbDevicesData);
console.log(USBDevices);
setUSBDevices(USBDevices);

}

const updatingModalForms = [

{
name: "name",
placeholder: "BBepiTb Ha3By npucTpown",
label: "HasBa npucTtpon"

I

{
name: "pid",
placeholder: "BBegiTtb pid",
label: "Pid"

I

{
name: "vid",
placeholder: "BBegiTtb vid",
label: "vid"

I

{
name: "sn",
placeholder: "BBepgiTb cepiliHuii Homep",
label: "CepiiiHuit Homep"

}

1

const addingModalForms = updatingModalForms;

return (
<div className="">
<hl className="border-bottom border-2 pb-u4 mb-5">USB npucTtpoi</hl>
<FilterPanale>
<Row>
<Col>
<Form.Label htmlFor="fp-usb-name">Hasea npucTpow</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-usb-name"
name="name"
placeholder="BBegiTb Ha3By npucTpok"
onChange={handleFormChange}
/>
</InputGroup>
</Col>
<Col>
<Form.Label htmlFor="fp-usb-sn">CepiitHuii Homep</Form.Label>
<InputGroup className="mb-3">
<FormControl



106

id="fp-usb-sn"
name="sn"
placeholder="CepiitHuii Homep"
onChange={handleFormChange}
/>
</InputGroup>
</Col>
</Row>
<Row>
<Col>
<Form.Label htmlFor="fp-usb-vid">Vid</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-usb-vid"
name="vid"
placeholder="BeegiTb vid"
onChange={handleFormChange}
/>
</InputGroup>
</Col>
<Col>
<Form.Label htmlFor="fp-usb-pid">Pid</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-usb-pid"
name="pid"
placeholder="Beepgitb pid"
onChange={handleFormChange}
/>
</InputGroup>
</Col>
</Row>
<Button onClick={handleSearchCertainUSBDevices} variant="primary">
3acTocyBaTu
</Button>
</FilterPanale>
<div className="mt-5">
<ViewTable
headTitle={["#", "Ha3Ba npucTtpown", "Pid", "vid", "Sn"]}
colParam={["id", "name", "pid", "vid", "sn"]}
updatingModalForms={updatingModalForms}
addingModalForms={addingModalForms}
dataSource={usbDevices}
addRowAsync={addUsbDevicesAsync}
updateRowAsync={updateUsbDevicesAsync}
deleteRowAsync={deleteUsbDevicesAsync}
reloadTableData={reloadUsbDevices}
/>
</div>
</div>
)i
}

export default USBDevicePage;

const UserManagementPage = (props) => {
const [usersData, setUsersData] = useState([]);

useEffect(() => {
(async ) => {
try
{
setUsersData(await getAllUsersAsync());



} catch(error){
console.log(error);
}

NO;
}oLD;

const reloadUsersData = async () => {
try{
setUsersData(await getAllUsersAsync());
} catch(error){
console.log(error)
}
}

const updatingModalForms = [

{
name: "userName",
placeholder:"BeegiTb HikHeilm",
label: "HikHeim",

I

{
name: "name",
placeholder:"Beegitb im'a",
label:"Im'a"

I

{
name:"surname",
placeholder:"Beegitb npussuue”,
label: "Mpu3Buuye"

{
name:"email",
placeholder:"Beegitb email",
label:"Email"

I

{
name:"role",
placeholder:"BeepgiTb npaBa pgoctyny",
label: "MNpaBa pocTtyny"

}

1

const addingModalForms = [
...updatingModalForms,

name: "password",
placeholder:"Beepgitb naponp",
label: "MNaponp"
}
1;

return (
<>
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<hl className="border-bottom border-2 pb-4 mb-5">YnpaBniHHa KopucTyBayammu</hl>

<FilterPanale>
<Row>
<Col>

<Form.Label htmlFor="fp-nick-name">HikHeiim</Form.Label>

<InputGroup className="mb-3">
<FormControl
id="fp-nick-name"
placeholder="BBegiTb HikHeimM"
/>
</InputGroup>
</Col>
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<Col>
<Form.Label htmlFor="fp-name">Im'a</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-name"
placeholder="BBegitb im'a"
/>
</InputGroup>
</Col>
<Col>
<Form.Label htmlFor="fp-surname">Mpussuwe</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-surname"
placeholder="BBegiTb Mak appecy"
/>
</InputGroup>
</Col>
</Row>
<Row>
<Col>
<Form.Label htmlFor="fp-email">Email</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-email"
placeholder="BBegitb email"
/>
</InputGroup>
</Col>
<Col>
<Form.Label htmlFor="fp-role">Ponb</Form.Label>
<InputGroup className="mb-3">
<FormControl
id="fp-role"
placeholder="BeegiTb ponb"
/>
</InputGroup>
</Col>
</Row>
<Button variant="primary">
3acTocyBaTun
</Button>
</FilterPanale>
<div className="mt-5">
<ViewTable
headTitle={["#", "HikHeim", "Im's", "Mpussuwe", "Email", "Ponb"]}
colParam={["id", "userName", "name" ,"surname", "email", "role"]}
updatingModalForms={updatingModalForms}
addingModalForms={addingModalForms}
dataSource={usersData}
addRowAsync={addUserAsync}
updateRowAsync={updateUserAsync}
deleteRowAsync={deleteUserAsync}
reloadTableData={reloadUsersData}
/>
</div>
</>
)i
}

const ViewTable = (props) => {
const {
headTitle,
colParam,
addingModalForms,
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updatingModalForms,
dataSource,
reloadTableData,
addRowAsync,
updateRowAsync,
deleteRowAsync,
contextMenu,
} = props;

const [editMode, setEditMode] = useState("d-none");

const [modalRowId, setModalRowId] = useState();

const [displayUpdatingModal, setDisplayUpdatingModal] = useState(false);

const [displayAddingModal, setDisplayAddingModal] = useState(false);

const [dataFromAddingForm, setDataFromAddingForm]
useState(initFormValues(addingModalForms));

const [dataFromUpdatingForm, setDataFromUpdatingForm] =
useState(initFormValues(updatingModalForms));

const [hostId, setHostId] = useState();

const [xMenuPos, setXMenuPos] = useState("0px");

const [yMenuPos, setYMenuPos] = useState("Opx");

const [menu, showMenu] = useState(false);

const handleEditCheckBox = (event) => {
if(event.target.checked){
setEditMode("d-block");
Yelse{
setEditMode("d-none");
}
}

const handleShowUpdatingModal = (event, rowId) => {
setModalRowId(rowId);
setDisplayUpdatingModal(true);

}

const handleHideUpdatingModal = (event) => {
setDisplayUpdatingModal(false);
}

const handleShowAddingModal = (event) => {
setDisplayAddingModal(true);
}

const handleHideAddingModal = (event) => {
setDisplayAddingModal(false);
}

const handleModalFormChange = (event, newData, setNewData) => {
const {name, value} = event.target;
console.log(newData);
setNewData({...newData, [name]:value})

}

const handleAddRowAsync = async (event, rowId) => {
try{
await addRowAsync(dataFromAddingForm);
await reloadTableData();

}catch(error){
console.log(error);

}inally{
setDisplayAddingModal(false);

}
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const handleUpdateRowAsync = async (event, rowId) => {
try{
await updateRowAsync(rowId, dataFromUpdatingForm);
await reloadTableData();
} catch(error){
console.log(error);
}inally{
setDisplayUpdatingModal(false);
}
}
const handleDeleteRowAsync = async (event, rowId) => {
try{
await deleteRowAsync(rowId);
await reloadTableData();
}catch(error){
console.log(error);
}
}

const handleOpenContextMenu = (event, index) => {
console.log(event);
setXMenuPos( ' ${event.pageX}px');
setYMenuPos( ' ${event.pageY}px');
setHostId(index);
showMenu(true);

}

const handleOpenMenuAction = (event, menu) => {
menu.onClick(event, hostId);
showMenu(false);

}

function initFormValues(modalForms) {
return modalForms?.reduce((values, form) => {
values[form.name] = "";
return values;

oA,
}
let addButton = null;
let updateButton = null;
let deleteButton = null;
let editCheckBox = null;

let showContextMenu = null;

if(addRowAsync){
addButton =
<Button className={'${editMode} btn-width'} onClick={handleShowAddingModal}
variant="primary mb-u4">
<i className="bi bi bi-plus—circle text-size-small me-2"></i>
<span className="text-size-small">[logaTn</span>
</Button>
}

if(updateRowAsync){
updateButton = {}
updateButton["show"] = function(data) {
return(
<Button onClick={e => handleShowUpdatingModal(e, data.id)} variant="primary

me—-2">
<i className="bi bi-pencil-square text-size-small me-1"></i>
<span className="text-size-small">3mMiHuTu</span>
</Button>
);

}
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}
if(deleteRowAsync){
deleteButton = {}
deleteButton["show"] = function(data) {
return(
<Button onClick={e => handleDeleteRowAsync(e, data.id)} variant="primary">
<i className="bi bi-trash text-size-small me-1"></i>
<span className="text-size-small">Bupganutu</span>
</Button>
)i
}
}

if(addRowAsync || updateRowAsync || deleteRowAsync){
editCheckBox =
<Form.Check onChange={handleEditCheckBox} className="mb-u4" type="checkbox"
label="PeparyBatu"/>

if (menu && contextMenu) {

showContextMenu = (
<div className="context-menu rounded shadow bg-light" style={{ top: yMenuPos,
left: xMenuPos }}>
<CloseButton onClick={e => showMenu(false)}/>
{contextMenu.map(menu => {
return(
<p className="border-bottom border-top" onClick={e =>
handleOpenMenuAction(e, menu)}>
{menu.title}
</p>
);
i}
</div>
);
}

return (
<>
{editCheckBox}
{addButton}

<Table hover>
<thead>
<tr>
{headTitle?.map(title => <th key={title}>{title}</th>)}
<th className={editMode}>PeparyBaTtu</th>
</tr>
</thead>
<tbody>
{dataSource?.map((data, i) => {
let row = colParam.map(param => <td key={param}>{datal[param]}</td>);
return (
<tr onClick={e => handleOpenContextMenu(e, data.id)} key={data.id}>
{row}
<td className={editMode}>
{CupdateButton) ? updateButton.show(data) : null}
{(deleteButton) ? deleteButton.show(data) : null}
</td>
</tr>
);
i
</tbody>
</Table>



{showContextMenu}
<TableModal
modalTitle="Peparyeatu psgok"
isDisplayModal={displayUpdatingModal}
onHideModal={handleHideUpdatingModal}
onShowModal={handleShowUpdatingModal}
onModalFormChange={e =>
handleModalFormChange(e,
dataFromUpdatingForm,
setDataFromUpdatingForm)}
onSaveData={handleUpdateRowAsync}
modalRowId={modalRowId}
modalForms={updatingModalForms}

/>

<TableModal
modalTitle="[lopaTu HoBUI 3anuc"
isDisplayModal={displayAddingModal}
onHideModal={handleHideAddingModal}
onShowModal={handleShowAddingModal}
onModalFormChange={e =>
handleModalFormChange(e,
dataFromAddingForm,
setDataFromAddingForm)}
onSaveData={handleAddRowAsync}
modalForms={addingModalForms}
/>
</>
)i
}

export default ViewTable;

import axios from "axios";
import apiURL from "../apiURL";
import moment from 'moment’;

export const getHostsAsync = async () => {
const res = await axios.get(apiURL.getHostsURL());
return res.data;

}

export const getAllUsersAsync = async () => {
const res = await axios.get(apiURL.getUsersURL());
return res.data;

}

export const deleteHostAsync = async (id) => {
await axios.delete(apiURL.deleteHostURL(id));
}

export const addUserAsync = async(userData) => {
await axios.post(apiURL.addUserURL(), userData);
}

export const deleteUserAsync = async (id) => {
await axios.delete(apiURL.deleteUserURL(id));
}

export const updateUserAsync = async(id, updatedUserData) => {
await axios.put(apiURL.updateUserURL(id), updatedUserData);
}

export const getUsbSecRulesAsync = async() => {
const res = await axios.get(apiURL.getUsbSecRulesURL());

112



113

return res.data;

}

export const getUsbDevicesAsync = async() => {
const res = await axios.get(apiURL.getUsbDevicesURL());
return res.data;

}

export const deleteUsbDevicesAsync = async (id) => {
await axios.delete(apiURL.deleteUsbDevicesURL(id));
}

export const updateUsbDevicesAsync = async(id, updatedUserData) => {
await axios.put(apiURL.updateUsbDevicesURL(id), updatedUserData);
}

export const addUsbDevicesAsync = async(UsbDevices) => {
await axios.post(apiURL.addUsbDevicesURL(), UsbDevices);
}

export const getWhitelistsAsync = async() => {
const res = await axios.get(apiURL.getWhitelistsURL());
return res.data;

}

export const getWhitelistsByIdAsync = async(id) => {
const res = await axios.get(apiURL.getWhitelistsByIdURL(id));
return res.data.pop(Q);

}

export const deleteWhitelistsAsync = async(id) => {
await axios.delete(apiURL.deleteWhitelistsURL(id));
}

export const addwhitelistAsync = async (whitelist) => {
await axios.post(apiURL.addWhitelistURL(), whitelist);
}

export const updateWhitelistAsync = async(whitelist, id) => {
await axios.put(apiURL.updateWhitelistsURL(id), whitelist)
}

export const deleteHostEventsAsync = async(id) => {
await axios.delete(apiURL.deleteHostEventURL(id));
}

export const getHostEventsAsync = async(id) => {
const res = await axios.get(apiURL.getHostEventsURL(id));
const data = res.data;
let hostEvents = data.hostEvents.map(ChostEvent => {
let time = hostEvent.eventTime.split(':');
hostEvent.eventTime = moment({hour: time[0@], minute: time[1l], seconds:
time[2]1}).format("H:mm:ss");
hostEvent.eventDate = moment(hostEvent.eventData.split('T')[0]).format("DD-
MM-YYYY");
return hostEvent;
B;

data.hostEvents = hostEvents;
return data;

}

export const searchCertainUSBDevicesAsync = async (data) => {
const res = await axios.post(apiURL.searchCertainUSBDevicesURL(), data);
return res.data;
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export const getAllowedHostDeviceAsync = async (id) => {
const res = await axios.get(apiURL.getAllowedHostDeviceURL(id));
return res.data;

}

const apiURL = {
getHostsURL: () => "${process.env.REACT_APP_APIDOMAIN}/api/Host",
deleteHostURL: (id) =>
*${process.env.REACT_APP_APIDOMAIN}/api/Host/DeleteHost/${id}",
searchCertainHostsURL: () =>
*${process.env.REACT_APP_APIDOMAIN}/api/Host/SearchCertainHosts",
getUsersURL: () => "${process.env.REACT_APP_APIDOMAIN}/api/User",
addUserURL: () => ‘${process.env.REACT_APP_APIDOMAIN}/api/User/AddNewUser",
updateUserURL: (id) =>
‘${process.env.REACT_APP_APIDOMAIN}/api/User/UpdateUser/${id}",
deleteUserURL: (id) =>
‘${process.env.REACT_APP_APIDOMAIN}/api/User/DeleteUser/${id}",
getUsbSecRulesURL: () => '${process.env.REACT_APP_APIDOMAIN}/api/Whitelist",
getUsbDevicesURL: () => ‘${process.env.REACT_APP_APIDOMAIN}/api/USBDevice",
getAddUsbDevicesURL: () => ‘${process.env.REACT_APP_APIDOMAIN}/api/UsbDevices",
updateUsbDevicesURL: (id) =>
‘${process.env.REACT_APP_APIDOMAIN}/api/USBDevice/UpdateUSBDevice/${id}",
deleteUsbDevicesURL: (id) =>
‘${process.env.REACT_APP_APIDOMAIN}/api/USBDevice/DeleteUSBDevice/${id}",
addUsbDevicesURL: () =>
‘${process.env.REACT_APP_APIDOMAIN}/api/USBDevice/AddUSBDevice",
getWhitelistsURL: () => ‘${process.env.REACT_APP_APIDOMAIN}/api/Whitelist",
getWhitelistsByIdURL: (id) =>
‘${process.env.REACT_APP_APIDOMAIN}/api/Whitelist/${id}",
addwWhitelistURL:() =>
‘${process.env.REACT_APP_APIDOMAIN}/api/Whitelist/AddNewWhitelist",
deleteWhitelistsURL: (id) =>
*${process.env.REACT_APP_APIDOMAIN}/api/Whitelist/DeleteWhitelist/${id}",
updateWhitelistsURL: (id) =>
*${process.env.REACT_APP_APIDOMAIN}/api/Whitelist/UpdateWhitelist/${id}",
getHostEventsURL: (id) =>
‘${process.env.REACT_APP_APIDOMAIN}/api/HostEvent/${id}",
deleteHostEventURL:(id) =>
‘${process.env.REACT_APP_APIDOMAIN}/api/HostEvent/DeleteUsbEvent/${id}",
searchCertainUSBDevicesURL: () =>
‘${process.env.REACT_APP_APIDOMAIN}/api/USBDevice/SearchCertainUSBDevice",
getAllowedHostDeviceURL: (id) =>
*${process.env.REACT_APP_APIDOMAIN}/api/HostAllowedUSBDevices/${id}",
blockUSBDeviceURL: (id) =>
‘${process.env.REACT_APP_APIDOMAIN}/api/HostAllowedUSBDevices/BlockUSBDevice/${id}",
enableUSBDeviceURL:(id) =>
*${process.env.REACT_APP_APIDOMAIN}//api/HostAllowedUSBDevices/EnableUSBDevice/${id}

}
export default apiURL;

function App() {
return (
<div className="container—fluid">
<div className="row">
<Header className="app-header"/>
</div>
<div className="row">
<Sidebar className="app-sidebar"/>
<Main className="app-main"/>
</div>
</div>
);
}export default App;



