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BCTYII

JlumiomHa poOOTa MPHUCBSYEHA pealizalii MNPUKIAAHOTO MPOrPaMHOTO
iHTepdeiicy 3a nonmomororo Rest Ta Spring Framework. RestAPI € po3noBcroikeHoro
apxiTEeKTypoIO Il TMPOEKTYBaHHA NPUKIATHUX TMporpaMHUX 1HTep(deiCiB,
BUPI3HAETHCS JIOTIYHICTIO CTPYKTYPH, IIPOCTOTOIO peati3allii Ta TeCTyBaHHS 3aIUTIB.
SpringFramework BBakaeTbCsi 3py4HUM IHCTpYMEHTOM Juis peanizaiii AP, ockiibku
MIPEACTABISIE KOMIUIEKCHY CTPYKTYpY TpOrpaMyBaHHS Ta KoHQIirypamii s
KOPIIOPAaTUBHUX Mporpam Ha 0a3i MOBH Java Ha Oyab-saKiil 1maT@opMi po3ropTaHHs.
OCHOBHUM eJIeMEeHTOM SPring € indpacTpyKTypHa MiATPUMKA Ha PiBHI IPOTPaMH, IO
JIa€ 3MOTY KOMaHJ1aM pO3pOOHHMKIB O1JIbIIE€ 30CEPEIUTUCH HA O13HEC-TIOTILI TPOIYKTY.

Meroro kBamidikaliiiiHoi poOoTH € peanizailisi TPUKIATHOTO MPOrPAMHOIO
iHTEepdeiicy ynpaBiaiHHA 3agadamu. /JlucraHiiiiHa poOOTa, OHJIAHH HaBYaHHS,
MIJBHUIICHHS BUMOT 10 €(PEKTHBHOCTI O13HECY, CKJIAIHICTh B3a€MOJIIi 3 KIIIEHTaMH
3MYIIy€ ITYKaTH HOBI PIIICHHS Ta 3aCTOCYHKH, 1100 301IBIIUTH MPOYKTUBHICTh Ta
MOKPAIUTA OpraHi3aiiio poOOTH MpalliBHUKIB. BBaxaeThcs, M0 KOXKHIA KOMIIaHI1,
ocobmuBo chepu IT, B emoxy mimkuTamizamii Ta IIBHIKOCTI Oi3HEC-TIPOIECIB,
HEOOXIJTHI CHUCTeMHM TacK MeHeXKMeHTy. CydacHUl pPHHOK NPOIMOHYE BEIHUKY
KUIBKICTh JTOJATKIB, IO BIJIPI3HSIOTHCA BapTICTIO, (DYHKIIIOHAIOM Ta MOOUIBHICTIO,
ajie yacTo KommaHii 0a)kaloTh MaTH CEpBiC, KACTOMI30BaHUM Tij BJIACHI MOTPEOU.
Came TOMy, TEMAaTHKy CUCTEM YIIPaBIIHHS 3aauaMu 0yJ10 0OpaHo B SIKOCTI IPEAMETY
JOCIDKEHHS Ta peaizallii B paMkax KBamidikaiiitHoi poboTu.

Buznaueno rosoBHi 3aaui mo0 peanizaiii API, gxi BKIIFOUEHO y BUKOHAHHS
JUTIIIOMHOT pOOOTH:

- OIJIsi/1 aHAJIOTIB HA Cy4acHOMY PUHKY, iX 0COOIMBOCTI Ta QYHKIIIT;

- TEOPETHYHHUU OTJIsA] apXiTeKTypHOro miaxony RestAPI:

- TMPOEKTyBaHHA 0a3u TaHWX, BU3HAYEHHS OCHOBHHX TaOJUIIh Ta 3B’ SI3KIB MK

HUMH, PO3pOOKa MPOrpaMHOl YaCTUHU JOJATKY;
- TECTYBaHHS Ta HaBEJCHHS MPHKIAJIB pOOOTH JOJATKY;
- MIiJIBeICHHS MiJICYMKIB, IIOJI0 TOAJIBIIIOI MEPCIEKTUBU MacIITaOyBaHHS Ta

PO3BUTKY JOJATKY;



1. AHAJII3 MPEAMETHOI OBJIACTI

1.1 IToHATTSI cMCTEM YNPABJIiHHS 3a]a4aMH Ta iX OCHOBHI (pyHKIIii

Cucrema yrpaBiiHHS 3afauaMy — 1€ IPOrpaMHUi 3aci0 A CTPYKTypH3alii
3a/lay Ta yIpaBiIiHHS MPOEKTaMH PI3HOI CKIIAIHOCTI Ta MaciiTadiB. 3aCTOCYBaHHS
MOAIOHMX TOMATKIB JIJIsl CHCTEMAaTH3aIlli poOOTH Ta KOMYHIKaIlli 3HAYHO MPUIITBUIITYE
BUPIIICHHS TIPOOJIEM Ta ITiJIBUIIY€E PIBEHb 33/ I0BOJICHHOCTI KIIIEHTIB.

Cucremu ynpaBiaiHHS 3aJja4aMu IOTPIOH1 IS

CTBOPEHHSI ~ 3araJlbHOro  pob0O4Yoro MpoCcTOpy A  KOMYHIKAIlH,
BIJICJI1IKOBYBaHHS IPOTpeCy, IOCTAaHOBKHU 3a]1a4;

- CHCTeMaTH3aIllsd 3a7ad;

- IJJaHYBaHHS: KaJeHJapi, KaHOaH/CKpaM JOIIKH, iarpamu ['aHTa;

- aHali3 pe3yJbTaTiB: CTBOPEHHS 3BITIB, 00J1K poO0OYOro yacy,

- BCTAHOBJICHHSI KOMYHIKAI[li MI>K ITPaI[IBHUKaMH Ta 3 KJI1€HTOM,

1.2 AHaJjioru Ha Cy4YaCHOMY PUHKY

CyvacHu#l pUHOK TIPOIOHYE BEIUKY KIJTBKICTh CUCTEM YTPABIIHHS 3a/1ad4aMH.
BoHu Bizpi3HSAIOTECA (DYHKIIOHAIOM, OCOOJMBOCTAMH 1HTEpdeElcy Ta, 3BUYAIHO,
BapTICTIO.

Ton 1oaaTkiB 3a NOMYJISIPHICTIO CHOTOAHI:

- JIRA

- TRELLO

- TODOIST

Jira Software — Haii6inbI1 GaraToyHKIIOHAIEHUH T0JJATOK, HAPAXOBYE 0 24
MIJIBHOHIB KOPHUCTYBayiB, TON B KOPHUCTYBAaHHI CepeJ] BEIUKHX KOMIIAHIN, SKI
3aliMarOThCs PO3POOKOIO Ta TECTYBaHHSM MPOTpaMHOTO 3abe3nedcHHs. Jira Software
€ 0araTOKOMIIOHEHTHHM CEPBICOM, IOCTYITHA B XMapHii Ta cepBepiit Bepcisx [1].

PosrisHemo ocoOimBocTi  peanmizanii Ta (QyHKIioHan Jira. OCHOBHOIO
onunuiiero € Tiket (Pucynok 1.1). KoxkeH TikeT MO)e MaTu THIT: 1ePEKT, TeCT-KEHC,

Tack 1 T.1. KopuctyBad Moke BKazaTh KOPOTKHI OIMUC TIKETY, JOJATH 300paKeHHS



”
a0o 1Hm ¢anad, BCTAHOBUTH TMPIOPUTETHICTh, JEIJIaiiH, BKa3aTH KOMIIOHEHTY

MIPOTPAMHOTO NPOAYKTY Ta MIPU3HAYUTH 3419y BUKOHABIIIO.

Create Issue {3 Configure Fields ~

Project” [l QA21T0E (QA21T0E)

ssue Type [ Bug O
Labels M
Summary”
Priority = Major v ®
Component/s A4

Description

Syev B I M Av & @v @ Qv+~
Visual ~ Text
Expected results
“
Linked Issues  blocks v
Issue v+

Attachment 3 Drop files to attach, or browse.

Assignee (1) Automatic v

Assign to me
-

Dannrtare e p———

Pucynok 1.1 — CtBopeHHs TikeTy B Jira

CtBOpeHuil TIKEeT BiioOpakaeTbes B 3pydyHOMY popmarti. KoxeH kopuctyBau
MOXKE pefaryBaTd ONKC, I0JaBaTH KOMEHTapi Ta 3MIHIOBATU CTaTyc. TakoX €

MOJKJIMBICTb 3MIHIOBATH MPIOPUTETHICTD, J0aBaTH JIei0u Ta Bepcito (Pucynok 1.2).

& JiraSoftware  Dasnoosrcs v rojects v lssues v Goaros v

QA21T06 / QA21TOB-1
karabas.com. Cratea #OFFICIAL TICKETS Ha pocilicbKiii MOBI, B TOW Yac KONW caliT BUKOPUCTOBYETLCA Ha oKani - en

#Et QComment  Asign More v Backiog  TESTING

v Details

Anra Lavrenko
0

@ Stop watching thisissue

eated: 12/0ct/21 348 P
Updatea: 26/0c/21 2:24 PM
v Agile
View on Boar

v Attachments

€4 Dropfiles to attach, or browse.

Pucynoxk 1.2 — CtBopenwmii Tiker Jira
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Jira Bxmroyae ¢yHKIi0 (iapTpamii TIKETIB 3a PI3HUMH KPUTEPISIMH: 3a

CTaTyCOM, THUIIOM, HpiOpHTCTHiCTIO, BHKOHABICM, KJIFOWOBHMMHU CJIOBAMHU Ta 1HIITUMH

napameTrpamu (Pucynok 1.3).

€ Jira Software Dashboards v Projects v lIssues v Boards v | Create

READY TO TEST

READY TO TEST

READYTOTEST  12/0ct/2

READYTOTEST  12/0ct/2

READYTOTEST  13/0ct/2

READYTOTEST  12/0ct/2

Pucynok 1.3 — ®@inpTparis

PesynbTaT, oTpuMmaHuii B pe3yibTaTi (GUIbTpalii, MOXHA 3aBAHTAKUTH B
nekuibkox opmarax: HTML, XML, CSV, RSS. Haii6inb1 3pydyaum dhopmatoM Jyist
excnopty nanux € CSV (Pucynok 1.4) .

€ Jira Software Dashboards v Projects v Issues v Boards v | Create

New search «  Search samess

QA21T06 v Bug v  StatustAll v CumentUser v Contains text More v Advanced

Resolution: Unresolved v

READY TO TEST

10 READYTOTEST 1,

READYTOTEST 1

READYTOTEST  12/0ct/21

Dashboeard charts

1 READYTOTEST 1

READYTOTEST  12/0ct/21

Pucynok 1.4 — Excriopt pe3yibTaTiB QpuibTparii

Jamb6opa — 1e iHdopMalliiiHa maHenb, M0 Bi3yalli3ye HeoOXiHy 1H(OpMaIlio
(Pucynok 1.5). Jira mponoHye MIUPOKUH CIEKTP MOXJIMBHX (POPMATIB, TOYNHAIOUN
BiJl CIIMCKIB, CTATUCTMYHUX MIJPAaXyHKIB, 3aKIHUYyIOUH rpadikaMu Ta AlarpamMamu.
KopuctyBau Mae MOXIHMBICTh 3MIHYBaTH KOH(ITYpallil0 Ta po3MillyBaTH OJIOKH Ha

namoopai B JOBUIbHOMY TOpsiaky. CTBOpeHHsI TakuxX 1H(QOpPMAIIHHUX TaHeIeH
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3HAYHO TOJIETIIyE POOOTY MEHEMHKEPIB Y MUTAHHAX BIJACIIIKOBYBaHHS IPOTpPECY,

CTBOPEHHS 3BITIB Ta BHABICHHS KPUTUYHMX MpoOJeM Ha  MPOEKTax.

i ¢JiraSoftware ©

TEAMG Addgaoget  Edtigoust e
" s
o -
o
o o
D o .
D 0z Oman
D 0Rmosin Mo . .
D oamsin Hew . -
O s y
I T e ———
1100123 1230
[ it -]
o
o
o
o
o =
o -
o
o = [
o -]
o = = 7]
-1t a o

Pucynok 1.5. — IMpuxman gamoéopmy

Trello — iHCTpyMEHT MeHEIKMEHTY 3azad. Mae OuTbIl  O0OMEKCHHIA
dbyHKIioHaJ, HiXk Jira, ajge 9yJ0BO miaikae ;IS HEBEIMKUX KOMaH]I a00 0COOMCTOTO
KopuctyBaHHs. OCHOBOIO JIOJIATKY € MaHelb, Ha sIKIi MOYKHA CTBOPIOBATH CIUCKHU Ta

noaaBaty KapTku 3 3anauamu (Pucynok 1.6).

# [ Trello Workspaces v  Recent v Stamed v  Templates v

| "“'ix‘l"‘ni wls zM An | 2, share

Done

yHKLOHANLHI/HeGYHKLIIOHALHI
smafl BYMOTW + assumptions - LLikypatos

yHKUIOHANLHI/HeGYHKLIIOHALHI

ByMOrM+assumptions - Wenect

QYHKLOHANbHI/HEQYHKLIOHANbHI
BUMOTY + assUMPLions - 1aBPEHKO

QyHKUIOHANbHI/HEQYHKLIOHANbHI

BUMOTH + assumptions - Mcapes

Pucynoxk 1.6 — OcHoBHa cropinka cepsicy Trello
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KoxHy KapTKy MOXHa OKpPEMO BIJIKDUTH Ta MEPErJSTHYTH BCHO HEOOXIAHY

iHpOpMaIlil0: ONMUC 3a7adi, KOHTPOJIbHI CIMCKU, JATH 3aBEPLICHHs, BKJIAJCHHS Ta
inme (Pucynok 1.7). KopuctyBau mMoxe KepyBaTH CTPOKaMH, 10JaBaTH KOMEHTapi,

HA/IaBaTH TU BiJICTEXKYBATH BIATYKH [2].

Description  Edit A Members

test

& Labels

Attachments B Checklist

icnuT Jlaepexko AHHA 6inet 13.dooc » @ Dates

docx Added z mment - Delete - Edit :
& Attachment

= Cover

Activity

Pucynok 1.7 — Kaprka Trello

Trello nerko iHTErpy€eTHCS 3 THIIMMU IHCTPYMEHTaMU, TOMY OJIHI€] 3 TiepeBar €
Te, MO i1H(QOpMaIlis PO HOBUX YYACHHUKIB, PearyBaHHS KApPTKH, 3MIHH CTaTyCy
3a/1a4il a00 NPUONMKEHHS AeAJIallHy HaIXOIUTh KOPUCTYBauy Ha MOLITOBY CKPUHBKY.
Trello kopuctyerbes Taka komnasis, 1k Ebay.

Todoist — Tack-mMeHemKep, TKUM KOpUCTyeThest 30+ MiUTiOHIB Jroaei 3 160+
nokaniid cBity. [lepeBaroro Todoist € HasBHICTHP MOOUIBHOI Bepcii, IO POOHUTH
KOPUTYBaHHS OUTBII THyYKUM Ta parioHansHuM. Komanau Amazon, Disney, NYU

KOPHUCTYIOThCS IaHUM cepBicom [3].
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Iatepdetic Todoist mae kanenmapuy crpykrypy (Pucynok 1.8). JoctymHwuii

NeperJisiz 3a/1a4 Ha ChOTOJIHS Ta Ha HalOMmk4il AH1. PO3poOHUKH TaK0X MPOMOHYIOTh
CTPYKTYpHU3allil0 3a/Jad 3a JOMOMOTOI0 MaHenel ympaBiiHHA Ta (inbTpiB. Mae

3py4HHi 1HTepdeic 171 MOOUTBHUX IPUCTPOIB.

1732 © %7 al @
Upcoming i
May 2022 - TODAY
] T W T F ] 5

23 24 25 26 27 28 29

28 May - Today + Saturday

O Writing article

Inbox £

() Diploma e.g. Portuguese class every weekday
Inbox & .
Description
29 May * Tomorrow * Sunday B Today & Inbox
O Yoga o R @ >
E 4:00 Inbox &4
< B oF [F £ e g

30 May * Monday Q1 WZ E:i R-1 Tb Ya U: Ia 09 pu

31 May * Tuesday A|SIDIF|GIH]|J]K]L
1 Jun * 'u'-a'ecinesdao

Pucynok 1.8 — Intepdetic Todoist

]

Jlist anamizy O6yno oOpaHo TpU CEepBICH, IO BIAPIZHSIIOTHCS OAWH BiJ OJHOTO,
ajie, Ha MPAKTHIll, OE3KOIITOBHI IJIAHEPH MOXYTh JIETKO KOHKYPYBAaTH 3 IUIATHUMU
nonarkamu. Hanpukian, Tak Planner Bin kopmopartii Microsoft € KoHKypeHTOM st
Trello, ockinbku Mae 6arato CHiIBHOTO B MPHUHIMIAX (PYHKIIIOHATY Ta 30BHIIIHHOTO
BUJTY.

Buxonanuit iHpopmaniifHui orisg 0cooJIMBOCTEN aHaOT1B Oy/1€ BUKOPHUCTAHO

JUISL peastizaliii AMTIOMHOI pOOOTH.
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1.3 ITocTanoBKka 3axaui

ine  xBamidikamiiiHoi poboTH OakajmaBpa — peamizaiis MNPHUKIATHOTO
MpOrpaMHOro iHTepdeiicy yrpaBiiHHSA 3ajadamMu 3 BuUKopucTaHHsAM Rest APl ta
Spring Framework.

["0710BHI IUTaHHS 17151 BUBYCHHS B paMKax poOOTH:

TEOPETUHYHUHN OTJIsI apxiTekTypHoro miaxoay REST API ta ioro nepeBaru
najg SOAP;

- o3HadomuieHHs 3 Spring Framework;

- MPOEKTYyBaHHS MOJeI 0a3u JaHUX MPOEKTY;

- po3po0OKa MPOrpamMHOI YACTUHU MPOEKTY;

HaBeJIeHHA NpukiIaaiB podotu API;
Buninumo ocHoBHI GyHKIii, siki OyayTh peanizoBanumu REST APl TicketManager:
- peectpaliisi, aBTOpU3allisi, 3MiHa apOJIIO;
- OTpPUMaHHS CIUCKY yCiX KOPUCTYBaUiB,;
- oTpuMaHHs iHdOpMaIlii PO OJTHOTO KOPUCTYBAua;
- OHOBJIEHHS 1H(OpPMAaIIll PO KOPUCTYBAya;
- OTpPUMaHHS CIUCKY yCiX 3a/1ad;
- OTpWMaHHS CIUCKY 3aJ1a4, sIKi HaJe)XaTh KOPUCTYBady;
- OTpHMaHHS JaHHWX PO KOPUCTyBaya, SIKOMY HAJICKUTh 33]1a4a;
- CTBOPEHHS HOBOI 3a/1a4i;
- 3MiHa 3aja4i (cTaTycy, ii onucy);
- BHIAJIECHHS 3a1a4l,

- BHJAJICHHA KOpHCTYyBaya,
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2. BUBIP 3ACOBIB PEAJII3ALII API

2.1 IlonsitTs apxitektypu REST API

APl (Application Programming Interface) — npuknagauii TpoOrpaMHUN
iHTepdeiic, criocid B3aeMo/ii 0HOT cucTeMH 3 1HI010. APl € 4acTo OCHOBOIO 10JIaTKy
Ta 3’sBJsieThes panimie 3a GUI B )kUTTEBOMY UK pO3POOKH.

REST/SOAP — 1ie aBi KIIi€HT-CEpBEp TEXHOJIOTII, SIKi BAKOPUCTOBYIOTHCS JIJIst
noOy0BU J0/4aTKiB Ha ocHOBI mporokony HTTP. SOAP Bkitouae ciMencTBO
MPOTOKOJIIB Ta CTaHAAPTIB, IO BIUIMBAE€ HA CKJIAIHICTh 3 TOYKH 30pY MAIIMHHOI
00poOKH, TOMYy HOTO 3aCTOCOBYIOTH B OUIbII CKIaAHMX apxiTekrypax. REST — e
CTUJIb AapXITEKTYpU MPOrpaMHOro 3ale3nedeHHs g NoOyJ0BH PO3MOJLICHUX
macmradbosanux Web — nomarkie. REST BBaxkaeTbCsd IMIBHAIIAM Ta OUIBII
NPOJYKTUBHUM, TOMY MOKE CTaTH 1J€aJbHUM PIMICHHSAM JJIs MPOEKTY, M0 He
nependavae cienu@iuHUX MaHIMYJISiN Hag cyTHOCTsMHE [4]. 3a octanHi poku REST
CTaB IepeBakarounuM 3acoboM Ta BUTICHIOE SOAP apxXiTeKTypy, OCKUIBKU € 3HAYHO
IpOCTIIIMM y peanizallii Ta Bukopucranti. Jle-pakro REST Bxke craB crangapTom
U1t 10Oy 10BU BEO-CEPBICIB.

Rest APl mpuitmae JSON st pexkBecTiB Ta pecnociB. IcHye iHIMIA crocio
nepeaadl ganux — XML, ane ueil gopMar He Tak HIMPOKO MIATPUMYETHCS
bpeitMBOpKaMHU.

Apxitektypa REST Brimrouae Taki enementu: pecype, URI, konexropu. Pecypc
— 1€ BCE, 10 pO3POOHHUK X0Y€E B1I0OPA3UTH 30BHIIIHOMY CBITY Y€pe3 WOro J10AaTOK.
Ha npuxnaai Hamoro cepsicy, €K3eMIUIIpaMU pPecypciB OyayTh: KOPUCTyBadi Ta
3amaui. URI| - e yHiBepcanbHMil iaeHTH(]iKaTOp pecypcy. HaiiBaxnmupimmmu
KOHEKTOpaMHU € KJIIEHT Ta cepBep. J101aTKOBHM THUIIOM KOHEKTOpPA TaKOK MOXE OyTH
ke [5].

[Tpunmmnom REST € oOmin ganumu: 3anut-ianoBiab. @opmat — JSON, a B
AKOCTI TpaHCHopTy 3aBxau Buctynae HTTP. PoznsHemo cTpykTypy 3amuTy Ta
BIZIMOBII, iKY Bu3Hayae HTTP.

Crpykrypa 3anury:

- psnok 3amuty (request line) — BU3HaYa€ TUM MOBITOMIICHHS



14

- 3arosioBok 3anuty (header fields) — xapakTepusye TiIO 3amuTy,

napaMeTpH repeaadl Ta HITy 1HOPMAIIiio

- Timo moBimomieHHS (body) — HE0O0OB’ A3K0BO

CrpykTypa BiAMOBIII:

- craryc (status line)

- moJe 3arojoBky Bianosizai (header fields)

- JIojaTKoBe TiIO noBijioMiieHHs (body) — HEOOOB’ SI3KOBO

Metoau HTTP - 3anuty:

- GET: 3anut 1o pecypey

- POST: cTBOpeHHSI HOBOTO pecypcy

- PUT: oHOBIEHHS ICHYIOUOTO pPeCypCy

- DELETE: BunaneHHs iCHyr04oro pecypcy

- PATCH: gacTkoBa 3miHa pecypcy

- OPTIONS: onuic mapaMeTpiB 3’€JTHAaHHA 3 PECYpCOM

GET ta POST 3anutu € HaWOLIBII PO3MOBCIOKCHUMH. Po3risHemo ix

0C00JIMBOCTI Ta 4uM BiapisHaroThes (Tadmurs 2.1).

Tabmuus 2.1 [NopiBHsnbHa XapakTepuctuka GET ta POST meronis

GET

POST

BuxopucTtoByeThCsl 111 BIAOOpaKeHHS

1H(popmarrii, 6e3 MOKIUBOCTI i1 3MIHUTH.

BukopuctoByeTbCsl ISl 3MIHM JIaHHUX,

HaIIPpHUKJIad, OHOBJICHHA abo JOodaBaHHA.

Jlume miMiTOBaHa KUIBKICTh JaHUX
MOXxe OyTH BIJNpaBlieHa, OCKIJIbKU

JaHHI BiampasisiroTees yepes URL.

Benuka KiIBKICTH JaHMX MOXE OyTH

BIJINPABJICHA, OCK1LJIBbKH JaHi

BifnpaBisitoThest B Tt HT TP 3anuTy.

He € Oe3nmeunuM, OCKUIBKM JaHl

BitoOpaxatothest B URL.

€ OutbI Oe3NeYHMM, OCKIIBKM JaHl HE

BijoOpaxatorbest B URL.

He OaxaHo BHUKOpHUCTOBYBaTH JIJIsi

omeparii 3 mapossMu  abo  1HMION

YyTIMBOI 1H(OpMaIlii.

MoskHa BUKOPHCTOBYBATH JIsI OTIepartii
3 MapoJsIMH Ta 1HIIOK YYyTJIHUBOIO

1H(pOopMaIli€ro.

CropiHka 3 mapaMeTrpaMu MOXe OyTH

KEIIMPOBaHa.

Cropinka 3 mapaMeTpaMu HEe MOXKe OyTH

KeIlIMpoBaHa.
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Ak Bxe OyJs0 3a3HAYEHO paHille, CKJIAJOBUM €JIEMEHTOM BIJIMOBIAL € CTaTyC.

Posrnsnemo, skum Moxe OyTH KOJ BiATOBIICH:

- 200 OK: ycmiiHe BUKOHAHHS 3alUTY

- 404 Not Found: pecypc He 3HaliIcHO

- 400 Bad Request: HeBipHHUIi 3anUT

- 201 Created: ctBOpeHO

- 401 Unauthorized: HecaHKITIOHOBaHUM BX17/ TOMMJIKA aBTOpH3AITii

- 403 Forbidden: kopucTyBad HEe Ma€ JOCTYITY JI0 PECYPCY

- 500 Internal Server error: moMuiIKa cepBepy

- 502 Bad Gateway: HeBaJliTHUI PECIIOHC BiJ] CEPBEPY

- 503 Service Unavailable: moMuiika Ha CTOpOHI cepBepy

TeopeTnyHO OTJISIHYBIIHN apXiTEKTypy Rest, MokHa 3p0OUTH BUCHOBOK, 1110, HE

JTUBJITYNCH HA TPOCTOTY Ta JIOTIYHICTh KIIOUOBUX CTPYKTYPHUX €JIEMCHTIB, JTaHHM
MiX1T Ma€ MIMPOKUM CIEKTP BHUKOPHUCTAHHS Ta MOXE €(QEKTHUBHO MOKPUTU

chopmoBaHi BUMOTH KBadi(iKaliiHOI poO0TH OakanaBpa.

2.2 OcodauBoOCTi MOBH NporpamMmyBaHHs Java

Jliisa peanizarii mpyKIagHOTO pOrpaMHoOro iHTepdeiicy 0ymo oopano Spring
Framework wa 6a3i MOBHU miporpaMyBaHHsI Java.

Java — 00’ ekTHO-Op1€EHTOBHA MOBa MpOrpamMyBaHHsI, sika OyJia 3acHoBaHa y 1995
pori. CroroaHi MOBOIO 3aiiMaeThest kommanis Oracle. Komnawnis Hagae BipTyanbHy
MallMHy Java Ta KOMIUISATOp, KM reHepye npoMikHui Oantkon mis JVM (Java
Virtual Machine). T'oloBHOIO METOIO 3aCHOBHHKIB OyJIO CTBOPEHHS MOBH, sSKa HE
3aJIeKUTh BiA muiatopmu, Moke OyTH 3aCTOCOBaHaA JIJIsl peai3allli mporpaMHOTO
3a0€3IeUeHHs JJIs1 €JICKTPOHHUX MPHUJIaiB, 3ac001B 3B’ SI3KY, BeO-CcailTiB, To110. ToMy,
CTBOPIOIOYH JIOJIATKX Ha Java, po3poOHHK MOKe He 3aMmucitoBaTucs B sikii OC BoHH
npaioBaTumMyTh [15].

Ha Java nunryTs:

- Mo0ineHi momatku aast Android,;

- JlecKTOmHI IOJATKU;

- [Ipomucnosi nporpamu;
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- [Iporpamu miist 6aHKOBCHKUX CUCTEM;

- Jlonmatku ms pobotu 3 Big Data;

- Be6-momatku, BeO-cepBepwy;

- BOynoBani cuctemMu, HAaPUKJIIA, YiIH;

- KopnopartusHi fonatku 0yap-sSK0OT0 MpU3HAYCHHS;

B peiirenry TIOBE, 110 € inaekcom nomyssipHOCTI MOBH, Java 3aiiHsiia rnepiie
micie. 3a cratuctukoro GitHub — tpete. [le-akto Java BUKOPHCTOBYEThCS BCIOMM.
Kommanii Netflix, Google, Intel, eBay, AliExpress, TripAdvisor ta 6araro iHIINX
BUKOPHUCTOBYIOTH Java.

Po3rasiHeMo ocHOBHI puHIMIM Java:

1. HesanexHicTh BiJ apXiTEKTYpH.

2. bararonotounicte. Hes3amiHHa pid, KOJMUM WIAETHCA TMPO CTBOPEHHS
rpadiudoro 1iHTepdeiicy. BaxnuBo, 1o 1HTEepdelc MNpoAOBKYBaB
B1JI3UBATHCS Ha OY/Ib-4K1 JIIi KOPUCTyBaya B YaC BUKOHAHHS 1HIIIUX OIepariii
3 00poOku iHpopMmauii. Lle mae 3Mory CTBOpIOBaTHM 1HTEPAKTHBHI,
BHCOKOOPraHI30BaH1 Ta KOHKYPEHTHO3/IaTHI JOJATKH.

3. Bucoka mnpoayKTUBHICTh. 3aBISKH BUKOPUCTAHHIO I1HTEPIPETATOPOM
0araThboX MOTOKIB, BAKOHAHHS OANTKOY € Ay>ke MBUAKAM. DOHOBI TOTOKU
3aiMarOThCs OUMINICHHSIM T1aM’sIT1, JIOKA KOMIT F0Tep 0OpOJISIE€ 1HIII 3aHTH.

4. CTIAKICTh JO TOMMJIOK. Java MICTUT aBTOMaTHYHE KEpyBaHHS IaM ATIO.
BiporigHicTh TMOMWJIOK 3HHMIKYETHCS, OCKUIBKM CHUCTMa aBTOMAaTHYHO
3BUIBHSIE TaM’ATh, 110 OyJia AWHAMIYHO PO3MOJiIeHa. TakoXX MoBa
MIPOMOHY€E MEXaH13MU AJi1 00pOOKM BUMHATKOBUX CUTYalllid Ta TOMUJIOK.

5. besneka. Java mictuth MexaHi3Mu nepeBipku Ha piBHi JVM Ta Ha piBHI
MOBH, 110 3a0€3MeuyroTh Oe3MeKy ISl pPO3MOAUIEHUX CHUCTEM, IO YacTO
MICTATb BIpyCH.

B Oynp-sikiii MOBi1 € cjoBa, SIKi HE MOXHAa BHUKOPHUCTOBYBAaTH B SIKOCTI

HaliMeHyBaHb. PO3risiHEMO CIIMCOK TaKUX CIIB JJIi MOBH Java, Ha SIKi CJIiJl 3BEPHYTH
yBary [15]:

- IIpumituBHi THIM ganux: byte, short, int, long, float, double, char, boolean;
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- Hanucauns uuknis: do, while, for, continue, else, switch, break, default,

Case,

- Metomu Ta momudikaropu: private, public, protected, final, static, return,

void, abstract, synchronized,

- KoncranTu: true, false, null;

- Ilakeru Ta oneparopu iMmoprty: package, import;

- OOpoOka BUIHATKOBHMX cUTYyallii: try, catch, throw, throws, finally;

- Iume: new, class, interface, this, super, extends, implements;

OauHUIsIMU CTPYKTYPY MOBH Java € arieTH, npocTip iIMeH, (haiau mporpam,
Kjacy, intepdeiicu, iHme [16]. Po3risHemMo Ol AeTaaIbHO OCOOIUBOCTI ACIKUX 3
HUX.

ATIETH — 11€ Iporpamu, siKi BAKOHYIOTBCS TT1]T KEPIBHUIITBOM 1HIIUX IIPOTPaAM.
HeoOximgni, komu MoxnuBocteid moBu, HTML HemoctatHbo juisi peanizaiiii BeO-
707aTKiB Ta BeO-cTopiHOK [16].

[IpocTip iMEH BUKOPUCTOBYETHCS MJIA TOTO, 1100 3a0€3MEYUTH YHIKAJIbHICTh
Ha3B 3MIHHUX Ta KJIaCiB. BUAUISIIOTH Takl piBHI BKJIAJICHOCTI IMEH:

1. IIpocrip iMeH nakeTiB — 0

2. Ilpocrip imeH ¢aiiniB kiaciB — 1

3. IlpocTiB iMeH THIIIB — 2

4. Tlpocrip iMmeH MeToiB — 3

5. IlpocTip iMeH JIoKanbHOTO 0JI0OKY — 4

daiinu mporpamMu - 1e TeKCTOBUM (haiyioM 3 PO3LIMPEHHSIM .java

[Taketn. Y OIpIIOCTI MOB MporpamyBaHHs HaOlp 3B’sA3aHMX KIiaciB abo
METO/I1B Ha3UBA€ThCS 010110TEKO0. Java A1t Habopy 3B’ SI3aHUX KJIACIB BUKOPUCTOBYE
TepMiH maket. Hanpukian, java.lang mictuts 6a308i ¢yHKIii Java.

Omneparopu immopty — Import java.*. HeoOXimHi I BUKOPHCTAHHS BKE
ICHYIOUHX KJIACiB MaKETIB.

Oronomenns kiaciB. Kmac € moximaum Big cuctemHoro Object. B Java,
HaBiAMiHHY BiJ C++, TOCTyIHE JUIe OJAMHAPHE HACTIAyBaHHS.

Oronomenns iHtepdericy. B moBi Java inTepdeiic — 11e abcTpakTHHI Kiac,

SIKUX HEOOX1THUH JJIs IMIIJIEMEHTAII11 HACi{yBaHHsI BiJ JEKUJIBKOX KJIaciB.
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2.3 Orasip Spring Framework

Spring Framework — Java ¢peldMBOpPK 3 BIAKPHUTHM KOJOM, IO aKTHBHO
po3BuBaeThcs. byB po3pobnenuit kommaniero Pivotal Software. Spring — me Oinbie
HDK 010/110TEKa, 11e KapKac, [0 BU3HAYa€ CTPYKTYPU CHUCTEMM Ta HaJla€ IMaTepHH,
3a0e3mneuye KOMIUIEKCHY TPOrpaMHy Ta KO(irypamiiHy MoJenb JUisl CydacHuX Java-
enterprise momatkiB. SPring mocizae BUCOKY MO3HIlil0 cepen Java (ppelMBOPKIB,
TEXHOJIOTII HE CTOITh Ha MICIl, PETyJIsIpHO BUJAIOTHCA CBIKI BepcCii 1CHye€YHX
0i0mioTek Ta JoMal0Thes HOBI. JlaHa iHQpacTpyKTypHa MIATPUMKA J1a€ 3MOTY
KOMaHJaM pPO3POOHUKIB MPUILIATH Oulbllie yBaru O13HEC-JIOTIII, OCKUIbKU
KOMIUIEKCHI TEXHIYHI aCTIeKTH TOKPUBAIOTHCSI MOKITUBOCTAME PpeiiMBOpKY [8].

Spring Framework mpencraBisie co0O0  KOHTEWHEP  BIPOBAKCHHS
3aJIeKHOCTEH, BKIIIOYae Oarato KOMIOHEHTIB: Spring Security, Spring MVC, Spring
Boot, Spring Web Flow Tta inme. Ile mo3Boise mBuWaNIE Ta paljiOHAJILHIIIC
CTBOpPIOBATH Java-10aTKK Pi3HOI CKJIAJHOCTI Ta npu3HaueHHs [8].

Spring Boot — momomarae MIBHAKO CTBOPUTH MPOTOTHI SPring IoaaTKy,
BUKOPUCTOBYIOYM KOH(Irypalio 3a JONOMOIOK aHOTAalli Ta CTaHAAPTHOTO KOY.
YacTo BUKOPUCTOBYETHCS JIJIsI PO3POOKU MIKPOCEPBICIB.

Spring Security — JavaEE framework, npexacraBise MexaHi3M MOOYIOBH
cucTteM ayTeHTHdIKallii, aBTopu3alli Ta IHIIUX MOXJIUBOCTEH JIJisi 3a0e3MeueHHs
Oe3meKkr KOpPHOpaTHBHUX JM0JAaTKiB. KIlOWoBHMHU elleMeHTaMH KOHTEKCTYy Spring
Security € SecurityContextHolder, SecurityContext, Authentication,
GrantedAuthority, UserDetails, UserDetailsService. SecurityContext 36epirae 06’ext
Authentication, skuii mpeacTaBise KOpUCTyBaya 3 TOYKH 30py Spring Security.
GrantedAuthority BigoOpaskae 0OMEKEHHsI B MacITadi BChOTO J0JATKy, HAPUKIIA]
ROLE_USER, ROLE_ADMIN. UserDetails npeacrasnsie HeoOXiaHy iHbOpMaIliro
i ctBopenHs 00’ ektiB Authentication. UserDetailsService BukopucToBy€eThes, o0
crBoputu UserDetails 00’exT nuisxom peaisaiiii MeToiB 11b0ro inTepdeiicy [14].

Spring MVC (model — view — controller) — kommonenTa, 11t CTBOpEHHS BEO-
caiitiB a00 RESTTful ceppiciB. ®peliMBOpPK JIETKO IHTETPYETHCS B €KOCUCTEMY SPring,

niaTpuMye KoHTposiepu Ta Rest kontposepu B Spring Boot momatkax [11].
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Spring Web Flow — 6a3yerscst na Spring MVC, npezacraBiise AekiapaTHiHY

MOBY JUISl OUCY MTOTOKIB 3 BUCOKHM PiBHEM aOCTpaKIIii.

Spring Data JDBC (Java Database Connection) — koMnoHeHTa JuIsl peajtizaiii
goctymy a0 6asu ganux. Spring JDBC mokpuBae mUTaHHS BIAKPUTTS 3’€IHAHHS,
BukoHaHHSI SQL 3amuTiB, 00poOKa BUKIIOUEHb, TPAH3AKIIIA Ta 3aKPUTTS 3’ € THAHHI.
Spring JDBC 3pyunimmuii, Hixk 3Buuaiinuii JDBC, OCKINBKM 3aBISKM HasBHUM
mradjaoHaM, po3poOHUKY JOCTATHRO BKA3aTH MapaMmeTpH 3’€HAHHS Ta OIepaTOpU
SQL [12].

Po3risHyBIIM JeKijbKa KOMIIOHEHIB (hpeiiMBOpKY SPring, MoskHa 3poOUTH
BHCHOBOK, IIO JOAATOK Oyne CKIajaThcs 3 ACKUIbKOX IMIapiB Ta 3aJeKHOCTEM.
TunoBuit ceppic Mae mapu JOCTYIy /10 0a3u JaHUX KOHTPOJIEPIB, CEPBICIB Ta IOHIT

TECTIB.
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ITPOT'PAMHA PEAJII3ALIA TPUKJIIAZHOI'O
MMPOI'PAMHOTI'O IHTEP®EVCY

3.1 IlpoexTyBaHHs 6a3u JaHUX

PeanizoBana APl ve 6yne matu rpadidgHoi peanizaliii, ToMy 3Ha4Hy yBary Ciif

npuaAUATA 0a3l JaHUX Ta MpeacTaBiIeHHs ii cxemu. KopekTHO Ha3BaHi TabmuIll Ta ix

BMICT 3HAYHO TMOJICTIINUTH MTOAANBITY po3po0ky API. JI7s mpoeKkTy AUIIIOMHOT poO0TH

oyne obopano CYBJ] MySQL. MySQL — me oana 3 HalMOIIMPEHINIMX CHUCTEMa

KEepyBaHHs peJiiiHIME 0a3aMM JaHUX, 3 BIIKPUTHUM KOJOM 1 € aJbTepHATHUBOIO

KOMEPILIHHUM

CUCTEMAaM. MySQL wmae miaTpumky 3 OOKy pI3HMX MOB

MporpamMyBaHHs, TOMY 4yJIOBO IMIJIXOJUTh JJII CTBOPEHHS MPUKIAJHUX MPOrPAMHHUX

iHTEepQeiiciB Ta AMHAMIYHUX BeO-CTOPiHOK [6].

BuznauuMo 4oTUPHU OCHOBHI CYTHOCTI Ta iX arpu0ytu. Bigo6pasumo ix Ha ER

niarpami [7] (Pucynok 3.1).

USERS:

TickerManager Data Base

USERS user_roles

user _id Integer

user_id Integer

user_name Varchar(20) H———— | role name
user_last_name|Varchar(20) -

Varchar
(20)

password Varchar(20)

email Varchar(20)

enabled Boolean TASK

is_admin Boolean task_id Integer
registered Date description Varchar(20)

<|estimatedDays |Integer
isCompleted  |Boolean

| user_task createdBy Varchar(20)
user_id Integer

task_id Integer

lastUpdateDate |Date

Pucynok 3.1 — ER niarpama B/]

- user_id: izenTHdikaTOp KOpHCTyBaya

- user_name: iM’st KOpucTyBaua

- user_last_name: npi3Buile KoprcTyBaua
- password: mapoJib

- email: momra

- enabled: uu € kopucTyBay aKTUBHUM
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- Is_admin: uu1 Mae KOPUCTYBa4 PoJIb aAMIiHICTpaTopa

- registered: uu 3apeecTpoBaHHi KOPUCTYBAY
TASK:

- task _id: inenTrdikaTop 3amadi

- description: omuc 3amagi

- estimatedDays: KinbKiCTh IHIB Ha ii BUKOHAHHS

- isCompleted: craryc 3agaui

- createdBy: wac cTBopeHHs 3aaa4i

- lastUpdateDate: uac octanboi 3miHu 3ama4i
USER_ROLES:

- user_id: izeHTH}iKaTOp KOPHCTYyBaya

- role_name: poJsib KOpUCTyBa4a
USER_TASK:

- user_id: izeHTH}iKaTOp KOPHCTYyBaya

- task_id: inentudikarop 3amaui

3.2 OcHoBHi iHTepdeiicu, KJIacu Ta MeTOAH

Busnauumo tpu entity, 1110 BU3HaYaTUMYTh KJIFOUOBI 00 €KTH B HAIIII CUCTEMI:
- Rolejava - mepemik enum Role 3 ngBoma 3HaYCHHSMHU:
ROLE_USER, ROLE_ADMIN
- Task.java — kiac, B sSIkoMy BU3HAYUMO KOHCTPYKTOP 3 TOJIsiMH id,
description, estimatedDays, isCompleted, createdBy, lastUpdateDate.
- User.java — kiac, B SKOMYy BU3HAYUMO KOHCTPYKTOP 3 TOJIsIMH id,
username, password, email, enable, iSAdmin, registered
He nuBnsumce Ha Te, M0 KJIacH € HE3HAYHWMH, BOHU MICTSTh aTpuOyTH
00’ekTiB, aHoTariro @Entity, mo po6uTh 00’€KTH TOTOBUMH ISt 30epiraHHs B 0asi
JTAHUX Ta CTBOPEH1 KOHCTPYKTOPH, SIK1 HEOOX1/TH1, KOJIM MU CTBOPIOEMO HOBUI 00’ €KT,
aJjie e He MaeMO JIJIsl HbOTO 1IeHTH(IKATOP.
OcHoBHUM TOHATsAM B Spring Data e penosurtopiii. ToMy BU3HAUYMMO JiBa
peno3uTopii, [yt onucy B3aemoii 3 Entity:

- TaskRepository.java
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- UserRepository.java

Jlaini BU3HaUYMMO TpH iHTEpdEeiCcCH-CepBICH:
- EmailService.java
- TaskService.java
- UserService.java
CtBOpEMO BIAMOBIAHO TPH KJIACH, K1 IMIZIEMEHTYIOTh BIATIOBITHI iIHTEepdeicH:
- EmailServicelmpl.java
- TaskServicelmpl.java
- UserServicelmpl.java
BusHauumMo  KOHTpOJUIEpH, SIKI  peani3yloTb  BUKOHAHHS  3alMTIB:
TaskController.java, TaskUsersController.java, UserController.java,
UserTasksController.java. Onuiiemo nepenik peaiizoBaHUX 3alMTiB.
1. TaskController:
2. GET /api/tasks/ - BuBeeHHS CIIHCKY BCIX HassBHUX 3aa4
3. GET /apiltasks/{id} — BuBenenns indopmarii mpo 3amady 3a ii
11eHTU(IKATOPOM
4. PUT /api/tasks/{id} — onoBnanus indopmariii mpo 3amaqy
5. DELETE /api/tasks/{id} - BHJAJICHHS 3ajadi  3a 1i
11eHTHhIKATOPOM
2. User Controller:
1. GET /api/users — BuBeIeHHsI CITUCKY BCIX KOPHCTYBadiB
2. GET /api/users/{id}- BuBenenn indopmariii mpo KopucryBaua 3a
1oro iaeHTU(1KaToOpoM
POST /api/users/ - 30epexenns iHGopmarlii mpo KOpUcTyBaya
PUT /api/users/{id} — onoBnenns indompariii mpo KopucTyBaya
PATCH /api/users/ - nanicaaTy 3alMT Ha OHOBJICHHS MaPOJIIO

PATCH /api/users/{id} — 3mina mapoJto

N o a0 &~ w

DELETE /api/users/{id} — BumanenHs kopucTyBaua 3a HOro
11eHTU(dIKATOPOM

3. UserTaskController:
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1. GET /apilusers/{id}/tasks — BuBemeHHs 3amau, sKi HaIeKaTh

KOPHUCTYBady 3a HOTO 11eHTH(IKATOPOM

2. DELETE /api/users/{id}/tasks — BumaneHHs Bcix 3amad, MO
HaJIeXKaTh KOPUCTYBady 3a HOTro 171eHTU(]IKaTOpOM

4. TaskUserController:

1. GET /api/tasks/{id}/users — BuBeaecHHs iHpOpMaIl Mpo
KOPHCTYBady, SKOMY HaJICKHUTH 3a/1a4a 3a 11 iIeHTHdiKaTopoM

2. POST /api/tasks/users/{id} — ctBopeHHs 3a1a4i i1 KOpUCTyBaya

3. PUT /api/task/{id}/users

Takox OKpeMO peani30BaHO BHUHHATKM Ha BUIAJO0K MOMUJIKOBHX il
KOpPHUCTYyBaya:
1. EntityAlreadyExistsException.java
2. EntityNotFoundException.java

3. ValidationException.java

3.3 lepeBipka po6oTu API

Posrnsine npuknaau Bukopuctanus REST API. TectyBanns Oyjie BUKOHAHO 3a
JIOTIOMOTOI0 cepBicy Postman, 1o npeacraBiise iHCTpyMeHTH st podotu 3 APl ta
crpolrye poOOTy Ha BCIX eTanax >XUTTEBOTO IMKIY CTBOPEHHS MPUKIAIHUX
nporpamuaux intepdeticis [13].

Posrisitnemo 3anuT peectpauii kopuctyBada (Pucynok 3.2). B Timl 3amnurty

npeactasiennit JSON 3 HeoOxigHuMu nanuMu. CTaTyc 3aMUTy € YCIIITHUM.

http://localhost:8080/api/users/

Body

Pretty Raw Preview Visualize JSON v =

"Registered new user with email eric_cartman@gmail.com”

Pucynok 3.2 — 30epekeHHsT KOpUCTyBada
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}[KHIO KOpUCTYBa4 HaMara€TbCsa BUKOPUCTATH IIOIITOBY aApeCy IMOBTOPHO, TO

pe3yJIbTaTOM 3aIUTy Ha 30epekeHHs KopucTyBada Oyme mommika 400 Bad Request

(Pucynok 3.3).

http://localhost:8080/api/users/

Body

Pretty Raw review Visualize =
"Could not create user, email eric_cartman@gmail.com already exist"
Yemail”:"
“password”:"g5]
"enable":"TRUE",
"is_admir
“registered”:

Pucynok 3.3 — Heycninina peectpartiis

Pobota 3 nogatkoM 3aBJIM NMOYMHAEThCA 3 aBTopu3alii. HaBenemo npukian
YCIIITHOI aBTOpHU3aIlii akTUBOBAHOTO KopuctyBaua (Pucynok 3.4). B tini 3anury €

1Ba 000B’SI3KOBUX MapaMETPH: aJipeca eIIEKTPOHOT MOMITH Ta MTaPOJIb.

http://localhost:8080/api/login

Params Authorization Head 8) Pre-req
none form-data x-www-form-urlencoded @ raw binary GraphQL

{

"email”
“password"
}

Body Cookies Headers TestResults Status: 200 OK

Pucynok 3.4 — ABTopH3allist KOpucTyBaya

Takox peanizoBaHO BHUIIAJOK, KOJHM KOPUCTYBa4 BHKOPHCTOBYE HEBIpHHUI
MapoJib MiJ] Yac mpolecy aBTopuzarlii. B pe3ynbrari BUKOHAHHS 3aMUTy OTPUMAEMO

HeratuBHy BignoBiap 3 HTTP craryc xomom 401 Unauthorized (Pucynox 3.5).



http://localhost:8080/api/login

Yarams  Auth Headers (9) Body Pre-req. Settings

raw v

Pucynok 3.5 — Ilomuika aBropu3ariii

VY Bumaaky cnpoOM HEaKTHUBOBAHOTO KOPHCTyBaua MPOWTH aBTOPHU3ALIIIO,

pesynbraToM 3anuty Oyae mommika 3 HTTP crarycom 403 Forbidden (Pucysoxk 3.6).

http://localhost:8080/api/login

Params Auth Headers (9) Body Pre-req. Test

Pucynok 3.6 — AKKayHT HE MiaTBEpIKEHHUHA

KopucryBau Moxke oHOBHUTH maposib. CHOYaTKy BHKJIMKAETHCA 3alUT Ha
oHoBJIcHHS Tapoto (Pucynok 3.7). IloTiM KOpHCTyBau CTBOPIOE HOBHU MapoJib.

O00B SI3KOBUMHM TapaMETPaMH 3alMTy € CTapHuil Ta HOBUH mapoJi (PucyHok 3.8).

http://localhost:8080/api/users?email=eric_crtman@gmail.com

Headers (8) Body Pre-req. Tests Settings 200 OK

Pucynok 3.7 — 3anuT Ha OHOBJIEHHSI TAPOJTIO

http://localhost:8080/api/users/5?currentPassword=g5j$3p4xNxW37GQwanewPassword=NEWg5j$3p4xNxW37GQw

Body Cookies Headers Test Results 200 OK

Pucynok 3.8 — 3mina mapoito

[Tepenbaueno BuMago0K CipoOM BUKOPUCTAHHS HEBIPHOT MOIITH TSI 3aITUTY HA
OHOBJICHHS TTaposIro0. Pesynberarom Oyne momunka 400 Bad Request Ta moBigomieHHs,

1110 OyJIO BUKOPHCTAHO HEKOPPEKTHY IMOIITOBY ajpecy kopuctyBada (Pucynok 3.9).
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VY Bumajgky, SKIIO KOPHUCTYBad CTBOPIOE HEKOPPEKTHHN HOBHM MapoJib,

JOBXHHOIO MEHbIIIE 8§ CHMBOJIB, PE3YyJIbTaTOM 3aMuTy Texk Oyae mommika 400 Bad
Request Ta moBimOMIJIEHHA, IO 3MIHMTH Mapojb HEMOXIIHUBO, OCKUIBKH BIH HE

BianoBigaro Bumoram (Pucynok 3.10).

http://localhost:8080/apifusers?email=testgmail.com

Params Body

Query Params Pretty Pr : =

KEY VALUE DESCRIPTION cco  Bulk Edit
"Could not reset password, invalid email testgmail.com”

email testgmai...

Pucynok 3.9 — HeycnimHuii 3anut Ha OHOBJICHHS TIAPOITIO

http://localhost:8080/api/users/7?currentPassword=g5j$3p4xNxW37GQw&newPassword=qwerty

Params Body Co

Query Params Pretty Raw revi Visualize JSON

KEY VALUE DESCRIPTION ees  Bulk Edit
"Could not update password for user with id 7, invalid password"

curren...  g5j$3p...

newPa.. qwerty

Pucynok 3.10 — HeycninHa 3MiHa mapostro

ODYHKITIOHAT TaKOX BKJIIOYAE 3alUT HAa OHOBIICHHS JAaHUX MPO KOPHUCTyBaua
(Pucynox 3.11). HaBeaemo mpHKIIag HaJaHHS KOPUCTYBady POJIi aJMiHiCTpaTopa —

“is_admin”: “TRUE”.

http://localhost:8080/apifusers/5
Body Pre-req Settings Body 200 OK

Pretty Raw Prev!

"Update user with id 5"

Pucynok 3.11 — Onosnenns iHdpmanii mpo KopucTyBaua
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AJIMIHICTpaTOp MOX€E TMEPETJIIHYTH CIUCOK BCiX KOpHUCTyBadiB. Po3risiHemMo

BHUKOHAHHS 3allUTy Ha BUBEJICHHS CIIUCKY BCiX KOPUCTYBayiB Ta iHGopMaIlii mpo HUX

(Pucynok 3.12).

http://localhost:8080/api/users/

Body Pre-req. Tests

none Vv aw Visualize JSON

“email
“enabl
"is_admir
“register

Pucynok 3.12 — BuBenenns iHpopmariii mpo KOpucTyBauiB

Takox MOXJIMBO NMEPETTIAHYTH 1H(OpPMAILIII0 PO KOHKPETHOTO KOPUCTYyBaya 3a
rioro inentudikaropom (Pucynok 3.13). Pesynbrarom Ttakoro 3amuty € JSON 3

JAHUMH MPO F03epa.

GET v http://localhost:8080/api/users/6
Params Auth Head (8) Body Pre-req. Tests S Body 200 OK
none Pretty Raw Pr Visualize v =

"user_name":"
“user_last_name"

Pucynok 3.13 — Busenenns iHdopmariii npo kopuctyBaua

KopuctyBau Moxe Buganutu cBiii npoduib. OG0B’ I3KOBUM MapaMeTpoM Jis
BUKOHAHHS LIbOTO 3alUTy € Mapojib KopucTyaua.. [Ipukmnan yCHimHOro BUKOHAaHHS

3anmuTy HaBeneHo Hwk4e (Pucynok 3.14).

DELETE http://localhost:8080/api/users/5?password=g5j$3p4xNxW37GQw

Body Body Cookies Headers Test Results 200 OK

Pucynok 3.14 — Bunanenss npodijito KOpucTyBaya
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AnMIHICTpaTOp MOKE MEPErIsIHYyTH CIUCOK BCIX 3a7a4. HaBenemo pesynbrar

po0OTH 3alKUTy HAa BUBEICHH: iHGopMallis po HasBHI 3agaui (Pucynok 3.15).

http://localhost:8080/api/tasks/

Params Auth Headers (8) Body Pre-req. Tests

none Vv

“description™:”
“estimated_days
"is_complete
“created b

"last update date

"description”:"le
"estimated da

"is comple
“created_b
“last_update_date

Pucynok 3.15 — BuBenens criucky Bcix 3a1aq

Takox peanizoBaHO 3amUT Ha meperisa iHGopmarlii mpo 3amady 3a ii

inentudikatopom (PucyHnok 3.16).

http://localhost:8080/api/tasks/1
’arams  Auth Headers (8) Body Pre-req. S 200 OK

none Vv

“description”:™
"estimated days":

"is_complete

“created_by":
“last_update date

Pucynok 3.16 — Buenenns indopmartii mpo 3agaqy

KopuctyBau moxe oHOBHUTH iHGOpMAaIIito Tpo 3amady. Hampukmam 3MiHUTH

cTacyc Ha «BUKOHaHO» (PucyHok 3.17).



http://localhost:8080/api/tasks/5

Body Pre-req. Tests Settings Body
Pretty Raw Preview Visualize
"Update task with id 5"

"is_completed”:"
"last_updated_date

Pucynok 3.17 — Onosnenns indopmarii mpo 3agauy 3a ii aii

SIkio aHOHIMHUE KOpUCTyBad Oy/le HaMaraTHcs NEperissHyTH Oyab SKy
iHpopMaIifo T0JaTKy, TO pe3yibTaToM Takoro 3amuty Oyme 401 Unautorized.
HaBenemo mnpukian 3amuty Ha neperisn iHdopmaiii mpo 3alady aHOHIMHUM

kopuctyBaueMm (Pucynok 3.18).

http://localhost:8080/api/tasks/5

Params Auth He

Type No Auth

Pucynok 3.18 — AHOHIMHHI KOPHCTYBaY

SIk1o0 HeaKTUBOBAHUN KOPHCTYBau ab0 KOpHUCTyBau 0€3 JIOCTYITy 10 pecypcy
OyJle HamaraTucs NeperyisiHyTd iH(opMallito, TO pe3yJbTaTOM TaKOro 3amuTy Oynie
403 Forbidden. HaBememo mpukiga 3amuT Ha mneperisn iHdopMalii mpo 3amady

HEaKTHBOBaHUM KopucTyBaueM (Pucynox 3.19).

http://localhost:8080/api/tasks/5

‘arams  Auth

Type Basic Auth

Pucynok 3.19 — HeaktuBoBaHuii KopuctyBau

KopucryBau Moxke neperiassHyTH KOMY HAJIEKHUTh 3aa4a. BUkoHaemo 3anut o

BHU3HAYCHHIO XTO € BUKOHaBIIeM 3a1a4i (Pucynok 3.20).



http://localhost:8080/api/tasks/1/users

Raw P
"user_name":"

“email”
“enable":"TR
"is_admin
"registered

Pucynox 3.20 — Bu3HaueHHsT KOMY HaJICKUTh 3a7a4a

Takox KOXHOMY aKTUBHOMY KOPUCTYBA4Y € JOCTYIIHHUM IICPCIIIAA BCIX 3aJa4,

o Homy HayiexaTh (PucyHok 3.21).

Body 200 OK

none v Pretty

"description”
"estimated days"
"is_completed™:"TRUE"
“created by":"e c
"last_update_date

Pucynok 3.21 — BuBenenns indopmariii mpo 3agadi KOpuctyBada

KopuctyBay Moke cTBOpUTH HOBY 3a1auy (PucyHok 3.22).

http://localhost:8080/api/tasks/5S/users
Settings Body 200 OK

Pretty Raw [

"User with id 5 created new task"
"descriptior
"created_|
"last_updated_dat
H

Pucynok 3.22 — CtBopeHHs 3a1a4i Ta i 30epeskeHHs

BianoBigHo 17151 KOKHOT HOBOCTBOPEHOI 3a/1a41 MOKHA MTPU3HAYUTH BUKOHABIIS

(Pucynoxk 3.23).

PUT ~ http://localhost:8080/api/tasks/6/users?email=kyle_broflovski@gmail.com

Params Auth  Headers (8) Body Pre-req. Tests Settings 200 OK

Pucynox 3.23 — IIpu3naueHHs 3a1a4i KOPUCTyBaAdY
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Takoxx peamizoBaHi 3anmWMTH Ha BHJAJCHHsS 3ajadi 3a ii ieHTU(]ikaTopom

(Pucynok 3.24) Ta BuUmajeHHS BCiX 3a7ad, IO Hajekarh KopucTyBaudy (PucyHox

3.25).

DELETE v http://localhost:8080/api/tasks/4

Params Auth e (6 Body Pre-req. S 200 OK

Pucynok 3.24 — Bupnanenns 3anadi

DELETE - http://localhost:8080/api/users/5/tasks

Body 200 OK

Pucynok 3.25 — BuganenHns Bcix 3a/1ay, 110 HaJIEXKaTh KOPUCTYBAUY
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BUCHOBKHA

B pe3ynbrari BUKkOHaHHS KBamidikaiiHoi podotu OakanaBpa Oyia0 BUKOHAHY
TOJIOBHY 3aJ1auy: peajizoBaHO MPUKIAIHUN MPOrpaMHuil iHTepdeic s ynpaBIliHHS
3amayamu 3 BUKopuctaHHsaM RestAPI ta Spring Framework.

[Tepmn 3a Bce OyJio 3A1HCHEHO aHAITUYHHUM OTJISIT CEPBICIB, IO € aHAJIOTaMH.
PosrasiHyTHii Ton 0oAaTKIB Ha Cy4acCHOMY PUHKY CTaB 0a3ucom Jjisi (popMyBaHHS
OCHOBHUX (pyHKLIOHAIBHUX BUMOT 10 API.

3a OCHOBY TMpPHUKIATHOTO TMporpamMHoro iHtepdeiicy ©Oyiao oOpaHO
apxitekTypHui maxig REST, mo € crarmapTom futst pernizaltis cydacHUuX BeO-CepBiciB
ta APl. Byno po3risHyTo ocHOBHI cKkianoBi eneMenTd REST, cTpykTypa 3anuTiB Ta
Biamosiaei, HT TP craryc koau.

Jlis  mporpamHOi  peanmizamis  Oyiio BukopuctaHo Spring  Framework.
OpeiiMBOpK € HAa OCHOBI Java, BKiIro4ae B co01 6araTo 3ajaeKHOCTEH, 110 10MTOMaratoTh
PO3pPOOHUKY BHUPINIUTH 3HAYHY KUIBKICTh TEXHIYHMX 3aaad moB’sizanux 3 API:
peanizallis apTopu3allli, peectpailii, HaJalmTyBaHHS JOCTYIY /10 0a3u TaHUX Ta 1HIIIE.

byno mnpoBemeHo meEpeBIpKYy peai3oBaHOTO MPOTPaMHOTO iHTepdeicy,
HaBeJCHO MPUKJIAAN poOOTH OCHOBHUX (YHKIIIH 3a oromMororw Postman. ¥ noaatky
po0OOTH HaBEJIEHO KOJI peaizallis MPUKIAHOTO IPOrpaMHOro iHTepdeicy.

[IpoananizyBaBIM HaBeAeHI MpUKIagu poOoTu peanizoBanoi API, moxna
3pOOUTH BHUCHOBOK, 110 B MaiOyTHbOMY NPUKIAJHUNA MporpamMHuil iHTepdeiic
MOXKJIMBO MaciiTaOyBaTH, JOJABIIM HOBI MeTOAW. JIOMOBHUBIIM IIporpamy BeO-
peanizali€lo, MOXKHAa CTBOPUTH OararoyHKUIOHAJbHUN JOJATOK 31 3pYYHHM

rpad@iuHuuM iHTepPeiicoM, IKui OyJe KOHKYPEHTHO3AaTHUM Ha Cy4aCHOMY PUHKY.
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01.05.2022);
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SQL in Spring [Enexrtponnuit pecypc] — Pexum goctymy:
https://docs.spring.io/spring-
boot/docs/2.1.13.RELEASE/reference/html/boot-features-sql.ntml  (mara
3BepHenHs: 20.05.2022);
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NOJATOK
Role.java
package com.diplom.taskmanager.entity;
public enum Role {
ROLE_USER,
ROLE_ADMIN;
}
Task.java

package com.diplom.taskmanager.entity;

import...

@Entity
@Table(name = "tasks™)
public class Task implements Serializable {

private static final long serialVersionUID = 1L;

@Id

@GeneratedValue(strategy = GenerationType.IDENTITY)
@Column(name = "task_id")

@JsonProperty(access = JsonProperty.Access.READ_ONLY)

private Integer id;

@Column(name = "description”, length = 500)
@NotNull

@Pattern(regexp = ".{3,500}$")

@SafeHtml

private String description;

@Column(name = "estimated_days")
@NotNull
@Range(max = 360L)

private Integer estimatedDays;

@Column(name = "is_completed")
@NotNull

private Boolean isCompleted,;
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@Column(name = "created_by")

@Pattern(regexp = ".{8,250}$")

@JsonProperty(access = JsonProperty.Access.READ_ONLY)
private String createdBy;

@Column(name = "last_update_date™)
@JsonProperty(access = JsonProperty.Access.READ_ONLY)
private LocalDate lastUpdateDate;

@ManyToMany(fetch = FetchType.LAZY)

@JoinTable(name = "users_tasks",
joinColumns = {@JoinColumn(name = "task_id")},
inverseJoinColumns = {@JoinColumn(name = "user_id")})

private List<User> users = new ArrayList<>();

public Task() {
}
public Task(Integer id, String description, Integer estimatedDays, Boolean isCompleted,
String createdBY, LocalDate lastUpdateDate) {
this.id = id;
this.description = description;
this.estimatedDays = estimatedDays;
this.isCompleted = isCompleted;
this.createdBy = createdBYy;
this.lastUpdateDate = lastUpdateDate;

public Integer getld() {
return id;
}
public void setld(Integer id) {
this.id = id;
}
public String getDescription() {
return description;
}
public void setDescription(String description) {
this.description = description;
}
public Integer getEstimatedDays() {
return estimatedDays;
}
public void setEstimatedDays(Integer estimatedDays) {

this.estimatedDays = estimatedDays;
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public Boolean getCompleted() {
return isCompleted;

}

public void setCompleted(Boolean completed) {
isCompleted = completed;

}

public String getCreatedBy() {
return createdBy;

}

public void setCreatedBy(String createdBy) {
this.createdBy = createdBy;

}

public LocalDate getLastUpdateDate() {
return lastUpdateDate;

}

public void setLastUpdateDate(LocalDate lastUpdateDate) {
this.lastUpdateDate = lastUpdateDate;

}

public List<User> getUsers() {
return users;

}

public void setUsers(List<User> users) {

this.users = users;

@Override
public boolean equals(Object 0) {
if (this==10) {
return true;
}
if (0 == null || !'getClass().equals(Hibernate.getClass(0))) {
return false;
}
Task that = (Task) o;
return null != getld() && getld().equals(that.getld());

@Override
public int hashCode() {
return (getld() == null) ? 0 : getld();
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User.java

package com.diplom.taskmanager.entity;

import ...

@Entity
@Table(name = "users")

public class User implements Serializable {

private static final long serialVersionUID = 1L;

private static final String PASSWORD_REGEX =
"N?=*[0-9])(?=.*[a-z]) (?=*[A-Z]) (?=*[@#$%"&+=])(?=\\S5+$).{8,}$";

private static final String EMAIL_REGEX =
"N_A-Za-z0-9-]+(\\.[_A-Za-z0-9-]+)*@[A-Za-z0-9]+(\\.[A-Za-z0-9]+)*(\\.[A-Za-z]{2,})$";

public static final java.util.regex.Pattern PASSWORD_PATTERN =
java.util.regex.Pattern.compile(PASSWORD_REGEX);

public static final java.util.regex.Pattern EMAIL_PATTERN =
java.util.regex.Pattern.compile(EMAIL_REGEX);

@Id

@GeneratedValue(strategy = GenerationType.IDENTITY)
@Column(name = "user_id")

@JsonProperty(access = JsonProperty.Access.READ_ONLY)

private Integer id;

@Column(name = "user_name")
@NotNull

@Pattern(regexp = "[a-zA-Z\\s']{3,250}$")
@SafeHtml

private String userName;

@Column(name = "user_last_name")
@NotNull

@Pattern(regexp = "[a-zA-Z\\s']{3,250}$")
@SafeHtml

private String userLastName;

@Column(name = "password")
@Pattern(regexp = PASSWORD_REGEX)
@JsonProperty(access = JsonProperty.Access. WRITE_ONLY)
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private String password;

@Column(name = "email", unique = true)
@NotNull

@Pattern(regexp = EMAIL_REGEX)
@SafeHtml

private String email;

@Column(name = "enabled")

private Boolean enabled;

@Column(name = "is_admin")

private Boolean isAdmin;

@Column(name = "registered")
@JsonProperty(access = JsonProperty.Access.READ_ONLY)

private LocalDate registered;

@Column(name = "role™)

@Jsonlgnore

@Enumerated(EnumType.STRING)

@CollectionTable(name = "user_roles", joinColumns = @JoinColumn(name = "user_id"))
@ElementCollection(fetch = FetchType.EAGER)

private Set<Role> roles;

@ManyToMany(cascade = CascadeType.REMOVE)
@JoinTable(name = "users_tasks",
joinColumns = {@JoinColumn(name = "user_id")},
inverseJoinColumns = {@JoinColumn(name = "task_id")})

private List<Task> tasks;

public User() {
}

public User(Integer id, String userName, String userLastName, String password, String email,
Boolean enabled, Boolean isAdmin, LocalDate registered) {
this.id = id;
this.userName = userName;
this.userLastName = userLastName;
this.password = password;
this.email = email;
this.enabled = enabled;
this.isAdmin = isAdmin;

this.registered = registered;
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public Integer getld() {
return id;

}

public void setld(Integer id) {
this.id = id;

}

public String getUserName() {
return userName;

}

public void setUserName(String userName) {
this.userName = userName;

}

public String getUserLastName() {
return userLastName;

}

public void setUserLastName(String userLastName) {
this.userLastName = userLastName;

}

public String getPassword() {
return password,;

}

public void setPassword(String password) {
this.password = password,;

}

public String getEmail() {
return email;

}

public void setEmail(String email) {
this.email = email;

}

public Boolean getEnabled() {
return enabled;

}

public void setEnabled(Boolean enabled) {
this.enabled = enabled;

}

public Boolean getAdmin() {
return isAdmin;

}

public void setAdmin(Boolean admin) {

isAdmin = admin;
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public LocalDate getRegistered() {
return registered;
}
public void setRegistered(LocalDate registered) {
this.registered = registered,;
}
public Set<Role> getRoles() {
return roles;
}
public void setRoles(Set<Role> roles) {
this.roles = CollectionUtils.isEmpty(roles) ? Collections.emptySet() : EnumSet.copyOf(roles);
}
public List<Task> getTasks() {
return tasks;
}
public void setTasks(List<Task> tasks) {
this.tasks = tasks;
}
@Override
public boolean equals(Object 0) {
if (this==0) {
return true;
}
if (0o == null || 'getClass().equals(Hibernate.getClass(0))) {
return false;
}
User that = (User) o;
return null '= getld() && getld().equals(that.getld());

@Override
public int hashCode() {
return (getld() == null) ? 0 : getld();

TaskRepository.java

package com.diplom.taskmanager.repository;
import com.diplom.taskmanager.entity. Task;
import org.springframework.data.jpa.repository.JpaRepository;

import org.springframework.data.jpa.repository.Query;
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import org.springframework.data.repository.query.Param;

import org.springframework.transaction.annotation. Transactional;

@Transactional(readOnly = true)

public interface TaskRepository extends JpaRepository<Task, Integer> {

@Query("SELECT u.tasks FROM User u WHERE u.id=:userld")
List<Task> findByUserld(@Param("userld") Integer userld);

@Query("SELECT (COUNT (t) > 0) AS boolean FROM User u " +
"INNER JOIN u.tasks t WHERE t.id =:id AND u.id=:userld ")

Boolean isTaskContaininglnUser(@Param("id") Integer id, @Param(*userld") Integer userld);

UserRepository.java

package com.diplom.taskmanager.repository;

import com.diplom.taskmanager.entity.User;

import org.springframework.data.jpa.repository.JpaRepository;

import org.springframework.data.jpa.repository.Query;

import org.springframework.data.repository.query.Param;

import org.springframework.transaction.annotation. Transactional;
@Transactional(readOnly = true)

public interface UserRepository extends JpaRepository<User, Integer>

{
User findByEmail(String email);

@Query("SELECT t.users FROM Task t WHERE t.id=:taskld™)
List<User> findByTaskld(@Param("taskld") Integer taskld);

@Query("SELECT (COUNT (u) > 0) FROM User u WHERE u.email=:email")
boolean isEmail AlreadyExists(@Param("email™) String email);

EmailService.java

package com.diplom.taskmanager.service;

public interface EmailService {

void sendEmail(String email, String text);
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EmailServicelmpl.java

package com.diplom.taskmanager.service.impl;

import com.diplom.taskmanager.service.EmailService;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.beans.factory.annotation.Value;
import org.springframework.mail.javamail.JavaMail Sender;
import org.springframework.mail.javamail.MimeMessageHelper;
import org.springframework.scheduling.annotation. Async;

import org.springframework.stereotype.Service;

import javax.inject.Inject;
import javax.mail.MessagingException;

import javax.mail.internet. MimeMessage;

@Service

public class EmailServicelmpl implements EmailService {
private static final Logger LOG = LoggerFactory.getLogger(EmailServicelmpl.class);
private final JavaMailSender javaMailSender;

@Inject
public EmailServicelmpl(JavaMailSender javaMailSender) {

this.javaMailSender = javaMailSender;

@Value("${mail.from}")
private String from;

private String subject = "Task Manager";

@Async
@Override
public void sendEmail(String email, String text) {
MimeMessage message = javaMailSender.createMimeMessage();
try {
MimeMessageHelper helper = new MimeMessageHelper(message, "UTF-8");
helper.setFrom(from);
helper.setTo(email);

helper.setSubject(subject);



helper.setText(text);

javaMailSender.send(message);

LOG.error("Successful sending to mail {}", email);
} catch (MessagingException e) {

LOG.error("Couldn't send email to user with email {}: {}", email, e.getLocalizedMessage());

TaskService.java

package com.diplom.taskmanager.service;
import com.diplom.taskmanager.entity. Task;
import org.springframework.security.access.method.P;

import org.springframework.security.access.prepost.PreAuthorize;
import java.util.List;
public interface TaskService {

@PreAuthorize("hasRole(ROLE_ADMIN') OR" +
" @permissionEvaluator.hasPermissionForTask(authentication, #id)")
Task getOne(@P("id") Integer id);

@PreAuthorize("hasRole('(ROLE_ADMIN') OR" +
" @permissionEvaluator.hasPermissionForUser(authentication, #userld)")
List<Task> findByUserld(@P("userld") Integer userld);

@PreAuthorize("hasRole((ROLE_ADMINY)")
List<Task> findAll();

@PreAuthorize(" @permissionEvaluator.hasPermissionForUser(authentication, #userld)™)
Task save(@P("userld") Integer userld, Task task);

@PreAuthorize("hasRole('(ROLE_ADMIN') OR" +
" @permissionEvaluator.hasPermissionForTask(authentication, #id)")
Task update(@P("id") Integer id, Task task);

@PreAuthorize("hasRole('ROLE_ADMIN') OR" +
" @permissionEvaluator.hasPermissionForTask(authentication, #id)")

void share(@P("id") Integer id, String email);

@PreAuthorize("hasRole('(ROLE_ADMIN') OR" +
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" @permissionEvaluator.hasPermissionForTask(authentication, #id)")
void delete(@P("id") Integer id);

@PreAuthorize("hasRole(ROLE_ADMIN') OR" +
" @permissionEvaluator.hasPermissionForUser(authentication, #userld)")
void deleteAllForUser(@P("userld™) Integer userld);}

TaskServicelmpl.java

package com.diplom.taskmanager.service.impl;

import com.diplom.taskmanager.entity. Task;

import com.diplom.taskmanager.entity.User;

import com.diplom.taskmanager.exception.EntityNotFoundException;
import com.diplom.taskmanager.exception.ValidationException;
import com.diplom.taskmanager.repository. TaskRepository;
import com.diplom.taskmanager.repository.UserRepository;
import com.diplom.taskmanager.service.EmailService;

import com.diplom.taskmanager.service.TaskService;

import org.springframework.stereotype.Service;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import javax.inject.Inject;

import java.time.LocalDate;

import java.util.Collections;

import java.util.List;

@Service

public class TaskServicelmpl implements TaskService {
private static final Logger LOG = LoggerFactory.getLogger(TaskServicelmpl.class);

private final TaskRepository taskRepository;
private final UserRepository userRepository;

private final EmailService emailService;

@Inject
public TaskServicelmpl(TaskRepository taskRepository, UserRepository userRepository,
EmailService emailService) {
this.taskRepository = taskRepository;
this.userRepository = userRepository;

this.emailService = emailService;
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@Override

public Task getOne(Integer id) {
Task task = taskRepository.getOne(id);
LOG.debug("Get task with id {}", task.getld());
return task;

@Override

public List<Task> findByUserld(Integer userld) {
List<Task> taskList = taskRepository.findByUserld(userld);
LOG.debug("Find all tasks for user with id {}", userld);
return taskList;

@Override

public List<Task> findAll() {
List<Task> taskList = taskRepository.findAll();
LOG.debug("Find all tasks");

return taskList;

@Override

public Task save(Integer userld, Task task) {
User user = userRepository.getOne(userld);
task.setCreatedBy(user.getEmail());
task.setLastUpdateDate(LocalDate.now());
task.getUsers().add(user);
Task savedTask = taskRepository.save(task);
savedTask.setUsers(Collections.emptyList());
LOG.debug("User with id {} create new task™, userld);

return savedTask;

@Override

public Task update(Integer id, Task updated) {
Task task = taskRepository.getOne(id);
task.setDescription(updated.getDescription());
task.setEstimatedDays(updated.getEstimatedDays());
task.setCompleted(updated.getCompleted());
task.setLastUpdateDate(LocalDate.now());
LOG.debug("Update task with id {}", id);
return taskRepository.save(task);
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@Override
public void share(Integer id, String email) {
if lEMAIL_PATTERN.matcher(email).matches()) {
throw new ValidationException(
String.format(""Could not share task, invalid email %s", email));
}
Task task = taskRepository.getOne(id);
User user = userRepository.findByEmail(email);
if (user == null) {
throw new EntityNotFoundException(
String.format("Could not share task, user with email %s not found", email));
}
task.setLastUpdateDate(LocalDate.now());
task.getUsers().add(user);
taskRepository.save(task);
emailService.sendEmail(user.getEmail(), "You have a new common task in Task Manager");
LOG.debug("Share task with id {}, for user with email {}", id, email);

@Override

public void delete(Integer id) {
Task task = taskRepository.getOne(id);
task.setUsers(Collections.emptyL.ist());
taskRepository.save(task);
taskRepository.delete(task);
LOG.debug("Delete task with id {}", id);

@Override

public void delete AllForUser(Integer userld) {
User user = userRepository.getOne(userld);
user.setTasks(Collections.emptyL.ist());
userRepository.save(user);
LOG.debug("Delete all tasks for user with id {}", userld);

UserService.java

package com.diplom.taskmanager.service;

import com.diplom.taskmanager.entity.User;
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import org.springframework.security.access.method.P;

import org.springframework.security.access.prepost.PreAuthorize;

import java.util.List;
public interface UserService {

@PreAuthorize("hasRole(ROLE_ADMIN') OR" +
" @permissionEvaluator.hasPermissionForUser(authentication, #id)")
User getOne(@P("id") Integer id);

@PreAuthorize("hasRole(ROLE_ADMIN")")
List<User> findByTaskld(Integer taskld);

@PreAuthorize("hasRole('(ROLE_ADMIN")")
List<User> findAll();

void save(User user);

@PreAuthorize("hasRole('(ROLE_ADMIN') OR" +
" @permissionEvaluator.hasPermissionForUser(authentication, #id)")
User update(@P("id") Integer id, User user);

@PreAuthorize("hasRole((ROLE_ADMIN') OR" +
" @permissionEvaluator.hasPermissionForUser(authentication, #id)™)

void updatePassword(@P("id") Integer id, String currentPassword, String newPassword);
void resetPassword(String email);

@PreAuthorize("hasRole('(ROLE_ADMIN') OR" +
" @permissionEvaluator.hasPermissionForUser(authentication, #id)")
void delete(@P("id") Integer id, String password);

UserServicelmpl.java

package com.diplom.taskmanager.service.impl;

import com.diplom.taskmanager.entity.Role;

import com. diplom.taskmanager.entity.User;

import com. diplom.taskmanager.exception.EntityAlreadyExistsException;
import com. diplom.taskmanager.exception.EntityNotFoundException;

import com. diplom.taskmanager.exception.ValidationException;



import com. diplom.taskmanager.repository.UserRepository;

import com. diplom.taskmanager.service.EmailService;

import com. diplom.taskmanager.service.UserService;

import org.springframework.security.access.AccessDeniedException;
import org.springframework.security.core. Authentication;

import org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder;
import org.springframework.stereotype.Service;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import javax.inject.Inject;

import java.time.LocalDate;

import java.util.Collections;

import java.util.List;

import java.util.Objects;

import java.util. UUID;

@Service

public class UserServicelmpl implements UserService {

private static final Logger LOG = LoggerFactory.getLogger(UserServicelmpl.class);

private final UserRepository userRepository;
private final EmailService emailService;

private final BCryptPasswordEncoder bCryptPasswordEncoder;

@Inject
public UserServicelmpl(UserRepository userRepository, EmailService emailService,
BCryptPasswordEncoder bCryptPasswordEncoder) {
this.userRepository = userRepository;
this.emailService = emailService;

this.bCryptPasswordEncoder = bCryptPasswordEncoder;

@Override

public User getOne(Integer id) {
User user = userRepository.getOne(id);
LOG.debug("Get user with id {}", user.getld());

return user;

@Override

public List<User> findByTaskld(Integer taskld) {
List<User> userList = userRepository.findByTaskld(taskld);
LOG.debug("Find users who have a task with id {}", taskld);
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return userList;

@Override

public List<User> findAll() {
List<User> userList = userRepository.findAll();
LOG.debug("Find all users");

return userList;

@Override
public void save(User user) {
if (userRepository.isEmail AlreadyExists(user.getEmail())) {
throw new EntityAlreadyEXistsException(
String.format("Could not create user, email %s already exist”, user.getEmail()));
}
user.setEmail(user.getEmail().toLowerCase());
user.setPassword(bCryptPasswordEncoder.encode(user.getPassword()));
user.setEnabled(true);
user.setAdmin(false);
user.setRegistered(LocalDate.now());
user.setRoles(Collections.singleton(Role.ROLE_USER));
userRepository.save(user);
emailService.sendEmail(user.getEmail(), "Welcome to Task Manager");

LOG.debug("'Registered new user with email {}", user.getEmail());

@Override
public User update(Integer id, User updated) {
User user = userRepository.getOne(id);
if ('Objects.equals(user.getEmail(), updated.getEmail()) &&
userRepository.isEmail AlreadyExists(updated.getEmail())) {
throw new EntityAlreadyExistsException(
String.format(""Could not update user with id %d , email %s already exist",
id, updated.getEmail()));
}
user.setUserName(updated.getUserName());
user.setUserLastName(updated.getUserLastName());
user.setEmail(updated.getEmail().toLowerCase());
if (updated.getEnabled() '= null && updated.getAdmin() != null) {
user.setEnabled(updated.getEnabled());
user.setAdmin(updated.getAdmin());

}
if (Boolean. TRUE.equals(updated.getAdmin()) && !'user.getRoles().contains(Role.ROLE_ADMIN)) {



user.getRoles().add(Role. ROLE_ADMIN);
Telse {
user.setRoles(Collections.singleton(Role.ROLE_USER));
}
LOG.debug("Update user with id {}", id);

return userRepository.save(user);

@Override
public void updatePassword(Integer id, String currentPassword, String newPassword) {
if 'PASSWORD_PATTERN.matcher(currentPassword).matches() ||
IPASSWORD_PATTERN.matcher(newPassword).matches()) {
throw new ValidationException(
String.format(""Could not update password for user with id %d , invalid password", id));
}
User user = userRepository.getOne(id);
if (IbCryptPasswordEncoder.matches(currentPassword, user.getPassword())) {
throw new AccessDeniedException(
String.format(""Could not update password, user with id %d has not confirmed password", id));
}
user.setPassword(bCryptPasswordEncoder.encode(newPassword));
userRepository.save(user);
emailService.sendEmail(user.getEmail(), "Your password is updated in Task Manager");
LOG.debug("User with id {} update password", id);
}
@Override
public void resetPassword(String email) {
if lEMAIL_PATTERN.matcher(email).matches()) {
throw new ValidationException(
String.format("Could not reset password, invalid email %s", email));
}
User user = userRepository.findByEmail(email);
if (user ==null) {
throw new EntityNotFoundException(
String.format(""Could not reset password, user with email %s not found", email));
}
String newPassword = UUID.randomUUID().toString().replace("-", "P$");
user.setPassword(bCryptPasswordEncoder.encode(newPassword));
emailService.sendEmail(email, String.format(
"Password reset in Task Manager, your new password: %s", newPassword));

LOG.debug("User with email {} reset password", email);

@Override
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public void delete(Integer id, String password) {

if IPASSWORD_PATTERN.matcher(password).matches()) {
throw new ValidationException(
String.format(""Could not delete user with id %d, invalid password", id));
}
User user = userRepository.getOne(id);
if (IbCryptPasswordEncoder.matches(password, user.getPassword())) {
throw new AccessDeniedException(
String.format(""Could not delete user with id %d, incorrect password", id));
}
user.setTasks(Collections.emptyList());
userRepository.save(user);
userRepository.delete(user);
emailService.sendEmail(user.getEmail(), "Your account has been deleted in Task Manager");
LOG.debug("Delete user with id {}", id);

UserController.java

package com.diplom.taskmanager.controller;

import com.diplom.taskmanager.entity.User;
import com.diplom.taskmanager.service.UserService;
import org.springframework.http.HttpStatus;

import org.springframework.http.MediaType;
import org.springframework.web.bind.annotation.*;
import javax.inject.Inject;

import javax.validation.Valid;

import java.util.List;

@RestController

@RequestMapping(*/api/users™)

public class UserController {

private final UserService userService;

@Inject
public UserController(UserService userService) {

this.userService = userService;

@GetMapping(value ="/", produces = MediaType.APPLICATION_JSON_VALUE)
public List<User> getAll() {
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return userService.findAll();

@GetMapping(value = "/{id}", produces = MediaType.APPLICATION_JSON_VALUE)
public User getOne(@PathVariable Integer id) {

return userService.getOne(id);

@PostMapping(value ="/, consumes = MediaType.APPLICATION_JSON_VALUE)
@ResponseStatus(HttpStatus. CREATED)
public void create(@Valid @RequestBody User user) {

userService.save(user);

@PutMapping(value = "/{id}",
consumes = MediaType.APPLICATION_JSON_VALUE, produces =
MediaType.APPLICATION_JSON_VALUE)
public User update(@PathVariable Integer id, @Valid @RequestBody User user) {
return userService.update(id, user);

@PatchMapping
@ResponseStatus(HttpStatus.NO_CONTENT)
public void resetPassword(@RequestParam(value = "email™) String email) {

userService.resetPassword(email);

@PatchMapping("/{id}")

@ResponseStatus(HttpStatus.NO_CONTENT)

public void updatePassword(@PathVariable Integer id,
@RequestParam(value = "currentPassword") String currentPassword,
@RequestParam(value = "newPassword") String newPassword) {

userService.updatePassword(id, currentPassword, newPassword);

@DeleteMapping("/{id}")
@ResponseStatus(HttpStatus.NO_CONTENT)
public void delete(@PathVariable Integer id,

@RequestParam(value = "password") String password) {

userService.delete(id, password);



TaskController.java

package com.diplom.taskmanager.controller;

import com.diplom.taskmanager.entity. Task;

import com.diplom.taskmanager.service. TaskService;
import org.springframework.http.HttpStatus;

import org.springframework.http.MediaType;

import org.springframework.web.bind.annotation.*;
import javax.inject.Inject;

import javax.validation.Valid;

import java.util.List;

@RestController
@RequestMapping(*/api/tasks™)

public class TaskController {
private final TaskService taskService;

@Inject
public TaskController(TaskService taskService) {

this.taskService = taskService;

@GetMapping(value = "/", produces = MediaType.APPLICATION_JSON_VALUE)
public List<Task> getAll() {
return taskService.findAll();

@GetMapping(value = "/{id}", produces = MediaType.APPLICATION_JSON_VALUE)
public Task getOne(@PathVariable Integer id) {

return taskService.getOne(id);

@PutMapping(value = "/{id}",
consumes = MediaType.APPLICATION_JSON_VALUE, produces =
MediaType.APPLICATION_JSON_VALUE)
public Task update(@PathVariable Integer id, @Valid @RequestBody Task task) {

return taskService.update(id, task);

@DeleteMapping("/{id}")
@ResponseStatus(HttpStatus.NO_CONTENT)
public void delete(@PathVariable Integer id) {
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taskService.delete(id);

TaskUsersController.java

package com.diplom.taskmanager.controller;

import com.diplom.taskmanager.entity. Task;

import com.diplom.taskmanager.entity.User;

import com.diplom.taskmanager.service. TaskService;
import com.diplom.taskmanager.service.UserService;
import org.springframework.http.HttpStatus;

import org.springframework.http.MediaType;

import org.springframework.web.bind.annotation.*;
import javax.inject.Inject;

import javax.validation.Valid;

import java.util.List;

@RestController
@RequestMapping(*/api/tasks™)

public class TaskUsersController {

private final TaskService taskService;

private final UserService userService;

@Inject
public TaskUsersController(TaskService taskService, UserService userService) {
this.taskService = taskService;
this.userService = userService;
}
@GetMapping(value = "/{id}/users", produces = MediaType.APPLICATION_JSON_VALUE)
public List<User> getUsers(@PathVariable Integer id) {
return userService.findByTaskld(id);
}
@PostMapping(value = "/users/{id}",
consumes = MediaType.APPLICATION_JSON_VALUE, produces =
MediaType.APPLICATION_JSON_VALUE)
@ResponseStatus(HttpStatus. CREATED)
public Task createTask(@PathVariable Integer id, @Valid @RequestBody Task task) {

return taskService.save(id, task);
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@PutMapping("/{id}/users")
@ResponseStatus(HttpStatus.NO_CONTENT)
public void shareTask(@PathVariable Integer id, @RequestParam(value = "email™) String email) {

taskService.share(id, email);

UserTasksController.java

package com.diplom.taskmanager.controller;

import com.diplom.taskmanager.entity. Task;

import com.diplom.taskmanager.service.TaskService;
import org.springframework.http.HttpStatus;

import org.springframework.http.MediaType;

import org.springframework.web.bind.annotation.*;

import javax.inject.Inject;

import java.util.List;

@RestController
@RequestMapping("/api/users")
public class UserTasksController {

private final TaskService taskService;

@Inject
public UserTasksController(TaskService taskService) {
this.taskService = taskService;
}
@GetMapping(value = "/{id}/tasks", produces = MediaType.APPLICATION_JSON_VALUE)
public List<Task> getTasks(@PathVariable Integer id) {
return taskService.findByUserld(id);

@DeleteMapping("/{id}/tasks")

@ResponseStatus(HttpStatus.NO_CONTENT)

public void deleteTasks(@PathVariable Integer id) {
taskService.delete AlIForUser(id);

56



EntityAlreadyEXxistsException.java

package com.diplom.taskmanager.exception;
public class EntityAlreadyExistsException extends RuntimeException {

public EntityAlreadyEXxistsException(String message) {

super(message);

EntityNotFoundException.java

package com.diplom.taskmanager.exception;
public class EntityNotFoundException extends RuntimeException {

public EntityNotFoundException(String message) {

super(message);

ValidationException.java

package com.diplom.taskmanager.exception;
public class ValidationException extends RuntimeException {

public ValidationException(String message) {

super(message);

ApplicationConfiguration.java

package com.diplom.taskmanager.configuration;

import org.springframework.beans.factory.annotation.Value;
import org.springframework.context.annotation.*;

import org.springframework.context.support.PropertySourcesPlaceholderConfigurer;
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import org.springframework.mail.javamail.JavaMailSenderImpl;

import java.util.Properties;

@Configuration

@ComponentScan

@PropertySource(value = {"classpath:email/email.properties"})
@Import({ServiceConfiguration.class, MvcConfiguration.class, JpaMysqlConfiguration.class,
JpaHsgldbConfiguration.class})

public class ApplicationConfiguration {

@Bean
public static PropertySourcesPlaceholderConfigurer propertySourcesPlaceholderConfigurer() {

return new PropertySourcesPlaceholderConfigurer();

@Bean
public JavaMailSenderimpl mailSender(@Value("${mail.host}") String mailHost,
@Value("${mail.port}") Integer mailPort,
@Value("${mail.username}") String mailUsername,
@Value("${mail.password}") String mailPassword,
@Value("${mail.smtp.auth}") String mailSmtpAuth,
@Value("${mail.smtp.port}") String mailSmtpPort,
@Value("${mail.smtp.socketFactory.class}")
String mailSmtpSocketFactoryClass,
@Value("${mail.smtp.socketFactory.port}")
String mailSmtpSocketFactoryPort) {
JavaMailSenderIimpl javaMailSender = new JavaMailSenderImpl();
Properties props = new Properties();
props.put(*mail.smtp.auth”, mailSmtpAuth);
props.put(*mail.smtp.port"”, mailSmtpPort);
props.put(“mail.smtp.socketFactory.class”, mailSmtpSocketFactoryClass);
props.put(mail.smtp.socketFactory.port", mailSmtpSocketFactoryPort);
javaMailSender.setJavaMailProperties(props);
javaMailSender.setHost(mailHost);
javaMailSender.setPort(mailPort);
javaMailSender.setUsername(mailUsername);
javaMailSender.setPassword(mailPassword);

return javaMailSender;



JpaMysqglConfiguration.java

package com.diplom.taskmanager.configuration;

import org.apache.commons.dbcp2.BasicDataSource;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.context.annotation.*;

import org.springframework.core.env.Environment;

import org.springframework.core.io.Resource;

import org.springframework.data.jpa.repository.config.EnableJpaRepositories;
import org.springframework.jdbc.datasource.init.DataSourcelnitializer;

import org.springframework.jdbc.datasource.init.DatabasePopulator;

import org.springframework.jdbc.datasource.init.ResourceDatabasePopulator;
import org.springframework.orm.jpa.LocalContainerEntityManagerFactoryBean;

import org.springframework.orm.jpa.vendor.HibernateJpaVendorAdapter;

import org.springframework.transaction.annotation.EnableTransactionManagement;

import javax.inject.Inject;
import javax.sql.DataSource;

import java.util.Properties;

@Configuration

@Profile("mysgl™)

@EnableTransactionManagement
@ComponentScan(“com.diplom.taskmanager.entity")
@EnableJpaRepositories(*com.diplom.taskmanager.repository")
@PropertySource(value = {"classpath:database/mysql/mysql.properties"})
public class JpaMysglConfiguration {

@Value("classpath:database/mysql/populate.sql™)

private Resource dataScript;

private final Environment env;

@Inject
public JpaMysqlConfiguration(Environment env) {

this.env = env;

@Bean
public DataSource dataSource() {

BasicDataSource dataSource = new BasicDataSource();

dataSource.setDriverClassName(env.getRequiredProperty(“database.driver™));
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dataSource.setUrl(env.getRequiredProperty("database.url"));

dataSource.setUsername(env.getRequiredProperty(“database.password"));
dataSource.setPassword(env.getRequiredProperty(*"database.username™));
return dataSource;

@Bean

public LocalContainerEntityManagerFactoryBean entityManagerFactory() {
JpaVendorAdapter vendorAdapter = new HibernateJpaVendorAdapter();
LocalContainerEntityManagerFactoryBean factory = new LocalContainerEntityManagerFactoryBean();
factory.setDataSource(dataSource());
factory.setPackagesToScan("'com.diplo.taskmanager");
factory.setJpaVendorAdapter(vendorAdapter);
factory.setJpaProperties(additionalProperties());
return factory;

}

@Bean

public DataSourcelnitializer dataSourcelnitializer(DataSource dataSource) {
DataSourcelnitializer initializer = new DataSourcelnitializer();
initializer.setDataSource(dataSource);
initializer.setDatabasePopulator(databasePopulator());
return initializer;

}

private DatabasePopulator databasePopulator() {
ResourceDatabasePopulator populator = new ResourceDatabasePopulator();
populator.addScript(dataScript);
return populator;

SecurityConfiguration.java

package com.diplom.taskmanager.configuration;

import org.springframework.context.annotation.ComponentScan;

import org.springframework.context.annotation.Configuration;

import org.springframework.http.HttpMethod;

import org.springframework.security.config.annotation.authentication.builders. AuthenticationManagerBuilder;
import org.springframework.security.config.annotation.web.builders.HttpSecurity;

import org.springframework.security.config.annotation.web.configuration.EnableWebSecurity;

import org.springframework.security.config.annotation.web.configuration.WebSecurityConfigurerAdapter;

import org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder;
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import org.springframework.security.web.access.AccessDeniedHandler;

import org.springframework.security.web.authentication. AuthenticationFailureHandler;
import org.springframework.security.web.authentication. AuthenticationSuccessHandler;
import org.springframework.security.web.authentication.logout.HttpStatusReturningLogoutSuccessHandler;

import org.springframework.security.web.util.matcher. AntPathRequestMatcher;

import javax.inject.Inject;
import java.util. HashMap;

import java.util.Map;

@Configuration
@EnableWebSecurity
@ComponentScan(basePackages = {"com.diplom.taskmanager.configuration.security"})

public class SecurityConfiguration extends WebSecurityConfigurerAdapter {

private final UserDetailsService userDetailsService;

private final BCryptPasswordEncoder bCryptPasswordEncoder;

private final RestUnauthorizedEntryPoint restAuthenticationEntryPoint;
private final AccessDeniedHandler restAccessDeniedHandler;

private final AuthenticationSuccessHandler restAuthenticationSuccessHandler;

private final AuthenticationFailureHandler restAuthenticationFailureHandler;

@Inject
public SecurityConfiguration(UserDetailsService userDetailsService,
BCryptPasswordEncoder bCryptPasswordEncoder,
RestUnauthorizedEntryPoint restAuthenticationEntryPoint,
AccessDeniedHandler restAccessDeniedHandler,
AuthenticationSuccessHandler restAuthenticationSuccessHandler,
AuthenticationFailureHandler restAuthenticationFailureHandler) {
this.userDetailsService = userDetailsService;
this.bCryptPasswordEncoder = bCryptPasswordEncoder;
this.restAuthenticationEntryPoint = restAuthenticationEntryPoint;
this.restAccessDeniedHandler = restAccessDeniedHandler;
this.restAuthenticationSuccessHandler = restAuthenticationSuccessHandler;

this.restAuthenticationFailureHandler = restAuthenticationFailureHandler;

@Override
public void configure(AuthenticationManagerBuilder auth) throws Exception {

auth.userDetailsService(userDetailsService).passwordEncoder(bCryptPasswordEncoder);

@Override
protected void configure(HttpSecurity http) throws Exception {



Map<String, String[]> requireCsrfPatterns = new HashMap<>();

.authorizeRequests()

.antMatchers(HttpMethod.POST, "/api/login').anonymous()
.antMatchers(HttpMethod.POST, "/api/users/").anonymous()
.antMatchers(HttpMethod.PATCH, "/api/users™).anonymous()
.antMatchers("/api/users/**").hasAnyRole("USER", "ADMIN")
.antMatchers("/api/tasks/**").hasAnyRole("USER", "ADMIN")
.antMatchers("/**").permitAll()

.and()

.exceptionHandling()
.authenticationEntryPoint(restAuthenticationEntryPoint)
.accessDeniedHandler(restAccessDeniedHandler)

.and()

.formLogin()
loginProcessingUrl("/api/login™)
.successHandler(restAuthenticationSuccessHandler)
failureHandler(restAuthenticationFailureHandler)
.usernameParameter("email")

.passwordParameter("password")
.and()

logout()

.logoutRequestMatcher(new AntPathRequestMatcher("/api/logout”,"POST"))
logoutSuccessHandler(new HttpStatusReturningLogoutSuccessHandler())
.deleteCookies("JSESSIONID™);
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