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PEDEPAT

3anucka: 31 crop., 22 puc., 2 Tabx1., 2 nonatku, 21 mKepen.

O0’exkT pocaimxenHs (po3podkM) — 1HTENEKTyaldbHa 1H(OpMariiiHa
cuctema i poto Bepudikaiii ocoou.

Mera poGoTtH — aHami3 (aKTyaJbHOCTI, aHAJOTIB), IIPOCKTYBaHHS,
IPOTOTUITYBAHHS Ta PO3pOOKa 1HTENEKTYyaIbHOI 1H(OpMaIliiHOI cucTeMu i GoTo
Bepuddikarrii ocodu.

Metoau pocaigxenHst (po3podKu) — po3poOKa IHTEIEKTyaIbHOI CUCTEMU
y Buriaal WEB-gonaTtky 3 BHKOpPHCTaHHSIM TakuX TeXHOJOrid Java (Spring,
Thymeleaf), PostgreSQL nmns cepBeproi uwactuau ta HTML, CSS, Javascript
(JQuery) ms KIi€HTCHKOI YaCTUHHU.

PesyabTaTH — Ha OCHOBI TONEPEAHHO MPOBEACHHX aHaII3y Ta
NpoeKkTyBaHHs, po3poOnenuit WEB-momatok 'y  SKOCTI  mpoToTHIy 13
BUKOPUCTAHHSAM BHIII€3a3HAYCHUX TEXHOJIOT1H. Bysio mpoaHanizoBaHO aHAJIOTH Ta
aKTyaJlbHICTh. bysno BHSBIEHO, 110 CUCTEMH 3 TMOAIOHUM BHUKOPUCTAHHIM
TEXHOJIOT1M ICHYIOTH i Bepu(ikaiii ocoOu, ane KOHKPETHOrO JIOCTYIHOIO
pimenHs y Burisiai WEB-gonaTky 3 MoiuBicTIO 1HTErparlii j1s moTed BIACHOTO
MIIPUEMCTBA, IO BKJIOYae B ceOe (QyHkiioHan Bepudikamii ocodbu 3a ii
NEPCOHANBHOIO (POTOKAPTKOIO Ta (POTO/CKAHOM MACIOPTY IPOMaJsIHUHA YKpaiHH 1

NEPEBIPKU MOTOYHMX JIAHUX, 110 BigoOpakeHi Ha (oTo/CKaHi IBOTO JOKYMEHTY.

IHTEJIEKTYBAJIBHA THOOPMAIIMHA CUCTEMA, XMAPHI
TEXHOJIOT'T, AMAZON WEB SERVICES, KJIICHT-CEPBEPHA
APXITEKTYPA, PO3III3BHABAHHSA TEKCTY, PO3ITII3HABAHHA OCOBU,
BEPU®DIKALIA, JAVA, POSTGRES, JAVASCRIPT, SPRING
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BCTVYII

Bepudikariiis ocobu 3a ii maclmopTHUMHU JAHUMH € BaXXJIMBOIO Ta HEOOX1JHOIO
JACTHHOIO MPHU MEPEBIPIll MEPCOHATBHUX JAHUX, 10 HaJla€ 0coOa NEeBHIN yCTaHOBI,

OpraHy BJIaJH, I AMPUEMCTBY, Tomio [1].

B Oinpmiocti BUMAnKiB KOJM HEoOXiJHA mepeBipka HagaHoi iH(popmarii
0c00010 PO cede MPOXOAUTH MEPEBIPKY Y PyUHOMY pexkumi. ToOTO MaeMO JTFOIUHY,
sKa TIepeBipsie Ha BIAMOBIIHICTh BHECEHI AaHi, 3 (AaKTUYHUMHU, IO BIAOOpaXKeH1 y
0COOMCTUX MOKYMEHTax 0coOH, 1o iX Hagae. [Ipu TakoMy mixoJi MaEMO JOCUTH
e(peKTUBHE PO3Mi3HABaHHS TEKCTY Ha IOKyMEHTaXx, ajie IpU BUHECEHHI BUCHOBKIB,
PO TaKe PO3II3HABAHHSA MA€EMO BEJIMKI PU3UKHU camMe MOMMJIKH 3 OOKY JIOAUHH, 110
BUKOHY€E mepeBipky. OKpiM pU3HKIB MOMUJIKM MAa€eMO II€ IMUTAHHA BUTPAuEHOTO

4yacy Ha BUKOHAHHS TaKuX MAiil.

[logana poOoTa MPUCBSIYEHA CTBOPEHHIO I1HTENEKTYyaJIbHOI CHUCTEMH, IO
J03BOJISIE 1I KOPUCTYBaueBl, NPOBOAUTH Takl [li 3 NEpeBIpkM ocobdu 3a ii
JOKYMEHTaMH, 3 BUKOPUCTAHHSIM aJIFOPUTMIB MAIIMHHOTO HAaBYaHHS Ta XMapHUX
TEXHOJIOT1H JUIsl LUJIEH, ONMCAaHUX BULIE. Y poOOTI 3apONOHOBAHO BUKOPUCTAHHSA
CTBOpPEHO1 1HGOPMAIIMHOI CHCTEeMH Ui BHUIIAJIKy, KOJHW ocoba Hamae CBii

0COOMCTHI MachopT TpoMasiHUHA YKpaiHu Ta CBOI JIaHi MEPCOHAIbHI JIaHI.

[Toni6Hi pimeHHs 15 Bepudikailii, 1o 6a3yeThCsl Ha BIAMOBIIHOCTI 0COOH i
NaclOpPTHUM JaHWM HasiBHI, aje HE MAaloTh LIMPOKOTO 3acTOCYBAaHHS, uepe3
CTBOPEHHSI TaKUX ITiJl CBOi BJIACHI JIOKAJIbHI MOTPEOU, 110 OPIEHTYIOTHCS JIMIIE Ha

YaCTUHY 3 BUPIIIEHOI MPoOJIeMaTUKH, KM OyJa MpUCBsYeHa MoJaHa podoTa.



PO3JI 1 AKTYAJIBHICTD

Y cydacHOMy CBITI HEMOXXJIMBO OOIWTHCS O€3 BUKOPHUCTaHHS XMAapHUX
TEXHOJIOT1. MU Tak 4M 1HAKIIIe HE MOYKEMO YHUKHYTH 1X B TIOBCSKICHHOMY JKUTTI.
binburicTs BeO, A€CKTOI TaM MOOLIBLHUX JOJATKIB BCE OJTHO iX BUKOPUCTOBYIOTH SIK
y SIKOCTi 0a3 JaHHUX, XMAapPHHUX CXOBHII Ta IHCTPYMEHTIB JIJIs1 00YHCIICHB, TOIIO [2].

Omnwucana y poboTi IHTEIEKTyalbHa CUCTEMa MOKe OyTH BITPOBaKeHa B Oy 1b
AKii cepi, 1e € HeOOX1THICTh MEePEeBIPKH BBEACHUX OCOOMCTHUX JaHUX ocodu. Jlo
Takux cep Hanexarh, OaHKIBChKA, CTpaxoBa, cepa OizHeCy, TOIIO.

SKI0 BOpPOBAIUTH II0 IHTENEKTYyaldbHy 1H(QOpMaIlliHY cUcTeMy Uit (OTO
Bepudikallli ocoor Ha MANPUEMCTBI TO MU 3aMIHEMO PYUYHUN TPy JIOJUHU KOJIU
BOHA CaMOCTIMHO, Bi3yaJbHO 3BIps€ aKTYaJIbHICTh 1H(pOpMAIii O/IaHOT KIIEHTOM Ta
3MEHIIIUMO MOKJIUBICTh BIUTMBY JIIOJICBKOTO (haKTOPy HA Pe3yiIbTaTH MEPEBIPKHU.

BukopHCTOBYIOUM aHy CUCTEMY Y KOCTI O€3MEKOBOTO €Tany y (PiHAHCOBUX
YCTaHOBAaX MU TaK0>X BUTPAEMO B SIKOCTI OJIaHOT 1H(POpMaIlii, 00 MOKIIUBO 3BIpUTH
004 Ys JIFOAMHH 110 MOaJ1a 3asBJICHUN 1IeHTU(PIKAITHII JOKYMEHT (HApUKIIA/,
1d kapTKy), 1110 BUKJIIOYAE TOJAHHS JOKYMEHTIB TPEThOIO 0CO00I0, aje 3a yMOBHU
MPaBWJIBHO HAJIAIITOBaHOI Oi3HEC JIOTIKM OE3MEeKOBOro eTamy Ha CcaMOMYy
nignpuemcTsi [3].

[Ipoanasni3zyBaBIIM HAsBHUI PUHOK Y KpaiHU, MOXHA CTBEP/KYBATH, 1110 JaHA
iH(dopmarliiiiHa cuctemMa € JIOBOJII aKTyaldbHOI Ta Jy>Ke JIETKOIO B 1HTerparii Ta

BUKOPHUCTaHHI Ha MIIPUEMCTBAX OyAb-sIKUX cdep.



PO3JI 2 OI'JIA L AHAJIOI'IB

Ha croroanimmHiii JeHb Maike KOXXHa JIIOJIMHA CTUKAEThCS 3
IHTENIeKTyalbHUMU 1HQOpMAIItHUMH cucTeMaMu Juisi Bepudikamii ii ocoOwu,
HaAIMpUKJIaJ TpPU BUKOPUCTAHHS JOAATKY, NPU3HAYEHOMY [UISI  €JIEKTPOHHOTO
JIOKYMEHTOO00ITY, III0 MOYKE YaCTKOBO a00 MOBHICTIO 3aMITH TPOMAISHUHY YKpaiHU
nanepoBUi BapiaHT WOTO JOKYMEHTIB, HEOOXiTHO MpOWTH BepuQiKaiiro, I
J0Ka3y, M0 JOCTYII IO OCOOUCTHX JOKYMEHTIB € CaHKIIIOHOBaHUM [4].

[ToniGH1 1HTENEKTyalbHI CHCTEMH MH MOXEMO CIIOCTEpiraTh mpu
BUKODUCTaHHA MOOUIBHMX  JOJAaTKIB, HalpuKiag mOpu OaraTopa3oBoMy
HENPaBUJIBHO BBEACHOMY MapoJii JO OCOOMCTOrO aKayHTy, JOJATOK MOXKe
3apOCUTH MPOUTH BepHiKkallito, 1€ Oyne 3BIpeHO 0OJUYYs KOPUCTyBaya, KU
HaMaraeTbCsi MOTPANMUTH y OCOOMCTUH KaOlHET paxyHKy 3 MOro mnacnopTHUMH
TaHUMH.

VY noaiOHuUX cucTeMax € MOPIBHSHHS BBEACHUX JAHUX, [0 MOTPAIJISIOThH J10
CUCTEMHU BBOJY y TpadiuHomMy Burisai (0061uyds ocobu), MOTIM BiJI0OYBAETHCS
NOPIBHAHHSA 3 POTO 13 OPILIMHUX JOKYMEHTIB.

Taki pilmieHHsT PO3POOJISIIOTECA OKPEMOIO KOMITAHISIMU MM CBOI  BJacHi

HOTpC6I/I, Ta HC MAarOTh IIMPOKOI'0 PO3IMOBCIOPKCHH.



PO3/I1JT 3 BUBIP TEXHOJIOI'T!

3.1 MoBa nporpamyBaHHs

B sKocTi OoCHOBHOI MOBHW MporpamyBaHHs Oyjo obpaHo moBy Java. Ha
ChOTOJIHIIIHIH eHb cTBOpeHa y 1996 pori kommnaniero Sun Microsystems, mo Oy:a
3roJIoM moriuHyTa Kopropanieto Oracle, MoBa mporpamyBanHs Java, € OfHI€O 3
HANMOIMyJISAPHIIINX MOB MPOTPaMyBaHHS.

Moga nporpamyBaHHsI Java 3acCTOCOBYETBCS ISl CTBOPEHHS MPOTPAMHOTO
3a0e3MeUeHHs JIIT BEJIMKOTO CHHMCKy mpuctpoiB [5]. Tak, Hampukmam, s
CTBOPEHHsI JIECKTIOMHMX Mporpam, ajs cMapTPOHIB Ta MOOUIBHHUX Tene(OHIB,
no0yTOBOT TEXHIKH, TOLO MO’KHA BUKOPUCTOBYBAaTH MOBY Java.

Java € 00’€eKTHO OpIEHTOBAaHOIO, CTPOrO0  THUII30BAHOK  MOBOIO
porpaMyBaHHS JJis 3arajJbHOro pu3HaueHHs. [I[porpamue 3abe3nedenHs, mo O0yio
CTBOpPEHE Ha MOBI Java, crio4aTKy TpaHCIIIOEThCS y OalT KO, 11e Aa€ 3MOTy Iporpami
IpaloBaTl Ha OyJb-AKIHd apXiTEKTypl, 3aJIeKHO Bl THUILY SIKOI CTBOpEHA OKpeMa
JVM. Ilicna tpancmnii y 6ait xox JVM Bukonye neit koa. @aktuuno JVM e
mporpamMoro, 1o o0poOisie OalWT KoJI Ta Tepenae MOoJaiblll 1HCTPYKII
pHU3HAYyBaHOMY OO0JIaIHAHHIO y SIKOCTI iHTeprpeTaTopa [6].

J11st po3pOo0KU KITIEHTCHKOT YaCTUHU MM BUKOPUCTOBYEMO TaKl TEXHOJIOTT SIK:
HTML, CSS, JavaScript Ta 616110TeKy jQuery.

Jns ommucy Oi3HEC JIOTIKM 1HTEJIEKTyalbHOI 1H(GOpPMAIIIHOI CUCTEMU
BUKopucTanu Java 3 ¢peiimBopkamu Spring, Hibernate ta PostgreSQL y sikocTi

CVYB/, a Takox 107aTKOB1 010/110TE€KH 1711 pOOOTH 3 XMApHUM CepBICOM Amazon.

3.2 XMapHi TEXHOJOT11

3.2.1 3aranbHi MOJI0XKEHHS

Cyuacny IT - chepy He MOXIMBO YSIBUTH 0€3 BUKOPUCTAHHS XMapHHUX
texHosorii. Cami XMapHi TEXHOJIOTII MoYaiM CBiM po3BUTOK e 3 1950-x pokiB.
Curyartis HeMOXJIMBOCTI TPUAOAHHS KOMIT FOTEPHOI TEXHIKA BUCOKOI BApTOCTI JIJIst

BEJIMKOI KIJBKOCTI CIHIBPOOITHUKIB CIIOHYKaida JO CTBOPEHHS pIlIEHb, KOJIHU
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JIEK1JIbKa KOPUCTYBauiB MOXKYTh OJJHOYACHO MIIKJIFOYATUCS A0 OJHOTO MPOLIECOPY.
Csill BKJIaJ y PO3BUTOK XMApPHUX TEXHOJOT1M OYB BHECEHHI PO3BUTKOM MEpPExi
IHTEPHET, TaK SK MPUHIINI, 10 JISKUTh Y OCHOBI KOHIICTIIT XMapHUX TEXHOJIOT1H
MOJIITae€ caMe y MOKIJIMBOCTI KOPHCTyBada MaTH JOCTYI JI0 CEepBICY 3 Oyib-sKOi
TOYKH CBITY.

Ha cporopnimHiid JeHb XMapHi TEXHOJOTiI Ay»Xe HIMPOKO 3aCTOCOBAHI Y
pi3HUX cdepax IIsUIbHOCTI. A caMme y OCBIT1, MEIMITMHI, OaHKIBChKi cdepi, Oi3HECH,
TOPTiBIi, JIOTiCTHUII, TOIIO. Came XMapHi TEXHOJIOT1i MOXKYTh Ha/laTu O13HECY OlIbIII
BHCOKY OOUYHCIIIOBAJIbHY IMOTYKHICTh Ta Cy4acHI CEpBICH i1 OOpPOOKH BEJIMKO1
KUIBKOCT1 JJAHUX, & TAKOK MOXIJIUBICTh €(PEKTUBHOIO MaciITabyBaHHsI BiIMOBIIHO
10 30uUTblIeHHsT 00’eMy AaHuX. llepenik OOCTYNMHHMX MOCTYr BiJ KOMMaHii, 110
HAJAI0Th JIOCTYII JI0 CBOIX CEPBICIB MalOTh Maiike OC€3KIHEUHUMN IMeperiK, KOTpUui
MOCTIAHO JOMOBHIOETHCS. Ha choroaHiHINA A€Hbh XMapH1 TEXHOJIOT1M BKIIOYAIOTh
CEpBEpPHU, CXOBHUINA JaHUX, 0a3W JaHUX, MEPEXKi, PIZHOrO0 POAY NpPOrpaMHe

33663H€‘I€HHH, CUCTCMHU JJIsI KOHTPOJIXO Ta MOHiTOpI/IHFy CHUCTCMH, TOIIO.

3.2.2 PiBHI XMapHHUX TE€XHOJOT1A

XMapHi TEXHOJIOTi IJisi KOPUCTYBavya HA/IAIOTHCS KOPUCTYBAUEBl y BUTIISII
3BUYANHOrO OHJIaliH cepBicy. BcbOro BUAUISIOTH TPU PiBHI XMAapHUX TEXHOJIOTIH -
SaaS, PaaS, laaS. B 3aranpHOMY BUTIAAKY X MOYKHA HAa3UBATH MOJICIISIMHA HaTaHHSI
XMapHHUX CEPBICIB, AKI COOO0IO SBISIOTH XMapHY MipaMily, BIIMOBIIHO O PI3HOTO
piBH KOHTpot0 1H(GopMauiero. Ha BepimHi mipamian 3aBxau Oyn 3HAXOJUTUCS
KOpPHUCTYyBau CEpBICOM, L0 MpAIIO€ 3 JESIKUM HAOOpPOM JlaHUX, 4yepe3 IEeBHE
mporpamMHe 3a0e3MeyeHHs, 110 MOKe MaTu 3py4Huid iHTepdeic. Y BUNAAKY, KOJIU
1[e mporpamMHe 3a0e3neueHHs, 0yae po3ropHyTe Ha SIKINCh MIATPOPMI — MOKEMO
TOBOPUTH BXKE MPO JPYruil piBeHb MmipaMmiau XmapHux cepsiciB. Komu mms
pO3ropTaHHs MAaeMO TEBHI BIPTyallbHI CEPBEPHU, OOUYMCIIOBAIBLHY MOTYKHICTh Ta
HAKOMMWYyBa4li — MaeMO CIIpaBy 3 TPETIM piBHEM, a caM€ 3 OCHOBOIO IMipaMiJu

XMapHHUX CepBiciB [7].
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3 pO3BUTKOM MEpPEXI IHTEPHET IIMPOKE PO3MOBCIOKEHHS MMOYalu
OTPUMYBaTH XMapHi cepBicu tummy SaaS - Software as a Service, 1o B nepekiai
3HAUNUTh «MPOTPaMHE 3a0€3MEUCHHS SK TMOCIyra», IIe Jajl0 MOXJIUBICTh
PO3MEXKYBaHHS TOHSTTS OHJIAMH-CEPBICIB BiJ JECKTOMHUX, TOOTO THX, IO Tpeda
BCTAHOBJTIOBATH HA MEPCOHAITBHHUI KOMIT FOTED.

Komun y amHAMIYHO pPO3BUBAIOYOTOCS TEXHOJIOTIYHOTO CBITY 3 sSBHJIACS
noTpeda MIBUKOTO PO3MIIIIEHHS] HOBOTO IMTPOTPaMHOT0 3a0€3MeUeHHsI - HapOAUIacs
ines PaaS — Platform as a Service, mo B mepeknami «IlmaTdopma sk cepicy.
HapomxeHHs: HOBOT KOHIIEMIIIT XMapHUX TEXHOJIOT1H 3 4acOM IIPU3BEIIO JI0 CUTYaIlli,
KOJIM BEJIMKI KOMIIaH1i MaJu BEJIMKY KiJIbKICTh HEBUKOPUCTAHUX OOUHCIIIOBAILHUX
noTyHocTel. [Iponaxk Hepeali30BaHUX PECYPCIB MOPOJUB HOBUM PIBEHb XMAPHUX
TexHoJorii, a came laaS — Infrastructure as a Service, o B mepekiaai 3HAYUTH
«lHdpactpykTypa sk mociyra» [8].

YacTo cxeMaTHYHO cepBicH 300paxkyloTh sIK Ha puc.3.1
Saas
Paas

laas

Puc.3.1 — Ilipamiga mojenei HagaHHs OCIYT XMapHUMU TEXHOJIOT1SIMH.
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3.2.3 PizHOBU] cepBICiB

Ha choroHimHi#i eHp 6araTo KOMIaHii HaJalTh CBOI MOCIYTH K XMapHi
TEXHOJIOTI1, ane o jizepiB BigHOCcsAThCs: Amazon Web Services, Azure, Google
Cloud [9]. YV Tabmumi HaBe[cHI OCHOBHI KaTeropii CEpBICiB, 110 HAAAIOTh JiJACPH

PUCYHKY XMapHUX TEXHOJIOTIH.

Taomurg 3.1
Kareropii cepBiciB, 1110 HaJal0Th HANMOTYKHIII MOCTAYaTbHUKNA XMapHUX

TEXHOJIOTIH.

[TnaTdhopmu Kareropii ceppiciB

AWS Compute; EC2 Instance Types; Storage; Database; Networking &
Content Delivery; Migration & Transfer; Developer Tools;
Management & Governance; Security, Identity & Compliance;
Analytics; Machine Learning; Robotics; Mobile; Application
Integration; Media Services; Business Application.; End User
Computing; Internet of Things; Game Tech; General AWS; AR
& VR.; AWS Cost Management; Blockchain; Customer

Engagement; Satellite.

Azure DevOps; Analytics; Database; Safety; Windows Virtual Desktop;
Computing environment; Hybrid and multi-cloud environment;
Al + machine learning; Integration; Internet; Internet of Things;
Containers; Migration; Mobile applications; Multimedia;
Networking; Mixed reality; Developer Tools; Certificate;

Control; Storage

Google Cloud | API Platform & Ecosystems; Big Data; Cloud Al.; Compute;
Data Transfer; Developer Tools; ldentity & Security; Internet of

Things; Management Tools; Networking; Storage & Databases.
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Sk 6aurmo, B IIOMY Pi3HI IIaTHOPMHU HAIAIOTh CXOXK1 KaTeropii cepBiciB, aje
BapTO 3ayBaXuTH, 10 AWS B 1IbOMYy HaNpsSMKy 3aluiiaeTbes JijgepoM. Came 3
BukopuctanasamM AWS 0yI10 CTBOPEHO ONKCaHy Y POOOTI IHTEIEKTYallbHY CHCTEMY.
Jl1s 1i cTBOpeHHs 0yJ10 BUKOPUCTAHO SIK IIEHTpalbHUl cepBic Amazon Rekognition,

Ta IK gonoMbkHuil Amazon S3.
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PO3JIUT 4 IN3AWH THTEJEKTYAJILHOI CUCTEMU

4.1 Entity Relationship Diagram
Entity Relationship Diagram (ERD) — 1ie aiarpama BigHoIeHb (3B’ SI3KiB), sIKa
BUKOPHUCTOBYEThCS ISl IPOEKTyBaHHS 0a3u manux (apxitektypu). ER miarpama
CKJIQJIa€ThCS 3a 0araTb0X YMOBHHX MMO3HAYOK, IO TIOTIOMAararoTh Bi3yali3yBaTH JIBi
BaYKJIMB1 OCOOJIMBOCTI: B3aEMOBITHOCHHH MiX 00’ €kTamH, Ta cami 00’ extu [10].
[IpoananizyBaBim MPOEKTYBAHHS 0a3  maHux iH(OpMaIIHHIX

iHTGHeKTyaHLHHX CHCTCM 6YJ'IO CTBOPCHO z[iar'pamy IJE1 HAIIOIro AO0AATKY K Ha

puc.4.1
@
<> public
@ @ ] users
4> public & public id bigint
£ request B3 role f email character varying(25
id bigint >

i _ 'd bigint j password character varying
[: date character varying(255)
25

f name character varying( (255)
I— username character \l'arwng 5] j username character \.far}'ing
(233) (255)

@ token character varying(25
3)

@
<> public

£ users_roles

users_id bigint

Y

roles_id bigint

Puc.4.1 — ER giarpama.

CyTHOCTI SIKI IPEICTABJICH] HA MAJIIOHKY:
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Taomung 4.1
Omnuc cyTHOCTEeH 0a3u TaHUX.

request role users users_roles
- O06’ennye
5 |0 i @) i Ot
3 MHUCY€ CYTHICTh IMUCY€ CYTHICTh Ta0IUIIL
= 3aMUTYy, MO OHI/ICY€ . KOpHUCTyBata, L0 KOpHCTYyBayi
& | Mmictuth B c00i HasBH1 POJIL MICTUTH B cO01 TO pOJIeH 3a
2 | maty Ta iM'sa KOPHCTYBaYiB | €JIEKTPOHY MOIITY, 3B’SI3KOM
5 KOpHCTyBaya napoJjb Ta iM's OJIMH K

OaraTboM
id (bigint) PK id (bigint) id (bigint) user_id PK
name (char . :

date (char var) ( email (char var) roles_id PK
= var) —
2 | Username (char
= ( password (char var)
z var)
< username (char var)

token (char var)
Unique

4.2 Class Diagram

Class diagram UML - e rpadiune 300paskeHHs apXiTeKTypH JOJATKY Y BUTIISI

JiarpaM#, 110 BHUKOPUCTOBYETHCS i Bi3yalizalmii 1 moOyAOBH 00'€KTHO-

opieHTOBaHUX cucteM [11].

Ha miarpami kiaciB Mu 1o3Ha4aemo:

o Knacu, inTepdericu

o ATpulyTH KI1aciB

o Metonu (dbynkiii, abo omneparrii)

° Bxaszyemo B3aeMo/1i10 MIXK KJ1acamu

Jlnst ctBopeHHs 1H(OpPMAIIAHOT IHTENEKTyalbHOI CHUCTEMHU OyJIO CTBOPEHO

HACTYMHY JlarpaMmy KJaciB, 10 MpeAcTaBieHa Ha puc.4.2.



| + HomeController()

HomecController

+ getlogout(HttpServietResponse). String

+ getDemo(Model, HilpServietRequest). String

- addModelUser(Model, HitpServietRequest): void

+ getHome(Model, HtipServietRequest): String

- isCookieDoesNotExisis(HttpServietRequest): boolg

Userservicelmpl
+ UserServicelmpl():

+ getCurrentRole(long): Role

+ findTokenByUsername(String): Strin
+ setUserToken(User): User

+ findUsernameBy Token(String): Strin,
+ updateRoleForUser(long, int): void

1
Requestservicelmpl
+ RequestServicelmpl()

+ countRequestsAndFindDateBylUsemame(String). List<Convertablel
+1indAll(): lterable<Request=

+ findAlByUsemname(Siring): lterable<Request>

+ findAlIRequestsByUsernameAndDate(String, String): Iterable<Requi
+ save(Request): void
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+ getToken(Model, HttpServietRequest): String +save(User): void userRepository

1

e rn\\eﬂepn‘sunrf 1 o
V 1 Wi
<<interface>> 1 TokenController «<interface=>
RequestRepository RoleRepository

cookieManager

+ TokenController():
+ findAlByUsemame(String): List<Request> - -

+ countRequestsAndFindDateByUsemame(String): List=Convertablel + verifyToken(): Siring
+ amountPerCurrentiMonth(String): Integer IokenManag‘ev generaﬂeToKen(HllpSew\etﬁequest: ResponseEr
+ findAlIByUsemnameAndDate(String, String): List<Request> L

+ insertRole(long, int): void

+ findRoleByld{Long): Role

+ getRoleByUserld(long): Role

+ updateRoleForUser(long, int): veid

~
PaymentController 1
DetailsController

paymentCreator

PaymentCreator
|+ PaymentControlier()

+ PaymentCreator() = 11 __A_ | DetailsControlier()
+ successfully(String): String 1

+ receivePaymentStatus(String, String, String, String): Map<String, O + payment(String, Model, HitpServietRequest): Stri
+ generatePayment(String, String, String, String): String N

+ graph(HttpServietRequest): ResponseEnt
+ stats(HttpServietRequest): ResponseEntit

- idator\y
AmazonConfig UserVvalidator |

<<interface>>
UserRepository

TokenManager

+ AmazonConfig(): + Uservaligator()

+ TokenManager()

+ decodeJ\ilT(String): Claims
+ CrealsWTiString): String
A

1 N R
ResponseCreator . [

+findByUsername(String): User
+ countRequesisAndFindDateByUsemame(String). List<ConvertableDetail>
+ findByToken(String): User

+53(): AmazonS3
+ rekognition(): AmazonRekognition

+ supports(Class<?>) boolean

+ validate(Object, Emors): void «create:

.
ValidationApiController ValidationController

+ ValidationApiController(y + ResponseCreator() + ValidationController()

+ validate(String, MuttipartFile, String, String, String, String, St | [+ getStatsData(String, int, List<ConvertableDetail>): StatsData + singleFileUpload(MultipartFile, String, String, String, String

i\
1 P J
‘ CookieManager LoginCentroller ’
Uy 1 . X R
Manager(): + LoginController(). + RegistrationController()
h
L. netCookigValug(HitpServietRequest, String): String + login(String, String. HitpServietResponse): String + registration(String, String, String. String ! String

U
‘ UserDetails Servicelmpl ‘

StringFormatter | FaceidApplication ‘ GeneralController

+ UserDetailsServicelmpl() + StringFormatter() + FaceidApplication()

+ main(String[]): void

+ GeneralController()

+ index(): Strin

+ loadUserByUsername(String): UserDetails + removeDash(String) Strin

Puc.4.2 — [liarpama kiacis.

4.3 Use Case Diagram

UML use case diagram — Buja jgiarpam, IO IOKa3ye camy CHCTEMY,
BIJTHOIIICHHSI MK KOpPHCTyBauaMH (akTopamu) Ta npeneneHramu [12]. Takwuii Bua
JiarpaM JOUUIBHO BHKOPHUCTOBYBATH, 100 HArJISAJHO IOKa3aTH yCl BaplaHTU
KOPUCTYBaHHS HAaIIMM JI0JaTKOM.

OCHOBHUMHM €NleMEHTaMU € YyyacHukH (actor) 1 mpeueneHT (BapiaHT
KOpUCTyBaHHs). ACIOr — 1€ JIOTiYHUN 30BHINIHIN 00'€KT, MO O€3MocepenHbO
B3a€EMOJIIE 3 CHUCTEMOIO. 3a3Bu4ail nmpu rpadiyHOMY BiIOOpaKeHI MU
BUKOPUCTOBYEMO MaimtoHOK "wosioBiuka" [13]. [Ipemenent — me ommc BapiaHTiB
(MOCiIOBHUX J1M yYaCHHUKA), 1[0 MPU3BOAUTH 1O OTPUMAHHSAM CIIOCTEPEKYBAHOTO

(OuiKyBaHOI0) pe3yJbTary.
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Container

valid token

Unregistered user has an
access to AP if he uses a

Unregistered

\ /4 Generat\
‘qrsonal tnky

User

/8 Downlnad\

4-.\\5 Vewdeyclew sl:ansnr./s\ report

Puc.4.3 — Use case miarpama.

\

Registered

Cepen ywacHuKiB (akTOpiB) MalOyTHBOI 1H(OpPMAIIAHOT CHUCTEMH MH
MOXEMO BUJILITUTHU:

. User — moTouHuit KOpUCTyBad CUCTEMH

. Unregistered — He3apeecTpoBaHuMid KOpUCTyBad i1H(OpMAIiHHOT
CUCTEMH, 1[0 HE Ma€ JNOCTyNy A0 (YHKIIIOHATy CHUCTEMH OKpIM peecTpallii Ta
BUKOpHCTaHHA TpuBaTHOTO API 32 yMOBH BOJIOAIHHS KITFOUeM (TOKEHOM).

. Registered — kopucTyBad, 110 MOBHOILIIHHO Ma€ MOKJIUBICTh

Use case siki Moke BUKOPUCTOBYBATH yYaCHHUK:

1. Register new account. ®dysnkiis 3a momomorow skoi Unregistered
KOPHUCTYBa4 MOXKE 3apPEECTPYyBATH HOBUH aKKayHT.

2. Sign in. ®yHKIisg 10 J03BOJISIE aBTOPU3YBaTHCS B 1H(OpMAIlifHi
CUCTEMI Y BUTJISAII BEO T0JATKY.

3. Change subscription. ®yHKIS $SKO0 MOXJIMBO 3MIHHTH POJIb
(MAMKUCKY) ISl OTPUMAHHS JOCTYITY /10 QyHKIIIOHATY.

4. Generate personal token. ®yHkIlis 10 JO3BOJISIE TEHEPYBaTH

MIePCOHANILHUN KITF0U (TOKEH) Jist aBTopu3aitii B API.
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5. View demo. ®yHkiiss 3a JOMOMOIOI SIKOT MOMKJIMBHH IEperiisy
JIEMOHCTPATUBHOI BepcCli IHTETpallii iIHTeIeKTyaabHOI IHPOPMAIlIHHOT CHCTEMH.

6. Use validation API. ®yHKmis BUKOPUCTaHHS  IPHBATHOTO
IporpaMHOro iHTepdency 101aTKy.

7. View statistics. ®DyHKIis meperisay CTaTUCTHYHUX JaHUX MIOA0
BUKOPHCTAHHS CHUCTEMHU.

8. Download report. @yHKIlis M0 CTBOPIOE MOKJIMBICTh 3aBaHTAXKHTH

3BiT y Burisial CSV gaiiny.
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PO31JI 5 OCHOBHA HYACTHHA

5.1 Po3po6ieni makeTu
Ha pucyHky BimoOpakeHa CTPYKTypa MPOEKTy SIKUW OYyJI0 CTBOPEHO B
HACJIIJIOK PO3POOKU 1HTENEKTyaldbHO! 1H(POpPMAIIIHHOI CUCTEMHU Yy BUIJIAAI BeO
JOJIaTKY.
v java
v com.faceid

A controllers

> user

S

validations
€ GeneralController
€ HomeController
hd models
converters
data
entities
enums
AmazonConfig
CookieManager
PaymentCreator
ResponseCreator
StringFormatter
TokenManager
UserValidator

0O 0 0 0o N0 0 o0

» repositories
> services

@ FaceidApplication
Puc.5.1 — Ilepenik AUpEKTOPid MPOCKTY.
B wiit cTtpykrypi:
e java — € MakeToOM HAMBHIIIOTO PiBHS.
e com.faceid — € roJJOBHUM KOPEHEBHM ITiAMMAKETOM MMAKETy java, Ta € aKeTOM
BChOT'O JIOAATKY, TYT 3HaXOASATHCS BCl 3arajibHi KJIacH Ta MiANaKeTH, 10

OyayTh (opMyBaTH (PyHKIIIOHAT HALLIOTO Web-10aTKYy.



19

e controllers — meit maker MicTUTH BCi KOHTpoiepu it Web-view 3
BUKOpUCTaHHAM (peiimBopky Thymeleaf, a Takox Bci KOHTposiepu yis
REST API.

Cam Thymeleaf npeacrasisie coboto mabdmoHi3aTop 11t BeO CTOPIHOK OMMMCAHUX
MoBoto po3miTkn HTML [14], 3aBasiku KOZOBUM BCTaBKaM MH MOXEMO TepeIaBaTh
3 back-end croponu Ha front-end 3minm B mozeni Ta BimoOpaxkatu ix Ha BeO
cTopiHkax. [[7si cTBOpeHHs1 KOHTpoJiepiB Oyi0 BukopucTaHo aHoTarlii (@Controller
ta (@RestController, mono maninyssii Hax web-view ta REST API BiamosigHo
[15].

Cxuan nakerty controllers:

1. Iligmaket users — MICTUTh KOHTPOJIEPH IJII pOOOTH 3 KOPUCTYBAUEM.
1.1.DetailsController — xonTponep, 1o Hagae AeTadi Ta CTATHCTUKY IIOJO
KOPHCTYBaHHS CEPBiCOM.

1.2. LoginController — xontponep, sKuii MiCTUTh (YHKI[IOHAT aBTOPH3AIIil
KOpHCTYyBava.

1.3.PaymentController — mari>xauii KOHTpOJIEP, IO BIAIOBIIA€ 33 3MIHY IIaHY
MIJMUCKU (poJiei).

1.4.RegistrationController — xoHTpojep, B SKOMy CTBOpPeHHH (DyHKITIOHAT
peecTpaliii KOpucTyBaya.

1.5.TokenController — ¢yHKIIiOHATBHUI KOHTPOJIEp B SAKOMY CTBOpPEHHIA
GbyHKIIIOHATT MEHEIKMEHTY TEPCOHAIBbHUX TOKEHIB KOPHUCTYBadiB, [IJIs
MOJAJIBIIIOT0 BUKOPUCTAHHS B SIKOCTI aBTopu3altii 1jst API.

2. Ilipmaket validations — MicTUTh BepudiKalliiiHi KOHTPOJEPH.

2.1. ValidationApiController — romoBHu# (yHKIIOHATBHHIA KOHTPOJEP, IO
MICTUTh peaiizaniio aig Bepudikamii Ta Bamigamii ocobu 3a ¢oto
(300pakeHHSIM TOKYMEHTY ).

2.2.ValidationController — ny0.rorounii KoHTpoOJIEp AJIs My OJIIYHOT IEMOHCTpaIlil
poOoTH iHGOpMAIIIITHOT IHTEIEKTYaTbHOT CHCTEMH.

3. GeneralController — konTposep ms iHAEKcallii roJIOBHOT CTOPIHKH.
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. HomeController — kouTposep, 1m0 MICTUTh (QYHKIIOHAN Ui HaBiramii 3a

CTOpIHKAMH.

Cxnanx makety models:

. I[ligmaker converters — mictuth iHTEpdENC 1711 KOHBEPTAIlli CyTHOCTEH.

1.1. ConvertableDetail — ¢ynkuionanpamic iHTEpEHC AT  MOXKIMBOCTI
KOHBEPTYBaTH JIaHi 3 BuKopucTanasM Native Query.

. Ilinmaker data — ckitamaeThbes 3 KJIaciB, 10 JIOMIOMararoTh 0OpOOJIIOBATH JIaHI.

2.1.Generator — xac, 1mo MICTUTh METOIU TSI TeHEeparlii psIKiB.

2.2. Router — po3mnofiise MOTIK JaHUX 3T1IHO BIAMIOBIHOTO KOHTPOJIEPY.

2.3. Validator — ckmagaerbcst 3 METOIIB JIs Bajijamii JaHUX KOPUCTyBaua, ixX
MEePETBOPEHHS Ta 0OPOOKH.

. Iligmaker entities — MICTUTh KJIaCH-CYTHOCTI.

3.1. Detail — cyTHicTh JUIS ONMUCY JAeTajicii BUKOPUCTAHHS cepBicy (mara Ta
KUIBKICTB 3aMUTIB A0 puBaTHOrO API).

3.2.1dentity — cyTHIiCTB, 1110 BitoOpaXkae MoJieNb 00'€KTa pO3Mi3HABAHHSI.

3.3.Request — kirac Ha OCHOBI SIKOTO CTBOPIOIOTHCS BIATIOBIAI BiJ cepBepa 0
KJIIEHTA.

3.4.Role — cyTtHicTh poseit kopucTyBaya.

3.5. StatsData — knac, o MicTUTh iHQOPMAIIO TPO CTATUCTUKY BUKOPUCTAHHS
npuBaTtHOTO APl (J1iMiTH, KITBKICTh BUKOPUCTAHOTO JIIMITY).

3.6. User — cyTHICTb, IITO OMUCYE MOJIETh KOPUCTYBaya.

. [limmakeT enums — MICTUTbh KJIACH IepepaxyBaHHs.

4.1. Names — kJac 3 nepepaxyBaHHAM 3arajibHUxX ¢pas.

4.2. Roles — kiac 3 mepepaxyBaHHSIM poJiei KOPUCTYBaYiB.

. AmazonConfig — knac 3 koH®iryparietro Amazon Web Services.

. CookieManager — kiac Juist MaHiy TFOBaHHsI COOKIes.

PaymentCreator — mozenp, 110 ONMUCye MOBEAIHKY (PIHAHCOBUX TpaH3aKIIIi
(mpuaOanHs miamucku a8 3Mmiau posti) depe3 APl cepsicy LigPay.
. ResponseCreator — cepBicHuii Ki1ac, 1mo GopmMye BiMOBIIb KIIEHTY.

. StringFormatter — kiac sikuii Mae GyHKIoOHaT 17151 POpPMATyBaHHS PSIIKIB.
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10. TokenManager — kmac, 110 T€HEPYye HOBI TOKEHH JJii BHKOPHUCTAHHS
npuBatHoro API.

11.UserValidation — cepBicHuii Ki1ac, o MiCTUTh METOHM JIJIsl IEPEBIPKYU iCHYBaHHS
KOPHCTYBauiB B 1HTEJEKTYaJIbHIM 1H(OpMaIIMHIA cucTeMi y BUIJISII BeO
JOJIATKY.

repositories — maker 3 iHTepdelicaMu JUIA B3aeMojii 31 cxoBuiieMm gaHux. Lli

inTepdeticu BukoprctoByioTh JPA Entity (y sikocti Hibernate ORM) st B3aemoii

3 0a3010 maHMX, 1m0 3a0e3medye OCHOBHI oOmepaiii Mo TMOLIYyKYy, CTBOPEHHIO,

penaryBaHHIO Ta BUAAJICHHIO JaHuX [16].

Cknaj makeTy repositories:

1. RequestRepository — iatepdetic, mo MiCTUTh aOCTPaKTHI METOIU JJIS MOIIYKY
BCIX 3allUTIB KOPUCTyBaya 3a TAKUMH KPUTEPISIMU: HIKHEHM, JaTa, HIKHEHM Ta
nata. B intepdelici HassBHI METOAM JIJIsl MiAPAaXyBaHHS KIJIbKOCT1 3alIUTIB Ta 1aTH
KOJIV LIEW F03€p BUKOHAB IX.

2. RoleRepository — inTepdetic, ae € MeTOAM I AOJABAHHS, 3MIHH Ta OTPUMAHHS
MOTOYHOI POJII KOPUCTYyBaya.

3. UserRepository — intepdeiic 3 MeTogamu jis IMOMIYKY KOPUCTYyBadiB 3a
HIKHEHMOM, 200 TOKCHOM.

SEervices — maker 3 KJiacam, Jie peajlizoBaHuii (PyHKI[IOHAT PETO3UTOPIIB.

Ckuaj makeTy Services:

1. ITigmakeT amazon — MICTUTh CEPBICHI Kilacu At podotu 3 Amazon Web Serices.

1.1. RecognizeData — kmacc B SIKOMy CTBOpEHHH (YHKI[IOHAT POOOTH 3
po3Ii3HaBaHHAM 300paxkeHsb 3a gornomororo AWS SDK.

1.2.UploadToS3 — cepBicHuii Ki1ac 3 PYHKIIIOHATIOM 3aBaHTaKCHHS 300pakeHb
1o xmapsoro cxosuia S3 (Amazon Simple Storage Service).

2. ITignakert interfaces — mictuTh iHTEpEHCH IS ONUCY 1M HaJl CYyTHOCTSIMH.
2.1. RequestService — intepdeiic 3 MeTogamu 30€pEeKEHHS Ta OTPUMAHHS

1H(DOopMaIrii mpo 3anuTH.
2.2. UserService — inTepdeiic 3 MeTogamMu sl 30€peKeHHS, peJaryBaHHs Ta

BUJIAJICHHA KOPHUCTYyBada.
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3. RequestServicelmpl — kiac, o peanisye intepdeiic RequestService.

4. UserServicelmpl — kmac y skoMy IMIUIIMEHTOBAaHO METOAU 3 IHTEpdeiicy
UserService.
5. UserDetailsServicelmpl — kmac 3 peanmizamiero (QyHKIioOHaTy, o OyB

3arpoBaKeHuH B iHTepdetici UserDetailsService.

5.2 IMmopToBaHi MakeTH

Y IpoeKTi BUKOPUCTOBYETHCS 0araTo pi3HOMaHITHUX IMITOPTOBAHMX TMAKETIB
(610mi0oTeK/3aIeKHOCTEH ), HPEUMBOPKIB /1JIs1 CYTTEBOT'O 3MEHIIIEHHS 4acy pO3pO0KH
Ta IMiIBUIICHHS ONTUMI3allii poOoTu cepBepHOi yactunu [17].

V skocTi aBTOMaTH3alli 301pKu poekTy OyB oOpanuii Maven. Apache Maven
€ OJIHMM 3 HaWNOMyJSPHINIMX 1HCTPYMEHTIB Il yHOpaBIiHHS 301pKOIO, 3
BITOPSIKOBAHOIO MOJIEITIO0 KOHpirypartii Ha ocHoBi XML [18]. [nst onucy camoro
IPOEKTY Ta 3aJIEKHOCTEH, 1110 MOXKYTh OyTH IMIOPTOBAHUMHU MU BUKOPUCTOBYEMO
pom daii.

B upoMy ¢aiini MU MOXKEMO NEperjiiHyTH YBECh CIHMCOK IMIOPTOBAaHUX

[MAKETIB:

spring-boot-starter-data-jpa.

. spring-boot-starter-thymeleaf
. spring-boot-starter-web

. spring-boot-devtools

. spring-boot-starter-test

. spring-boot-starter-security

. spring-boot-maven-plugin

. postgresql

. lombok
. jwt
. apache-commons

. jaxb-api
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. json-simple

. aws-java-sdk

5.3 [IpoToTun

B nanomy po3auni MU pO3TASSHEMO MNPOTOTUIl HAIIOl IHTENEKTYyalbHOI
1H(pOpMaLIHHOT cUCTEMU Yy BUTIISAL BeO 10AaTKy. Mu onmiiemo rpadiuyHuil qu3aiiH,
(GyHKIIIOHAT HAIIOTO I0AATKY Ta MPOJIEMOHCTPYEMO HOTO OCHOBHI MOYKJIUBOCTI.
Ha puc.5.2 300paxena ¢dopma peectpaiii 3 MOJSIMH. YCi MOJS HOTPEOYIOTh
3allOBHEHHS, a caMme: email, iM’s KOopucTyBada, Mapojb, TMOBTOPEHINA MapoJb.
Peectpariiitna popma mae Basifariro sk 3i croponu front-end (momarok b) Tak 1 Ha
back-end gactuni (momarok A). Ilig Wac mepeBipKH 3 KIIEHTCHKOI CTOPOHH MH
3a2JI0BOJIBHSIEMO TIE€BHI YMOBH:

1. Tekcr BBemeHuit B mosie email Biamosigae ¢popmary login@domain.com.

2. IM’s xopucTyBauya HEe MICTHTH MPOOITIB Ta CHEIIaTbHUX CHMBOJIB OKpPIM

CUMBOJTY TIJKPECICHHS.
3. IMaponb Oynp sikuii, ane MIHIMYM 8 CHMBOJIIB Ta TOBHICTIO CITIBMAJa€ 3
MOBTOPEHHUM TaPOJIEM.

[Ticns HaTuckaHHs KHOMKHU «Register» MoYMHAETHCS MEpeBipka Ha CEpBEpHIN
yacTuHi. PoOuTbhest 3amuT 10 0Oa3u JaHMX Ha OTpuUMaHHS 1HoOpMaIli mpo
KOpUCTyBaua 3a 2 kpurepismu: email Ta username. fAkmo xo4ya O 3a OJHUM
KpuTepieM Oyle 3HalJIeHW KOpPUCTyBad — OTPUMAEMO TOMHUIIKY, a B pasl

B1JICYTHOCTI BIJOMOCTEH — CTBOPIOEMO HOBOTO KOPUCTYBaua.

Register

Please fill in this form o create an account,

Repeat Password

Already have an account? 5
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Puc.5.2 — Cropinka peectpartii.

[Ticns ycmimHuoi peectpariiii KopucTyBau Oyie epeagpecoBaHtil Ha CTOPIHKY
aBTOpH3aIlii, 110 300pakeHa Ha puc.5.3. s ycnimHoi aBTopu3ariii KopuctyBau
MOBMHEH BBECTH TMPaBWJIBHI JaHi, 10 OyJu BKazaHi mpu peectparii. [Tig gac
aBTOpM3aIlli TaKOXX e TepeBipka Ha CIeMiaibHI CHMBOJIA 3 KIIIEHTCHKOI
CTOPOHH Ta IMOIMIYK 3a MapojeM Ta iM’sIM KOpUCTyBava Ha CEpBEpPHill YaCcTHHI.

Sign in

Please fill in this form to auth

Don't have an account?

Puc.5.3 — Cropinka aBropu3arii.

Konu xopucTyBau ycHimiHO aBTOpPU3YBaBCS — BIH OaduTh HEepen coOOro
HaBITAIIHY MaHeb, 0 CKIAAaEThCs 3 Takux MyHKTIB sk: Home, Token, Details,
Demo Tta 00K 10 JAa€ MOXJIMBICTb 3MIHUTH POJb (MIAMUCKY) AJis 30UTbIIEHHS
JIMITYy KOPUCTYBAaHHSAM IPUBATHOIO MporpamHoro iHrepdeiicy aomatky. {00
3pO3yMITH SIKa TIOTOYHA POJIb KOPUCTyBaya — JOCTaTHbO TIOJAMBUTHUCS Ha
BiJIcyTHICTh KHOMKHU «Update» 00 111 KHOMKA MPUCYTHS TUIBKKM HAa THX POJISIX IO

AKX MOXHa HiI[BI/IH_II/ITI/I CBOIO.

Home Token Details Demo admin (Logout)

P ©

1D card verification «* 1D card verification «* ID card verification
Face verification 3¢ Face verification & Face verification &
imit 1000 requests per month Limit 10000 requests per month imit 250000 requests per month

Puc.5.4 — T'onoBHa cTopiHKa.

Ha cropinti Token (puc.5.5) — kopucTyBauy Mae 3MOry 3reHepyBaTh Ta 3MIHUTH

MEPCOHAILHUN TOKEH JJIsl YCIIITHOT aBTOpHU3aIlii mija yac Bukopuctanus API.
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Home | Token Details Demo admin (Logout)
Hello, admin

B Show token

Generate token

Puc.5.5 — Cropinka reHepaiiii TOKeHY.

KopuctyBau 3aBxkau Mae 3MOTry MEperjsiHyTH CBI TOKEH CKOPHCTaBILIUCH

KHOMKOI0 «Show tokeny sk 11e moka3aHo Ha puc.5.6.

Home Token Details Demo

Hello, admin

MBbSIGS_5EZzR8JPjnUtiF_bzWaETN

Show token

Generate token

Puc5.6 — biok renepaiiii TOKeHy.

SAxio KopucTyBad TMEPEKITIOYUTHCA J0 TPeThoi cropinku «Detailsy - BiH
MaTUM€ MOXIJIMBICTh TEPEIUBUTUCS BIACHY CTAaTUCTUKY KOPUCTYBaHHS
porpaMHuM iHTep(dericoM IHTeNeKTyalbHOT IHPOPMAITIITHOT CUCTEMH. Y MOBHO IO
CTOPIHKY MOXJIMBO MOMIIUTH Ha 2 Onoku. llepmmit 6mok MicTUTh Tpadik
3aJIEKHOCTI KUIBKOCTI BUKIWKIB APl n0 natu, a Apyruit MiCTUTh CTaTUCTUKY IIOA0
BUUEpITaHKX JIMITIB. TaMm HasBHA iH(OpMaIlisl PO MOTOYHUH MJIaH KOPUCTYBAHHS
(MAMUCKy), CKUIBKM BUKOPHUCTAHO BIAHOCHO BCBHOIO JIMITY Ta KU cepenHiit
MOKa3HUK 3BepHEHBb 10 API.

Takox y npyromy 00111 HasiBHI 2 KHOTIKH:
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1. Update — oHoBII0€ CTOpIHKY O€3 Mepe3aBaHTaKCHHS 3a JIOIIOMOIOI0
texnouorii AJAX [19].
2. Download — mpu HaTuckaHHI MOYUHAETHCS 3aBaHTaxeHHs CSV daitmy

3 iH(OopMaIlli€ro PO T€ CKIIBLKH pa3iB OyB BUKIUK APl BiTHOCHO MEBHOTO JHS.

Details = Demo

admin's stats

Your plan: basic
Limit: 2/ 500

Average: 9

Puc.5.6 — CropiHka CTaTUCTUKHA BUKOPUCTAHHS.
Ocrtanns cropinka (puc.5.6), mo Moxe OyTH KOPHUCHOIO Ui KOPHUCTyBaya —
JEMOHCTpALlisl YCIIIIHOI 1HTEerpamnli 1HTEIEKTyaldbHOI 1H(QOPMALIMHOI CHUCTEMHU.
Hapenenuii mpuxnan pomoMarae KOpHUCTyBady crnpoOyBaTH CaMOCTIMHO 0e3

KOHKPETHUX HABUYOK Yy MPOTpaMyBaHHI BUKOPUCTATH CEPBIC.

First Name

Sex|Male  ~|Birthday: | ms/dd/yyyy [0

Passport Number
Identification Code

Choose File | Na file chosen

Puc.5.7 — JlemoHcTpariiiina ¢popma BiANpaBKu Ha BepUQiKallilo.
KopuctyBau Mae 3amoBHUTH MOJs 1H(QOpMAIIi€rO BIAMOBIAHO 0 BKa3aHUX Ha
JIOKYMEHTI Ta 3aBaHTAXUTU ¢aiia-GpoTto mokymeHty. s aemoHcTpariii poOoTH
CepBiCy MOXHa BUKOpHUCTATH Tpukiaa [D kapTku, 1m0 € y BUIBHOMY JIOCTYII Ta

okpemMe ¢oTo 1111 0coom.
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First Name

Map'ana

Last Name

TeeHxo

Sex [Female v|Birthday: (82/01/2022 B
Passport Number

000000000

Identification Code

3688500850

Choose File | card jpg

Puc.5.8 — 3amoBHeHa neMoHCTpaIriitHa GpopMma.
[Tig vac HaTuCKaHHA KHONKH «Submit» - cepBepHa YacTUHA OTPUMYE

iHpOpMalliro Ta TOYMHAETHCS Mpoliec Bepudikaliii ocoodu (puc.5.9).

AWS Cloud

Create new g

; Put doc image,

HTTP Response bUCk?t if A S AWS 53
] required (n]

: Bucket Bucket with
' API H Objects
| HTTP Request | |ooa|
ooo
Client Spring | Returns S3 link to the object

;. Container

. A Switching on
Sending S3 link @ service {)

Amazon Recognition or
Rekognition comparision
service

Returning recognized text or
comparison result

Puc.5.9 — Jliarpama niporiecy Bepudikariii.

ANTOPUTM POOOTH MOMIJIMBO OMTUCATH HACTYITHHUM IIIJITXOM:

1. Kment magcunae 3anut 1o Hamroro API

2. Cepepna yactuHa 3a gonomororo AWS SDK cTtBoproe Oaker mif
KOpHUCTYBaua (K0 HOro HEMAE), Ta J10Ja€ 300pakKeHHs IOKYMEHTa B HbOTO.

3. VY BignoBias AWS noBeprae S3 nocunaHHs Ha 00'€KT B KOHKPETHOMY
oakeri [20].

4, Hanani me mocunanHs nepenaetses 10 cepBicy Amazon Rekognition
JIe B 3aJIEKHOCTI BiJ 0OpaTHOro cepBicy (po3mi3HaBaHHS TEKCTY Ha JIOKYMEHTI, a00

HOPIBHSHHS TEPCOHATBLHOTO (OTO Ta GOTO HA TOKYMEHTI) [21].
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5. [ToBepTaroThCs po3Mi3HAHI TEKCTOBI OJIOKH J10 HAIIIOTO CEPBEPY.
6. CepBep cHiBBIAHOCUTH AaH1 110 OYyJIM HaJlaH1 KJIIEHTOM 3 JIAHHUMHU 110

OTpUMaHi B pe3yJbTaTi pPO3Mi3HABaHHSI TEKCTy Ta (OpPMY€E BIAMOBIIb KIIEHTY

(puc.5.10).

Validation results

Fi v
I v
Date of birth x
E v
Tdentification Cod: v
Passport number v

Puc.5.10 — O0po06sieHnit pe3ynbTaT BiIMOBI1 KIIEHTY.

Ao kimeHT mobakae IHTErpyBaTH II0 IHTEJNEKTyallbHY 1HGOpMAIHY
CUCTEMY JI0 CBOiX cCepBICiB — KoMy mnoTpioHO Oyzae ctBoputu GET 3anut Ha
endpoint: /api/validatiec Bka3aBmm B Headers xmrou Authorization 3i 3HaueHHsSM
TOKCHY, II0 MOXJIHMBO oTpuMaTh Ha ctopinmi «Token» (puc.5.11) Tta B Body
nepepaxyBaTd Bci  noTpiOHi mons  (firstname, lastname, sex, birthday,

passportNumber, idNumber, file) 3 3anmoBHeHnMu 3HaueHHSIMH (prc5.12.).

GET Assign entities to valid GET Validate Details S New Callection ' No Environment v«
Validate [ save v

GET ~  localhost:8080/apijvalidate 1

Params  Authorization  Headers (10)  Body ®  Pre-request Script  Tests  Settings Cookies ¢
Postman-Token @ <calculated when request is sent>

Content-Type @ multipart/form-data; boundary=<calculated when reque.

Content-Length © <calculated when request is sent>

Host @ <calculated when request is sent>

User-Agent @ PostmanRuntime/7.29.0

Accept @ T

Accept-Encoding @ gzip, deflate, br

Connection @ keep-alive

Authorization Pc9hyd056jbaEofXopgqzNkcV7tRgd

Puc.5.11 — JlemoHcTpariist 3anoBHeHoro Headers 3 aBropu3arii€ro mo TOKeHy.



Validate
GET v localhost:8080/apifvalidate
Params Authorization Headers (10) Body ® Pre-request Script Tests Settings
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION
firstname Map'aHa
lastname TkaueHko
sex F
birthday 1010 19998
passportNumber 000000000
idNumber 3688509850
file cardjpg %
LR o

Puc.5.12 — JlemoHcTparis 3anoBHeHoro Body.
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Send v

Cookies

o Bulk Edit

B saxocTi ycnimmHOro BuKoHaHHs 3anuty Mu otpumyeMo JSON 3 iHpopmarriero

PO Te SIKi 3HAYCHHS CIIBMANH, a sKi Hi (puc.5.13).

GET ~  localhost:8080/api/validate
Params Authorization Headers (10) Body @
none @ form-data x-www-form-urlencoded
sex
birthday

passportNumber

idNumber
file
Body Cookies (1) Headers (5) Test Results
Pretty Raw Preview Visualize JSON
11
2 "First name": true,
3 "Last name": true,
4 "Date of birth": false,
5 "Sex": true,
[ "Identification Code": true,
7 "Passport number": true
8

Puc.5.13 — Bignosias 3 pe3ynbraramu y Buriisiai JSON.

Pre-request Script Tests Settings
raw binary GraphQL
3
1010 19999
000000000
3688509850

card.jpg X

@ Status: 200 OK Time: 2.83s  Size: 283 B

A=

Send v

Cookies

Save Response v

mQ

Harnsano 3po3ymitu sk posmizHae cepBic AWS Rekognition TekcT Ha

JIOKYMEHTI MOKJIMBO MEPETISHYBIIH pUC.o.14.
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¥ Results

YKPATHA
UKRAINE
NACNOPT | NFPOMAJAHMHA ~ YKPAIHA

AWUKRAINE
- %Amiigmwu r}B~ mooeocs S PASSPORT = OF A THE CITIZEN OF
'%"k ‘(

UKRAINE

Mpoestige/  Surmame
e A e TKAYEHKO
IBAHIBHA
‘)"(7: "v':-“ éé’ TKACHENKO
[ e PO e TP U
24081991 1991082400026 i/ | Name
D e P
131212025 000000000 MAP'AHA
‘ v . 4 ’ 44
7 MARIANA

Puc.5.14 — Ilpuknan po3mizHanux 0110KiB 3a gomomororo AWS Rekognition.

Sxmo kxopucTyBau 3a0akae IHTETpyBaTH CHUCTEMY JJii  3BIPEHHS
NEPCOHANBHOTO (HOTO, Ta POTO MO 3HAXOAUTHCA HA JTOKYMEHTI — HOMY MOTPIOHO
oyne ctBoputi GET 3amut Ha endpoint: /api/compare e Tak camMO BKaszaTH
nepcoHanbHui K104 B Headers ta mepenatu 2 300paxenHs B Body (document,
photo). ¥V gxocTi BIANMOBIAI HA 3aIUT — KopucTyBay oTpumye JSON iuie 3 oIHUM
nosieMm Similarity e BKa3aHO BIJICOTOK CIiBIaJaHHs MEPCOHATBLHOTO (HOTO Ta POTO

Ha JIOKyMeHTi (puc.5.15).

Compare (@) save v
GET v localhost:8080/api/compare
Params Authorization Headers (10) Body ® Pre-request Script Tests Settings Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION eeo  Bulk Edit
document card.jpg %
photo download.jfif X
Body Cookies (1) Headers (5) Test Results @) Status: 200 OK  Time: 2.265 Size: 187 B Save Response v
Pretty Raw Preview Visualize JSON  + 5 r. Q
1
2 "Similarity": 99.36827
3

Puc.5.15 — Pesynbrar nopiBusiHHS poTorpadiii.
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Harnsauuii npukinan sk cepBic AWS Rekognition mnopiBHoe doTtorpadii
MOXJIMBO 1M0O0AaYUTH Ha puc.5.16 Ta puc 5.17 ae 300pakeHO BX1HI 300paKEHHS Ta

pe3ynbTaT MOPIBHSIHHS BiAMOBIIHO.

Reference face Comparison faces

YKPATH@:U&JKRAINE =

AACTP troMaghesa o 008 T TN 8 AN o

TKAYEHKO
TKACHENKO
MAP'SHA
MARIANA

IBAHIBHA

KIF Vkpaina /UKR

24081991 19910824-00026

13122025 000000000
SdA

7

Puc.5.16 — [Ipuknan BXiAHUX 300pa>Ke€Hb JI IOPIBHSIHHS.

v Results

Similarity 99.3 %

Puc.5.17 — llpukian pe3ynbraty nopiBHSIHHS (HOTO 32 TOMOMOTor0 Amazon
Rekognition
Y Bumanky po3mi3HaBaHHA OCOOMCTHX JaHUX 3 TACHOPTy CHOYaTKy
PO3MI3HAETHCS TEKCT, a MOTIM BiAOYBAa€ThCS TOPIBHSIHHS 3 JaHUMH, 10 Oynu

BBEJICHI MPO 0coO0y 10 I1HTENEKTyaJIbHOI CHCTEeMHM, uepe3 mnepeadadeHy s



32

KOpHCTyBaua cuctemy BBOoay. Konu cucreMa iieHTH(IKYE 0c00y, MOPIBHIOWOYH ii
30BHIIIHICTh 3 ()OTO y MaAcCmopTi, MU OTPUMYEMO BHCOKHUM BIJCOTOK, y pasi

CHIBIAIHHSA.
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BUCHOBKUM
VY naniii po60oTi 6yJI0 pO3p00ICHO IHTEIEKTyalbHY 1HGOPMAIIHHY CUCTEMY Y
BUTJISA/I1 B€O TOAATKY 3 BAKOPUCTAHHIM XMapHUX TEXHOJIOT1H 111 hoTO Bepudikarrii

ocoowu.

Y Xoal BUKOHAHHA POOOTH OYyJIO PO3MIISIHYTO Ta MPONPALbOBAHO BEJIHKY
KUIBKICTh JDKepesl 1HQopmariii 11010 BHUKOPUCTAHHS XMAapHHUX TEXHOJOTIH,
METOJIOJIOTIA ~ TPOEKTYBaHHS  JOJATKy  Ta  MaTepHIB  MPOEKTYBaHHS.
[TpoanamnizyBagiu 310pany iHGopMaIriro 0yio oOpaHO HAHOTTUMATBHIIIAA BapiaHT

CTEKY TEXHOJIOTIH JjIsl CTBOPEHHS 1H(GOPMAIIMHOI CUCTEMHU.

B xoni BUOOpY TEXHOJIOTIUHUX PILLEHb JJI1 BUKOPUCTAHHS IIPU CTBOPEHHS
J0/1aTKy OyJi0 MpOaHalli30BaHO SIK AHAJIOTH, 10 IPUCYTHI HA PUHKY, TaK 1 aHAJIOTH
cepell TMOCTadyalbHUKIB XMapHHUX cepBiciB. byno o0paHo HalOLIbII 3pydHi
THCTPYMEHTH JIJIs1 pO3POOKH, 110 3MEHIIYIOTh MIBUAKICTh Ta CKJIQIHICTh HAITMCAHHS
JOJIaTKy, MIJIBUILYIOTh €EKTUBHICTH POOOTH CEpBICY, & TAKOXK IHCTPYMEHTH IJIs
pPO3pOOKM KIIIEHTCHKOI YACTHMHHM, TaKOX 3a0e3MedyloTh MacluTaOyBaHHS, Ta
MO>KJIMBICTh 1HTErpalii 3 I1HIIMMH CEpBICaMHU, IO MOXKE OyTH KOPUCHUM IpHU

MOJAJIBIIIOMY PO3BUTKY CTBOPEHOI CUCTEMM.

B xoxa1 BukonanHs poGoTu Oynu po3poOieHi giarpamu, a came: ERD, Use
case Ta Class giarpamu. Takoxx 0yJi0 po3p0o0JICHO KIIIEHTChKY YaCTHUHY Ta rOJOBHI

CEpBICH BIAMOBIIHO /10 O13HEC JIOTIKU IHTEJIEKTYaIbHOI 1HPOPMALIIHOI CUCTEMHU.

CrtBOpeHuil MpoTOTUIl BEO OOAATKY 3 HAaBIrali€lo, FOJOBHOK CTOPIHKOIO,
CTOPIHKOIO  TeHepalii MepCOHAJIbHOIO  KIIOuYa, MEeperjisily  CTaTUCTUKH

BUKOPUCTAaHUX PECYPCIB Ta JIEMOHCTpAIHOI poO0TH 1H()OPMALIHOT CUCTEMHU.
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JlomaTok A

JICTHUHI JAVA KJIACIB JIJISI PEAJIIBAILIL CEPBEPHOI YACTUHHU

package com.faceid;

import org.springframework.boot.SpringApplication;

import org.springframework.boot.autoconfigure.SpringBootApplication;

import
org.springframework.boot.autoconfigure.security.servlet.SecurityAutoConfigura
tion;

@SpringBootApplication (exclude = { SecurityAutoConfiguration.class })
public class FaceidApplication {

public static void main (String[] args) {
SpringApplication.run (FaceidApplication.class, args);
}
}

package com.faceid.controllers.user;

import com.faceid.models.CookieManager;

import com.faceid.models.ResponseCreator;

import com.faceid.models.TokenManager;

import org.springframework.core.io.ByteArrayResource;

import org.springframework.core.io.Resource;

import com.faceid.models.entities.User;

import com.faceid.services.interfaces.RequestService;

import com.faceid.services.interfaces.UserService;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.http.HttpHeaders;

import org.springframework.http.HttpStatus;

import org.springframework.http.MediaType;

import org.springframework.http.ResponseEntity;

import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.RestController;

import javax.servlet.http.HttpServletRequest;
import java.io.IOException;

@RestController

public class DetailsController {
@Autowired
private TokenManager tokenManager;
@Autowired
private CookieManager cookieManager;
@Autowired
private UserService userService;
@Autowired
private RequestService requestService;
@Autowired

private ResponseCreator responseCreator;

@GetMapping ("/graph")
public ResponseEntity graph (HttpServletRequest request) {
User user = userService.findByUsername (
tokenManager.decodedWT (cookieManager.getCookieValue (request,
"auth-token™"))
.getlIssuer());
return ResponseEntity.status (HttpStatus.OK)
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.body (requestService.countRequestsAndFindDateByUsername (user.getUsername ())) ;

}

@GetMapping ("/stats™)
public ResponseEntity stats (HttpServletRequest request) {
User user = userService.findByUsername (
tokenManager.decodedWT (cookieManager.getCookieValue (request,
"auth-token"))
.getlIssuer());

String roleName = userService.getCurrentRole (user.getId()) .getName () ;

if (requestService.getAmountPerMonth (user.getUsername()) == null) {

return ResponseEntity.status (HttpStatus.OK) .body (new

ResponseCreator () .getStatsData (roleName, 0, null));

}

int used = requestService.getAmountPerMonth (user.getUsername()) ;

return ResponseEntity.status (HttpStatus.OK) .body (new
ResponseCreator ()

.getStatsData (roleName, used,

requestService.countRequestsAndFindDateByUsername (user.getUsername () ))

) ;

}

@GetMapping ("/download")
public ResponseEntity<Resource> download (HttpServletRequest request)
throws IOException {
User user = userService.findByUsername (
tokenManager.decodeJdWT (cookieManager.getCookieValue (request,
"auth-token"))
.getlIssuer());

HttpHeaders header = new HttpHeaders();
header.add (HttpHeaders.CONTENT DISPOSITION, "attachment;
filename=report.csv");

header.add ("Cache-Control", "no-cache, no-store, must-revalidate");
header.add ("Pragma", "no-cache");
header.add ("Expires", "0");

byte[] file =
responseCreator.getFileReport (requestService.countRequestsAndFindDateByUserna
me (user.getUsername())) ;

ByteArrayResource resource = new ByteArrayResource (file);

return ResponseEntity.ok()
.headers (header)
.contentLength (file.length)
.contentType (MediaType.parseMediaType ("application/octet-
stream"))
.body (resource) ;

}

package com.faceid.controllers.user;

import com.faceid.models.TokenManager;

import com.faceid.models.entities.User;

import com.faceid.services.interfaces.UserService;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Controller;

import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.RequestParam;

import javax.servlet.http.Cookie;
import javax.servlet.http.HttpServletResponse;



@Controller

public

class LoginController {

@Autowired

private TokenManager tokenManager;
@Autowired

private UserService userService;

@GetMapping (path = "/login")
public String login (

}

@RequestParam String username,

@RequestParam String password,

HttpServletResponse response) {
User user = userService.findByUsername
if (user !=null) {

(username) ;

if (user.getPassword () .equals (password)) {
Cookie cookie = new Cookie ("auth-token",
tokenManager.createdWT (user.getUsername()) ) ;

cookie.setMaxAge (60*60) ;
response.addCookie (cookie) ;
}
}

return "redirect:/home";

package com.faceid.controllers.user;

import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

com. faceid.models.CookieManager;
com. faceid.models.PaymentCreator;
com. faceid.models.TokenManager;

com.faceid.models.entities.Role;
com.faceid.models.entities.User;

com.faceid.services.interfaces.UserService;
org.springframework.beans.factory.annotation.Autowired;
org.springframework.beans.factory.annotation.Value;
org.springframework.stereotype.Controller;

org.springframework.ui.Model;

org.springframework.web.bind.annotation
org.springframework.web.bind.annotation
org.springframework.web.bind.annotation
org.springframework.web.bind.annotation

javax.servlet.http.HttpServletRequest;

@Controller

public

class PaymentController ({

@Value ("S${ligpay.publicKey}")
private String publicKey;

@value ("${ligpay.privateKey}")
private String privateKey;
@Autowired

private PaymentCreator paymentCreator;
@Autowired

private UserService userService;
@Autowired

private TokenManager tokenManager;
@Autowired

private CookieManager cookieManager;

private User currentUser;
private Role currentRole;

.Pathvariable;
.PostMapping;
.RequestMapping;
.RequestMethod;

@RequestMapping (value = "/subscribe/{role}", method = RequestMethod

.GET)

38
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public String payment (@PathVariable ("role") String role, Model model,
HttpServletRequest req) {
currentUser = userService.findByUsername (
tokenManager.decodedWT (cookieManager.getCookieValue (req,
"auth-token")) .getIssuer ()
)
currentRole = userService.getCurrentRole (currentUser.getId())
model.addAttribute ("html",
paymentCreator.generatePayment (currentUser.getUsername (), role, publicKey,
privateKey));
model.addAttribute ("user", currentUser);
model.addAttribute ("role", currentRole);
return "payment";

}

@PostMapping ("/successfully/{role}")
public String successfully(@PathVariable ("role™) String role) {
int rolelId = 1;

if (role.equals ("pro")) {
roleld = 2;
}else if (role.equals ("enterprise™)) {

rolelId = 3;
}
userService.updateRoleForUser (currentUser.getId (), roleld);
return "redirect:/home";
}
}

package com.faceid.controllers.user;

import com.faceid.models.UserValidator;

import com.faceid.models.entities.User;

import com.faceid.services.interfaces.UserService;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Controller;

import org.springframework.web.bind.annotation.PostMapping;
import org.springframework.web.bind.annotation.RequestParam;

@Controller

public class RegistrationController {
@Autowired
private UserService userService;
@Autowired
private UserValidator userValidator;

@PostMapping (path="/registration")
public String registration(
@RequestParam String username,
@RequestParam String email,
@RequestParam String password,
@RequestParam String repassword) {
if (!password.equals (repassword)) {
return "redirect:/registration?error=password";
}else {
if (userService.findByUsername (username) != null) {

if (userService.findByUsername (username) .getUsername () .equals (username) ) {
return "redirect:/registration?error=username";
}else
if (userService.findByUsername (username) .getEmail () .equals (email)) {
return "redirect:/registration?error=email";
}
}

User user = new User();
user.setUsername (username) ;



}
package

import
import
import
import
import
import
import
import
import
import
import
import

import

}

return

user.setEmail (email) ;
user.setPassword (password) ;
userService.save (user) ;

"redirect:/";

com. faceid.controllers.user;

com.
com.
com.
com.
com.
org.
org.
org.
org.
org.
org.
org.

faceid.controllers.HomeController;
faceid.models.CookieManager;
faceid.models.TokenManager;
faceid.models.entities.User;

faceid.services.

slf4j.Logger;

interfaces.UserService;

slfd4j.LoggerFactory;

springframework.
springframework.
springframework.
springframework.
springframework.

beans.factory.annotation.Autowired;
http.HttpStatus;
http.ResponseEntity;
web.bind.annotation.GetMapping;
web.bind.annotation.RestController;

javax.servlet.http.HttpServletRequest;

@RestController
public class TokenController {
private Logger logger

@Autowired
private TokenManager tokenManager;
@Autowired
private CookieManager cookieManager;
@Autowired
private UserService userService;

LoggerFactory.getLogger (HomeController.class) ;

@GetMapping ("/token generate")

public ResponseEntity generateToken (HttpServletRequest request) {

User user = userService.findByUsername (

tokenManager.decodeJWT (cookieManager.getCookieValue (request,

"auth-token"))

.getlIssuer());

if (user !'= null) {

userService.setUserToken (user) ;

logger.info (user.toString());

return

ResponseEntity.status (HttpStatus.OK) .body (user.getToken ()) ;

}else {

return

ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Unauthorized") ;

}

}

@GetMapping ("/token verify")
public String verifyToken() {
return "token verify";

}

@GetMapping ("/token get")
public String getToken () {

}
}

return "token get";

package com.faceid.controllers.validations;
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import com.faceid.models.TokenManager;
import com.faceid.models.data.Router;
import com.faceid.models.entities.Request;
import com.faceid.models.entities.Role;
import com.faceid.models.entities.User;

import com.faceid.services.interfaces.RequestService;
import com.faceid.services.interfaces.UserService;
import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.http.HttpStatus;

import org.springframework.http.ResponseEntity;
import org.springframework.web.bind.annotation.
import org.springframework.web.bind.annotation.
import org.springframework.web.bind.annotation.
import org.springframework.web.bind.annotation.
import org.springframework.web.bind.annotation.
import org.springframework.web.bind.annotation.

GetMapping;
RequestHeader;
RequestMapping;
RequestMethod;
RequestParam;
RestController;

import org.springframework.web.multipart.MultipartFile;

import javax.servlet.http.HttpServletResponse;
import java.io.IOException;

import java.time.LocalDate;

import java.time.format.DateTimeFormatter;
import java.util.Map;

@RequestMapping (
value = "/api",
method = RequestMethod.GET,
produces = "application/json"
)
@RestController
public class ValidationApiController {
@Autowired
protected Router router;
@Autowired
private UserService userService;
@Autowired
private RequestService requestService;
@Autowired

private TokenManager tokenManager;

@GetMapping (path = "/validate", produces = "application/json")
public ResponseEntity validate (@RequestHeader ("Authorization”) String

token,
@RequestParam("file")

@RequestParam
@RequestParam
@RequestParam
@RequestParam
@RequestParam
@RequestParam

IOException {

if (token == null || token.isEmpty()) {

String
String
String
String
String
String

MultipartFile file,
firstname,

lastname,

sex,

birthday,
passportNumber,
idNumber) throws

return new ResponseEntity<> (HttpStatus.UNAUTHORIZED) ;

}

Request request = new Request();

String username = userService.findUsernameByToken (token) ;

if (username == null) {

return new ResponseEntity<> (HttpStatus.UNAUTHORIZED) ;

}
if (file == null || file.isEmpty()) {

return new ResponseEntity<>(HttpStatus.BAD REQUEST) ;

}

Integer amount = requestService.getAmountPerMonth (username) ;

if (amount == null) {
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amount = 0;
}
Role role =
userService.getCurrentRole (userService.findByUsername (username) .getId()) ;
switch (role.getName ()) {
case "basic":
if (amount == 500) {
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("You have reached the limit
of requests per month");
}
break;
case "pro":
if (amount == 5000) {
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("You have reached the limit
of requests per month");
}
break;
case "enterprise':
if (amount == 100000) {
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("You have reached the limit
of requests per month");
}
break;

}

request.setUsername (username) ;

request.setDate (LocalDate.now() .format (DateTimeFormatter.ofPattern ("dd-MMM~-
yyyy")) )i
requestService.save (request) ;
return ResponseEntity.status (HttpStatus.OK)
.body (router.validate (file, firstname, lastname, sex,
birthday, passportNumber, idNumber)):;
}

@GetMapping (path = "/compare", produces = "application/json")
public ResponseEntity compare (@RequestHeader ("Authorization") String
token,

@RegquestParam ("document") MultipartFile
doc,
@ReguestParam ("photo") MultipartFile photo)
throws IOException {
if (token == null || token.isEmpty()) {
return new ResponseEntity<> (HttpStatus.UNAUTHORIZED) ;
}
Request request new Request();
String username = userService.findUsernameByToken (token) ;
if (username == null) {
return new ResponseEntity<> (HttpStatus.UNAUTHORIZED) ;

}

if (doc == null || doc.isEmpty () || photo.isEmpty()) {
return new ResponseEntity<> (HttpStatus.BAD REQUEST) ;

}

Integer amount = requestService.getAmountPerMonth (username) ;
if (amount == null) {
amount = 0;

}
Role role =
userService.getCurrentRole (userService.findByUsername (username) .getId()) ;
switch (role.getName ()) {
case "basic":
return ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("You
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are now allowed to use photo comparison API.");
case "pro":
if (amount == 5000) {
return

ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("You have reached the limit
of requests per month");

}

break;

case "enterprise':
if (amount == 100000) {
return

ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("You have reached the limit
of requests per month");

}

break;

}

request.setUsername (username) ;

request.setDate (LocalDate.now() .format (DateTimeFormatter.ofPattern ("dd-MMM-
yyyy")) )i
requestService.save (request) ;
return ResponseEntity.status (HttpStatus.OK)
.body (router.compare (photo, doc)):;

}

package com.faceid.controllers.validations;

import com.faceid.models.data.Router;

import com.faceid.services.interfaces.RequestService;

import com.faceid.services.interfaces.UserService;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Controller;

import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RequestMethod;
import org.springframework.web.bind.annotation.RequestParam;
import org.springframework.web.multipart.MultipartFile;

import java.io.IOException;

@Controller

public class ValidationController ({
@Autowired
private Router router;
@Autowired
private UserService userService;
@Autowired
private RequestService requestService;

@RequestMapping (value = "/validate", method = RequestMethod.POST)
public String singleFileUpload (
@RequestParam("file") MultipartFile file,
@RequestParam String firstname,
@RequestParam String lastname,
@RequestParam String sex,
@RequestParam String birthday,
@RequestParam String passportNumber,
@RequestParam String idNumber,
Model model)
throws IOException {

model.addAttribute ("users",
router.validate(file, firstname, lastname, sex, birthday,



passportNumber, idNumber)
);

return "result";

}

package com.faceid.controllers;

import org.springframework.stereotype.Controller;
import org.springframework.web.bind.annotation.RequestMapping;

@Controller
public class GeneralController {

@RequestMapping ("/™)
public String index() {
return "redirect:/index.html";
}
}

package com.faceid.controllers;

import com.faceid.models.CookieManager;
import com.faceid.models.TokenManager;

import com.faceid.models.entities.Role;
import com.faceid.models.entities.User;
import com.faceid.services.interfaces.UserService;

import org.slfdj.x*;

import org.springframework.ui.Model;

import org.springframework.stereotype.Controller;

import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.beans.factory.annotation.Autowired;

import javax.servlet.http.Cookie;
import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

@Controller
public class HomeController {

private Logger logger = LoggerFactory.getLogger (HomeController.class);

@Autowired

private TokenManager tokenManager;
@Autowired

private UserService userService;
@Autowired

private CookieManager cookieManager;

@GetMapping ("/details™)
public String getGraph (Model model, HttpServletRequest req) {
if (isCookieDoesNotExists (req)) |
logger.info ("Cookie does not exists");
logger.info ("Redirecting to /");
return "redirect:/";
}
logger.info ("Cookie exists");
logger.info ("Adding token to model");
addModelUser (model, req);
logger.info ("Redirecting to /graph");
return "graph";

}

@GetMapping ("/token™)



45

public String getToken (Model model, HttpServletRequest req) {

if (isCookieDoesNotExists (req)) {
logger.info ("Cookie does not exists");
logger.info ("Redirecting to /") ;
return "redirect:/";

}

logger.info ("Cookie exists");

logger.info ("Adding token to model");

addModelUser (model, req);

logger.info ("Redirecting to /token");

return "token";

}

@GetMapping (" /home™)
public String getHome (Model model, HttpServletRequest req) {

if (isCookieDoesNotExists (req)) |
logger.info ("Cookie does not exists");
logger.info ("Redirecting to /") ;
return "redirect:/";

}

logger.info ("Cookie exists");

logger.info ("Adding token to model");

addModelUser (model, req);

logger.info ("Redirecting to /home");

return "home";

}

@GetMapping ("/demo")
public String getDemo (Model model, HttpServletRequest req) {

if (isCookieDoesNotExists (req)) {
logger.info ("Cookie does not exists");
logger.info ("Redirecting to /");
return "redirect:/";

}

logger.info ("Cookie exists");

logger.info ("Adding token to model");

addModelUser (model, req);

logger.info ("Redirecting to /demo");

return "demo";

}

@GetMapping ("/logout™)
public String getLogout (HttpServletResponse response) {

Cookie cookie = new Cookie ("auth-token", null);
cookie.setMaxAge (0) ;

response.addCookie (cookie) ;

return "redirect:/";

}

private void addModelUser (Model model, HttpServletRequest req) {
User user = userService.findByUsername (
tokenManager.decodedWT (cookieManager.getCookieValue (req,
"auth-token")) .getIssuer ()

) ;
Role role = userService.getCurrentRole (user.getId()):;

model.addAttribute ("user", user);
model.addAttribute ("role", role);

}

private boolean isCookieDoesNotExists (HttpServletRequest req) {
reqg.getCookies () .length <= 0;

return req.getCookies () == null ||

}



package com.faceid.models.converters;

public interface ConvertableDetail {
String getDate ()
int getAmount () ;

}

package com.faceid.models.data;

public class Generator {

private static final String AB
"0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz—
private static final int RANDOM STRING LENGTH

public static String randomString () {
new StringBuilder(RANDOM_STRING_LENGTH);

}
}

Str
for

}

ingBuilder sb
(int 1 = 0;
int index =

(int)

1< RANDOM STRING LENGTH;
* Math.random() ) ;

(AB.length ()

sb.append (AB.charAt (index)) ;

return sb.toString();

package com.faceid.models.data;

30;

i++) |

import com.amazonaws.services.rekognition.model.Image;
import com.amazonaws.util.IOUtils;
import com.faceid.models.entities.Identity;
import com.faceid.models.enums.Names;
import com.faceid.services.amazon.RecognizeData;
import com.faceid.services.amazon.UploadToS3;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Component;
import org.springframework.web.multipart.MultipartFile;
import java.io.File;
import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.file.Files;
import java.nio.file.Path;
import java.nio.file.Paths;
import java.util.HashMap;
import java.util.Map;
@Component
public class Router {
@Autowired
private Validator validator;
@Autowired
private UploadToS3 uploadToS3;
@Autowired

private RecognizeData recognizeData;

public Map<String,

byt

Path path

e[] bytes

String
String
String
String
String
String

file.getBytes () ;
Paths.get (file.getOriginalFilename () ) ;

Files.write (path, bytes);

upl

oadToS3.upload/(

Boolean> validate (MultipartFile file,

firstname,
lastname,

sex,

birthday,
passportNumber,
idNumber) throws
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Names .BUCKET NAME.getBucketName (),
file.getOriginalFilename(),
new File(file.getOriginalFilename () )

) ;

Identity user = new Identity(firstname, lastname, birthday, sex,

passportNumber, idNumber) ;

Identity recognized = recognizeData.recognize (
file.getOriginalFilename(),
Names .BUCKET NAME.getBucketName ()

) ;

return validator.validate (user, recognized);

public Map<String, Float> compare (MultipartFile photo, MultipartFile doc)
throws IOException {
ByteBuffer sourceBuffer =

ByteBuffer.wrap (IOUtils. toByteArray (photo.getInputStream()));
ByteBuffer targetBuffer =

ByteBuffer.wrap (IOUtils. toByteArray (doc.getInputStream()));
Image source = new Image () .withBytes (sourceBuffer);
Image target = new Image () .withBytes (targetBuffer);
return new HashMap<> () {{

put ("Similarity", recognizeData.compare (source, target));

| B

}

package com.faceid.models.data;

import com.amazonaws.services.rekognition.model.Image;
import com.faceid.models.StringFormatter;

import lombok.Data;

import org.springframework.stereotype.Component;

import com.faceid.models.entities.Identity;

import java.util.Arrays;

import java.util.HashMap;
import java.util.LinkedHashMap;
import java.util.Map;

@Data
@Component
public class Validator {
private Map<String, Boolean> results = new LinkedHashMap<> () ;

public Map<String, Boolean> validate (Identity requested, Identity
recognized) {
results.put ("First name",

requested.getFirstName () . toUpperCase () .equals (recognized.getFirstName ())) ;
results.put ("Last name",

requested.getLastName () . toUpperCase () .equals (recognized.getLastName ())) ;
results.put ("Date of birth",

StringFormatter.removeDash (requested.getDate()) .equals (recognized.getDate()))

I

results.put ("Sex",

requested.getSex () .toUpperCase () .equals (recognized.getSex()));
results.put ("Identification Code",
isValidIdentificationCode (requested.getIdNumber ()));
results.put ("Passport number",
requested.getPassportNumber () .equals (recognized.getPassportNumber ()));

System.out.println (requested) ;
System.out.println (recognized) ;
return results;
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public boolean isValidIdentificationCode (String code) {
int[] numbers =
Arrays.stream(code.split ("")) .mapToInt (Integer::parselnt) .toArray();
int checkSum = numbers[0] * -1 +
numbers[1l] * 5 +

numbers([2] * 7 +
numbers[3] * 9 +
numbers[4] * 4 +
numbers[5] * 6 +
numbers[6] * 10 +
numbers[7] * 5 +
numbers (8] * 7;
System.out.println (checkSum) ;
int checkValue = checkSum % 11;
System.out.println (checkValue);
if (checkValue == 10) {

checkValue = 0;
}
return checkValue == numbers[9];
}
}

package com.faceid.models.entities;
import com.faceid.models.converters.ConvertableDetail;

public class Detail implements ConvertableDetail {
private String date;
private int amount;

public String getDate () {
return date;

}

public void setDate (String date) {
this.date = date;
}

public int getAmount () {
return amount;

}

public void setAmount (int amount) {
this.amount = amount;

}

@Override
public String toString () {
return "Detail{" +
"date='" + date + '\'' +
", amount='" + amount + '\'' +
'}';
}
}

package com.faceid.models.entities;

import lombok.AllArgsConstructor;
import lombok.Data;

import lombok.EqualsAndHashCode;
import lombok.NoArgsConstructor;

@Data
@NoArgsConstructor
@AllArgsConstructor



public class Identity {
private String firstName;
private String lastName;
private String date;
@EqualsAndHashCode.Exclude
private String sex;
private String passportNumber;
@EgualsAndHashCode.Exclude
private String idNumber;

}

package com.faceid.models.entities;

import javax.persistence.Entity;

import javax.persistence.GeneratedValue;
import javax.persistence.GenerationType;
import javax.persistence.Id;

import javax.persistence.ManyToOne;
import javax.persistence.Table;

REntity

@Table (name = "request")

public class Request {
@Id

@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

private String username;

private String date;

public Long getId() {
return id;

}

public void setId(Long id) {
this.id = id;
}

public String getUsername () {
return username;

}

public void setUsername (String username) {
this.username = username;

}

public String getDate() {
return date;

}

public void setDate (String date) {
this.date = date;
}
}

package com.faceid.models.entities;

import javax.persistence.*;
import java.util.Set;

@Entity

@Table (name = "role™)

public class Role {
@Id

@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;



private

@ManyToM
private

public L
retu

}

public v
this
}

public S
retu

}

public v
this
}

public S
retu

}

public v
this
}
}

package com.

import lombo
import lombo

String name;

any (mappedBy = "roles™)
Set<User> users;

ong getId() {

rn id;

oid setId(Long id) {
.id = id;

tring getName () {
rn name;

oid setName (String name) {
.name = name;

et<User> getUsers () {
rn users;

oid setUsers (Set<User> users) {
.users = users;
faceid.models.entities;

k.AllArgsConstructor;
k.Data;

import org.springframework.stereotype.Component;

@Data
@AllArgsCons
public class
private
private
private
private
}

package com.

import javax.
import javax.
import javax.
import javax.
import javax.
import javax.
import javax.

tructor
StatsData {
int limit;
int used;
int free;
int average;

faceid.models.entities;

persistence.Entity;
persistence.GeneratedValue;
persistence.GenerationType;
persistence.Id;
persistence.ManyToMany;
persistence.OneToMany;
persistence.Table;

import java.util.Set;

@Entity

@Table (name

public class
@Id
@Generat
private
private
private
private
@ManyToM

= "users")
User {

edValue (strategy = GenerationType
Long 1id;

String username;

String email;

String password;

any

. IDENTITY)
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private Set<Role> roles;

private String token;

public Long getId() {
return id;

}

public void setId(Long id) {
this.id = id;

}

public String getUsername () {
return username;

}

public void setUsername (String username)
this.username = username;

}

public String getEmail () {
return email;

}

public void setEmail (String email) {
this.email = email;

}

public String getPassword() {
return password;

}

public void setPassword(String password)
this.password = password;

}

public Set<Role> getRoles () {
return roles;

}

public void setRoles (Set<Role> roles) {
this.roles = roles;

}

public String getToken () {
return token;

}

public void setToken (String token) {
this.token = token;

}

@Override
public String toString () {
return "User{" +

"id=" + id +
", username='" + username +
", email="" + email + '\'' +
", password='" + password +
", roles=" + roles +
", token='" + token + '\'' +

'}';
}

package com.faceid.models.enums;

import lombok.AllArgsConstructor;
import lombok.Getter;

@All1ArgsConstructor

@Getter

public enum Names {
BUCKET NAME ("faceid-documents") ;
private final String bucketName;

{

{

'\"

'\"

+

+

ol
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package com.faceid.models.enums;

import lombok.AllArgsConstructor;

import lombok.Getter;

@AllArgsConstructor

QGetter

public enum Roles {
BASIC(1),

PRO(2),

ENTERPRISE(3),
ADMIN (4) ;
private final int role id;

}

package com.faceid.models;

import
import
import
import
import
import
import

import
import
import

com.
com.
com.
com.
com.
com.
com.

org.
org.
org.

amazonaws
amazonaws
amazonaws

.auth.AWSCredentials;
.auth.AWSStaticCredentialsProvider;
.auth.BasicAWSCredentials;
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.rekognition.AmazonRekognition;
services.rekognition.AmazonRekognitionClient;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;

springframework.beans.factory.annotation.Value;
springframework.context.annotation.Bean;
springframework.context.annotation.Configuration;

@Configuration

public class AmazonConfig {
@Value ("S{aws.accessKey}")
private String accessKey;
@Value ("S{aws.secretKey}")
private String secretKey;

@Bean
public AmazonS3 s3() {

AWSCredentials awsCredentials =

new BasicAWSCredentials (accessKey, secretKey);
System.out.println (awsCredentials.getAWSSecretKey () + " " +
awsCredentials.getAWSAccessKeyId());

return AmazonS3ClientBuilder

.standard/()

.withRegion ("eu-west-1")

.withCredentials (new

AWSStaticCredentialsProvider (awsCredentials))

Jbouild();

}

public AmazonRekognition rekognition () {

AWSCredentials awsCredentials =

new BasicAWSCredentials (accessKey, secretKey);
return AmazonRekognitionClient

.builder ()

.withRegion ("eu-west-1")

.withCredentials (new
AWSStaticCredentialsProvider (awsCredentials))

Jouild ()

}

package com.faceid.models;

import org.springframework.stereotype.Component;



import javax.servlet.http.Cookie;
import javax.servlet.http.HttpServletRequest;
import java.util.Arrays;

@Component
public class CookieManager {
public String getCookieValue (HttpServletRequest req, String cookieName)
return Arrays.stream(reqg.getCookies())

.filter(c -> c.getName () .equals (cookieName))
.findFirst ()
.map (Cookie: :getValue)
.0orElse(null);

}

package com.faceid.models;

import com.ligpay.LigPay;
import org.springframework.stereotype.Component;

import java.time.LocalDateTime;

import java.time.format.DateTimeFormatter;
import java.util.HashMap;

import java.util.Map;

@Component
public class PaymentCreator ({

public String generatePayment (String username, String role, String
publicKey, String privateKey) {

String date =
LocalDateTime.now () . format (DateTimeFormatter.ofPattern ("yyyy-MM-dd
HH:mm:ss") ) ;

HashMap<String, String> params = new HashMap<>();

params.put ("action", "subscribe");

params.put ("currency", "USD");

params.put ("order id", role + "/" + username);

params.put ("version", "3");

params.put ("language", "en");

params.put ("public key", publicKey);

params.put ("subscribe periodicity", "month");

params.put ("subscribe date start", date);

params.put ("result url", "http://localhost:8080/successfully/" +

—~ o~ o~~~

role);
if (role.equals ("pro")) {
params.put ("amount", "150");
params.put ("description", "Upgrading to status PRO");
}else if (role.equals ("enterprise™)) {
params.put ("amount", "750");
params.put ("description", "Upgrading to status ENTERPRISE");
}
LigPay ligpay = new LigPay(publicKey, privateKey):;
return ligpay.cnb_ form(params) ;

public Map<String, Object> receivePaymentStatus(String role, String
username, String publicKey, String privateKey) throws Exception {
HashMap<String, String> params = new HashMap<>();
params.put ("action", "status");
params.put ("version", "3");
params.put ("order id", role + "/" + username);

LigPay ligpay = new LigPay (publicKey, privateKey);
return ligpay.api ("request", params);
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package com.faceid.models;

import com.faceid.models.converters.ConvertableDetail;
import com.faceid.models.entities.StatsData;
import org.springframework.stereotype.Component;

import java.io.BufferedWriter;
import java.io.File;

import java.io.FileWriter;
import java.io.IOException;
import java.io.PrintWriter;
import java.nio.file.Files;
import java.util.List;

@Component
public class ResponseCreator {
public StatsData getStatsData (String role, int used,
List<ConvertableDetail> values) {
int limit = 0;
switch (role) {
case "basic":
limit = 500;
break;
case "pro":
limit = 5000;
break;
case "enterprise':
limit = 100000;
break;
default:
break;
}
if(values != null)
{
int average =
values.stream() .mapToInt (ConvertableDetail::getAmount) .sum() / values.size();
return new StatsData(limit, used, limit-used, average);
}

return new StatsData(limit, used, limit-used, 0);

public byte[] getFileReport (List<ConvertableDetail> details) throws
IOException {
File file = new File("report.csv");
try(FileWriter fw = new FileWriter (file)) {
fw.write ("Date, Amount\n") ;
details.forEach (detail -> {
try {
fw.write(detail.getDate() + "," + detail.getAmount () +
"\n") ;
} catch (IOException e) {
throw new RuntimeException (e);

1)
}
return Files.readAllBytes(file.toPath());

}

package com.faceid.models;
import org.springframework.stereotype.Component;

@Component
public class StringFormatter {



public static String removeDash (String string) {
return string.replace("-"," ");
}
}

package com.faceid.models;

import io.jsonwebtoken.Claims;

import io.]jsonwebtoken.JwtBuilder;

import io.jsonwebtoken.Jwts;

import io.jsonwebtoken.SignatureAlgorithm;

import org.springframework.beans.factory.annotation.Value;
import org.springframework.stereotype.Component;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;
import java.security.Key;

@Component

public class TokenManager
@Value ("S{jwt.secret}")
private String secret;

public String createdWT (String issuer) {
SignatureAlgorithm signatureAlgorithm = SignatureAlgorithm.HS256;

byte[] apiKeySecretBytes =
DatatypeConverter.parseBase64Binary (secret);

Key signingKey = new SecretKeySpec (apiKeySecretBytes,
signatureAlgorithm.getJcaName () ) ;

JwtBuilder builder = Jwts.builder ()

.setIssuer (issuer)

.signWith (signatureAlgorithm, signingKey);
return builder.compact () ;

public Claims decodedWT (String jwt) {
return Jwts.parser()
.setSigningKey (DatatypeConverter.parseBase64Binary (secret))
.parseClaimsJws (jwt)
.getBody () ;
}
}

package com.faceid.models;

import com.faceid.models.entities.User;

import com.faceid.services.interfaces.UserService;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Component;

import org.springframework.validation.Errors;

import org.springframework.validation.ValidationUtils;

import org.springframework.validation.Validator;

@Component
public class UserValidator implements Validator ({
@Autowired
private UserService userService;
@Override
public boolean supports (Class<?> aClass) {
return User.class.equals (aClass);
}
@Override
public void validate (Object o, Errors errors) {
User user = (User) o;
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ValidationUtils.rejectIfEmptyOrWhitespace (errors, "username",
"NotEmpty") ;
if (user.getUsername () .length() < 6 || user.getUsername().length() >
32) |
errors.rejectValue ("username", "Size.userForm.username");
}
if (userService.findByUsername (user.getUsername()) != null) {
errors.rejectValue ("username", "Duplicate.userForm.username");
}
ValidationUtils.rejectIfEmptyOrWhitespace (errors, "password",
"NotEmpty") ;
if (user.getPassword() .length() < 8 || user.getPassword().length() >
32) |
errors.rejectValue ("password", "Size.userForm.password");

package com.faceid.repositories;

import com.faceid.models.converters.ConvertableDetail;

import com.faceid.models.entities.Request;

import org.springframework.data.jpa.repository.JdpaRepository;
import org.springframework.data.jpa.repository.Modifying;

import org.springframework.data.jpa.repository.Query;

import org.springframework.stereotype.Repository;

import org.springframework.transaction.annotation.Transactional;

import java.util.List;

@Repository

public interface RequestRepository extends JpaRepository<Request, Long> {
List<Request> findAllByUsername (String username) ;
List<Request> findAllByDate (String date);
List<Request> findAllByUsernameAndDate (String username, String date);

@Query (value = "SELECT date, COUNT (date) as amount from request where
username = ? group by date", nativeQuery = true)

List<ConvertableDetail> countRequestsAndFindDateByUsername (String
username) ;

@Query(value = "SELECT COUNT (id) AS amount FROM request where username =
? and DATE_TRUNC ("month', datel\\:\\:date) = DATE_TRUNC ('month', CURRENT_DATE)
GROUP BY DATE TRUNC ('month', datel\:\\:date)", nativeQuery = true)

Integer amountPerCurrentMonth (String username) ;

}

package com.faceid.repositories;

import com.faceid.models.entities.Role;

import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.data.jpa.repository.Modifying;

import org.springframework.data.jpa.repository.Query;

import org.springframework.stereotype.Repository;

import org.springframework.transaction.annotation.Transactional;

@Repository
public interface RoleRepository extends JpaRepository<Role, Long>{
Role findRoleById(Long id);

@Transactional

@Modifying

@Query (value = "INSERT INTO users roles(users id, roles id) values
(?1,722)", nativeQuery = true)

void insertRole (long userId, int roleId);



@Transactional

@Modifying
@Query (value = "UPDATE users roles SET roles id = ?2 where users id =
?1", nativeQuery = true)

void updateRoleForUser (long userId, int roleId);

@Query (value = "SELECT * from role where id = (SELECT roles id FROM
users roles WHERE users id = ?)", nativeQuery = true)

Role getRoleByUserId(long userId);
}

package com.faceid.repositories;

import com.faceid.models.converters.ConvertableDetail;

import com.faceid.models.entities.User;

import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.data.jpa.repository.Query;

import org.springframework.stereotype.Repository;

import java.util.List;

@Repository
public interface UserRepository extends JpaRepository<User, Long> {

User findByUsername (String username) ;

User findByToken (String token);

@Query (value = "SELECT date, COUNT (date) as amount from request where
username = ? group by date", nativeQuery = true)

List<ConvertableDetail> countRequestsAndFindDateByUsername (String
username) ;
}

package com.faceid.services.amazon;

import com.amazonaws.services.rekognition.model.AmazonRekognitionException;
import com.amazonaws.services.rekognition.model.CompareFacesMatch;
import com.amazonaws.services.rekognition.model.CompareFacesRequest;
import com.amazonaws.services.rekognition.model.DetectTextRequest;
import com.amazonaws.services.rekognition.model.DetectTextResult;
import com.amazonaws.services.rekognition.model.Image;

import com.amazonaws.services.rekognition.model.S30bject;

import com.amazonaws.services.rekognition.model.TextDetection;
import com.faceid.models.AmazonConfig;

import com.faceid.models.entities.Identity;

import org.apache.commons.text.StringEscapeUtils;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Service;

import java.util.List;

@Service

public class RecognizeData {
@Autowired
private AmazonConfig amazonConfig;

public Identity recognize (String name, String bucket) {
Identity identity = new Identity();
DetectTextRequest request = new DetectTextRequest ()
.withImage (new Image ()
.withS30bject (new S30bject ()
.withName (name)
.withBucket (bucket)));
try {
DetectTextResult result =
amazonConfig.rekognition () .detectText (request) ;
List<TextDetection> textDetections = result.getTextDetections();
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System.out.println ("Detected lines and words for " + name);
identity.setLastName (textDetections.get (5) .getDetectedText ()) ;
identity.setFirstName (textDetections.get (8) .getDetectedText ()) ;
identity.setDate (textDetections.get (19) .getDetectedText ());

identity.setPassportNumber (textDetections.get (24) .getDetectedText ()) ;

identity.setSex (textDetections.get (15) .getDetectedText () .replace("/", ""));
} catch (AmazonRekognitionException e) {
e.printStackTrace () ;

}

return identity;

public float compare (Image source, Image target) {
CompareFacesRequest request = new
CompareFacesRequest () .withSourceImage (source) .withTargetImage (target) ;
List<CompareFacesMatch> faces =
amazonConfig.rekognition () .compareFaces (request) .getFaceMatches () ;
if (faces.size () == 0){
return 0;
}

return faces.get(0).getSimilarity();

}

package com.faceid.services.amazon;

import com.amazonaws.AmazonServiceException;

import com.faceid.models.AmazonConfig;

import lombok.AllArgsConstructor;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Service;

import java.io.File;

@AllArgsConstructor
@Service
public class UploadToS3 {
@Autowired
private final AmazonConfig amazonS3;

public void upload(String path, String fileName, File file) {
try |
amazonS3.s3 () .putObject (path, fileName, file);
} catch (AmazonServiceException e) {
throw new IllegalStateException("Failed to upload the file", e);

}
}

package com.faceid.services.interfaces;

import com.faceid.models.converters.ConvertableDetail;
import com.faceid.models.entities.Request;

import java.util.List;

public interface RequestService {

void save (Request request);

Iterable<Request> findAllRequestsByUsernameAndDate (String username,
String date);

Iterable<Request> findAll();

Iterable<Request> findAllByUsername (String username) ;

List<ConvertableDetail> countRequestsAndFindDateByUsername (String
username) ;



Integer getAmountPerMonth (String username) ;

}

package com.faceid.services.interfaces;

import
import

public

com. faceid.models.entities.Role;
com. faceid.models.entities.User;

interface UserService {

void save (User user);

User findByUsername (String username) ;

String findTokenByUsername (String username) ;
String findUsernameByToken (String token);

User setUserToken (User user);

Role getCurrentRole (long userId);

void updateRoleForUser (long userId, int rolelId);

}

package com.faceid.services;

import
import
import
import
import
import

import

com.faceid.models.converters.ConvertableDetail;
com.faceid.models.entities.Request;

com. faceid.repositories.RequestRepository;
com.faceid.services.interfaces.RequestService;
org.springframework.beans.factory.annotation.Autowired;
org.springframework.stereotype.Service;

java.util.List;

@Service

public

class RequestServiceImpl implements RequestService {

@Autowired
private RequestRepository requestRepository;

@QOverride
public void save (Request request) {

}

requestRepository.save (request) ;

@QOverride

public Iterable<Request> findAllRequestsByUsernameAndDate (String

username, String date) {

return requestRepository.findAllByUsernameAndDate (username,

@QOverride
public Iterable<Request> findAll () {

}

return requestRepository.findAll ();

@Override
public Iterable<Request> findAllByUsername (String username) {

}

return requestRepository.findAllByUsername (username) ;

@Override
public List<ConvertableDetail> countRequestsAndFindDateByUsername (String
username) {

return

requestRepository.countRequestsAndFindDateByUsername (username) ;

}

@Override
public Integer getAmountPerMonth (String username) {

return requestRepository.amountPerCurrentMonth (username) ;

date) ;
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}

package com.faceid.services;

import com.faceid.repositories.UserRepository;

import com.faceid.models.entities.Role;

import com.faceid.models.entities.User;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.security.core.GrantedAuthority;

import org.springframework.security.core.authority.SimpleGrantedAuthority;

import org.springframework.security.core.userdetails.UserDetails;
import org.springframework.security.core.userdetails.UserDetailsService;
import
org.springframework.security.core.userdetails.UsernameNotFoundException;
import org.springframework.stereotype.Service;
import org.springframework.transaction.annotation.Transactional;
import java.util.HashSet;
import java.util.Set;
@Service
public class UserDetailsServiceImpl implements UserDetailsService(
@Autowired
private UserRepository userRepository;
@Override
@Transactional (readOnly = true)
public UserDetails loadUserByUsername (String username) {

User user = userRepository.findByUsername (username) ;
if (user == null) throw new UsernameNotFoundException (username) ;
Set<GrantedAuthority> grantedAuthorities = new HashSet<>();
for (Role role : user.getRoles()) {
grantedAuthorities.add (new
SimpleGrantedAuthority (role.getName())) ;

}

return new
org.springframework.security.core.userdetails.User (user.getUsername (),
user.getPassword (), grantedAuthorities);
}
}

package com.faceid.services;

import com.faceid.models.entities.Role;

import com.faceid.models.enums.Roles;

import com.faceid.repositories.RoleRepository;

import com.faceid.repositories.UserRepository;

import com.faceid.models.entities.User;

import com.faceid.services.interfaces.UserService;

import com.faceid.models.data.Generator;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Service;

@Service
public class UserServiceImpl implements UserService {
@Autowired
private UserRepository userRepository;
@Autowired
private RoleRepository roleRepository;

@Override

public void save (User user) {
//todo: encrypt password before saving
//user.setRoles (new HashSet<>(roleRepository.findAll())) ;
userRepository.save (user) ;

roleRepository.insertRole (userRepository.findByUsername (user.getUsername () )
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etId(), Roles.BASIC.getRole id());
}
@QOverride
public User findByUsername (String username) {
return userRepository.findByUsername (username) ;

}

@QOverride
public String findTokenByUsername (String username) {
return userRepository.findByUsername (username) .getToken () ;

}

@Override

public User setUserToken (User user) {
user.setToken (Generator.randomString()) ;
userRepository.save (user) ;
return userRepository.findByUsername (user.getUsername ()) ;

@Override
public String findUsernameByToken (String token) {
return userRepository.findByToken (token) .getUsername () ;

}

@Override
public Role getCurrentRole (long userId) {

return roleRepository.getRoleByUserId (userId);
}

@QOverride
public void updateRoleForUser (long userId, int roleId) {
roleRepository.updateRoleForUser (userlId, roleld);

}
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Jonatok b
JICTHHI HTML TA CSS ®AWJIIB JIUIS1 PEAJIIBAII KJIIEHTCBKOI
YACTHUHHA
<!DOCTYPE html>
<html>
<head>

<meta charset="utf-8">
<title>FacelID Validator Login</title>
<link rel="stylesheet" href="style.css">
</head>
<body>
<form action="/login">
<div class="container-1">
<hl>Sign in</hl>
<p>Please fill in this form to auth.</p>
<hr>

<label for="username"><b>Username</b></label>
<input type="text" placeholder="Enter username" name="username"
id="username" required>

<label for="psw"><b>Password</b></label>
<input type="password" placeholder="Enter Password" name="password"
id="psw" required>

<button type="submit" class="registerbtn">Login</button>
</div>

<div class="container signin">
<p>Don't have an account? <a href="/signup.html">Sign up</a>.</p>
</div>
</form>
</body>
</html>
<!DOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<title>FacelID Validator Registration</title>
<link rel="stylesheet" href="style.css">
</head>
<body>
<form action="/registration" method="post">
<div class="container-1">
<hl>Register</hl>
<p>Please fill in this form to create an account.</p>
<hr>

<label for="email"><b>Email</b></label>
<input type="text" placeholder="Enter Email" name="email" id="email"
required>

<label for="username"><b>Username</b></label>
<input type="text" placeholder="Enter Username" name="username"
id="username" required>

<label for="psw"><b>Password</b></label>
<input type="password" placeholder="Enter Password" name="password"
id="psw" required>
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<label for="psw-repeat"><b>Repeat Password</b></label>
<input type="password" placeholder="Repeat Password" name="repassword"
id="psw-repeat" required>
<hr>
<button type="submit" class="registerbtn">Register</button>
</div>

<div class="container signin">
<p>Already have an account? <a href="/index.html">Sign in</a>.</p>
</div>
</form>
</body>
</html>
* {box-sizing: border-box}

/* Add padding to containers */
.container {

padding: 16px;
}

/* Full-width input fields */
input [type=text], input[type=password] {
width: 100%;
padding: 15px;
margin: 5px 0 22px 0;
display: inline-block;
border: none;
background: #f1f1f1;
}

input [type=text]:focus, input[type=password]:focus {
background-color: #ddd;
outline: none;

}

/* Overwrite default styles of hr */
hr {
border: 1lpx solid #fl1fl1fl;
margin-bottom: 25px;

}

/* Set a style for the submit/register button */
.registerbtn {
background-color: #04AA6D;
color: white;
padding: lé6px 20px;
margin: 8px 0;
border: none;
cursor: pointer;
width: 100%;
opacity: 0.9;
}

.registerbtn:hover {
opacity:1;
}

/* Add a blue text color to links */
a {
color: dodgerblue;

}

/* Set a grey background color and center the text of the "sign in" section

*/



.signin {
background-color: #fl1f1fl;
text-align: center;

}

input [type=submit] :hover {
background-color: #45a049;

}

.container {
border-radius: 5px;
background-color: #f2f2f2;
padding: 20px;

}

.container-1 {
border-radius: 5px;
background-color: #ffffff;
padding: 20px;

}

/* Style the table */

table {
border-collapse: collapse;
border-spacing: 0;
width: 100%;
border: lpx solid #ddd;

}

/* Style table headers and table data */
th, td {

text-align: center;

padding: 16px;
}

th:first-child, td:first-child {
text-align: left;
}

/* Zebra-striped table rows */
tr:nth-child(even) {

background-color: #f2f2f2
}

.fa-check {
color: green;

}

.fa-remove {
color: red;

}

#snackbar {
visibility: hidden; /* Hidden by default. Visible on click */
min-width: 250px; /* Set a default minimum width */
margin-left: -125px; /* Divide value of min-width by 2 */
background-color: #333; /* Black background color */
color: #fff; /* White text color */
text-align: center; /* Centered text */
border-radius: 2px; /* Rounded borders */
padding: lépx; /* Padding */
position: fixed; /* Sit on top of the screen */
z-index: 1; /* Add a z-index if needed */
left: 50%; /* Center the snackbar */
bottom: 30px; /* 30px from the bottom */

}

/* Show the snackbar when clicking on a button (class added with JavaScript)



*/

#snackbar.show {
visibility: visible; /* Show the snackbar */
/* Add animation: Take 0.5 seconds to fade in and out the snackbar.
However, delay the fade out process for 2.5 seconds */
-webkit-animation: fadein 0.5s, fadeout 0.5s 2.5s;
animation: fadein 0.5s, fadeout 0.5s 2.5s;

}

/* Animations to fade the snackbar in and out */
@-webkit-keyframes fadein ({
from {bottom: 0; opacity: 0;}
to {bottom: 30px; opacity: 1;}
}

@keyframes fadein {
from {bottom: 0; opacity: 0;}
to {bottom: 30px; opacity: 1;}
}

@-webkit-keyframes fadeout {
from {bottom: 30px; opacity: 1;}
to {bottom: 0; opacity: 0;}

}

@keyframes fadeout {
from {bottom: 30px; opacity: 1;}
to {bottom: 0; opacity: 0;}
}
<!DOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<title>FaceID Validator</title>
<link rel="stylesheet" href="style.css">
</head>
<body>
<div class="container-1">
<form method="post" action="/validate" enctype="multipart/form-data">

<label for="fname">First Name</label>

<input type="text" id="fname" name="firstname" placeholder="Your name..

<label for="lname">Last Name</label>
<input type="text" id="lname" name="lastname" placeholder="Your last
name..">

<label for="sex">Sex</label>
<select id="sex" name="sex">
<option value="M">Male</option>
<option value="F">Female</option>
</select>

<label for="birthday">Birthday:</label>
<input type="date" id="birthday" name="birthday" data-date-format="DD
MMMM YYYY'">

<p></p>

<label for="passportNumber">Passport Number</label>

<input type="text" id="passportNumber" name="passportNumber"
placeholder="Your passport number">

<label for="idNumber">Identification Code</label>
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">

<input type="text" id="idNumber" name="idNumber" placeholder="Your ITN">



<input type="file" name="file"

/><br/><br/>

<input class="registerbtn" type="submit" value="Submit"

</form>
</div>
</body>
</html>
<!DOCTYPE html>

<html xmlns:th="http://www.thymeleaf.org" >

<head>
<meta charset="UTF-8">
<title>Details</title>

<link rel="stylesheet" href="style.css">

</head>
<body>
<style>
.row {
margin-left:-5px;
margin-right:-5px;

}

.column-1 {
float: left;
width: 75%;
padding: 5px;

}

.column-2 {
float: left;
width: 25%;
padding: 5px;

}

/* Add a black background color to the top navigation

.topnav {
background-color: #333;
overflow: hidden;

}

/* Style the links inside the navigation bar */

.topnav a {
float: left;
color: #f2f2f2;
text-align: center;
padding: 1l4px 16px;
text-decoration: none;
font-size: 17px;

}

.topnav .name {
float: right;
color: #f2£f2f2;
text-align: center;
padding: 1l4px 16px;
text-decoration: none;
font-size: 17px;

}

/* Change the color of links on hover */

.topnav a:hover {
background-color: #ddd;
color: black;

}

/* Add a color to the active/current link */

.topnav a.active {
background-color: #04AA6D;

*/

/>
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color: white;

box-sizing: border-box;

/* List items */

.price 1i {
border-bottom: 1lpx solid f#eee;
padding: 20px;
text-align: center;

/* The "Sign Up" button */
.button {
background-color: #ffffff;
border: none;
color: #000000;
padding: 10px 25px;
text-align: center;
text-decoration: none;
font-size: 18px;
}
input [type=text], input[type=password] {
width: 75%;
padding: 15px;
margin: 5px 0 22px 0;
display: inline-block;
border: none;
background: #f1£f1£f1;
}
</style>
<script
src="https://ajax.googleapis.com/ajax/libs/jquery/3.5.1/jquery.min.js"></scri
pt>
<script
src="https://cdnjs.cloudflare.com/ajax/libs/Chart.js/2.6.0/Chart.min.js"></sc
ript>

<script>
function callSnackbar () {
var x = document.getElementById ("snackbar");
x.className = "show";
setTimeout (function () { x.className = x.className.replace ("show", "");
}, 3000);

}
function dataLoad() {

$.ajax ({
method : 'GET',
dataType: "text",
url : '/graph',
success: function (data) {
var labels = JSON.parse (data) .map (function (e) {
return e.date;
1)
var data = JSON.parse (data) .map (function(e) {

return e.amount;
1)

var ctx = canvas.getContext ('2d');

var config = {
type: 'line',
data: {

labels: labels,



datasets: [{
label: 'Amount per day',
data: data,
fill: false,
borderColor: 'rgb (75, 192, 192)"',
tension: O
H]
}
}i
var chart = new Chart (ctx, config);
}
1) ;

S.ajax ({
method : 'GET',
dataType: "text",
url : '/stats',

success: function(data) {
var data = JSON.parse (data);
var average = data.average;
var limit = data.limit;
var used = data.used;

var free = data.free;
S ('#average') .text ('Average: ' + average);
S('"#1limit') .text ('Limit: " + used + " / " 4+ limit);
var donut = document.getElementById ("donut");
var config = {

type: 'pie',

data: {

labels: ['USED', 'AVAILARBRLE'],

datasets: [{
label: '"#',
data: [used, free],
backgroundColor: [
'rgba (255, 99, 132, 0.5)"',
'rgba (54, 162, 235, 0.2)'
1y
borderColor: [
'rgb(2,2,2)",
'rgb(2,2,2)"
1,
borderWidth: 1
H]
b
options: {
responsive: true,
}
}i
var myChart = new Chart (donut, config);
}
1)
callSnackbar () ;
}
</script>
<div class="topnav">
<a href="/home">Home</a>
<a href="/token">Token</a>
<a class="active" href="/details">Details</a>
<a href="/demo">Demo</a>

<a th:text="${user.getUsername ()} + ' (Logout)'" href="/logout"
class="name"></a>
</div>
<div>

<div class="row">
<div class="column-1">
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<canvas 1id="canvas"></canvas>

</div>
<div class="column-2">
<diwv>
<h2 th:text="${user.getUsername ()} + '\'s stats'"></h2>
<p th:text="'Your plan: ' + ${role.getName () }"></p>

<p 1d="1limit"></p>
<p id="average"></p>
<center>
<canvas id="donut" style="height: 47%; width:
47%"></canvas>
<p><button onclick="datalLoad ()" class="registerbtn"
style="position:center; width:50%; height:75%">Update</button></p>
<p><a href="javascript:window.location="download'"
class="registerbtn" style="position:center; width:50%; height:75%;text-
decoration:none">Download</a></p>
</center>
</div>
</div>
</div>
<div id="snackbar">Successfully loaded</div>
</div>
<script type="text/javascript">
$ (document) .ready (function () {
dataLoad() ;
1)
</script>
</body>
</html>
<!DOCTYPE html>
<html xmlns:th="http://www.thymeleaf.org" >
<head>
<meta charset="UTF-8">
<title>Results of comparison</title>
</head>
<body>
<style>
/* Add a black background color to the top navigation */
.topnav {
background-color: #333;
overflow: hidden;

}

/* Style the links inside the navigation bar */

.topnav a {
float: left;
color: #f2f2f2;
text-align: center;
padding: 1l4px 1l6px;
text-decoration: none;
font-size: 17px;

}

.topnav .name {
float: right;
color: #£f2f2f2;
text-align: center;
padding: 1l4px 16px;
text-decoration: none;
font-size: 17px;

}

/* Change the color of links on hover */
.topnav a:hover {
background-color: #ddd;

69



color: black;

}

/* Add a color to the active/current 1link
.topnav a.active {

background-color: #04AA6D;

color: white;

box-sizing: border-box;

}

/* Create three columns of equal width */
.columns {

float: left;

width: 33.3%;

padding: 8px;
}

/* Style the 1list */

.price {
list-style-type: none;
border: lpx solid feee;
margin: 0;
padding: O;
-webkit-transition: 0.3s;
transition: 0.3s;

}

/* Add shadows on hover */
.price:hover {

box-shadow: 0 8px 12px 0 rgba(0,0,0,0.

}

/* Pricing header */

.price .header {
background-color: #111;
color: white;
font-size: 25px;

}

/* List items */

.price 1i {
border-bottom: 1lpx solid #eee;
padding: 20px;
text-align: center;

}

/* Grey list item */

.price .grey {
background-color: feee;
font-size: 20px;

}

/* The "Sign Up" button */
.button {
background-color: #04AA6D;
border: none;
color: white;
padding: 10px 25px;
text-align: center;
text-decoration: none;
font-size: 18px;

*/
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/* Change the width of the three columns to 100%
(to stack horizontally on small screens) */
@media only screen and (max-width: 600px) {
.columns {
width: 100%;

}
</style>
<div class="topnav">
<a class="active" href="/home">Home</a>
<a href="/token">Token</a>
<a href="/details">Details</a>
<a href="/demo">Demo</a>

<a th:text="${user.getUsername ()} + ' (Logout)'"™ href="/logout"
class="name"></a>
</div>

<div class="columns">
<ul class="price">
<1li class="header">Basic</1li>
<li class="grey">ID card verification #</li>
<li class="grey">Face verification X </1i>
<1li class="green">Limit 1000 requests per month</li>

<1li class="grey" th:if="${role.getName ()} != 'basic'"><a href="#"
class="button">Update</a></1i>
</ul>
</div>

<div class="columns">
<ul class="price">
<1li class="header">Pro</1li>
<li class="grey">ID card verification #¥</li>
<1li class="grey">Face verification #</1i>
<1li class="green">Limit 10000 requests per month</li>

<1i class="grey" th:if="S${role.getName ()} != 'pro'"><a
href="/subscribe/pro" class="button">Update</a></1li>
</ul>

</div>
<div class="columns">
<ul class="price">
<li class="header">Enterprise</1li>
<1li class="grey">ID card verification #¥</1li>

<li class="grey">Face verification #</1i>
<1i class="green">Limit 250000 requests per month</1i>

<1li class="grey" th:if="${role.getName ()} != 'enterprise'"><a
href="/subscribe/enterprise" class="button">Update</a></1i>
</ul>
</div>
</body>
</html>

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>Payment page</title>
</head>

<body>
<style>
/* Add a black background color to the top navigation */
.topnav {
background-color: #333;
overflow: hidden;
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}

/* Style the links inside the navigation bar

.topnav a {
float: left;
color: #f2f2f2;
text-align: center;
padding: 1l4px 16px;
text-decoration: none;
font-size: 17px;

}

.topnav .name {
float: right;
color: #f2£f2f2;
text-align: center;
padding: 1l4px 16px;
text-decoration: none;
font-size: 17px;

}

/* Change the color of links on hover */
.topnav a:hover {

background-color: #ddd;

color: black;

}

/* Add a color to the active/current link */
.topnav a.active {
background-color: #04AA6D;
color: white;
}
*
box-sizing: border-box;

}

/* Create three columns of equal width */
.columns {

float: left;

width: 33.3%;

padding: 8px;
}

/* Style the list */

.price {
list-style-type: none;
border: 1lpx solid feee;
margin: O;
padding: 0;
-webkit-transition: 0.3s;
transition: 0.3s;

}

/* Add shadows on hover */
.price:hover {

box-shadow: 0 8px 12px 0 rgba(0,0,0,0.2)
}

/* Pricing header */

.price .header {
background-color: #111;
color: white;
font-size: 25px;

*/
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/* List items */

.price 1i {
border-bottom: 1lpx solid #eee;
padding: 20px;
text-align: center;

}

/* Grey list item */

.price .grey {
background-color: #eee;
font-size: 20px;

}

/* The "Sign Up" button */
.button {
background-color: #04AA6D;
border: none;
color: white;
padding: 10px 25px;
text-align: center;
text-decoration: none;
font-size: 18px;

}

/* Change the width of the three columns to 100%
(to stack horizontally on small screens) */
@media only screen and (max-width: 600px) {
.columns {
width: 100%;
}
}
</style>
<div class="topnav">
<a class="active" href="/home">Home</a>
<a href="/token">Token</a>
<a href="/details">Details</a>
<a href="/demo">Demo</a>
<a th:text="${user.getUsername ()} + ' (Logout)'" href="/logout"
class="name"></a>

</div>
<center>
<p>Click the button under to proceed payment</p>
<div th:remove="tag" th:utext="${html}"></div>
</center>
</body>
</html>

<!DOCTYPE html>
<html xmlns:th="http://www.thymeleaf.org" >
<head>
<meta charset="UTF-8">
<title>Results of comparison</title>
<link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/font-
awesome/4.7.0/css/font-awesome.min.css">
</head>
<body>

<hl>Validation results</hl>
<style>table {
border-collapse: collapse;
border-spacing: 0;
width: 100%;
border: 1lpx solid #ddd;



/* Style table headers and table data */
th, td {

text-align: center;

padding: 16px;
}

th:first-child, td:first-child {
text-align: left;
}

/* Zebra-striped table rows */
tr:nth-child(even) {

background-color: #f2f2f2
}

.fa-check {
color: green;

}

.fa-remove {
color: red;

}</style>
<table>
<tr th:each="user : ${users.entrySet()}">
<td th:text="${user.key}">keyvalue</td>
<td>
<i th:if="${user.value} == false" class="fa fa-remove"></i>
<i th:if="${user.value} == true" class="fa fa-check"></1i>
</td>
</tr>
</table>
</body>
</html>

<!DOCTYPE html>
<html xmlns:th="http://www.thymeleaf.org" >
<head>
<meta charset="UTF-8">
<title>Token generation</title>
<link rel="stylesheet" href="style.css">
</head>
<body>
<style>
.flip-card {
background-color: transparent;
width: 600px;
height: 300px;
border: 1lpx solid #f1f1f1;
perspective: 1000px; }

.flip-card-inner {
position: relative;
width: 100%;
height: 100%;
text-align: center;
transition: transform 0.8s;
transform-style: preserve-3d;

.flip-card:hover .flip-card-inner ({
transform: rotateY (180deq);
}
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.flip-card-front, .flip-card-back {
position: absolute;
width: 100%;
height: 100%;
-webkit-backface-visibility: hidden; /* Safari */
backface-visibility: hidden;
}

/* Style the front side (fallback if image is missing) */
.flip-card-front {

background-color: #bbb;

color: black;

}

/* Style the back side */
.flip-card-back {
background-color: #04aa6d;
color: white;
transform: rotateY (180deq);
}
/* Add a black background color to the top navigation */
.topnav {
background-color: #333;
overflow: hidden;

}

/* Style the links inside the navigation bar */

.topnav a {
float: left;
color: #f2f2f2;
text-align: center;
padding: 1l4px 16px;
text-decoration: none;
font-size: 17px;

}

.topnav .name {
float: right;
color: #f2f2f2;
text-align: center;
padding: 1l4px 16px;
text-decoration: none;
font-size: 17px;

}

/* Change the color of links on hover */
.topnav a:hover {

background-color: #ddd;

color: black;

}

/* Add a color to the active/current link */
.topnav a.active {

background-color: #04AA6D;

color: white;

box-sizing: border-box;

/* List items */
.price 1i {
border-bottom: lpx solid #eee;
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padding: 20px;
text-align: center;

/* The "Sign Up" button */
.button {
background-color: #ffffff;
border: none;
color: #000000;
padding: 10px 25px;
text-align: center;
text-decoration: none;
font-size: 18px;
}
input [type=text], input[type=password] {
width: 75%;
padding: 15px;
margin: 5px 0 22px 0;
display: inline-block;
border: none;
background: #f1£f1£f1;
}
</style>
<script>
function myFunction () {
var x = document.getElementById ("myInput"):;
if (x.type === "password") ({
X.type = "text";
} else {
X.type = "password";
}
}
function callSnackbar () {
var x = document.getElementById("snackbar");

// Add the "show'" class to DIV
x.className = "show";

// After 3 seconds, remove the show class from DIV

setTimeout (function () { x.className = x.className.replace ("show", "");
}, 3000);

}

</script>
<script
src="https://ajax.googleapis.com/ajax/libs/jquery/3.5.1/jquery.min.js"></scri
pt>
<script type="text/javascript">

$ (document) .ready (function () {
$('button[id="generate"]"').click (function() {
S.ajax ({
method : 'GET',
dataType: "text",
url : '/token generate',

success: function(data) {
callSnackbar () ;
S("#myInput') .val (data);

})
</script>
<div class="topnav">
<a href="/home">Home</a>
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<a class="active" href="/token">Token</a>
<a href="/details">Details</a>
<a href="/demo">Demo</a>

<a th:text="${user.getUsername ()} + ' (Logout)'"™ href="/logout"
class="name"></a>
</div>

<div class="flip-card">
<div class="flip-card-inner">
<div class="flip-card-front">
<center>
<img src="https://icons.veryicon.com/png/o/system/system-
project/secret-key-2.png" alt="Avatar" style="width:30%;height:30%;padding-
top:10%">

</center>
</div>
<div class="flip-card-back">
<hl th:text="'Hello, ' + ${user.getUsername () }"></hl>

<p><input type="password" value="Empty token"
th:value="${user.getToken () }" id="myInput"></p>

<p><input type="checkbox" onclick="myFunction ()">Show token</p>

<p><button id="generate" class="button">Generate
token</button></p>

<div id="snackbar">Updated successfully</div>

</div>
</div>

</div>

</body>
</html>



