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Ðîçðîáëåíèé àëãîðèòì øèôðóâàííÿ ³íôîðìàö³¿ çà äîïîìîãîþ ôóíêö³é íà 
ìíîæèí³ ä³éñíèõ ÷èñåë. Çàçíà÷åí³ ôóíêö³¿ ìàþòü âèïàäêîâó ñêëàäîâó, ÿêà íå 
â³äîìà àí³ â³äïðàâíèêó, àí³ îäåðæóâà÷ó ïîâ³äîìëåííÿ. Ðîçøèôðóâàííÿ 
ïîâ³äîìëåííÿ âèêîíóºòüñÿ çà äîïîìîãîþ ôóíêö³é íåïðîïîðö³éíîñò³. 

Êëþ÷îâ³ ñëîâà: êðèïòîñèñòåìà, àíàë³ç, øèôðóâàííÿ, ðîçøèôðóâàííÿ, 
ôóíêö³ÿ, êëþ÷, íåïðîïîðö³éí³ñòü, øèôðîòåêñò, îá÷èñëåííÿ, ïîâ³äîìëåííÿ. 

 
Ðàçðàáîòàí àëãîðèòì øèôðîâàíèÿ èíôîðìàöèè ñ ïîìîùüþ ôóíêöèé íà 

ìíîæåñòâå äåéñòâèòåëüíûõ ÷èñåë. Óêàçàííûå ôóíêöèè èìåþò ñëó÷àéíóþ 
ñîñòàâëÿþùóþ, êîòîðàÿ íå èçâåñòíà íè îòïðàâèòåëþ, íè ïîëó÷àòåëþ 
ñîîáùåíèÿ. Ðàñøèôðîâàíèå ñîîáùåíèÿ îñóùåñòâëÿåòñÿ ïðè ïîìîùè ôóíêöèé 
íåïðîïîðöèîíàëüíîñòè.  

Êëþ÷åâûå ñëîâà: êðèïòîñèñòåìà, àíàëèç, øèôðîâàíèå, ðàñøèôðîâûâàíèå, 
ôóíêöèÿ, êëþ÷, íåïðîïîðöèîíàëüíîñòü, øèôðîòåêñò, ðàñ÷åò, óâåäîìëåíèå. 

 

 
ÂÑÒÓÏ 

Ïåðåâàæíî âñ³ êðèïòîñèñòåìè âèêîðèñòîâóþòü ìíîæèíó ïðîñòèõ ÷èñåë 
[1]. Ïîòóæí³ñòü ìíîæèíè ïðîñòèõ ÷èñåë ìåíøà â³äíîñíî ìíîæèíè ö³ëèõ 
÷èñåë, à òèì á³ëüøå - ä³éñíèõ ÷èñåë. Öå ïðèìóøóº çá³ëüøóâàòè äîâæèíó 
êëþ÷³â ç ìåòîþ ï³äâèùåííÿ êðèïòîñò³éêîñò³ ñèñòåì, ùî ïîðîäæóº 
ïðîáëåìè ãåíåðàö³¿ êëþ÷³â òà øâèäêîñò³ ðîáîòè àëãîðèòìó øèôðóâàííÿ 
òà äåøèôðóâàííÿ. Òîìó àêòóàëüíèì º çàâäàííÿ ðîçðîáëåííÿ 
êðèïòîñèñòåì, ÿê³ âèêîðèñòîâóþòü ä³éñí³ ÷èñëà. 

 
ÏÎÑÒÀÍÎÂÊÀ ÇÀÂÄÀÍÍß 

Ðîçðîáèòè ñèìåòðè÷íó êðèïòîñèñòåìó, ÿêà âèêîðèñòîâóº ÿê ïîëå äëÿ 
êëþ÷³â ìíîæèíó ä³éñíèõ ÷èñåë. Òàêîæ íåîáõ³äíî, ùîá øèôðóâàííÿ íå 
ìàëî ñòàòèñòè÷íèõ çàêîíîì³ðíîñòåé, òîáòî øèôðóâàííÿ îäíîãî ³ òîãî 
ñàìîãî ïîâ³äîìëåííÿ çà äîïîìîãîþ îäíèõ ³ òèõ ñàìèõ êëþ÷³â êîæíîãî 
ðàçó äàâàëî ð³çíèé øèôðîòåêñò. 

 
ÐÅÇÓËÜÒÀÒÈ 

Ïðîïîíóºòüñÿ ñèììåòðè÷íà ñèñòåìà [2], â ÿê³é ÿê êëþ÷ 
âèêîðèñòîâóºòüñÿ íàá³ð ôóíêö³é íà ìíîæèí³ ä³éñíèõ ÷èñåë  

( ( ))if t Rτ ∈  1...i m= .  
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Êîæíèé ñèìâîë ïîâ³äîìëåííÿ ïîäàºòüñÿ â á³íàðíîìó êîä³, òàêèì 
÷èíîì, ùî á³íàðíèé êîä ì³ñèòü á³ëüøå, í³æ îäíó îäèíèöþ. 

i -ìó á³íàðíîìó ðîçðÿäó ñòàâèòüñÿ ó â³äïîâ³äí³ñòü åòàëîííà ôóíêö³ÿ 

( ( ))if t Rτ ∈  1...i m= , äå m  á³ëüøå, í³æ ê³ëüê³ñòü á³íàðíèõ ðîçðÿä³â. 

Ôóíêö³ÿ øèôðóâàííÿ ïîâ³äîìëåííÿ ìàº âèãëÿä  

0
1

( ) ( ( ))
m

i i i
i

f t a k f tτ
=

= ∑ ,       (1) 

äå t R∈  (ÿê t  ìîæå âèñòóïàòè ì³ñöåïîëîæåííÿ ñèìâîëó â ïîâ³äîìëåíí³), 

ia  - çíà÷åííÿ i -ãî á³íàðíîãî ðîçðÿäó (0 àáî 1); ik  - ìàñøòàáíèé ìíîæíèê, 

çíà÷åííÿ ÿêîãî ãåíåðóºòüñÿ âèïàäêîâèì ÷èíîì ³ íåâ³äîìî í³ â³äïðàâíèêó, 
í³ îäåðæóâà÷ó ïîâ³äîìëåííÿ; ( )t Rτ ∈  ñëóæèòü äëÿ ãåíåðàö³¿ àðãóìåíò³â 
åòàëîííèõ ôóíêö³é ç ìåòîþ ï³äâèùåííÿ êðèïòîñò³éêîñò³. 

( ( ))if tτ  ìàþòü çàäîâîëüíÿòè òàê³ îáìåæåííÿ: 

1. Ôóíêö³ÿ ïîâèííà íàëåæàòè äî îáëàñò³ ä³éñíèõ ÷èñåë. 
2. Âîíà ïîâèííà ìàòè ïîõ³äí³ äî ïîðÿäêó m  âêëþ÷íî. 
3. Ôóíêö³ÿ ³ ¿¿ ïîõ³äíà áóäü-ÿêîãî ïîðÿäêó (ó òîìó ÷èñë³ ³ m ) íå 

ïîâèíí³ áóòè êîíñòàíòîþ. 
4. Ôóíêö³ÿ íå ïîâèííà ì³ñòèòè â³äð³çê³â, íà ÿêèõ ïðè äåê³ëüêîõ 

êîíòðîëüíèõ îá÷èñëåííÿõ âîíà ïðàêòè÷íî äîð³âíþº êîíñòàíò³ 

(íàïðèêëàä, ôóíêö³ÿ x α−  ïðè âåëèêèõ çíà÷åííÿõ x ). 
Ó ðåçóëüòàò³ âèùåçàçíà÷åíèõ îïåðàö³é îòðèìóºìî øèôðóâàííÿ 0 ( )f t . 

Ïðè ÷èñëîâ³é ðåàë³çàö³¿ àëãîðèòìó ïåðåäàþòüñÿ ôóíêö³¿ 0 ( )f t  â 

äèñêðåòí³é ôîðì³. Òîáòî ó âèãëÿä³ ìàñèâó. Äîâæèíà ìàñèâó íå ïîâèííà 
áóòè ñòàëîþ. Çì³íþâàòèñÿ äîâæèíà ìàñèâó áóäå çà çàçäàëåã³äü 
îáóìîâëåíèì êîðèñòóâà÷àìè ïðàâèëîì. 

ßê ïðèêëàä òàêî¿ ñõåìè ìîæíà âèçíà÷èòè òàêèé àëãîðèòì: äîâæèíà 

ìàñèâó âèçíà÷àºòüñÿ ÿê 
1

60 ( )mod30
m

i
i

a i
=

+ ⋅∑ . 

Íàä³éí³ñòü æå ñàìî¿ ñèñòåìè ïåðåäà÷³ ³íôîðìàö³¿ ìîæíà ï³äâèùèòè çà 
äîïîìîãîþ á³íîì³àëüíî¿ ñèñòåìè îá÷èñëåíü [3].  

Íà â³äì³íó â³ä á³íàðíèõ ÷èñåë á³íîì³àëüí³ ÷èñëà âèêîðèñòîâóþòü äëÿ 
ñâîº¿ ïîáóäîâè äîâîë³ ñêëàäí³ îáìåæåííÿ. Âîíè ââîäÿòü äîäàòêîâó 
íàäëèøêîâó ³íôîðìàö³þ, ÿêó ìîæíà âèêîðèñòîâóâàòè äëÿ âèÿâëåííÿ, à â 
äåÿêèõ âèïàäêàõ ³ âèïðàâëåííÿ ïîìèëîê. Ïîêàçíèêîì íàÿâíîñò³ ïîìèëîê 
º ïîðóøåííÿ âêàçàíèõ îáìåæåíü. 

 
Ðîçøèôðóâàííÿ ïîâ³äîìëåííÿ 
Ðîçøèôðóâàííÿ âèêîíóºòüñÿ çà äîïîìîãîþ ôóíêö³é íåïðîïîðö³éíîñò³ 

[4], ÿê³ ìàþòü âèãëÿä 
 

'
(1) 0 0

0 0( ( )) '

( ) ( )
@ ( )

( ( )) ( ( ))ii f t
i i

f t f t
F d f t

f t f tτ τ τ
= = − ,     (2) 

äå (1)
0( ( ))@ ( )

if td f tτ  - ïîçíà÷åííÿ íåïðîïîðö³éíîñò³ çà ïîõ³äíîþ ïåðøîãî 

ïîðÿäêó ôóíêö³¿ 0 ( )f t  çà ( ( ))if tτ ; 0 ( )f t  - ôóíêö³ÿ, ùî ñòàíîâèòü 

çàøèôðîâàíå ïîâ³äîìëåííÿ;  ( ( ))if tτ  - åòàëîííà ôóíêö³ÿ;  0 ( )f t′ , ( ( ))if tτ′  - 

ïîõ³äí³ â³ä ôóíêö³é 0 ( )f t ,  ( ( ))if tτ . 
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Ï³ñëÿ îòðèìàííÿ çàøèôðîâàíîãî ïîâ³äîìëåííÿ çàâäàííÿ çâîäèòüñÿ äî 
çíàõîäæåííÿ á³íàðíîãî êîäó, ÿêèé çàøèôðîâàíèé ó ïîâ³äîìëåíí³ 0 ( )f t . 

Äëÿ öüîãî çà äîïîìîãîþ ôóíêö³é íåïðîïîðö³éíîñò³ (2) âèçíà÷àºòüñÿ, ÿê³ 
ñàìå åòàëîíí³ ôóíêö³é ñêëàäàþòü çàøèôðîâàíèé áëîê ïîâ³äîìëåííÿ. 
Îñê³ëüêè êîæíà ç åòàëîííèõ ôóíêö³é â³äïîâ³äàº ïåâíîìó ðîçðÿäó 
äâî¿ñòîãî ÷èñëà, òî öå äîçâîëÿº âèçíà÷èòè á³íàðíèé êîä çàøèôðîâàíîãî 
ñèìâîëó. 

Äëÿ çíàõîäæåííÿ åòàëîííèõ ôóíêö³é, ÿê³ óâ³éøëè â ñóìó 0 ( )f t , 

âèêîðèñòîâóºìî òàêèé àëãîðèòì. 
Ïîñë³äîâíî ïåðåáèðàþòüñÿ âñ³ ìîæëèâ³ ç m  - ðîçðÿäíèõ á³íàðíèõ 

êîä³â ïîâ³äîìëåíü, à îòæå, ³ â³äïîâ³äí³ ¿ì íàáîðè åòàëîííèõ ôóíêö³é. 
Äëÿ êîæíîãî åëåìåíòà âèá³ðêè îá÷èñëþºòüñÿ ôóíêö³ÿ íåïðîïîðö³éíîñò³ 
çíà÷åííÿ øèôðîòåêñòó çà åòàëîííèìè ôóíêö³ÿìè. ßêùî öÿ ôóíêö³ÿ 
íåïðîïîðö³éíîñò³ äîð³âíþº íóëþ, à öå áóäå ò³ëüêè â òîìó âèïàäêó, ÿêùî 
íàá³ð åòàëîííèõ ôóíêö³é ç ïðèïóùåííÿ â³äïîâ³äàº ïî÷àòêîâîìó 
ïîâ³äîìëåííþ, òî ïîâ³äîìëåííÿ ðîçøèôðîâàíî. 

Êîëè â á³íàðíîìó êîä³ îäíà îäèíèöÿ, òî ôóíêö³ÿ íåïðîïîðö³éíîñò³ ìàº 
âèãëÿä 
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(1) 0 0
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F d f t

f t f tτ τ τ
= = − . 

 
Ó âèïàäêó, ÿêùî ê³ëüê³ñòü îäèíèöü äîð³âíþº äâ³, - ôóíêö³ÿ 

íåïðîïîðö³éíîñò³ ìàº âèãëÿä 
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'
(1)
( ( )) '

( ( )) ( ( ))
@ ( ( ))

( ( )) ( ( ))i

j j
ji jf t

i i

f t f t
F d f t

f t f tτ

τ τ
τ

τ τ
= = − . 

 
Àíàëîã³÷íî ôîðìóºòüñÿ âèãëÿä ôóíêö³¿ íåïðîïîðö³éíîñò³ ïðè á³ëüø³é 

ê³ëüêîñò³ îäèíèöü ó á³íàðíîìó êîä³. 
Ïîõ³äíà â³ä ôóíêö³¿ ïðè ÷èñëîâ³é ðåàë³çàö³¿ ìîæå îá÷èñëþâàòèñÿ çà 

ôîðìóëîþ Íüþòîíà-Ñò³ðë³íãà: 
 

2 3 4 5 6
' 1 1

( )
2 6 12 20 30

f f f f f
f f

h
∆ ∆ ∆ ∆ ∆

= ∆ + − + − + ⋅ , 

 

äå h – êðîê;  

1
1i if f f −∆ = − ; 

2 1 1
1i if f f −∆ = ∆ − ∆  ³ ò. ä. 

 
ßê ïðèêëàä ðîçãëÿäàºòüñÿ àëãîðèòì âèçíà÷åííÿ âèãëÿäó ôóíêö³¿ 

íåïðîïîðö³éíîñò³ òà ðîçï³çíàâàííÿ åòàëîííèõ ôóíêö³é, ùî óâ³éøëè â 

0 ( )f t  ó âèïàäêó êîëè 
1

3
m

i
i

a
=

=∑ , òîáòî ê³ëüê³ñòü îäèíèöü ó á³íàðíîìó êîä³ 

äîð³âíþº òðè. Ê³ëüê³ñòü îäèíèöü ó á³íàðíîìó êîä³ äîð³âíþº ê³ëüêîñò³ 
åòàëîííèõ ôóíêö³é, ùî óâ³éøëè â ñóìó 0 ( )f t . À i - öå íîìåð ïåðøî¿ 

îäèíèö³ ó á³íàðíîìó êîä³, j - íîìåð äðóãî¿ îäèíèö³, q - òðåòüî¿. 
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Åòàï ïåðøèé. Çíàõîäèòüñÿ íåïðîïîðö³éí³ñòü ôóíêö³¿ 0 ( )f t  çà îäí³ºþ ³ç 

áóäü-ÿêîþ ôóíêö³ºþ ( )if t , ÿêà ïîçíà÷àºòüñÿ ÷åðåç 0 ( )iF t : 

 
'

(1) 0 0
0 0( ( )) '

( ) ( )
@ ( )

( ( )) ( ( ))ii f t
i i

f t f t
F d f t

f t f tτ τ τ
= = − . 

 
Çàì³ñòü 0 ( )f t  â (2) ï³äñòàâëÿºòüñÿ éîãî âèðàç â (1).  

Îòðèìàºìî 

0

( ( )) ( ( ))
( ) ( ) ( )

( ( )) ( ( ))
j j

i j j ji
i ii j i j

f t f t
F t k k F t

f t f t

τ τ

τ τ≠ ≠

′
= − =

′∑ ∑ ,                     (3) 

äå 
(1)
( ( ))( ) @ ( ( ))

iji jf tF t d f tτ τ= .                                       (4) 

 
Åòàï äðóãèé. Çíàõîäèòüñÿ íåïðîïîðö³éí³ñòü 0 ( )ijiF t  çà ïîõ³äíîþ 

ïåðøîãî ïîðÿäêó ôóíêö³¿ 0 ( )iF t  çà îäí³ºþ ³ç áóäü-ÿêèõ ôóíêö³é ( )jiF t : 

 

(1) 0 0
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( ) ( )ji
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F t F t
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F t F t

′
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′
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Ç îãëÿäó íà ôîðìóëó (3) 
 

                    0 ( ) ( )iji q qiji
q j

F t k F t
≠

= ∑ ,                                      (6) 

äå 

                (1)
( )

( ) @ ( )
jiqiji qiF tF t d F t= .                                     (7) 

 
Åòàï òðåò³é. Çíàõîäèòüñÿ íåïðîïîðö³éí³ñòü 0 ( )ijiqijiF t  çà ïîõ³äíîþ 

ïåðøîãî ïîðÿäêó ôóíêö³¿ 0 ( )ijiF t  çà îäí³ºþ ³ç áóäü-ÿêèõ ôóíêö³é ( )qijiF t  ç 

(7): 

            (1)
0 0( )

( ) @ ( )
qijiijiqiji ijiF tF t d F t= .                                  (8) 

 
ßêùî ôóíêö³ÿ íåïðîïîðö³éíîñò³ (8) äîð³âíþº íóëþ, òî ââàæàºòüñÿ, ùî 

çàøèôðîâàíå ïîâ³äîìëåííÿ ïðè ðîçøèôðóâàíí³ äîð³âíþº ïîòî÷íîìó 
åëåìåíòó ç âèá³ðêè ìîæëèâèõ ïîâ³äîìëåíü. 

Çà àíàëîã³÷íîþ ñõåìîþ ðîçøèôðîâóþòüñÿ ³íø³ ìîæëèâ³ ïîâ³äîìëåííÿ, 

êîëè 
1

3
m

i
i

a
=

≠∑ . Ê³ëüê³ñòü åòàï³â îá÷èñëåííÿ äîð³âíþº 
1

m

i
i

a
=
∑ . 

ßê áóëî ñêàçàíî âèùå, ³íäåêñè ïðè îá÷èñëåíí³ ôóíêö³é 
íåïðîïîðö³éíîñò³ çàëåæàòü â³ä ïîëîæåííÿ îäèíèö³ â á³íàðíîìó êîä³. 
Íàïðèêëàä, á³íàðíèé êîä ìîæëèâîãî ïîâ³äîìëåííÿ ç âèá³ðêè ìàº âèãëÿä 
11100000. Â³äïîâ³äíèé íàá³ð ³íäåêñ³â ìàº âèãëÿä ijqklmnp .  

Òîä³ 1, 2, 3, 4, 5, 6, 7, 8i j q k l m n p= = = = = = = = . 

Ôóíêö³¿ íåïðîïîðö³éíîñò³ äîçâîëÿþòü ðîçï³çíàòè [5], ÿê³ åòàëîíí³ 
ôóíêö³¿ âõîäÿòü ó ñóìó (1) íåçàëåæíî â³ä íåâ³äîìèõ çíà÷åíü ik , ³ òàêèì 

÷èíîì ðîçøèôðóâàòè ïîâ³äîìëåííÿ. 
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ÂÈÑÍÎÂÊÈ 
Çàâäÿêè çàïðîïîíîâàíîìó ñïîñîáó øèôðóâàííÿ çá³ëüøóºòüñÿ ê³ëüê³ñòü 

ìîæëèâèõ êëþ÷³â, òèì ñàìèì çðîñòàº ñò³éê³ñòü ñèñòåìè ïðè àòàö³ 
ìåòîäîì ï³äáîðó. ×åðåç á³ëüøó ê³ëüê³ñòü ìîæëèâèõ âàð³àö³é êëþ÷³â 
ñïðîùóºòüñÿ ¿õ âèá³ð. Òàêèì ÷èíîì, çàâäÿêè  âèêîðèñòàííþ ðàçîì ç 
åòàëîííèìè ôóíêö³ÿìè âèïàäêîâèõ êîåô³ö³ºíò³â,  äîñÿãàºòüñÿ òå, ùî 
îäíå é òå ñàìå ïîâ³äîìëåííÿ, ç îäíàêîâèìè êëþ÷àìè, êîæíîãî ðàçó äàº 
ð³çíå øèôðóâàííÿ, ùî ðîáèòü âèÿâëåííÿ ñòàòèñòè÷íèõ âëàñòèâîñòåé 
á³ëüø ñêëàäíèì. 

 
 

SUMMARY 
 

THE METHOD OF THE DATA ENCRYPTING AND DECODING 
 
V.V. Avramenko, M.I. Zabolotnyi* 
Sumy State University, Sumy 
*Kyiv 

 
The algorithm of the information encrypting by means of functions on set of real 

numbers was developed. The specified functions have a random component which is 
not known neither to the sender, nor the addressee of the message. De-encryption of 
messages is carried out by means of disproportional functions. 

Key words:data encrypting, decoding, de-encryption,disproportional function. 
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